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CHAPTER 2

Introduction

Introduction to CSPC Collection Platform Software

The Cisco Common Service Platform Collector (CSPC) is an SNMP-based tool that discovers and
collects information from the Cisco devices installed on your network. The CSPC software provides an
extensive collection mechanism to gather various aspects of customer device data. Information gathered
by the collector is used by several Cisco Service offers, such as Smart Net Total Care, Partner Support
Service, and Business Critical Services. The data is used to provide inventory reports, product alerts,
configuration best practices, technical service coverage, lifecycle information, and many other detailed
reports and analytics for both the hardware and operating system (OS) software.

This User Guide explains how to use CSPC software version 2.9. Refer to CSPC Release Notes for
program updates, important notes, image location and other information.

CSPC 2.7 and earlier releases are no longer supported. If you experience problems with a earlier release
you are recommended to update the collector software version to latest available.

Who Should Use This Guide?

This guide is written for Network and Security Administrators and Cisco Network Engineers who want
to collect information on heterogeneous networks comprised of network devices such as routers,
switches, firewalls, wireless devices, intrusion prevention systems, and so forth.

You should be familiar with network fundamentals, connectivity, network device configuration and
administrative tasks you want to perform over your network.

About this Guide

The CSPC User Guide covers all available functionality in CSPC user interface.

CSPC EOL Versions

ALL CSPC < 2.7 have reached EDoS. Upgrade your collectors!

For continued effective delivery of services, customers are required to be on the supported versions of
the collectors. You are running into issues, you may be required to update the collector software version
before TAC helps in diagnosing the problem.

CSPC Collection Platform Software User Guide
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Figure 2-1 CSPC EOL Info
EOL Date EOL Version |EoSWM Date LDoS Date
Dec, 2012 CSPC2.0.3 |Jan, 2013 Apr, 2013
July, 2013 CSPC 2.1 Aug, 2013 Nov, 2013
April, 2014 CSPC 2.2 May, 2014 Aug, 2014
June, 2015 CSPC 2.3 July, 2015 Oct, 2015
March 3, 2016 |CSPC 2.4 April 3, 2016 July 3, 2016
March 20, 2017 |CSPC 2.5 April 20, 2017 July 20, 2017
May 9, 2018 CSPC 2.6 June 9, 2018 Oct 10, 2018
September 25, CSPC 2.7 October 25,2020 |January 25, 2021
2020
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Accessing the CSPC Collector

Accessing the CSPC Collector

S

Note

Step 1

Note

Step 2

CSPC 2.9 is a web based application and can be accessed by using a URL.

Supported browsers are Microsoft Internet Explorer 11, Chrome 85, and Mozilla Firefox 80. It is
recommended to use Mozilla Firefox.

Follow the steps given below to access the CSPC application:

In a web browser, open the URL:
https://<cspc-server-ip>:8001/cspcgxt

» cspe-server-ip in the above URL is the IP address of the machine on which CSPC is installed.

Certificate Error showing the website's security certificate message is displayed when you access
the above URL. Click Continue to this website link or Upload the SSL Certificate to proceed for
login. Refer Uploading Valid SSL Certificate

You can use the default username and default username is admin. You have set the password for the
first login.

User account password will expire in 3 to 12 months and default is 6 months. Maximum password
reset time is 12 months.

All the failed logins are detected and audited

Number of failed user password entries that can be tried before that user account or IP address is
locked and default values is 5 times

Number of minutes that a user's account or [P address remains inaccessible after being locked in
response to several invalid login attempts within the amount of time specified by the Lockout Reset
Duration attribute and default values is 60 minutes.

Time frame within which invalid login attempts must occur in order to lock the user account and
default value is 5 minutes.

Setup the password for admin user and enter characters in the image, this is only for first login and screen

appears as shown below.

CSPC Collection Platform Software User Guide |
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Figure 2-2 Setup Password

o]
CISCO.

Common Service Platform Collector 2.9
* Establish admin password to be used on the Collector Web Portal

Username:
Password:

Confirm
Password:

Enter the characters you see in the below image.

* These characters are case sensitive.

Recommendations on Password Usage

Password Creation

Password Change

All passwords, passphrases, and PINs ("passwords") must comply with the Password Construction
Standard.

Users must not use the same password for Cisco accounts and for other non-Cisco access (for
example, users must not use the same password (CEC) for Cisco accounts as for other non-Cisco
access (for example, personal accounts, option trading, banking). Users must not store Cisco
account passwords in external locations such as cloud service providers (for example, personal
banking, email, and social media).

Accounts used for administration with system-level privileges granted through group memberships
or programs such as "Sudo", must have a unique password from all other accounts held by that user
to access system-level privileges.

All user-level passwords (CSPC UI, SSH and CLI) must be changed at minimum every six months.

All system-level passwords (privileged administration accounts or user-level accounts with
privileged administration access) must be changed at minimum every 90 days.

All production system-level passwords must be part of the Corporate Information Security
administered global password management database

If a password is guessed or cracked during period or random scans, the password must be changed
to comply with this policy.

CSPC Collection Platform Software User Guide
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Password Protection

Password Retrieval

Default Password

Passwords must not be shared with anyone, including administrative assistants, managers,
coworkers, and family members. All passwords must be classified Cisco Restricted data and handled
according to the Data Protection Standard.

Systems, applications, devices, and services must not store or transmit passwords in clear text or in
any easily reversible form.

Passwords must not be inserted into email messages, support cases, or other forms of electronic
communication.

Do not write passwords down and store them anywhere in your office. Do not store passwords in an
unencrypted file on a computing device, mobile phone, or tablet.

Do not use the "Remember Password" feature of applications (for example, web browsers) on
non-trusted devices.

Users must report any suspected password compromise and reset all passwords immediately.

Password retrieval questions must be entered at the time of first log-in
At least three security questions to be answered out of 20

Lost passwords cannot be retrieved without answering the security questions

Number of default user/Password shall be limited to bare minimum, depending on the application
need.

All default password if/when needed shall be dynamic. In other words attempt shall be made to make
the default passwords installation specific so that it cannot be used to compromise more than one
system

Default user ID and password shall also follow Cisco InfoSec policy as defined above
Strong passwords and passphrases must meet the following requirements:

Contain at least eight alphanumeric characters.

Contain both upper and lower case letters.

Contain at least one number (for example, 0-9).

Contain at least one special character (for example: !$%"&*()_+|~-=\"{}[]:";'<>?,/).

In CLI Prefix all these characters (! $ & () | \;'>) with escape character (for example: \!).

In CLI these characters (" < ' ?) are not accepted.

Not Permitted Characters

The following characters are not permitted because they may conflict with some Cisco applications:

Special 8-bit characters (for example, £, A& o, N, )]

Spaces

CSPC Collection Platform Software User Guide |
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Not Permitted Password or Passphrase

The following password or passphrase characteristics are not permitted:
* Match previous ten password or passphrases.
» Contain less than eight characters.

¢ Can be found in a dictionary, including foreign language, or exist in a language slang, dialect, or
jargon

* Contain personal information such as birth dates, addresses, phone numbers, or names of family
members, pets, friends, and fantasy characters

e Contain work-related information such as building names, system commands, sites, companies,
hardware, or software

» Contain the words cisco, sanjose, sanfran or a derivation
« Contain number patterns such as aaabbb, qwerty, zyxwvuts, or 123321

» Contain common words spelled backward, or preceded or followed by a number (for example,
terces, secretl or lsecret).

Step3  Enter the credential and characters in the image, click Login.

Figure 2-3 CSPC Collector
o],
CISCO.
Common Service Platform Collector 2.9
(CSPQ)
* Enter your CSPC credentials
Username: admin
Password: sssss

Enter the characters you see in the below image.

‘.3’ .' 'ﬁ O kyshw|

* These characters are case sensitive.
Forgot Password?

Reset Login

Step4  Answer the questions and click OK button to save the password reset questions.

CSPC Collection Platform Software User Guide
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Figure 2-4 Password Reset Questions
Yassword Reset Questions

First login requires user to answer the questioner

Password Reset Questions
* Question 1: Car [ wished I owned?
" Answer 1: see
" Question 2: Favorite game or sport to play?
" Answer 2: sesae
" Question 3: First vehicle I drowve?
T Answer 3: sesae

Figure 2-5 End User License Agreement

Cisco Systems - End User License Agreement

Accessing the CSPC Collector ||

Cancel

Cisco Systems
TERMS OF USE

Legal Agreement

("Cisco Systems").

License

Proprietary Rights

Step5  Click Accept button to accept the terms of use.

m

Thank you for using the Cisce Systems Product CSP Collector (the "Product").
These Terms of Use apply to all users of the Product ("Users"), and constitute a
binding, legal agreement (" Agreement") between User and Cisco Systems, Inc.

This License sets forth User's rights to use the software provided through the
Appliance (the "Software"), related content (the "Content"). and all associated
documentation (the "Documentation"), all of which are the proprietary and
copyrighted material of Cisco Systems. Collectively, the Software, Content, and
Documentation are referred to in this Agreement as the "Licensed Product." Upon
receipt of the applicable license fee, Cisco Systems grants to User the non-exclusive,
non-transferable right to use the Licensed Product solely for Users benefit.

| ACCEFT | DECLINE

Step 6  Enter the required fields to configure CSPC to collect devices. Click Next.

Table 2-1 Wizard Parameters
Parameter Description
DNS Server IP Address of DNS Server
NTP Server IP Address of NTP Server
Timezone Time zone of the collector
Set Time Sets the appliance time, and time should match
the actual time of the selected time zone
Host Name Name of the host

CSPC Collection Platform Software User Guide |
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Parameter Description

IP Address/Host Name IP Address or Host Name of Proxy Server
Port Port number of Proxy Server

Username Credentials of Proxy Server

Password

Note  Proxy server is optional. It takes 30 second to configure.

Figure 2-6 Install CSPC
*‘lzlllg":l';- Common Service Platform Collector 2.9
Phitees This wizard walks you through the steps to install C5P-C and configure it for device collection
; Install
# Register DNS Server: Enter DNS server nam i
.+ Add Devices
? Access Credentials
+ * Timezone: + - - i
> Collect = =
Set Time (24 Hour Format):
11 v (40 v .
INTP Server: +
Enter NTP = I

Hostname:

E| Proxy Server

Ip Address/Hostname: R ) i
Feet: (Enter port ... ) i
Username: "
Enter Username I
Password: 3
* Denotes Mandatory Fislds
Taxt>

Step7  You can register using one of following:

* Browser to upload the Service Certificate File.

CSPC Collection Platform Software User Guide
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Figure 2-7 Service Certificate File
alia |°l- Common Service Platform Collector 2.9
Cisc
Phases
; Install
W  Register
:._ Add Devices Refer to Collector to Service Regi: Guide fox ir tiom on dawnl g the
¥ Access Credentials
ry Service Certificate File: Browse...
€ Collect
the without r with any service (trial) 2
! Restore the registration and the data from backed up file
MNext
OR
« Enter COO Credentials to get trail license. Select Send Usage Data to Cisco only if required and
click Next

N

Note o

You can download the CSPC and install using trail license, but CSPC needs to register with Cisco
before start using it. You can configure CSPC using the wizard as the first option.
» Ifyou like to login to Cisco pages and get benefits, then you have create Cisco.com ID (CCO ID)
this is the user ID
Figure 2-8 COO Credential
silranln. Common Service Platform Collector =2.9
Cisco
Phi Install
W Register
:l- Add Devices @ the without
¥ Accese Credentans - CcCco D: 2
-‘:‘; Collect T CCO Password:
g:‘;ﬂ registration is applied, CSPC will send a keep alive
OR

To restore the backup

select Restore the registration and the data from backed up file.
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Figure 2-9 Restore Backup
dlily - Common Service Platform Collector 2.9
€15co
Phases . . - 2
Now you need to TEGISIET TS ¢
é Install ’
') Provide Service Certificata from the sarvics portal you plan to use this collsctor with. This registers CSPC with the service
¥ Regicter

- _
+ Add Devices _ Register the collector without registering with any service (trial) ?
? Access Credentials

A/
3¢ Collect

Restore the registration and the data from backed up file

Next>

Step 8  You can add device using one of following and click Add Device:

* Enter IP Address and use > to select the IP Address or range of IP Address.

Figure 2-10 Discovery By IP Address
alln Common Service Platform Collector 2.9
cisco
Phases i Discover by TP Addresses || Discover By Protocol
; Install
IP Address Range/Subnet Selected IP Address Range (1)
] Register
= o L ¥ st End [P
N TOmL: 2.0.1.
& AddDevices ¥ 5011 50.L.10
. To: 5.0.1.10
? Access Credentials
4
*¥ Collect >
= Delete
IP Address ? Selected IP Address (0)
V| IP Address
Cancel Add Device

e Select the required Protocol(s), HOP Count, and Seed IP Address. Use > to select seed IP Address.

CSPC Collection Platform Software User Guide
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Step 9

N

Note

Figure 2-11 Discovery By Protocol
il Common Service Platform Collector 2.9
Cisco
Phases A
é Istall Select Protocols
L 4 Register

# AddDevices
? Access Credentials

&
NE Collect

[T] cisco Discovery Protocol(CDP)

D Border Gateway Protocol(BGP)

Add Hop Count

Hop Count:

Input Seed Devices

protocols to discover other ¢

Accessing the CSPC Collector ||

|| OSPE Neighbours || Routing Table [_| Address Resolution Protocol(ARP)

[7] Link Layer Discovery Protocol(LLDP) [| Hot StandBy Router Protocol(HSRP)
v
2 Selected Seed IP Address/Hosiname (0)
V]| 1P Address
Cancel Add Device

You can add credential using one of following and click Add Credential:

* Ifyouselect SNMPV1/V2 enter Credential Name, Read, and Write Community String. Use > to

select credential.

Figure 2-12 SNMPV1/V2
IICIIISI\I‘.IOI' Common Service Platform Collector 2.9
Phases P
Ers @ sNMP VIR
L] Register
# sdiDoics Credential Name
T Access Credentils
)_“, Collect Community Strings
Read:
Confirm Read:
Write:
Confirm Write:

() NP V3

Selected Credentials |

[Z Protocol Credential Name

[C] stmpw1 Test_vl o

Bl st Test 2 F |
Cancel <Previous | | Add Credentisls

* Ifyou select SNMPV3 enter Credential Name, User Name, Engine ID, Auth Algorithm,
Password, Privacy Algorithm, Password. Use > to select credential.

It is recommend to use unique SNMP V3 engine ID and ID should not to be null. Reference: RFC - 2571.
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Figure 2-13

Phases
; Install
* Register
.+ Add Devices
? Access Credentials

s
>¥  Collect

SNMPV3

SNMP | TelnetssH

SNMP VI/VZ @ SNMP V3
Cradantial Name:

* User Name:

Engine Id:

Auth Algorith:

Auth Password
Comfirm Auth Passwor d
Privacy Algorithm:
Privacy Password:

Confism Privacy Password;

Selacted Cradentials

¥l Protocol Credential Name

Add Credentials

Delata

» Ifyou select Telnet enter Credential Name, User Name, Password, Enable User Name, Enable

Password, and Pass Phase. Use > to select credential

e Ifyou select SSH enter Telnet enter Credential Name, User Name, Password, Enable User
Name, Enable Password, and Pass Phase. Use > to select credential

Figure 2-14
Phases
:,Inm;u
¥ Register
'+ Add Devices
T ccess Credentials

4
I‘__“ Collect

Telnet and SSH

SNMP | Telnet/SSH

@ Telnst 55H

Credential Name:
Authentication

User Nama:

Password

Confirm Password;

Enable User Name:

Enable Passwosd:
Confirm Enable Password:

Pass Phrase:

Selected Credentials

¥| Protacol Credential Name

Add Credentials

Delete

Step 10  Select Start Collection now and click Collect Now to start collection instantly or click Schedule
Periodic Collection and click Schedule to collect at a later time. You can schedule Start and End
Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly, Monthly, or Yearly as shown in

Figure 2-16.

| CSPC Collection Platform Software User Guide



| Chapter2 Introduction

Accessing the CSPC Collector

Figure 2-15 Collect Now
dlhialin,. Common Service Platform Collector 2.9
cisco
Phases 3 z E i 5
Y Select option to collect immediately or schedule collection for later. Scheduling periodic collection is recommended
Install
= Note: All newly added devices and existing managed devices will be considered for collection
#  Register
'+ add - (@) Start collection now (| Schedule periodic collection

¥ Access Credentials
L)

N Collect

« Recurrence Pattern

Cancel | <Previous | | CollectNow |
Figure 2-16 Schedule Collection
dliiln Common Service Platform Collector 2.9
cIsco
Phases _ y z
Select option to collect immediately tion for later. Scheduling periodic collection is recommended
¥
I Install 3
Note: All newly added devices and existing managed devices will be considered for collection
# Regicter
'+ Add s () Start collection now (@) Schedule periodic collection
? Access Credentials
& Range of Recurrence
N Collect
Schedule Start Date/Time  October 24,2016 G 15 - 19 2 [[]Repeatschedul=
() No end date
Schedule End Date/Time _
(@ Endby | October 242016 &l 15
s Recurrence Pattern
B, | [Faroesy]  [ezrmse|

After logging in to the CSPC Collector, Dashboard screen is displayed
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S

Note  If the session is idle for 15 minutes or more, the user is logged out of the application.

Go back to CSPC Flow Chart

CSPC Collection Platform Software User Guide
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Forgot Password

If you forget password, click Forgot Password? link on the login screen. A dialog box as shown below
is displayed.

If you select security question option. Answer the set of questions and enter a new password in the New
Password text box. Enter the characters in the image.

Click OK button and the password is reset.

Figure 2-17 Password Reset

Password Reset x

Verfiy either security answers or One Time Password and set new
password
Reset Option

Reset By: 0 Security CQuestions | One Time Passcode

Security Questions

* Question 1: v
= Answer 1: I
* Question 2: t s
= Answer 2: \ I
* Cestion 3: o
* Answer 3: \ I

Please specify new password

* New Password: | I

Enter the characters you see in the below image.

Eweh | ©

O Cancel

If you select One Time Passcode option. Click Generate OTP and click I have OTP and enter the OTP
that was sent to the registered mail ID set in Email Settings and enter a new password in the New
Password text box. Enter the characters in the image.

Click OK button and the password is reset.

CSPC Collection Platform Software User Guide
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Figure 2-18 OTP Generation

Password Reset X

Verfly either security answers or One Time Password and set new

password
Reset Option

Reset By: { | Security Questions 0 One Time Passcode

Omne Time Passcode

Note: Mail settings must be configured inorder to use this

feature
OTP Status: @) Generate (") Thave OTP
Generate One Time Passcode

Please specify new password

* New Password:

Enter the characters you see in the below image.

* These characters are case sensitive,

OK Cancel

Figure 2-19 OTP Input

Password Reset

Verfiy either security answers or One Time Password and set new

password
Reset Option

Reset By: ( _ ) Security Questions 0 One Time Passcode

One Time Passcode

Note: Mail settings must be configured inorder to use this

feature
OTP Status: () Generate (@) I have OTP

* Enter OTP:

Please specify new password

* New Password: | I

Enter the characters you see in the below image.

JERweh |

* These characters are case sensitive.

OK Cancel
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Server And Package Versions

You can view the version of CSPC base collector, add-ons and other optional packages installed on
CSPC on View Server Versions screen.

Once you are logged into CSPC, click Help menu > About > View Versions.

A screen showing the version information as shown in Figure 2-20 is displayed.

Figure 2-20 View Server Version

View Server Versions
Title Version Description
CSPC Base Collector 29 Commmon Services Platform Collect...
Fules Package 412 Collection Rule Package for NOS, 5.
Agent 10 Addon Process: Intermediary betw. ..
Andit 13 Addon Process: Audit
Update 193 Addon Process: Update
OS5 Full NOS Locked Collection Profile
INOS Minimum NOS Locked Collection Profile
DEIRTL 4 14 Installed Patch: DSIRT Package. D5...
LCM_GUI_Addon 153 Installed Patch: This LCM Add-on .
PoP_412 412 Installed Patch: Collection Profile P
EP412 412 Installed Patch: Collection Rules Pa. .
Andit addon 1.6 CSPC29 16 Installed Patch: This patch will inst...

If vou like to install this patch pleas. ..

NOS5_RP412 412 Installed Patch: NOS Collection Pro. .

S

Note  For NOS Audit Addon details will be displayed on the above screen.
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CSPC Dashboard

Dashboard

The dashboard is the primary screen of the CSP Collector. This screen is completely customizable for
each user. After the layout is specified, it can be saved, and the next time you log in, you can see the
customized layout.

Use the Dashboard to access menu options, Device Explorer Tree, Server Activity Log Messages and
the graphs. The dashboard consists of a menu bar (User, Settings, Management, Reports, Administration,
and Help), Quick menu bar helps to get easy access to important features, and the two tabs (Dashboard
and Applications). A search option is provide for easy navigation to CSPC Application. CSPC
Notification communicator on the right corner detects various types of events such as, Job Completion
that includes discovery, collection, DAV, upload, and so on. Customer name with certificate name is
shown. Once the event is detected CSPC sends an event completion notification to UI and one or more
email recipients as configured. Each event can have its own set of recipients. History of events is not
maintained. Also you can view the Server Activity Log Messages. Disable Secure Browsing for CSPC
disable the Encryption of Communication between browser and server only if require as this might make
the application vulnerable to security issues.

The node explorer on the left side of the screen displays all the managed devices by CSPC. Right
clicking on any device opens a popup menu displaying selected device properties. Server Activity Log
Messages window displays the status messages on both discovery and data collection.

CSPC Collection Platform Software User Guide
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Figure 3-1

Manged Dirvices (70 et s 70
4
O Loretiaden )
S tiroeactable Nodes ()
AWt
L 1]
0 SarriseTaddange (11

B st rhngermio
O vy 31

o Vet 4y

[ P —

o Comtermcng

Sem Mumagrd rviers i ot o 711

Figure 3-2

aluiln

CSPC Dashboard (NOS/ CSPT)

il Tuings * Masagemes = gt = Aduisstration * Halp
CISCO - Werktiow g Condmats WP Dvoseury (B Sumaged Deviee 8 Callos () Coonad Diamn G Uipload iy o Bion Stvton ] Appibarss Contigaration

e [l o |l | e

Emma ‘I Applications ‘ &Mm—nﬁl"pdﬁa |

Network Summary by Device Family

CSPC Dashboard

Seftings + Management + Reports = Administration + Hlp =
CISCO |- - Workflow 5 Credentials ¥ Discovery {8 Managed Devices 8 Coflect (@) Collected Data ) Upload Jjg Job Run Statws (6] Appliance Configuration

Chrge Passsesed Teatings
Lo

Hetwork Summary by 05 Name

o =

v |G B

Search CSPC Appliration To Linmch

| Managed Devices (272 out of 272)

he
8 LiveNodes (268)
8 Unreachable Nodes (4)
4% Hubs

* 8 Servers-UnifiedCamprting (3)
% ServiceBxchange (1)
% 5psL
48 GenericetworkDevices
% Routers
% Suinches
8 ATMSwvitches (1)
82 BladoSuitches
% ConnectedGridSyritches

% DataCenterSwitches (%)
9 Industrial EthernetSvitches

9 MetroEthemetSwitches
%8 WANSwitches (3)

108

a0

80

&0

50

an

0

20

AT
N NN

Network Summary by Device Family

s

NN

Network Summary by OS Name

48 ApplicationNetworkingServices (38] Module
8 security (5)
8 Video 165)

Recuived At
‘Wed Max 14 2018 132241 0530

Job TR Seed file import - DAV completed withjotid 7

Dievice Access Venification Job completed with Status: Success

8% StorageNemworking (1)
8 Comferencing (7)
80 UrafiedCommunications (26)

Non Managed Devices (0 out of 5000)

v

[+]

Severity
B
B Wed Marl4 2018132238 40530
B Wed Mar 14 2018 152141 0530
L]

Wed, Mar 14, 2018 1321:41 0630

Tob Name (RR_Dav_1521013801251 i Job Progress - 0% done, 714 verifications (devices * procotols) pending to complete.

Device Access Verification

jobName: RR_Dav. v
>

Appliance configuration tab helps you in modifying and configure OS related configurations that was
done during installation wizard also see Figure 2-6.
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Dashboard W

Figure 3-3 Appliance configuration
Appliance O5 related configurations #

Use the below options to configure your Appliance

DNS Server/Hostname: Enter DNS server name i
Timezone: . "
Select timezone .. v| @
Set Time (24 Hour Format): - =
HH ¥ |lmm b 1
INTF Server: = i = B
Enter NTF server IP i
Hostname: = “
Enter hostname I

(] Proxy Server

* Denotes Mandatory Fields

OK Cancel

To Change the password click Change Password/setting form drop down on top right of dashboard.
Change all the required fields and click OK.
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Figure 3-4 Change Password

| User Account Settings X

User Identification

*Login Id:

* Auth Type: i
Password: 0000000000000000000008000000 | S
Full Name: Super Administrator

Group Membership

* Group Name:

Password Reset Questions

* Quuestion 1: Favorite radio station (number on the ¥
* Answer 1: SRR ERRRRRRRRRRRRRRRRRRRRN
* Question 2: Favorite game or sport to play? v
* Answer 2: LLLL AL LI AL L et iedly]]
* Question 3: Car I wished I owned? e
* Answer 3: SN0 ENeNENENNNNNN0E0NRES

Contact Information

m

Email Address:
Phone Number:

Pager:

Help... OK Cancel

Managed Devices

The Managed Devices displays the list of the managed network devices, for which data collection is
being performed by CSPC. Click on the arrow key next to the device name to expand the list. In the
Managed Device Tree at a given time, only up to 50 devices are shown under each network device in the
list. Click next button icon in the pagination bar to see more devices.
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Figure 3-5 Managed Device Tree

Managed Devices (60 out of 60)

12,
@ LiveNodes (58) -
@ Unreachable Nodes (2)

& Hubs
i’.ﬁ Servers-UnifiedComputing (3)

m

@ serviceExchange (1)

@ xDsL

i’,ﬁ GenericNetworkDevices (3)

@ Routers (12)

& switches

& ATMSwitches

¥ BladeSwitches

¥ ConnectedGridswitches

@ DataCenterSwitches (2)

@ IndustrialEthemetSwitches
Non Managed Devices (0 out of 60)
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If you right click on any device, a menu as shown in Figure 3-6 is displayed.

Figure 3-6 Managed Devices Menu
Managed Devices (60 out of 60) -

4o
4 @ LiveNodes (58)

»

Page(f-' of2 b Pl %~ Displaying 1-50 of 58

€D Device
- View Device Properties...

& Device =
- i View Latest Device Collection Detais...

&P Device

0 Device Managed Devices...

&P Device Device Display Properties...

9 Device Device Access Verfication Summary...
Q Device Device Access Verfication Results...
& Device

_ Disabled Protocol Report...
&P Device

: Device Timeout Configuration...
a Deviceg
@ Device Unmanage Devices...
a Device Device Access Verfication...
Device

@ Device Prompt Collection...
& Device

&) Device Export
& Device 5.0 1_18

Menu option shows the following options:
e View Device Properties
» View Latest Collection Details
* View Managed Devices
» Device Access Verification Summary
» Device Access Verification Summary
* View Access Verification Results
» Disabled Protocol Report
e Device Timeout Configuration
« Unmanage Devices
* Verify Device Access
* Device Prompt Collection

* Export
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View Device Properties

Dashboard W

To view the Device Properties, double-click any device or right click and select View Device Properties
option. Device Properties screen as shown in Figure 3-7 is displayed.

Figure 3-7

Device Properties

Device Properties - 172.18.140.131 (nsite-ts-k01) X

= Device Properties

Ip Address

Host Name

Dizplay Name

Dizplay Type

Device Type

@ Hardware Properties
Device Family

Product Model

Vendor Name

Serial Number
= Last Updated
Discovery

=) SNMP Properties
Sys Object d

Sys Description

= Software Properties

05 Name
05 Version

View Latest Collection Details

172.18.140.131
nsite-ts-k01
nsite-ts-k01
Host Name

Physical

Routers
cizco2610XM
Cizco Systems Inc.

2186525841

1334533008000

1.3.6.1.4.1.9.1.466
Cizco Internetwork Operating System Software 105 (tm) C2600...

105
12.3(Be)

To view the Latest Collection details right click any collection and select Latest Collection Details
option. Latest Collection Details screen as shown in Figure 3-8 is displayed. You have select Dataset
name from the drop down to view the details such as Command, Dataset Type, Command Status,
Collection Profile, Last Collected, and Error Message. Ul Commands have both Ul and XML tabs and
CLI commands have only CLI tab at the bottom of the page. You can also use search to open the dataset

details.
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Figure 3-8 Latest Collection Details

View Latest Collection Details(172.26.158.118) *

1) Q- =
a .-f. LiveNodes (1} £ Dataset Details
Page{i of1 i 0= Select Dataset 12. ciscolmageString 4
&) rip9-spwifinTk Command _ciscolmagestring
i’_f‘. Unreachable Nodes Dataset Type SNMP Command Status
Yp Successful
& Video
b Collection Profile NOS_Default_CP Last Collected Fri Oct 31 01:03:30 PDT 2014

m

StorageMetworking

-

L

Error Message

iﬁf. Conferencing

'Jf. UnifiedCommunications

¥ CollaborationEndpaints Instance oy

& SuccessfullevGrp = CW_KICKSTART_IMAGESn7000-s2-kickstart.6.1.1.bin% 3

i’;’- OpticalNetworking 2 CW_IMAGESNT000-52-dk3.6.1.1.binS

i’f. CloudandSystemshManagement 1 CW_BEGINSS

e Wireless 3 CW_ENDSS 3

) Hubs 8 CW_HOTSWITCHABILITY Strue$ [

i’f- DataCenterSwitches (1) 7 CW_MEDIASRAMS

Jf. IndustrialEthernetSwitches B CW_INTERIM_WERSIONSE.1(1)8 -.
'J:? Servers-UnifiedComputing Digplaying 1- 9 of &

@ InfiniBandSwitches

W CorrinnCenhannn

Export

To download the Managed Devices DAV Results file, right click on the folder or the device as shown in
Figure 3-6 and select Export option. ManagedDevicesCredentials.csv file is downloaded to your
system. You can view this file in Microsoft Excel or any similar application.

Non Managed Devices

The Non Managed Devices displays the list of the non managed network devices, for which data
collection is being performed by CSPC. Click on the arrow key next to the device name to expand the
list.

Figure 3-9 Non Managed Devices

Managed Devices (69 out of 69) +
Non Managed Devices (0 out of 69)

jo

i SNMP Incomplete

% 1CMP Pingable

% Non Cisco
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Step 2

CHAPTER

CSPC Workflow

This is a powerful features that helps you to discovery, add credentials, and collect device in one go.
There are two types to add devices such as, Discovery by IP Address or Discovery by Protocol. You can
access credential using SNMP V1/V2 V3, Telnet, or SSH and collect now or schedule it later.

To start the workflow follow the steps below:

Click Workflow from menu bar.

Figure 4-1 Workflow Menu

+ Workflow

You can add device using one of following and click Next:

» Enter IP Address and use > to select the IP Address. You can also give range of IP Address.

Figure 4-2 Discovery By IP Address
iliali,. Common Service Platform Collector 2.9
cisco
Phases Discover by IP Addresses Discover By Protocol

% AddDevices D A —

P Access Credentials

r IP Address Range/Subnet Selected IP Address Range (0)
MY Collect —
V] StaIP EndIP
From:
To:
Delets
1P Address 2 Selected TP Address (0)
|| IP Address

Cancel Next

¢ Select the required Protocol(s), HOP Count, and Seed IP Address. Use > to select seed IP Address.
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Figure 4-3 Discovery By Protocol
dlilin Common Service Platform Collector 2.9
cisco
Phases Discover by IP Addresses || Discover By Protocal
f Access Credentials
r Select Protocols
X¥  Collect
[] Cisco Discovery Protocol(CDF) [[_| OSPF Neighbours [ | Routing Table || Address Resolution Protocol{ ARP)
[] Border Gateway Protocol(BGP) [ | Link Layer Discovery Protocol(LLDP) [ | Hot StandBy Router Protocol(HSRP)
Add Hop Count
Hop Count: 1 %
Input Seed Devices ? Selected Seed IP Address/Hostname (0)
@] 1P Address
v
Delete
Cancel Next

Step3  You can add credential using one of following and click Add Credential:

e Ifyouselect SNMPV1/V2 enter Credential Name, Read, and Write Community String. Use > to

select credential.

Figure 4-4 SNMPV1/V2
-III-llcl.- Common Service Platform Collector 2.9
cisc
Phases
& Add Devices
P Access Credentiats - = Selected Credentials
Q) SNMEVIVE (7) SNMP V3 -
B [¥1] Protocal Credential Name

4
& Collect

* Credential Name: COne

Community Strings
Read:
Contirm Read: >
Write:

Confirm Write:

Cancel Next

e Ifyou select SNMPV3 enter Credential Name, User Name, Engine ID, Auth Algorithm,

Password, Privacy Algorithm, Password. Use > to select credential.
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Figure 4-5 SNMPV3
alily Common Service Platform Collector 2.9
cIsco
Fhuses SNMP
& AdDwion
T Accsss Crnbemtiahs Selected Credentials
& SNMPVINZ @) SNMP V3
3L Colleat || Protocal Credensial Name
* Credential Name: O
User Name:
Engine Id:
Auth Algonthen: - y
Auth Passveord:

Confirm Auth Password:
Privacy Algarithm: -
Privacy Passweard:

Candirm Privacy Passward:
Dalstn

Casrend < Prprinas Naxt

« Ifyou select Telnet enter Credential Name, User Name, Password, Enable User Name, Enable
Password, and Pass Phase.Use > to select credential

e Ifyou select SSH enter Credential Name, User Name, Password, Enable User Name, Enable
Password, and Pass Phase.Use > to select credential

Figure 4-6 Telnet and SSH
dliiln. Common Service Platform Collector 2.9
cisco
Phases SNMP Telnet/SSH
'+ Add Devices
? Access Credentials N Selected Credentials
3 (@) Telet SSH .
N Collect V|| Protocel Credential Name
Credential Name:
Authentication
User Name:
Password: )

Confirm Password:

‘Enable User Name:

‘Enable Password:

Confirm Enable Password:

Pass Phrase: Delste

Cancsl < Previous Next

Step4  Select Start Collection now and click Collect Now to start collection instantly or click Schedule
Periodic Collection and click Schedule to collect at a later time. You can schedule Start and End
Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly, Monthly, or Yearly as shown in
Figure 4-8.
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Figure 4-7 Collect Now

dliily - Common Service Platform Collector 2.9
cisco

Phases

o collect im

le collection for later. Scheduling periodic collecti
.
&  Add Devices

Note: All newly added d

managed devic
¥ Accens Credentials

will be considered for coll

I‘:‘. Collect ‘é‘ Start collection now | ) Schedule periodic collection
Recurrence Pattern
Cancel <Previous ||| CollsctNow
Figure 4-8

Schedule Collection

alinliy  Common Service Platform Collector 2.9
cisco

FPhases

Select op

to collect immediately o

vedule collection for later. Scheduling periodic collection i
.
d¢  AddDevices

recommendad

Note: All newly d = 1g Manage: will be o ed for coll
§  Access Crodentiats
\/ () Start collection now |
X¥  Collect -

! Schedule periodic collection

Range of Recurrence
Schedule Start Date/Time | March 24,2017 411 - 13 =) [ Repeatschedule
Schedule End Date/Time
3 11 -
~ Recurrence Pattern

e Eie R e
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Quick Access Applications - Device Management

Common Application

You can use the Common Application tab to access tools with which you can specify, collect
and store software and hardware information about the network devices.

Figure 5-1 Device Management

Quick Access Applications —
4 -[_J Commen Applications

Add/Tmport Credentials

Discowver Devices

View Discovered Devices

Verify Device Access

View Access Verification Fesults

Collect Data

View Collected Data

Upload Data
Device Management +
Management Tasks +
Reports +
Administration +

This section describes the Common Application tools in the following topics:
e Add/Import Credentials
» Discover Devices
* View Managed Devices
» Verify Device Access
e Collect Data
e View Collected Data
¢ Upload Data

Use the links for navigation.
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Applications - Device Management

Device Management

You can use the Device Management tab to access tools with which you can specify, collect
and store software and hardware information about the network devices.

Figure 6-1 Device Management

Quick Access Applications +
Device Management

|| Credential Management

I Device Grouping

| | General Settings

| | Collection Rules

[ | Miscellaneous Rules

Management Tasks +
Reports -

Administration +

This section describes the Device Management tools in the following topics:
e Credential Management
* Device Grouping
» General Settings
* Collection Rules

* Miscellaneous Rules
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M Device Management

Credential Management

Use the Credential Management sub tab of the Device Management tab to set up device or module
credentials and manage seed file.

This section describes the Credential Management options in the following topics:
e Add/Import Credentials
e Manage Sub Module Credentials
e Manage Seed File
e Imported Seed file
e Do Not Manage Device List

Add/Import Credentials

In order to discover network devices and collect the data from the devices, you need to enter the
credentials first. Device credentials set up in the CSPC is used for two purposes. The SNMP credentials
are used only for initial discovery of the devices.

The remaining credentials like Telnet, SSH, HTTP, HTTPS, WMI, TL1, [IOP and SNMP are used for
data collection from the discovered devices.

Use the Device Credentials Configuration wizard to add the credentials. Follow the wizard to choose
your parameters for the credentials.

Figure 6-2 Device Credentials Configuration
Device Credentials Configuration *

Device Credentials

Enter credentials that will be used For device discovery and inventory and other communications
between server and network devices

MOTE: Credentials would be saved ta CSPC server as and when you take the action,

Credential Mame Transport Uzer Mame Ip Address List

such Hitps 11112 =

TestLock teinet admind 172215212 L

SHMP_public SNMEY 20 172151594143.20%14.3.... 1

SHMP_AS SNMpv2c 10.59.234 *

snmp 70 SNMpY2c dema 172207010

SHMP_DD_CE0 SNMEY 20 192165.99.4192165.95.41...

SHMP_cnc-ro SNMpv2c rEER

SMMP_columbia-ro  snmpy2c 17221 56.*

SMMP_menetinS0 snmpy2c 172181562

snimp . F0_1 SNMPY 20 demao 172207010

ShPw1 _public snmpyl 172218517 172215515,

SHMP_uiblic_1 snmpv2e 17218180514 320514 3.

ShikdD A A4 s i AN 20 234 4 i
Page 1 of 3| b b Displaying 1 - 50 of 109

€D add... ©) pelete & | ¢ Import... | | Expart...
Help... Cloze
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Device Management ||

You can add, modify, delete or clone an existing credential. To remove all the credentials from CSPC
server, click Delete All button.

You can import credentials from applications like:
e Cisco Works DCR XML File (.xml)
» Pari Networks Credential Repository (.xml)
e Cisco Works DCR CSV File (.csv)
* CNC CSV File (.csv)
» Simplified CSV File (.csv)

Importing a Seed File

Seed file can be imported as a job. Any error or information messages for each device entry from the
seed file being imported are captured as part of job log details. You can view the job log to check these
messages.

When importing a seed file, save the original seed file by providing it a name. This helps users to get
these files from database when required.

Create a new device group or select an existing device group to get the discovered devices added to them,
as part of import seed file discovery process. Discovery and DAV are optional and are only applicable
for DCR CSV and CNC CSV formats. DAV can be triggered only when Discovery option is checked.
You can map the devices to default entitlement or to the entitlements in the drop down, using Map
Devices option. Trigger DAV is enabled only for NOS and CSPT services. Create a group devices during
Discovery.

Figure 6-3 Import Option
Import Options x
Import Options
Import: CNC CSV File (.csv) o
File/Directory: Browse...
* Job Name:
Job Description:
Seed File Description:
Trigger Discovery l:l Trigger DAV
@ Default Mapping f:) Map Devices to
NOS ¥
Group Devices During Discovery
l:l Create Groups By Userfields
Add devices to user defined groups

@ New Device Group Name

) Select Existing Device Grou V.
() select E g D Group
Job Scheduling Options

@ Start discovery now
(:) Schedule discovery

No schedule configured

OK Cancel
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W Device Management

S

Note

Step 1
Step 2

Step 3
Step 4

Note

Step 5

Step 6

Note
Step 7

Export

Step 1
Step 2

Default mapping and Map Devices to options is available to NOS services

Follow the steps given below to import a seed file:

In the Device Credentials Configuration window, click Import button
From the Import drop down box, select any of the following files:

e Cisco Works DCR XML File (.xml)

e Pari Networks Credential Repository (.xml)

¢ Cisco Works DCR CSV File (.csv)

« CNC CSV File (.csv)

» Simplified CSV File (.csv)
Click Browse button and select the seed file that you want to import

Enter the job name, job description and seed file description in the respective fields

Step 5 and 6 are applicable only if you select CNC or CSV file format.

Choose Default Mapping or Map Devices To. If Map Devices To is selected, then select the entitlement
from drop down

Choose Create Groups By User Fields or/and Add device Add devices to user defined groups. Select
and enter New Device Group Name or Select Existing Device Group from the drop down.

Job Name is a mandatory field.

Click OK button. Seed file is imported.

Export option is provided to export the existing credentials.

Figure 6-4 Export Options
Export Options o
Export Format
Export Format Pari Device Credentials Repository (xml) | ™

OK Cancel

Follow the steps given below to export the contents:

In the Device Credentials Configuration window, click Export button

You are prompted to verify the password.
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Step 3
Step 4

Step 5
Step 6

Note

Device Management ||

Enter the password that you used to login to CSPC

From the Export Format drop down box, select any of the following formats:
» Pari Networks Credential Repository (.xml)
¢ CNC CSV File (.csv)

Press OK button

Save the file on your system

« All device in seed file imported by the you are consider as managed devices even if the devices are
unreachable at the time of CSPC discovery.

¢ You can export seed file with Unreachable devices and the status of unreachable devices is shown
as Valid_Unreachable:Status in this seed file ManageDevicesCredentials.cvs

Trigger Discovery And DAYV Jobs

Step 1
Step 2

Step 3
Step 4

Step 5

While importing the seed file you can also trigger the Discovery and DAV jobs. To do so, follow the
steps given below:

Enter the details for importing seed file as given above

From the Import drop down box, select any of the following two options:
» Cisco Works DCR CSV File (.csv)
*» CNC CSV File (.csv)

Check Trigger Discovery and/or Trigger DAV check boxes

You can start Discovery now or to Schedule Discovery at a later time, select Schedule Discovery option
and then click Configure Schedule button.

You can schedule Start and End Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly,
Monthly, or Yearly as shown in Figure 6-5.
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Figure 6-5 Configure Schedule
Configure Schedule b

Range of Recurance

Schedule Start Date/Time Octaber 22,2012 4012 :01 ¢+ [l Repeat schedule

" No end date
Schedule End DatefTime

fF E ) 12 {04,
Recurance Pattern
£ Minute Every minutes
" Da

0K Cancal
Step 6  Enter the device group name in Device Group Name field

Step 7 Or click Select Device Group Name radio button and select the device group name from the drop down
box

Step8  Click OK button
Go back to CSPC Flow Chart

Adding Credentials

To add credentials, click Add from the Device Credentials screen.
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Figure 6-6 Add Credentials
Device Credentials X
~
Credential Identification Include Ip Address Ranges/List (For Discovery and Data
Collection)
* Name ( )
*IP Address 2
List
Transport
Protocol tolrat v
Port 23
Authentication
User Name Exclude Ip Address Ranges/List (For Data Collection only)
Password Exclude Ip List 2
Enable User Name
Enable Password
L
OK Cancel

Follow the steps given below to add the credentials:

Step1  Enter the following information for creating a new Credential:

* Name of the credential (user selected name to identify the credential)

Note  The best practice is to set the credential name to "SNMP_Profile 1" or a generic name that you prefer.

» Transport protocol (CSPC supports various protocols for data collection that includes Telnet,
SSHv1,SSHv2, HTTP, HTTPS, SNMPv1, SNMPv2c, SNMPv3, WMI, TL1, LDAP, LDAPS, SQL
and IIOP)

* Specify the port number for SSH, Telnet, SQL, LDAP, LDAPs. Default port number for SSH is 22,
Telnet is 23, LDAP is 389, LDAPS is 636, and SQL is 1433. This port number is considered during
DAV, collection, apply IPS request, and connecting via jump server

» Authentication (depending on the protocol selected use the following authentication mechanisms:

— Provide User Name, Password, Enable User Name and Enable Password for Telnet, SSH, HTTP,
HTTPS, and TLI protocols

— Provide User Name and Certificate (With/Without Pass Phrase) for SSH protocol certificate
based authentication

— Provide User Name, Password for WMI, LDAP, LDAPs, IIOP protocol
— Provide User Name, Password for SQL protocol along with the Database details.
— For SNMP V1 and V2, provide the READ and WRITE community strings

— For SNMP V3 provide information on User Name, Engine ID, Authentication Algorithm to use
and Authentication Password along with Privacy Algorithm and Privacy Password

CSPC Collection Platform Software User Guide
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e Include IP Address Range and Exclude IP Address Range.

The Include IP Address Range option allows you to enter either a set of IP Addresses or a
wildcard IP Addresses like 10.*.*.*, notifying any IP Address starting with 10. The Exclude IP
Address Range works only for data collection.

You can enter IP addresses by clicking IP Address List Editor, and give multiple IP addresses with
comma separated in [P Address List field.

Step2  Click OK.

You can also edit an existing credential by clicking Modify. Click Delete to delete a selected credential.
Click Clone to create a copy of the selected credential for modification.

Go back to CSPC Flow Chart

Manage Sub Module Credentials

In order to collect the data from the modules you need to enter the credentials first. Module credentials
are used to collect data from modules or sub modules that require additional authentication.

Use the Module Credentials wizard to add credentials. Follow the wizard to choose your parameters for

credentials.

Figure 6-7 Module Credentials Main Window

Module Credentials Configuration ¥
Module

Enter module credentials that will be used for modules and other sub modules that reguire authentication.

Credential Name User Name IP Address List
mod1 10.1.1.1
4 mnr 3
€D Add..
Help... 0K Cancel

You can add, modify, or delete an existing credential. Vertical scroll bars are provided to move to either
the previous or the next credential set in the table.

To add credentials, click Add from the Module Credentials screen as shown in Figure 6-8.
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Figure 6-8 Module Credentials

Module Credentials X
Credential Identification Include Ip Address Ranges/List (For Discovery and Data
“Name we Collection)

Ip Address List | == == 2

Module/Sub Mode Matching Expression
* Expression targeted-service-engine 0/0 ses
Authentication Exclude Ip Address Ranges/List (For Data Collection only) -
User Name admin Exclude Ip List &
Password

Enable User Name

Enable Password

oK Cancel

Follow the steps given below to add the module credentials:

Step1  Enter the following information for creating a new Credential:
¢ Name of the credential (user selected name to identify the credential)

*  Module/Sub Mode Matching expression (expression used to match whether to use this credential on
the module or not)

» Authentication (depending on the protocol selected use the following authentication mechanisms:
— Provide User Name, Password, Enable User Name and Enable Password to access the module
e Include IP Address Range and Exclude IP Address Range.

The Include IP Address Range option allows you to enter either a set of IP Addresses or a
wildcard IP Addresses like 10.*.*.* notifying any I[P Address starting with 10. The Exclude IP
Address Range works only for data collection.

You can enter IP addresses by clicking IP Address List Editor.
Step2  Click OK.

You can also edit an existing credential by clicking Modify. Click Delete to delete a credential.

Go back to CSPC Flow Chart
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Manage Seed File

Note

Step 1

Step 2

Step 3

You can import the seed file with the latest credentials and devices by placing the seed file manually in
the default path. It determines what devices will be removed, updated, or added then perform the
necessary actions. Devices not present in the seed file and are in CSPC will be deleted.

In case of Multiple entitlement collector, to map devices to specific entitlement use file name format as
<entitlement>.csv example: CSP0001027528.csv

Figure 6-9 Seed File Configuration

Seed File Configuration

Note: Supports import of seed file in V3 format only.
Seed File Path

Seed File Path:/data/SeedFileMgmt
Note: In case of multiple entitlement Collector, to map devit to fi it , use
file name format as <Entii e .csv for -:CSP0001027528.¢csv

Job Scheduling Options
(®) Start seed file import now

(O) Schedule seed file import

No schedule configured

Perform Operations
Delete device credentials not in seed file:
Use existing credentials if not in seed file:
Unmanage devices not in seed file:

Trigger Discovery:

ORO00

Trigger DAV:

Help... OK Cancel

To import the seed file perform the steps:

Place the CNC V3 format seed file in the default location as shown on the screen. It is mandatory to
place the seed file in the location as shown on the screen and read permission should be allowed to the
file for CSPC users.

You can start Seed File Import now or to Schedule Seed File Import at a later time, select Schedule Seed
File Import option and then click Configure Schedule button.

You can schedule Start and End Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly,
Monthly, or Yearly as shown in Figure 6-10.
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Figure 6-10 Configure Schedule
Configure Schedule
Range of Recurance
Schedule Start Date/Time Octaber 22,2012 4012 :01 ¢+ [l Repeat schedule

" No end date
Schedule End DatefTime
fF E

Recurance Pattern

 Minute
Hinute Every minutes

" Da

" Week

(" Month

" Year

Step4  Check the required operation. click OK

Figure 6-11 Operations

Device Management ||

0K Cancel

Options

Description

Delete device credentials not in seed file

This removes only the device credentials which
are not in seed file

Use existing credentials if not in seed file

If credentials are not present in the seed file, then
CSPC uses the existing ones.

Unmanage devices not in seed file

This Unmanages the devices not in the seed file

Trigger Discovery

This Triggers Device Discover. By default
Trigger Discovery is selected.

Trigger DAV

This Triggers Device Access Verification

Imported Seed file

When you import a seed file, the information is captured in the imported seed file screen. Each row on

the screen corresponds to one Import.

Seed file name field acts as a hyperlink as shown in Figure 6-12, on clicking this link you can download
(or export) original seed file saved in the system. Screen captures all the details related to that import,
like the file format, user info, file size and so on, along with the job log details of that import run.

You can also delete single or multiple rows from the screen.
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Figure 6-12 Imported Seed file

Manage UI Add-ons '%¥/ | Imported Seed Files =

@ Q- % || = | @ Delete Seed Fie | @

Seed File Name Seed File Description = Seed File Format  Group Name File Size(KB) User Mame Job Start Time Job End Time: Job Log Details

CNC.CEY CISCO_CNC_C... NewGrp b 5 CEPCUSEr Thu, Mar 14, 2... Thu, Mar 14, 2... | View Job Log Details

rmesecdTest].cav CW Import CISCO_WORK... 0.94 CEpCUSer Thu, Mar 14, 2... Thu, Mar 14, 2... View Job Log Details

CNC 20.csv CISCO_CNC_C.. 0.04 cspcuser Thu, Mar 14, 2...  Thu, Mar 14,2... | View Job Log Details

40k sheer v1.csv CISCO_CNC_C_ 2592 56 CEpCUser Thu, Mar 14, 2 Thu, Mar 14,2 \iew Job Log Details

ManagedDevicesDAVR. . CNC Import CISCO_CNC_C... TestGrp 22 CSPCUSEr Thu, Mar 14, 2... Thu, Mar 14, 2.._ View Job Log Details
Page 1 of1| & Displaying 1 -5 0f5
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Do Not Manage Device List

This provides you with an option to select a set of devices that should not be managed by the collector.

If a device is added to Do Not Manage Device List then that device will not be discovered and will not
be added to CSPC.

Figure 6-13 Do Not Manage Devices List

Do Not Manage Devices List

The devices added to this list are not discovered/managed.

Q- *
IP Address
1235
235.67
Page(l of 1 Displaying 1- 2 of 2
€ add...| '@ @ Delete A1
Help... Close

Click Add to add the device IP address.

As specified in the above screen, these three devices with IP Addresses 10.*.*.*,1.1.1.1, and 10.1.2.43
are not inventoried even though they are all discovered devices.

CSPC Collection Platform Software User Guide |



Chapter 6  Applications - Device Management |

W Device Management

Device Grouping

Use the Device Groups sub tab of the Device Management tab to create and manage device groups.

Device Groups

Device Groups option is used for Adding, Modifying or Deleting device groups. There are certain
default system generated groups in CSPC. In addition, if you want to create device groups, then you can
use these settings. Device groups can be Static or Dynamic. In static device groups you have to manually
select the devices that are part of a given group. In dynamic group you will define a criteria and all
devices that match the criteria (either currently managed or not) will automatically appear in this group.

Figure 6-14 Device Groups Main Window
Device Groups *
e Q- % | €D Add Device Group... € - = @
Group Name Category Type Membership Member Count  Description
Device Group2 Device Group User Defined Dynamic o Device Group2
Group Device Device Group User Defined Dynamic ] Group Device
TestGrp Device Group User Defined Static 0 Static Device Group

When you select Add Device Group you chose whether to create a static group or dynamic group.
Figure 6-15 Add Device Group
Add Device Group %

Create a static device group. The member devices of ths group are defined manually by selecting
the devices that belong to this group.

@ Create static device group.

Create a dynamic device group. The member devices of ths group are defined automatically by
evaluating a set of heuristics defined by the user.

Create dynamic device group.

Help... oK Cancel

Creation of static group is defined below.
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Figure 6-16 Creation of Static Groups

‘Add Device Group x

Group Details

* Group Name: ( )

Description

Select Group Members

Select Devices
Managed Devices: Selected Devices/Groups:

4 o Q- %
4 LiveNodes (64) ~ Device

&% Unreachable Nodes (3815)

¥ Hubs

@ Servers UnifiedComputing (3)

& ServiceExchange (1)

& xDsL

& GenericNetworkDevices

& Routers (13)

AREE

&4 Switches

& ATMSwitches (1)

& BladeSwitches

@ ConnectedGridSwitches
&% DataCenterSuvitches (2)
&% IndustrialEthernetSwitches
& InfiniBandSwitches (1)

& LANSwitches (8)

< > Pagell of1 No data to display

Upload Nodes From File(.txt): Browse_.

Help._. oK Cancel

Enter the group name and description, and select group members by moving the devices/groups to the
selected list. Once the devices/groups are selected or click browse to upload .txt file containg the
devices/groups, click OK to create the static device group.

Similarly, when you select the Dynamic Group option while creating new device groups you can define
the heuristics used to identify which devices belong to that specific group. This is shown in Figure 6-17.
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Figure 6-17 Add a Dynamic Group
Add Device Group *

Group Details Group Rules
Group Details
* Group Name: Dynarmic

Description: -

Help... oK Cancel

Once you define the group name and description you are ready to define the Group Rules, as shown

below.
Figure 6-18 Add Group Rules
Add Device Group ¥
Group Details Group Rules

Select Rule Match Type

Rule Match Type: Al of the Rules must be matched b

Define Group Rules

Aftribute: Operator Value
Device Host Name equals console
+ Add X D: & " TestRules. .
Help... OK Cancel

Define the conditions or rules that must be matched or not matched based on the attributes and values.
Add these conditions by clicking Add.
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Figure 6-19
Group Rule Details

Group Rule Details
* Attribute Name:
* Operator:

* Value:

Group Rule Details

Device Host Name
equals

console

oK

Cancel

Device Management

Select any of the Attributes like Device Host Name, Device IP Address, Device OS Name, Device OS
Version, Device Vendor Name, Device Product Module, Device Family, Device OS Type, Device
Technology, UserField1,UserFieldl, or UserField] and use one of the Operator like equals, contains in

the list and so on, and provide a Value. You can create any number of rules.

Newly discovered devices are matched for these conditions automatically and are added to the dynamic

groups.

Table 6-1

Special Cases in Group Rule

Special Cases

Figures

If you select Device OS Name as Attribute
Name, then you need to select the value form the
drop down

Group Rule Details

Group Rule Details

* Attribute Name: Device 05 Mame

* Operator: equals

*Value: Acns|
ACNS
ACSW
ADE-O5

| Altiga0S

ASA
Cat0s
CBOS
CDs-15
CDs-Tv
CMIC Firmware
Cisco I05-700
Cisco ME1100
CsM
€T

If you select Device Ip Address as Attribute
Name and Operator as does not belong to the
range, then you need to enter Start Ip Address
and End Ip Address

Group Rule Details

Group Rule Details
* Attribute Name: Device Ip Address
* Operator:

*Start Ip Address:

*End Ip Address:

does not belong to the range\

oK

Cancel
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Special Cases Figures
For any of the Attribute Name if you select does
not exist in the list as Operator, then you need to || SreusRalepetais &
add the Value manually using the edit icon on the - Group Rula Details
screen. | “atmhbutetame: | Device Prosuct Hocel v
* Operator: does not exist in the list - 2
Value Value X |!
Value ag
* Add X i
N — -
;:_5-:' || cancel
OK Cancel

If you select Inventory Status or Config Status
as Attribute Name and Operator as contains or | crou Rule betils %
does not contain. Select the required status on the
screen and Select the Available Services from the

Group Rule Details

. * Attribute Name: Inventory Status ¥
drop down. Only for Inventory Status NOS lists i s v
all the dataset name and you can select for the list. ¥ i e -
Inventory status provides you granular 71 Successi
information. It is recommended to create the rule 7 Integrity Check Faied 5
based on inventory status if you want to create a | Faied
group based on dataset specific. B s >
* Available Services: | NOS| o

.: Expand All | ] Collapse All | SelectAll | UnsalectAll |

Dataset Name Type Colleciton Type ~ Applicable Pla

] CISCO-UNIFIED-COMPUT -
CISCO-UNIFIED-COMPLN Static SNMP [ Custom ]

4 || ) CHASSISMGREXT-MIB
CHASSISMGREXT-MIB_: Static SHMP [ Custom
CHASSISMGREXT-MIB_: Static SNMP Custom ]

i CISCO-UNIFIED-COMPUT
CISCO-UNIFIED-COMPLN Static SNMP [ Custom ]

4 || Subvdc -

General Settings

Use the General Settings sub tab of the Device Management tab to set Application, Discovery, Inventory,
and Advance Job.

This section describes the General Settings options in the following topics:
» Application Settings
¢ Discovery Settings
» Access Verification Settings
e Inventory Settings

e Advanced Job Settings
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Application Settings

Application settings is used to set device inventory data collection preferences like Device prompt,
Submode and Data export settings.

General Settings:

IP Host Mask Settings: If device IP Address and Hostname data privacy is enabled, customer device IP
address and Hostname that is sent back to Cisco will be replaced by a set of user defined IP address and
Hostname.

In IP Address Mask field you can define the IP address range that is used to replace the real IP address
of the customer, and define a prefix in Hostname Mask field that is used to replace the real customer
hostname.

Figure 6-20 General Settings
Application Settings s
General Settings Prompt & SNMP Trap Setlings Submode & Init Settings Export Setlings Device Settings

IP Host Mask Settings

Start IP: 0.0.0.1
Start IPVG: =1
Start Host Mame: MASK

Node Display Settings

Global DisplayType: HOSTMAME

Telnet Echo Handler Config

Platform List: WLC
Sys Object Id List: .1.3.6.1.4.1.9.1.1615,.1.3.6.1.4.1.9.1,753,.1.3.6.1.4.1.9.1.913

User Session Settings

Total User Session Count: -1
User Name Length: 4
Help... OK Cancel
Table 6-2 General Settings
Field Name Description
Start IP IP to be used as start value while masking IPv4 data. IP will be
incremented from this value for each of the IP’s to be masked
Start IPv6 IP to be used as start value while masking IPv6 data. IP will be
incremented from this value for each of the IP’s to be masked
Start Hostname Prefix used for masking hostnames
Global Display Type Device attribute to be shown for distinct devices
Platform List List of platforms for Telnet echo is enabled.
SysObject ID List SystemObject ID for the Telnet echo enabled devices

Total User Session Count |Maximum number of unique CSPC user sessions
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Prompt Settings:

Figure 6-21

f Application Settings ¥
|

Prompt Settings

General Settings Prompt & SNMP Trap Settings Submode & Init Settings Export Settings Device Settings

I Prompts

Login Prompts: username,username:, user,user:,login,login:, enter user id:

Password Prompts: password,password:, password :,pwd, passwd, passwd:
Other Prompts: #, =, %, error
CLI Error Prompts: invalid input detected at,% this command is not authorized,error: %, type h
SMMP Error Prompts: errar

SOAP Error Prompts: soap-env:fault

SHNMP Trap Settings

Retain Traps for: 14 Days
Port Number: 162
Help... QK Cancel
Table 6-3 Prompt Settings
Field Name Description
Prompts

Login Prompts

Used for extra Login prompts that needs to be handled by CSPC

Password Prompts

Used for extra Password prompts that needs to be handled by
CSPC

Other Prompts

Used for other prompts that needs to be handled by CSPC

CLI Error Prompts

Used for extra CLI error prompts that needs to be handled by
CSPC

SNMP Error Prompts

Used for extra SNMP error prompts that needs to be handled by
CSPC

SOAP Error Prompts

Used for extra SOPA error prompts that needs to be handled by
CSPC

SNMP Trap Settings

Retain Traps for

Mention the number of days to retain traps.

Port Number

Configure the port to receive the SNMP trap messages. Default
port is 162.

Note Ifyou configure a new in-bound port to listen the SNMP
Trap messages, then you need to manually update the
corresponding IP table rules and NAT router settings.
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Submode and Init Settings:

Figure 6-22 Submode And Init Settings

| Application Settings X
|

General Settings Prompt & SNMP Trap Settings Submode & Init Settings Export Settings Device Settings
Submode And Init Prompt Validations

05 Types: nx-0s, fwsm-os, piKos, fwsm,acsw, nXos,asa,
IP Address List:

SH Version Command: showr version
SH Version Lines: 5,12
SH Version Ignore Strings: hours,seconds, minutes,uptime,

Execute New Line For Submode
Lagin Prompt:

Help... 0K Cancel
Table 6-4 Submode and Init Settings

Field Name Description

OS Type Type of OS

IP Address List List of IP addresses

SH Version Command If show version needs to be executed while in
submode

SH Version Lines Number of lines in show version that needs to
taken

SH Version Ignore Strings Whether to consider or ignore show version
settings

Execute New Line for Submode Login Prompt Whether new line has to be executed at the end of
submode login prompt
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Export Settings:

Figure 6-23 Export Settings
Application Settings X
General Settings Prompt & SNMP Trap Settings Submode & Init Settings Export Settings Device Settings

Export And Upload Settings

Collection Profile Export Boundary: 1000

Job Log Export Boundary: 2003

Tailend Response Counter (secs): 0

Tailend SendFile Counter (secs): 7200

Upload Via: Connectivity e
Connectivity Certificate: CSP0001028437 inef

Test upload to HEG using CSP0001028437

CSPC Identity Settings

CSPC Identity: CSP0D01027629) v
Help... OK Cancel
Table 6-5 Export Settings
Field Name Description
Collection Profile Export Boundary Number of devices processed in batch during VSEM
export.

Default values are as follows:
« Large - 100 devices
e Medium - 50 devices

e Small or ultra small - 25 devices

Job Log Export boundary Job log export boundary

TailEnd Response Counter Response counter for TailEnd is maximum wait time for
entitlement registration and limit is 90 seconds

TailEnd SeedFile Counter Seed file counter for TailEnd is maximum wait time for
connectivity file upload.

Connectivity Certificate Certificate used for connection

Upload Via Set the Upload via option to either of these:
» Transport Gateway (Only for NOS services)

» Connectivity upload supports AES 256 encryption
with strong RSA key length of 2048bits.

* Disabled
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Field Name Description
CSPC Identity Select the valid CSPC certificate
Test Upload button Check the connectivity using a certificate

A

Note + If Connectivity certificate changes, the new certificate is applied to connectivity. This takes 5-7
minutes to restart connectivity and apply the new certificate.

« Connectivity certificate gets modified based on the preference of the applied certificates. For
Example, NOS uses connectivity for upload. All other services use Websocket. Since Web socket
has higher preference, though you add NOS as connectivity certificate, it changes to the one that has
higher preference like PSS, SNTC or SC.

Device Settings:

This enables or disables the key on the device during SSH communication. If it is disabled, then same
key is being used repeatedly or else it generates new key.

Figure 6-24 Device Settings
¢ Application Settings %
i

General Settings Prompt & SMMP Trap Settings Submode & Init Settings Export Settings Device Settings

1 Host Key

Device Host Key Validation: enable i

Help... oK Cancel
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Discovery Settings

In Discovery Settings you can set preferences of device discovery. You can set values for Discovery
timeout, Include platform and Exclude platform.

In Preference tab, enter the values as shown in Table 6-6.

Figure 6-25 Discovery Settings
Discovery Settings b4
Preferences Include Platform Exclude Platform
Settings
* SNMP Timeout (in sec): 3
* SNMP Retry: 1
* Max Thread Count: 100
* Max Credential Sets For Protocol: 10
* Max Discovery Time (in sec): 600
* Max Device Discovery: 180
IP Phone Discovery: No ~
Serial Number Duplicate Check: No ~
Mac Address Duplicate Check: No ~
Exclude Non-Cisco Device: No ~
* NMAP Timeout (in sec): 30
Ping ICMP before Discovery: No v
Enable Fallback: Yes ~
Enable SNMP Config Push: Yes ~
* CLI Timeout (in sec): 3
* HTTP Timeout (in sec): 4
Help... OK Cancel
Table 6-6 Discovery Timeout
Field Name Description
SNMP Timeout (in sec) SNMP connection timeout value in seconds. Default value is 3
seconds

SNMP Retry SNMP connection retry count. Default value is 1

Max Thread Count Thread pool size for each discovery job. Default value is 100.

Max Credential Sets For Maximum number of Credential Sets to use for each protocol.

Protocol Default value is 10.

Max Discovery Time (in sec) Maximum discovery time in seconds per device. Default value is
600 seconds. Valid values 0 or >= 60. Zero no window time will be
enforced. If value is set between 0 and 60, default value 600 will be
used.

Max Device Discovery Maximum discovery time in seconds for a single device. Default
value is 180 seconds. Valid values: 5 seconds and above.If value is
< 5, then 5 is enforced.
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Field Name

Description

IP Phone Discovery

Option to enable/disable IP Phone discovery.

Serial Number Duplicate Check

Checks for the duplicate serials numbers.If not enabled, then serial
number will not be polled for the device.

Mac Address Duplicate Check

Checks for the duplicate MAC Address.

Exclude Non-Cisco Device

If enabled excludes all the non-cisco devices from discovery

NMAP Timeout (in sec)

Timeout value in seconds to discovery device using Nmap
application. Default value is 30 seconds. Valid values > 0. If value
is < 0, then default is enforced.

Ping ICMP before Discovery

Option is to enable/disable. If enabled pings the device before
Discovery.

Enable Fallback

If discovery of selected protocols fails, and if fall back is selected
discovery is tried for other protocols as per discovery properties
file.
$CSPCHOME/resources/discovery/properties/disc
overy-cso-startup.properties

For properties name: PRIMARY_COMM_PROTOCOL

This is applicable only for known discovery and rediscovery.

Enable SNMP Config Push

If enable fallback option is selected and discovery happens using
CLI protocols (telnet, SSHv1, and SSHv2), then SNMP Config
push for RO string is applied.

CLI Timeout

CLI connection timeout value in seconds. Default value is 3
seconds.

HTTP Timeout

HTTP connection timeout value in seconds. Default value is 4
seconds

Include Platform (optional):

Any platform that is specified in include platform list, only those specific platform devices will be
discovered and all other devices will be discarded.
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Figure 6-26 Include Platform
Discovery Settings x

Preferences Include Platform Exchsde Platform
Include Platform

10510000
10512000
1054000
1057200
1057300
1057500
105_8500
1055300
105_Cat
105 _cat3700
105 L5101
105 VS5
105 XE
105 %R

PS5

MIE_II
MME_MAM
MXOS

105 XR
105 VS5
105 Cat
105_as5300

FEE

&

m

Help.... DK Cancel
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Exclude Platform (optional):

Any platform is specified in exclude platform list, all devices belonging to that platform will be ignored.

Figure 6-27 Exclude Platform
Discowvery Settings o
Preferences Inchede Platform Exclude Platform

Exclude Platform

ACNS + | [#] | aDEOS
ACSW | [#] acHs
ADEOS [*] | acsw
AltigaOs ||
ASs_CSCub30913

Catos

CatOs_S000

Cat0s_63ge

CCM

CCMdx

CCMSx

CTS

DISABLE IOS XR_OIDL

DISABLE_IOS_XR_OIDZ

DISABLE_SHOW_INVEMTORY

DISABLE_SSH1

DISABLE_SSH10

DISABLE_SSH2 -

m

Help... Ok Cancel

Access Verification Settings

This setting is used to select and order protocols to use them in device access verification. This is global
settings that is used in DAV.

Select the protocols order to be used for access verification using side arrows and reorder them using the
up and down arrows. To avoid the failure you can use the option Use All Selected Protocol Versions
and to override the failed protocol select the option Override Enable Failed. If Use all selected protocol
version is selected, then all the selected protocol are used even if the first protocol passes. If Override
enable failed is selected, then status is shown as enabled by default even if device do not enter enable
mode. If Run DAYV for Unreachable is selected, then DAV job is trigged for all the unmanged devices.

CSPC Collection Platform Software User Guide
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Figure 6-28 Access Verification Settings
Access Verification Settings x
Please select and order protocols below to use them device access verification ~
Include SNMP Protocols Include CLI Protocols
= sshv2
= =
sshvl
=4 L« telnet =3
Include HTTP Protocols Include Other Protocols
[#] https a5 > | 1 ~ =
(3] nep ) fiop )
=3 wmi =4
[ @ v
l:l Use All Selected Protocol Versions
[ ] Override Enable Failed v
|| Run DAV for Unreachable v
Help... OK Cancel

Inventory Settings

Inventory Settings allows you to set some advanced collection settings.

These include setting up inventory threads, device connectivity options, time out options, device
prompts, disable protocol rules and disable collection rules.

Advanced Settings:
The Advanced Settings tab of Inventory Settings screen provides the following options:

» Inventory Threads: To set up the maximum number of inventory threads you would like the collector
to use. By default the value for Microsoft Windows is 40 and for Linux it varies from 40 - 100 based
on the hardware configuration. Maximum value that can be set is for both Microsoft Windows and
Linux is 200.

* Connection Settings: To set up the maximum number of connections a device can have, or the
maximum number of connections per the whole collector. These settings apply only for Telnet or
SSH credentials. In some networks, authentication servers provide a limit on the number of
connections of either an application or a device, so this needs to be set. By default there is only one
connection per device, and no connection limit for the whole collector.
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Figure 6-29 Inventory Settings
Inventory Settings ®
Advanced Settings Global Timeouts Device Prompts Disable Protocol Rules Disable Collection Rules

Maximum Number of Threads

* Inventory Threads: 40

Connection Settings

Configure the maximum number of Telnet/S5H connections to be opened from the server to the
network devices. Some networks may restrict the maximum number of simultaneous connections
to the entire network or to each of the network devices.

Maximum Connections (System):

Maximum Connections (Devica):

Help... oK Cancel

Note Inventory Thread count vary based on system configurations. It is 100 for large OVA

Go back to CSPC Flow Chart
Global Timeouts:

The Global Timeouts tab allows you to select the time out options for a given IP address or a range of
IP addresses. This is where you can specify a time out option for any given protocol like Telnet, SSH,
SNMP or HTTP and so on.

Vertical scroll bars are provided to move to either the previous or the next timeout option on the window.
Use up and down arrow to prioritize the custom timeouts set by user.
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Figure 6-30 Global Timeouts

Inventory Settings %

Advanced Settings Global Timeouts Device
Drefine Global Timeouts for Protocols
Hostname / Ip Addr. .. Protocol Timeoutims) T ' Establish Timeout{s. Retry Count
5000 2
5000 2

5000

10000 1o
10000 1o
sshw? 10000 10
11 10000 10

= Add = =

Felp... OK Cancel
You can enter these timeouts by clicking Add button. On Timeout Details screen, you can enter the
following details:

* Hostname / IP Address: You can select the IP Address Expression like 10.*.*.* (to represent all IP
Addresses that start with a 10)

¢ Protocol: Select the protocol (Telnet, SSHv1 or SSHv2, HTTP, HTTPS, TL1, SNMPv1, SNMPv2 or
SNMPv3 or WMI, 110OP)

* Timeout (ms): Type timeout in milliseconds (ranging from 1000 milliseconds (1 second) to 600000
milliseconds (10 minutes))

» Establish Timeout (sec): Time taken to establish a connection for a device. By default it is 10
seconds.

* Retry Count: You can select the “retry” count as well
Figure 6-31 Global Timeout
Timeout Details *

Protocol Timeout Details

* Hostname / Ip Address: *EFEF

* Protocol: snmpwl ~
* Timeout(ms): 5000
Establish Timeout(sec): 10
Retry Count:
oK Cancel

Use the Modify button to modify the global time out value. Use the Delete button to delete a time out
value.

Go back to CSPC Flow Chart
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Device Prompts:

The Device Prompts tab allows you to select specific prompt options for any given device or device
group. Device prompts are used when the data collection is done on a device or device group where the
prompts are changed (through an authentication server for security reasons). When the device prompts
change, the collector must be able to process those prompts in order to perform data collection
successfully.

There are two ways of setting up these options; the first one is based on matching prompts by order and
the second one on matching a specific string/regular expression.

Figure 6-32 Device Prompts
Advanced Settings ¢
Advanced Settings Global Timeouts Device Prompts Disable Protocol Rules Disable Collection Rules

Define Device Prompts

Ip Address Expression Match Type Prompits:

4+ Add * &

Help... 0K Cancel

Both Order and Regular Expression are explained below.
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Figure 6-33 Prompt Details by Order
Prompt Details

Device Prompt Details

* Ip Address Expression: | *.*.*.*

* Prompt Match Type: Match Prompts By Order

Define Device Prompts in the order they appear

Device Prompt

| Prompt

Device Prompt: User Name
User Name
Enable User Name
Password
| Enable Password

& oAdd X I

In the first method the device or a device group is expecting the collector to send the credential
information in a particular order. For example, if the device expects to see the Password and Enable User
Name and Enable Password in that order, you can change those as shown in Figure 6-33.

Similarly, if the prompts are to be matched by prompting a string, you can select that as shown in

Figure 6-34.

Figure 6-34 Prompt Details by String

Prompt Details
Device Prompt Details
* Ip Address Expression: | *.*.*.*

* Prompt Match Type: Match Prompts By String

Define Device Prompts in the order they appear

Prompt Expression Device Prompt

| Prompt

Prompt Expression:
Device Prompt: User Mame
User Name
Enable User Name
Password
Enable Password

4+ Add * Delste

In this example for the device with IP Address 1.1.1.1 the User Name must have an expression of user:

as the device prompt.

Use the Modify button to modify any prompts value. Use the Delete button to delete any prompts.
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Go back to CSPC Flow Chart
Disable Protocol Rules:

The Disable Protocol Rules tab allows you to configure the protocols that need to be disabled for a
specific platform. Inventory and Device Access Verification will not run for the disabled protocol for
the specified platform. This helps in enabling/disabling protocols without modifying the datasets. All
DSIRT protocols rules are locked.

Figure 6-35 Device Protocol Rules

;

| Inventory Settings *
Advanced Settings Global Timeouts Device Prompts Disable Protocol Rules Disable Collection Rules

Disable Protocols for Data Collection

Platform Protocol Lock Status
DSIRT_ASA DISABLE SSHV2 sshw2 Unlocked
DSIRT_CATOS_CAT6K_SS5HV2 sshv2 Unlocked
DSIRT_ASA_SNMP snmpvl, snmpv3, snmpv2e Unlocked
DSIRT_PIX_SSH sshvl, sshv2 Unlocked
DSIRT_7206VXR_SS5H sshvl, sshv2 Unlocked

4 Add X Delete 2 Modify

Help... oK Cancel

You can add, modify or delete an existing disable protocol rule. Vertical scroll bars are provided to move
to either the previous or the next rule in the table. To add disable protocol rule, click Add in the Disable
Protocol Rules screen.
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Figure 6-36 Disable Protocol Rule Details

Disable Collection Rule Details

Specify criteria for disabling a Protocol
* Select Platform:  ACNS

* Select Protocol: V] telnet

V| sshvi
J| sshv2
Y| =snmpvi
Y| snmpvZc
V| snmpv3
Y| http

v

hitps

Follow the steps given below to create a new disable protocol rule:

Step1  Enter the following information:

m

-

Select Al Unselect Al

Cancel

e Select Platform: Select a platform for which protocol needs to be disabled from the combo list. All
the configured platforms, both system and custom defined are displayed here

¢ Select Protocols: Select the protocol that has to be disabled for the above selected platform. All the
supported protocols (Telnet, SSHv1,SSHv2, HTTP, HTTPS, SNMPv1, SNMPv2c, SNMPv3, WMI,

TL1, LDAP, LDAPS, SQL and IIOP) will be displayed here

Step2  You can also select or unselect all the protocols using Select All/Unselect All buttons

Step3  Click OK to add the configured rule to CSPC
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Disable Collection Rules:

The Disable Collection Rules tab will allow you to disable specific commands/OIDs on a specific
platform. Inventory will not run for the disabled command/OIDs.

If in a given dataset, there are multiple OIDs then inventory will run for dataset and results will be
displayed for OIDs which are not disabled, but collection will not happen for disabled OID.

All DSIRT collection rules are locked.

Figure 6-37 Disable Collection Rules

r

| Inventory Settings >
Advanced Setbings Global Timeouts Device Prompts Disable Protocol Rules Diisable Collection Rules

Disable Data Collection

Platform Dataset Type Operator Value Lock Status
DSIET_NXOS_... CLI matches regular expression  show enwvlsho.__ Unlocked -~
DSIRT_MNXOS5_... CLI matches regular expression  show run Unlocksd
DSIRT_ASA c.._ SINMP matches regular expression .11 3.6 114 = Tnlocked
DSIRT_MNXOS_... CLI equals show vpc consi... Unlocked
DSIRT_NXOS5_ ... CLI equals show vlan Unlocked =
DSIRT_CRS_ S... CLI equals show diag pow... Unlocked
DSIRT_CRS_ S CLI matches regular expression  show diag Unlocked
DSIET_7206WX... SNMP matches regular expression 4.1%.3..64.1.4... Unlockad
DSIET_CATeK... CLI egquals show memory Unlocksad
DSIET_CATeK... SNMP matches regular expression  4.1%.3%..6%.1%.4... Unlocked
DSIRT_CAT6K... SNMP matches regular expression  .1%.3..6%.1.4... TUnlockad
DSIRT_CAT6EK SINMP matches regular expression % 1% 3.6 1% 4 Tnlocked L

% Add X 2

Help. oK Cancel

You can add, modify, or delete an existing disable collection rule. Vertical scroll bars are provided to
move to either the previous or the next rule in the table.

To add disable collection rule, click Add on the Disable Collection Rules screen.

Figure 6-38 Disable Collection Rule Details
Disable Collection Rule Details *

Specify criteria for disabling a Collection

* Select Pltform: ACMS w
* Dataset Type: CLI hd
* Operator: equals hd
* Walue: sh run
Annotation:

Ok Cancel
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Follow the steps given below to create a new disable collection rule:

Step 1  Enter the following information:

» Select Platform: Select a platform for which protocol needs to be disabled from the combo list. All
the configured platforms, both system and custom defined will be displayed here

e Select Dataset Type: Supported Dataset types are CLI or SNMP

¢ Operator: Operator can be any of equals, does not equals, matches regular expression, does not
match regular expression

e Value: The exact CLI command or OID to be disabled
« Annotation: You can add a note here

Step2  Click OK to add the configured rule to CSPC

Go back to CSPC Flow Chart

Advanced Job Settings

This setting provides with an option to configure various jobs. You can define preferences for triggering
a job, as well as define what jobs can be skipped and what jobs needs to wait based on a trigger
preference. You can add a new job trigger preferences by selecting Add button in the Advanced Job
Settings window.

Figure 6-39 Advanced Job Settings
Advanced Job Settings b4

Job Trigger Preferences Service Priority Settings
Job Type Name Skip Job List Wait Job List
Upload Jobs Inventory Jobs, Device Access__.
Inventory Jobs Upload Jobs
Device Access Verification Jobs Upload Jobs
Import Seed File Jobs Discovery Jobs, Device Acces. ..

4 Add X

Help... OK Cancel
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You can add jobs to Wait Job List and Skip Job List:

Wait Job List: Any job specified in Job Type Name will start only after the job specified in Wait Job
list completes.

Skip Job List: Any job specified in Job Type Name will not start if any job specified in Skip Job is
running.

Figure 6-40 Add a Job Trigger Preferences
Job Trigger Preferences »

* Job Type Name: Workflow Jobs w
Skip Job List

Inventory lobs Inventory Jobs -
Backup/Restore Jobs Backup/Restore Jobs =
Diag Jobs Diag lobs

Device Access Verification Jobs Device Access Verification Jobs
Credential Loader Jobs Credential Loader Jobs

Workflow Jobs = Workflow Jobs -

Wait Job List

Inventory lobs
Backup/Restore Jobs

Diag Jobs

Device Access Verification Jobs
Credential Loader Jobs
Workflow Jobs i

OK Cancel

To set the service priority list click Service Priority Settings and use arrows to add the services to the
services priority list and set the priority using up and down arrows.

Figure 6-41 Service Priority Settings
Advanced Job Settings X
Job Trigger Preferences | | Service Priority Settings

Service Priority

OPTIMIZATION NOS

ASCNA

EIEIEE]

Help... OK Cancel
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Collection Rules

You can use the Collection Rules sub tab of the Device Management tab to set up data collection profiles,
create new datasets, manage data integrity and masking rules.

This section describes the Collection Rules options in the following topics:

Manage Data Collection Profiles

Manage MulitService Collection Profiles

Manage Upload Profiles
Manage Datasets

Manage Platform Definitions
Manage Data Integrity Rules
Manage Data Masking Rules
Manage Syslog Source Files

Manage Data Collection Profiles

Collection profile defines what data to collect, from what devices that data needs to be collected and how

often the data needs to be collected.

Figure 6-42
Manage Data Collection Profiles *
@ Q- % @D Add Collection Profils.. W
Name Lock Status
config [SunLocked
et FunLocked
i B UnLocked
2 FiunLockea
com, TiunLocked
context EunLocked
Default_CP (S unLocked

xml

test

T unLockea

T unLockea

Page 1 of 1

Collection Profile Main Window

Scheduled

<< I < < < < I < R I ]

3 import Collection Profile froma Zip fie [0y >

Device Selection

Selected
Selected
Selected
Selected
1 device(s) Selected
Selected
All Devices Selected
Selected

1 group(s) Selected

Dataset Count

Displaying 1 -8 of &

Note  Based on service entitlement(s) CP are added.

If there are no collection profiles created, CSPC does not collect any data from any device.

New data collection profiles can be created by clicking Add Collection Profile from Manage Data
Collection Profiles window.

You can also import collection profiles from a zip file stored locally on your system. To do so, click
Import Collection Profile from Zip File button and select the zip file with collection profiles.
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Step 2
Step 3
Step 4

To add a new data collection profile, follow the steps given below:

Select the Devices
Select Datasets
Select Profile details
Click OK

Figure 6-43

Add Collection Profile

I Select Devices Select Datasets Profile Details

Select Devices

@ Al managed devices

) Only the following selected devices

Managed Devices:

&3 Video

StorageNetworking

&) Telepresence

& OpticalNetworking

& CloudandSystemsManagement

Wireless (1)

&7 VoiceandUnifiedCommunications
o =

% Hubs

™ DataCenterSwitche

&4 DataCenterSwitches

== Servers-UnifiedComputing

&% IndustriglEthernetSwitches

& ServiceExchange

Upload Nodes From File(.txt):

Select Devices for a Collection Profile

Selected Devices/Groups:

RIFRE

Help... QK

Device Management ||

[+IB]

Cancel

To start the collection, select a device or a set of devices or import the .txt file which has IP address of
devices and each IP should be enter in the consecutive line, from which the data is to be collected as
shown in the above figure. Once you select the devices, the second step in creating a profile is to select
some datasets. A dataset in CSPC is an output of a command (CLI), a SNMP request, a SOAP/ XML

request or a File. Datasets are explained in the Manage Datasets chapter.
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vFvigure 6-44  Select Datasets

Add Collection Profile

Select Devices Select Datasets Profile Details
Selact Datasets

Available Datasets: Selected Datasets:
412 Q- x
Dataset CollectionT... Da Dataset Type
«@ Telepresence (8) A
Pag£ of 1 “:"' Displayiny
! D DL_TP Codecs DYN_CISCO-ENTITY-A! SNMP
() DL_TP Codecs DYN_CISCO-TELEPRES SNMP

(D) DL_TP Codecs DYN_CISCO_CDP_MIB_ SNMP 7|
(D) DL_TP Codecs DYN_ENTITY_MIB_entf SNMP
D) DL_TP Codecs DYN_IF_MIE_if SNMP
(B) DL_TP Codecs DYN_RECI213_ MIB_if  SNMP
(D DL_TP Codecs DYN_RFC1213_MIB_ipA SNMP
D) DI_TP Codecs DYN_SNMPV2_MIB  SNMP

[#) DO NOT SELECT - Dynamic Dataset Input (

[ Configuration (22)

@ cursecurity (14)

[ c1roperational (24)

B8] A7 7 Tt 2 ik < >

Pagel  ofl No data to display
Help... OK Cancel

Use arrows to add the datasets to the Selected datasets list and to move the selected datasets use up and
down arrows, click OK. Once the required Datasets are selected, select the profile options that define
how often you want to collect the data, as shown below.
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Figure 6-45 Profile Details

add Collection Profile =

Select Devices Select Datasets

Collection Profile Details

* Profile Title:

* Identifier: Generate

Description: =
Tag: =

Profile Priority: Medium ~

Preserve Run Count: 1 v

Service Name:

Service Version:

Rule Package Version:

Aging Mode: Default Aging >~
Collection Intenval{ms):

Use Falback Credentials:

Run Discovery Before Collection:

Include Mon Managed devices for
discovery:

Run Prompt Discovery Before
Collection:
Run DAV Before Collection: -

Disable Mask Rule:

Disable Collection From Device:
Mask IP Address:

Mask Domain Mame:

Export Seed Fie:

Advanced Options..

Collection Profile Schedule

Schedule Periodic Collection

MNo schedule configured

m

Export Options

Export upon successfull execution of collection profile

1

* Export Format:
* File Name Prefix:

Upload To Remote Server:

Help. oK Cancel

This provides an options to select the priority of the profile itself, and how many versions of this profile
run data need to be preserved and finally how often the profile is executed to collect data. You need to
provide a title that identifies this profile as well as an identifier (which is used by the XML APIs to
uniquely identify this profile). If no identifier is provided, the system generates an automatic identifier
for this profile.

Tag is an information that get appends to VSEM file, select the option from drop-down or enter the tag
manually to tag the profile.

Each profile is set up with a specific priority. Higher priority profiles always take precedence when there
is a contention for resources.
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You can specify the Service Name and Service Version for the profile created. Service version is for the
specific service program that collects and uploads the data. Service name is mandatory to creating
collections profiles. Without service name collection profiles can be created, but it will get upload as it
is necessary to be mapped to any of services that you have uploaded.

Specify the Rule package version.
Select the data Aging Mode from drop-down:

If you select Default Aging, then it takes time interval that is already available. This option is enabled
by default and uses the aging interval specified in the dataset.

If you select Disable Aging, then data aging is disabled. This option disables data aging and the
collection happens directly from the device.

If you select Custom Aging, then you have to define the Collection Interval in milliseconds. This option
refers to CP level data aging (milliseconds) and this will override the aging defined in the dataset, also
enables Disable Collection From Device option to use.

Use Disable Collection From Device option to disable collection from devices. If enabled, it does not
collect missing/aging expired dataset data directly from the devices. The data for those datasets will be
shown as 'Skipped' in the CP summary report. If disabled, it collects missing/aging expired dataset data
from the device.

The Use Fallback Credentials option is provided in case the credential that is being used for data
collection fails (typically if you are using the Discovery Credentials for the data collection as well, it
might not work on all the devices). CSPC picks up the next credential that passed Device Access
Verification as a fall back credential to collect the data.

Use the Run Discovery before Collection option to rediscover the devices before running the inventory.
Use Include Non Managed devices for discovery option to discovery the non managed devices.

The Run Prompt Discovery before Collection option is used to collect the prompts before running the
inventory.

Use the Run DAV before Collection option to verify the credentials before running the inventory.
Use Disable Mask Rule option not to mask the data collection as per the rules set.

Use the Mask IP Address option to mask the IP addresses collected from the customer before uploading
them to Cisco.

Use the Mask Domain Name option to mask the domain names collected from the customer before
uploading them to Cisco.

Mask IP Address and Mask Domain Name options are for data privacy and their usage depends on
customer needs. You can specify the mask settings in Advanced Settings option under Settings menu.

Use the Export Seed File option, if you want to upload all the original seed files saved in the system
along with the Collection profile. You can also export Unreachable devices. This option is disabled if
masking/DPA is enabled.

Use Export Options if you would like to export the collection profile data after the successful execution
of the collection profile. You can export the data to the following format:

* Cisco VSEM(.zip)

Check the Upload to Remote Server checkbox, if you would like to upload the collection profile details
to the remote server. If the Upload to Remote Server box is left unchecked the collection profile data is
not uploaded to remote server.

Once these steps are finished, click OK and the Data Collection Profile is created and ready for use.
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When a Collection Profile is scheduled to run at later time, ‘Resume this job automatically if it’s
interrupted due to a CSPC Server restart’ option will be available. If the CSPC restarts for any reason
while Collection Profile is running, CSPC will resume the job upon restart.

When you click Advanced Options in Profile Details window, following windows is displayed.

Figure 6-46 Advanced Collection Profile Options
Advanced Collection Profile Options >
Advanced Settings Inventory Change Rules
Select Data Masking Kule Options ~

[] Apply masking rule defined in the dataset first

Masking Rule || ~

Select Filtered Collection Frotfile Optons

[ ] Execute this profile only if the following Collection Profile data changes

Collection Profile

Select SNMP Protocols

LocalStorage
snmpvl
snmpwvzZc

snmpv3

Select CLI Protocols

LocalStorage
telnet
sshwl
sshw2

Select H1 1} Protocols

LocalStorage
htp
https

Advanced Collection Profile Options window shows the available, SNMP, CLI and HTTP protocols. You
can selected the desired protocol from the list and add it by clicking arrow or select all by clicking
on the double arrow .

You can move the protocol up or down by using the arrow keys next to the selected box. The protocol
on top in the selected box takes precedence and is run first as compared to the ones below it.

If you select LocalStorage, then whenever you execute for a particular device or dataset it will first check
if it exists in the local database, if it is not found then based on the protocol order selected it will go to
the next one.

You can also set a filter to execute the profile only if a certain collection profile changes. To set the filter,
select the check box next to Execute this profile only if the following collection profile data changes,
click Browse button and select the collection profile.

To apply mask rule select Apply masking rule defined in the dataset first and select the Masking rule
from drop-down.

Click Inventory Change Rules to add of modify the Rule. Select Dataset and enter Ignore Regular
Expression and click OK
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Figure 6-47 Inventory Change Rule Details

Click OK button to save the selection.

Go back to CSPC Flow Chart

Manage MulitService Collection Profiles

Manage Multi Service Collection Profiles is used to define, and configure the Multi Service Collection
Profile. Collection profiles that are executed together and you can Add, Modify, or Delete a collection
profile. It combines devices and datasets from all the selected collection profiles and collects data in one
single inventory job. If any of collection profile has run Discovery, DAV, Prompt before collection, and
if any other settings are enabled then those settings are considered for multi service collection profile.

CSPC Collection Platform Software User Guide
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Figure 6-48 MulitService Collection Profiles
.\!IﬂJ;l‘ MultiService Collection Protiles
v Q.- s 0 Add MultiServace Collection Profile., & o/ -0
Namme Title Lock Starus Scheduled
Test_1_NOS Minimuem_demo_NOS Full Test_1_NOS Menimum_demo_NOS Full r-‘-'.'n'..\-km 0
Page{l  ofl Displaving 1-10f1

In collection profile dialog box, select the collection profile using arrows.

Figure 6-49 Add MultiService Collection Profile
Add MultiService Collection Profile X
Select Collection Profiles Profile Details A
Collection Protiles
NOS Full

NOS Minimum

SNTC
v

Help... OK Cancel

In Profile details dialog box, enter the Profile name and generate the identifier. You can schedule the
collections periodically or run the collections now. To run collection refer Collect Data.
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Figure 6-50 Profile Details
Add MultiService Collection Profile

Select Collection Profiles Profile Details

Application Frotile Details
* Profile Title:
* Identifier:

Generate
Description:

Collection Frotile Schedule
Schedule Periodic Collection

No schedule configured

Configure Schedule

[] Resume this job automatically if its interrupted due to a CSPC server restart

Help... OK Cancel

Manage Upload Profiles

In Manage Upload Profiles, you can specify the type of data which includes syslogs, inventory, and DAV
that needs to be uploaded locally or to the backend.

~

Note

Default upload profiles are created for NOS service when a nos configurer gets installed. Below screen
is only for NOS.
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Figure 6-51 Manage Upload Profile
Manage Upload Profiles *
e Q- * | @D Add Upload Profile... @& 1odif fi= 3 import Upload Profile froma Zip fle =+ | @
Name Lock Status Scheduled
NOS Full Upload I?T]UnLucked 63
NOS Incremental Upload IfhlUnanked Q
NOS Default Upload Ifl.‘,-UnLucked 9

Page 1 of 1 Displaying 1-3of3

You can import an upload profile from zip file stored on your system. To do so, click Upload Profile
from a Zip file icon on Manage Upload Profiles screen. In Upload File dialog box, browse to the file
and click Submit button to start uploading the file.
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Figure 6-52 Add Upload Profile

* Profile Title

test

= Identifier

t1 Generate |

Description sample| |

Select Collection Protile(s) and Devices

(@) ATl Collection Profiles For Service ~ () Single Collection Profile -

Limit upload to devices mapped to registration certificate

Export Options

(® Export To Remote Server

(0 Export To Local Server File Name Prefix:
”~
Dlevices Selection tor Upload
(®) NManaged Reachable and Unreachable devices
d Reachabl
) Managed and all NonManaged devices
Select Module For Upload
] Upload Inventory Upload Syslogs
Select Devices Select Syslog Options
(® Upload All Device Data [ Tnchide Parsed Syslogs Only || Collector Received Time
Upload Inventory Updated Device Data (0 From Last Successful Upload
) Time Interval minutes.
(O From Last Successful Upload = ™
@ et et s ) Date/Time Range
Start Date/Time | oy 07,2019 =\ =
End DateTime | ary 07,2019 B 11 S
[] Upload DAV Data
Upload Profile Schedule
[ ] schedule Periodic Upload
No schedule configured
NOTE: Freq repeat uploads will be surp d if there is no change in data.
N
Help OK Cancel

You can choose All Collection Profiles For Service or Single Collection Profile and select
corresponding registration certificate from drop down.

You can upload devices to the default registration certificate using Default Upload or to an registration
certificate from drop down using Upload only devices mapped to.

Select the required type of devices to upload such as
* Managed Reachable and Unreachable devices (Default)
¢ Managed Reachable devices
* Managed and all NonManaged devices (this option uploads all the devices in CSPC).

If Upload Inventory is selected, then you can Upload All Device Data (Full Inventory upload) or
collected data with in specified time interval by specifying the Time Interval in minutes or choosing an
option From Last Successful Upload. (Incremental Inventory upload).

If Upload Syslogs is selected, then you can upload Syslogs by choosing an option From Last Successful
Upload or by providing Date/Time Range or specifying Time Interval in minutes.

CSPC Collection Platform Software User Guide

6-48



| Chapter 6

Applications - Device Management

Note

Device Management ||

Selecting Include Parsed Syslogs Only if this option not selected, then by default all the syslogs are
considered and If Collector Received Time is selected, then the time selected is form collector else it
is default system time

To upload DAV data, select the Upload DAV Data.

You can also schedule periodic uploads of the data using Configure Schedule option. This data can be
exported to remote server or to a server locally.

Figure 6-53 Upload Warning Message

Information
.

1 Lowering the upload frequency (not recommended) may result in performance degradation and high bandwidth consumption Data will be
\) uploaded only if data is changed from the last sucessfull upload

OK

Frequent repeated uploads will be suppressed if there is no change in data. If no change in the collected
data from the previous successful upload, then upload data will be suppressed by bundling only limited
required files.

Manage Datasets

Manage Datasets is used for creating a new data collection point. Datasets are the building blocks of
CSPC Collection Profile. Datasets contain the platform definitions, data/masking rules. You can either
Add, Modify or Delete a dataset.

A Data Set in CSPC is an output of a command (CLI), SNMP request (SNMP) or XML output
(SOAP/XML).

Figure 6-54 Manage Datasets
Manage Data Collection Profiles =/ | Manage Datasets %
@ Q- X | @D Add Dataset . @ (=1 3 import Dataset from a Zip file (i}
Dataset Name Type Collection Type Lock Status Applicable Platforms  Category Created By
PhysicalPortD_Containedin  Dynamic SNMP Biinnas PhysicalPort admin -
PhysicalPortiD_Descr Dynamic G 2 Untocked PhysicalPort system
PhysicalPortD_HardwareRev  Dynamic SNMP Bicisuca PhysicalPort system
PhysicalPortD_Index Dynamic SNMP B PhysicalPort admin
PhysicalPortiD_Name Dynamic SNMP B iiiotiad PhysicalPort admin 3
PhysicalPortD_ParentRelPos  Dynamic SNMP B s PhysicalPort system
show_context_asa Static cul B UnLocked [ Custom ] SubModule system
show_context_asa_run Static cul B o [ Custom ] SubModule system
show_context_asa_run_dyn  Dynamic cu Boans Subvde system
show_context_asa_start Static cul B I Custom | SubModule system
show_context_asa_start_dyn Dynamic cu Biiouci Subvdc system
show_context_run Static cu Y [ Custom | SubModule system
show context run Dynamic  Dynamic cu B iiiotied Subcontext admin
show_context_start Static cu B [ Custom | SubModule system
show context start Dynamic  Dynamic cul RO Subcontext admin
show_vde Static cLl Bisitoies I Custom | SubModule system
show_vdc_run Static cul o T I Custom ] SubModule system
show wdc run Dynamic Dynamic cu 3 UnLocked Subvde admin
show_vdc_start Static cu B s [ Custom | SubModule system

Page 1 of6 b bl Displaying 1 - 50 of 271

Select Add Dataset option when you are ready to create a new data set. You can create Static and
Dynamic datasets.
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You can also import datasets from a zip file.To do so, click “Import Dataset from a zip file” button on
the Manage Datasets window and select to the zip file to import.

Static Dataset

Collection mechanism specified in the static dataset is defined as a command or SNMP request

Follow the steps given below to add a new static data set:

Step1  Provide data set details
Step2  Provide data set platforms
Step3  Click OK

Select Create static dataset option and then click OK button to create a static dataset as shown in the
figure below.

Figure 6-55 Add Dataset

Add Dataset *

Create a static dataset. The collection mechanism speicfied in the static dataset is defined as a
command or SMNMP request.

(+ Create 3 static dataset

Create a dynamic dataset. The dynamic datasets allow collection of data based on the output
ancther command or set of commands.

" Create a dynamic dataset

Help... OK Cancel

Add/Modify Dataset is used for creating/modifying a Dataset. Dataset can be added either as locked or
unlocked.

The following are the steps to add a dataset.

Step1  Provide the following dataset details:
Title: Name of the Dataset. This is a mandatory field
Identifier: This can be user defined. If this is not defined by user, this will be generated by System

Category: This is a mandatory field. This is custom defined by user. If you enter a category that
does not exist, a new category is created

Collection Interval: You can specify the collection intervals in milliseconds
Tag: Select the tag from the drop down list

Description: Description for the Dataset

CSPC Collection Platform Software User Guide
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Figure 6-56 Provide Dataset Details
Add Dataset ¥

Dataset Details Dataset Platforms

Dataset Details

* Title: datasetdetails

* Identifier: _datasetdetails Generate
* Category: CISCO-MEMORY-POOL-MIB it
Tag: Config dud

Collection Intenval{ms): 100000

Description:

Help... oK Cancel

Step2  Once this information is provided, you can now select the applicable platforms for this dataset and the
collection method using the following options:

Dataset Type:
« CLI
« SNMP
« SOAP XML Requests
¢ Config Retrieval using SNMP

. FILE
. XML
. WMI
. HTTP
. TLI

. IIOP
.« SQL
. LDAP

CSPC Collection Platform Software User Guide
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CLI:

CLlI is selected in this example. CLIs are the datasets which contains commands to execute on the device.

Figure 6-57 Dataset Platform Options (select CL1I)

Add Dataset

Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: cLy
CLI
Select Platform an SNMP
SOAP XML Reguests
Config Retrieval using SMMP
FILE
XKML
WMI
HTTP

Platform

4 Add * e

Help... oK Cancel

Select a specific platform for which this dataset is applicable. The list of platforms is pretty extensive,
and you can select a platform based on a matching operating system, matching device group or any other
format. You can also create your own platform definitions as explained in the Manage Platform
Definitions chapter.

Figure 6-58 Dataset Entry Details (CLI)
Dataset Entry Details X
* Select Platform: ACNS ot
* Command String: ! )

Add/Modify Sub Mode | Add/Modify SubMode Commands

Maximum Lines:

Integrity Rule: b
Masking Rule: I
Dataset Timeout(ms):

OK Cancel
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Once the platform is selected, enter a command string (as you are creating a dataset based on CLI) for
NATed Appliances you need to use this format as explained in Optional Parameter for NATed
Appliances, page C-1, and enter other details such as:

* Sub mode is list of commands to enter and exit sub mode context

¢ Sub mode command is used to include all the commands that are required to executed in the sub
mode context

e Maximum Lines (some command outputs might run in to thousands of lines, using this option
provides a way to curtail that information to the selected number of lines)

» Integrity Rule (helps to determine if the command output returned from the device is a proper output
on successful execution of the command or the output returned is an error message. You can define
your own integrity rules. Integrity Rules are discussed further in Applications->Device
Management->Data Collection Settings tab),

» Masking Rule (what specific fields in the command output needs to be masked)

« Dataset time out (how much time collector should wait for the data output).

SNMP:
Select SNMP option from Dataset Type and click Add button.

Figure 6-59 Dataset Platforms Options (select SNMP)

Add Dataset *

Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: SHMP N

Select Platform and Collection Parameters

Platform Request Type No. Of OIDs. Timeout
ACNS Column 1 1000
4+ Add X 2
Help. oK Cancel

The following screen shots show adding an SNMP data set. Once you select SNMP in the Dataset
Platform Options, add the MIB variables as shown in Figure 6-60. All the MIBs that are preloaded are
shown, and you can pick which MIB and which variables you would like to add to your dataset.

CSPC Collection Platform Software User Guide
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Figure 6-60 Dataset Entry Details (SNMP - Select the MIB Variables)

| SHMP Object Details
(@) Known SMMP Object Id
* Object Id:
Title:
Tag:

* Request Type: Scalar ~

Browwse SMMP MIBs to select Object Id(s)

* Select a MIB:

oK Cancel
Once the selection is finished, click OK.
SNMP variables are added to your new data set as shown below.
Figure 6-61 Dataset Entry Details - SNMP
Dataset Entry Details s
* Select Platform: ACMS ~
Dataset Timeout: 10000
Max Retries: 2
Select SHMP Objects
Object id Title: Type
1212 Cisco Test Scalar
1231 CFlashDiew Column
S90011 CiscoFlashD2 Column
=t
=4 |

4 sdd X Delete &* Modify

OK Cancel
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SOAP XML Request:
Select SOAP XML Request option from Dataset Type and click Add button.

Figure 6-62 Dataset Platforms (select SOAP XML Requests)
Add Dataset s
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: SOAP XML Requests .

select Platform and Collection Parameters

Platform URL
ACNS soap/astsve.dll

%+ Add % 2

Help... oK Cancel

Enter the details for SOAP XML as defined below. Once all the data is entered you are ready to add a
new SOAP XML dataset.

Figure 6-63 Dataset Entry Details - SOAP XML
Dataset Entry Details 0
* Select Platform: CCMS5x ~
* URL: [realtimeservice/services/ResPort
* Reguest Body: 1
SOAP Action:

Dataset Timeout:
XSLT File Name:

K Cancel
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Config Retrieval using SNMP:

Once you select Config Retrieval option, and click Add button you can start collecting the configuration
(either running or startup) using SNMP. Once you select the type of data set you would like to create
based on the protocol selected, click Add button to enter the details for the data set.

Figure 6-64 Dataset Platforms (select Config Retrieval using SNMP)
Add Dataset *
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: Config Retrieval using SNMP >

Select Platform and Collection Parameters

Platform Command Timeout

ACNS Running Configuration 1000

4+ Add % te &

Help.. oK Cancel

Enter the details for SNMP ConfigRetrieval. Once all the data is entered you are ready to add a new
ConfigRetrieval using SNMP.

Figure 6-65 Config Retrieval using SNMP Details
Dataset Entry Details ¥
* Select Platform: | 105 ¥
* Config Type: Running Configuration v
Inteqrity Rule: CMC Global Interity Rule ¥
Masking Rule: CMC Configuration Masking Rule v

Dataset Timeout: 10000

OK Cancel
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FILE:

When you select FILE option, and click Add button, you can start collecting the data based on either a
predefined file or user defined file.

Figure 6-66 Dataset Platforms (Select FILE)

Add Dataset *

Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: FILE »

Select Platform and Collection Parameters

Platform File

ACNS VLAN

+ Add % Z

Help... oK Cancel

Select the Platform and enter the details for File name, File location and Download Command. If
required enter Generate Command and dataset timeout. Also you can select Integrity Rule and Masking
Rule. Once all the data is entered you are ready to add a new FILE dataset.

Figure 6-67 Dataset Entry Details - FILE

Dataset Entry Details x|
* Select Platform: Cisco Device ¥ |
* File Name: test.ucs |
* File Location: /varflocal/ucs/

Generate Command: tmsh save sys ucs <¢SOURCEFILEPATH#>

* Download scp <¢#SOURCEFILEPATH#>
Command: <#USERN AME#>@<#SERVERIP#>:
<¢DESTINATIONFILEPATH#>

Integrity Rule: b
Masking Rule: v

Dataset Timeout: |

OK Cancel
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XML:

Once you select XML Dataset option and click Add button, you can start collecting data in XML format
for supported platforms. Once you select the type of data set you would like to create based on the
protocol selected, click Add button to enter the details for the data set.

Figure 6-68 Dataset Platforms (Select XML)
Add Dataset ®
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: XML w

Select Platform and Collection Parameters

Platform XML
Cisco 105 Devices Running == 12.2 XML Test

% Add X Delete 2 Modify

Help... oK cancel

Enter the details for XML selection. Once all the data is entered you are ready to add a new XML

dataset.

Figure 6-69 Data Entry Details - XML

Dataset Entry Details Py
* Select Platform: Cisco Device hd

*= ¥ML Reqguest:

<« i T 3

Dataset Timeout: 10000

oK Cancel

CSPC Collection Platform Software User Guide
[ 658 | |



| Chapter 6 Applications - Device Management

Device Management ||

WMI:

Once you select WMI Dataset option and click Add button, you can start collecting WMI data for
supported platforms. Select the platform, enter Name space, select Query type, enter the Query. Select
the masking rule and enter the Dataset Timeout (ms) Click OK button to add the data.

Figure 6-70 Dataset Platforms (Select WMI)

Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: WMI

Select Platform and Collection Parameters

Platform Namespace Query Query Type

% add x 2

Help... OK Cancel

Enter the details for WMI selection. Once all the data is entered you are ready to add a new WMI dataset.

CSPC Collection Platform Software User Guide
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Figure 6-71 Dataset Entry Details - WMI

Dataset Entry Details ¥
* Select Platform: Cisco Device v
" Namespace: cimv?
* Select QueryType: s v
Query: Get-ltemProperty -Path 'HKLM:\ \5YSTEM) \ CurrentControlSet\ | Services\ | am
Masking Rule: v
Dataset Timeout(ms);

OK Cancel

Dataset Entry Details »
* Select Platform: Cisco Device v
* Namespace: cmv2
* Select QueryType: WQL v
" Query: Select * from Win32_DiskDriveToDiskPartition
Masking Rule: v
Dataset Timeout{ms):

OK Cancel

HTTP:

Once you select HTTP option and click Add button, Select the platform and specify the URL. These are
mandatory fields. Once done you can start collecting the data.

CSPC Collection Platform Software User Guide
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Figure 6-72 Dataset Platforms (Select HTTP)
View Dataset *
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: w

Select Platform and Collection Parameters

Platform URL
TP_Conductor RPC2
TP_Codian /RPC2Z

Wiew

Close
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TL1:

Once you select TL1 option and click Add button, Select the platform and the Command string. These
are mandatory fields. You can also enter Maximum Lines, Integrity Rule, Masking Rule, Dataset
Timeout. Click OK button to add the data.

Figure 6-73 Dataset Platforms (Select TL1)
Add Dataset >
Datzset Details Dataset Platforms

Salect Data Collection Type

Dataset Type: TL1

Salect Platform and Collection Parameters

Flatform Command Timeout

Cisco Device show version 2000

I Add X t &

Help... Ok Cancel
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J100) &

Once you select IIOP option and click Add button, Select the platform. This is a mandatory field. You
can also enter Dataset Timeout and choose APIs or All APIs. Click OK button to add the data.

Figure 6-74 Dataset Platforms (Select 110P)

| Add Dataset X
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: I1op B

Select Platform and Collection Parameters

Platiorm Timeout

ASA_CSCub30913

1

4 Add X 2
Help.. 0K Cancel
Figure 6-75 Dataset Entry Details
Dataset Entry Details p
% Gelect Platform: ACNS v
Timeout:
@ All API's

Only the following APT's

OK Cancel

CSPC Collection Platform Software User Guide
| g o



Chapter 6  Applications - Device Management |

W Device Management

SQL:

Once you select SQL option and click Add button, Select the platform enter the Query. Select the
masking rule and enter the Dataset Timeout (ms) Click OK button to add the data.

Figure 6-76 Dataset Platforms (Select SQL)
Add Dataset x|}
Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: SQL e
Select Platform and Collection Parameters
Platform Query
Cisco IOS Routers 12
% Add X 2
Help... OK Cancel
Figure 6-77 Dataset Entry Details

Dataset Entry Details

* Select Platform: ™S ~
* Query: SELECT * FROM tmsng.dbo.IPZones1
Masking Rule: | ==

Dataset Timeout{ms):

OK Cancel

Go back to CSPC Flow Chart

LDAP:

Once you select LDAP option and click Add button, Select Platform, enter Search base, Select Search
scope, enter Search filter and if required enter Attributes To Return, select Masking Rule, and Dataset
Timeout (ms). Click OK button to add the data.

CSPC Collection Platform Software User Guide
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Figure 6-78 LDAP

Add Dataset X

Dataset Details Dataset Platforms

Select Data Collection Type

Dataset Type: LDAP v

Select Platform and Collection Parameters

Platform Searchbase Searchfilter Searchscope Attributes To Ret...
% Add % Z
Help... OK Cancel
Figure 6-79 Data Entry Details
Dataset Entry Details ®

* Select Platform: Cisco Device w

* Searchbase: en=admin,de=cisco,de=com

* Select Seachscope: OBJECT v

" Searchfilter: (objectClass=")

Attributes To Return: cnl
Masking Rule: w

Dataset Timeout(ms):

OK Cancel
Table 6-7 LADP Parameters
Field Description
Search Base The base for the search. It must be a valid

distinguished name and it is mandatory otherwise
a validation error is thrown.

Search Filter The filter to use for this search and it is mandatory
filed. For an invalid search filter an validation
error is thrown.

CSPC Collection Platform Software User Guide
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Field Description

Search Scope The search scope is OBJECT, ONELEVEL, or
SUBTREE and it is a mandatory field.

Attributes to Return The attributes to use for this search and it is
optional. If nothing is provided, then it fetches all
available attributes.

CSPC Collection Platform Software User Guide
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Step 1
Step 2

Step 3
Step 4

Step 5

Device Management

Dynamic datasets allow the collection of data based on the output of another command or set of
commands.

To create a dynamic dataset, follow the steps given below:

In Collection Rules, click Manage Datasets

Click Add Dataset button

Figure 6-80 Add Dataset
Add Dataset %

Create a static dataset. The collection mechanism speicfied in the static dataset is defined as a
command or SNMP request.

(" Create a static dataset

Create a dynamic dataset. The dynamic datasets allow collection of data based on the output
another command or set of commands.

Help... OK Cancel

Select Create Dynamic Dataset and click OK

In Dataset Definition box, specify the dynamic dataset XML
XML file uses the Pari API XML Schema

Click OK

Dynamic Dataset is created and added to Manage Datasets.
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Figure 6-81 Create Dynamic Datasets
Dynamic Dataset Editor - Create a new Dataset X
Dataset Definition
1 |patasst identifier="show podule veraion™>
1 <TyperDynanic</Type>
1 <Title>show modules version</Title>
4 <CollectionTypexCLI</CollectionTypex
£ «<Categoryllamex¥odule Version</Categoryiiame>
£ <Statements>
7 <loop ldentifiers" show module 1%
] dVectarinputs
B <Hlacks
10 <Input>
11 Dataset>
<Datasetlame 7o ar_pessage"> show module</Datasetllans>
</lataset>
</Input>
<Parins>
<Start g0 ="1alsa"¥od\ sPorta\aCard\alype\atodel\a+ Serial alio. </Start>
1 <Bnd ignoreCase="fylse">Hod\sPortetsCard\sType' s+hodel\ a+Serial sk, </End>
1B <I08ConligBlocks»{alses/I0SCan  1gBlocks>
18 «/Tarans>
20 £/Mlocky
n ¢fVectorInputs
i <Statenents>
21 <Loop ids! " ahow modale 1 1"
Messages - Log
|- -Help.... || aK || Cancel || Validate XML |
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Manage Platform Definitions

Manage Platform Definitions lets you select a group of devices that match a specific condition. You can
select what data is to be collected from this group of devices using Manage Datasets. When a new device
is discovered that matches this specific condition, it automatically becomes part of this platform. Hence,
the same data that is collected for other devices in this platform definition is collected from the new
device.

Creating new platform definitions is shown below:

Figure 6-82 Create Platform Definitions

Manage Datasets '*/| | Manage Platform Definitions *

@ Q- x| € Add Pistform Defintion... @ Modify Patform Defintion . G@Remove Platform Defirior »

Platform LockStatus NoOfConditi... CreatedBy
CCM EUnLuck ed 1 system i
105_XR Add Platform Definition %
103_L51010 Platform Details || Platform Conditions
105_as5300 | 3
Platform Details
IPVC
* Title: | |
Sands .
* Identifier: | I Generate
S0 Description: *
ADEOS
WebNS_C55115x
105_10000
Catos_1 Help... Test Platform Definition... oK Cancel
CCM4x G unLocked 1 system
Cat05_63ge 1 EUnLuck ) 2 system =
Page 1  of2| b B Displaying 1-50 of 78

Step1  Click Add Platform Definition button
Step2  As shown in Figure 6-82, enter the Title, Identifier and Description for the new platform definition

Step3  Once the base data is entered, enter the conditions that make up this platform definition as shown below

CSPC Collection Platform Software User Guide
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Figure 6-83 Add Platform Conditions
Add Platform Definition

Platform Details Platform Conditions

select Condition Match Type

Match Type: All of the Columns must be matched

Define Platform Conditions

Property Operator Walues(s)
Ip Address equals 10.1.1.2

Help...

+ Add ® 2

Test Platform Definition... oK Cancel

Step4  Select whether all the conditions that you are defining need to match in order for a device to be part of
this platform definition or some of the condition matching is sufficient.

Step 5 Click Add to start adding the conditions.

Figure 6-84 Platform Conditions
Platform Condition
Condition Details
* Device Property: 05 Name
* Operator: equals

* Value: SAN-05|

oK

Step 6  When entering the conditions, you have the following options:

¢ You can select OS Name, OS Version, Product Model or SNMP Sys Object ID., and SNMP Sys

Description

» Depending on the Device Property the Value field is changed (either OS Name selected from the list,
or values provided for version, model or sys object id) an Operator can be used to match these two

» The operator provides 6 different options: equals, does not equal, in the list, not in the list, does not
match regular expression and matches regular expression.

Go back to CSPC Flow Chart
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Step 7 Once the platform definition is created, use Test Platform Definition to check if any platforms match this
definition, as shown below.

Figure 6-85 Test Platform Definitions
Add Platform Definition 2

Platform Details Platform Conditions

Platform Details

* Title: 1052
* Identifier: _1052| Generate
Description: -
Help... Test Platform Definition... OK Cancel
Figure 6-86 Test Customer Platform Definition
Test Custom Platform Definition pie
Select Devices
Managed Devices: Selected Devices/Groups:
4 e ¥ Voice
& Storage (1)
: -ﬂ? GenericNetworkDevices (4) o «
4 Wireless (3)

‘ -ﬂ? Storage (1)

: Jﬁ Telepresence (1)

- & Optical (1)

' Jf'} MNetworkManagement (1)

- &% DataCenter (9)

- &9 Wireless (3)

? E’:"f UnifiedCommunications (1)
-‘:5:-'1 ServiceReadyPlatform

- & Routers (14)

- & LiveNodes (61)

: -ﬂ? ApplicationMetworking (4)

- & Switches (13)

: Jf'} Security (7} 7

% UnifiedCommunications (1)

EFIFIEE
©E]

m

Next = Close

CSPC Collection Platform Software User Guide
| g



Chapter 6  Applications - Device Management |

W Device Management

Figure 6-87 Platform Applicability Status

Test Custom Platform Definition *

Platform Applicability Status

Device Platform Applicability
0 rcdn-astp-cmpub2 Mot Applicable -
W Device_5_0_1_22 Not Applicable
&) Device_5_0_1_51 Mot Applicable
&P Device_5_0_1_52 Mot Applicable L
& Device_5_0_1_25 Mot Applicable
6 Device_5_0_1_26 Mot Applicable
&P Device 5. 0.1 23 Not Applicable
W Device_5_0_1_24 Not Applicable
& wLcucmasP Mot Applicable
0 wsalsl Mot Applicable
& Device_5_0_1_27 Mot Applicable
& Device_5_0_1_46 Mot Applicable

Close

You can also import platform definition from a zip file stored locally on your system. To do so,
right-click in the Manage Platform Definitions window and select “Import Platform Definition from Zip
File” option, browse to the zip file with platform definition on your system as shown in Figure 6-88 and
click Submit.

Figure 6-88 Import from zip file
Import from Zip Platform Definition *
Upload File

C:‘;Users\shahians‘;Des} Submit

Done
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Data Integrity Rules are defined to identify whether a command execution returned a correct response
or an error message. You can create new data integrity rules as shown below:

Figure 6-89 Create a New Data Integrity Rule
Manage Platform Definitions '#/| | Manage Data Integrity Rules '*
e Q- & aAdd Data Integrity Rule.... 8 odify L 0 = ata ntearity, Rule 2%
Rule Lock Status. No. of Condi... Created By
CNC Global Interity Rule E UnLocked 27 system
Add Data Integrity Rule %
Rule Details | Rule Conditions

Integrity Rule Details

* Title: | |

* Identifier: | I Generate

Description:

Help... oK Cancel
Page 1 of 1 Displaying 1 -1 of 1

Step1  Click Add Data Integrity Rules.
Step 2

Step 3

Enter the Title, Identifier and Description for the new data integrity rule

Once the base data is entered, enter the rule conditions that make up this rule as shown below
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Step 4

Step 5

Step 6

Figure 6-90 Rule Conditions for Data Integrity Rules
Add Data Integrity Rule »
Rule Details Rule Conditions

select Rule Match Type

Rule Match Type: | Al of the Rules must be matched w

Define Integrity Rule Conditions

Operator Expression
matches the expression cisco
4 1 2
4+ Add X 2
Help... oK Cancel

Select whether all the conditions that you are defining need to match in order for a device to be part of
this integrity rules or if some of the condition matching is sufficient.

Click Add to start adding the conditions.

Figure 6-91 Rule Conditions
Data Integrity Rule Condition Details #

Data Integrity Rule Condition Details

* Operator: rratches the expression W
* Expression: Cisco
Error Message: Invalid Comrand|

Ok Test Regular Expression... Cancel

When entering the conditions, select the operator (matches the expression or does not match the
expression), the regular expression value and what error message to display.

You can also import platform definition from a zip file stored locally on your system. To do so,
right-click in the Manage Data Integrity Rules window and select “Import Data Integrity Rules from a
Zip File” option, browse to the zip file with Integrity rules on your system and click Submit.

Go back to CSPC Flow Chart
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Masking options are provided to mask certain sensitive information such as User Names/Passwords in
the configuration files before exporting them to higher level applications. You can create data masking

rules that tell the collector what data to mask before exporting it.

Create a new masking rules as shown below:

0 ove hasking Hile olrnpnrtMaskingRulefrnmaZipﬂle @ o
No. of Patte... = CreatedBy
156 syatem

Figure 6-92 Create New Data Masking Rule
Manage Platform Definitions '®/ | Manage Data Integrity Rules '#/| | Manage Data Masking Rules %/
@ Q- X | € Add Masking Ruke... 6 11047
Rule Lock Status
CNC Configuration Masking Rule EUnLucked
Add Masking Rule
Rule Details || Rule Patterns

Masking Rule Details

* Title: ‘ I

* Identifier: l Generate

Description:

Help... oK Cancel

i1 4 |Page1 of 1

Step1  Click Add Masking Rules button

Dizplaying 1-10f 1

Step2  In the Add Masking Rules window, enter Title, Identifier and Description for the new masking rule

Step3  Once the base data is entered, enter the rule patterns that make up this rule as shown below
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Figure 6-93 Rule Patterns for Data Masking Rules
Add Masking Rule x
Rule Details Rule Patterns
Define Mask Rule Patterns
Matching Expression Replacement Value
MFusername+\(3 frsed

4 Add X Delete 2* Modify

Help... oK Cancel

Step4  Click Add to start adding the conditions.

Figure 6-94 Rule Pattern Conditions

Data Mask Pattern Details *

Data Mask Pattern Details

* Expression: ~[J*username+\[$

* Replacement: HHRERFHH

OK Test Regular Expression... Cancel

Step 5 As defined here whenever there is a Username followed by Password in the configuration files they are
replaced by the string XXXXXX.

You can also import masking rules from a zip file stored locally on your system. To do so, right-click in
the Manage Data Masking Rules window and select “Import Masking Rules from Zip File” option,
browse to the zip file with masking rules on your system and click Submit button.

Go back to CSPC Flow Chart
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Manage Syslog Source Files

Syslog Source Files options are provided to define the syslog collection from devices. You can add new
settings for syslog sources.

S

Note  This feature is only for NOS services

Figure 6-95 Manage Syslog Source Files
Manage Syslog Source Files '*
@ Q- * | @D Add Syslog Source Settings... & { =
Source File Name Pooling Freguence(ms) No. of Filters
SyslogSource 10000 0
Source Log 15000 0
Page 1 of 1 Displaying 1 -2 of 2

Create new syslog source file by selecting the Add button.

Add Syslog Source option is provided to add a new Syslog source. There are two tabs in adding the
syslog sources.

First tab is File Details as shown in Figure 6-96. You need to provide the following information on this
screen:

* Source File Path: The path where the Syslog source is located.
« Identifier: It can be either user defined or system generated.

¢ Roll Over File Name: This is the name of the file that needs to be spooled in case the primary filed
rolled over.

* Polling Frequency: This is the polling frequency to poll the Syslog messages. The value will be in
between 5000 to 3600000 milliseconds.

» Description: Description of the file.

CSPC Collection Platform Software User Guide
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Figure 6-96 Add Syslog Source
Add Syslog Source Settings X

File Details || InputFilters

Syslog Source File Details

* Source File Path: c:\syslog_modified. bt
* Identifier: _csyslog_rmodifiedtxt Generate
Rollover File Name: syslogmode

* Pooling Frequency(ms): 5000

Description:

Help... 0K Cancel

Second tab is Input Filters; when you select the Add button, Input Filter Details window will pop up.
You need to provide the following information for this screen:

¢ Source Device: Device from which messages to be spooled.

¢ Minimum Severity: Minimum Severity that needs to be displayed.
¢ Maximum Severity: Maximum Severity that needs to be displayed.
¢ Component Name: Name of the component in the message.

e Mmnemonic Text: Mnemonic text in the message.

* Description: Description in the message.

* Action to be taken: It can either be Accept or Drop the syslog.
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Figure 6-97 Add Input Filter
Modify Syslog Source Settings

File Details Input Filters

Define Syslog Input Filters

Conditions

Device Management ||

Action

(Source matches 10.1.1.1) &% (MinSeverity eguals to 0) &8 (MaxSeverity equals to 3) && (Componen... Accept

+ Add X &

Help... oK Cancel

Click Add button, a screen as shown in Figure 7-23 is displayed. Enter the details as shown below.

Figure 6-98 Add Input Filter Details
Input Filter Details

Define Source Input Filter Details
Source Device: 10.1.1.1

Minimurm Severity: |0 (emergency)

Maximurm 3 (error}
Severity:

Component SYSLOG
MName:

Mnemonic Text: |CPUHOG

Description:

Action to be taken

* Action: Accept

oK Clear

Cancel
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Miscellaneous Rules

Use the Miscellaneous Rule sub tab of the Device Management tab to set up rules, profiles and manage
workflow.

This section describes the Miscellaneous Rules options in the following topics:
« Export All Rules
e Import All Rules
e Import DSIRT Files
» Manage Application Discovery Profiles
e Manage SNMP Trap Profiles
e Manage Jump Server
e Credential Lock Settings
e Manage WorkFlow

Export All Rules

Use Export All Rules option under Data Collection Settings to Export all rules. Click Yes to export all
rules and zip file is downloaded.

Figure 6-99 Export All Rules

Confirm

D] As part of the export, bydefault all the devices will be selected for collection profiles. Do you want to coninue?

-
.,

Import All Rules

Use Import All Rules option under Data Collection Settings to import all rules. In the dialog box that is
displayed click Browse button, select the rules file in zip format and click OK to start importing all rules.

Figure 6-100 Import All Rules
[mport All Rules from Zip File *
Upload File

Submit

Done

Import DSIRT Files

In Import DSIRT Files, you can select a DSIRT (Device Software Issues Reporting Tool) file and import
it in the tool.
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Figure 6-101 Import DSIRT Files
Import DSIRT Files *

Upload File

Browse... Submit

Done

Go back to CSPC Flow Chart

Manage Application Discovery Profiles

In Manage Application Discovery profiles you can add or edit a application discovery profile, define the
devices that collect data and how often the data needs to be collected. Application discovery detects what
applications are installed/running on devices (typically compute server) by collecting information from
devices.

Figure 6-102 Manage Application Discovery Profiles

Manage Applications Discovery Profiles '*

@ Q- % | €} Acd Application Discovery Profie... T = @
Hame Title Lock Siatus Scheduled
profieNew profileNew B untocked [x]
[ test S UnLockea (x]
Discoveryprafile Discoveryprofie A [X]
Page 1 of 1 Displaying 1-30f3

New application discovery profiles can be created by clicking Add Application Discovery Profile icon
from Manage Application Discovery Profiles window.

To add a new application discovery profile, follow the steps given below:

Step1  Select the Devices
Step2  Select Profile details
Step3  Click OK.
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Figure 6-103

Add Application Discovery Profile

Select Devices Profile Details

Select Devices

) Al managed devices

@ Only the following selected devices
Managed Devices:
4@
i’i';‘. UniversalGatewaysAndAccessServers i
iﬁ,'g Voice
4’3 VoiceGateways
& video
i’i';‘- GenericNetworkDevices
iﬁf‘! Storage
%Telepresence =
4 optical
i’a?» NetworkiManagement
iﬁﬁ DataCenter
4’3 Wirgless -
[ 1 |

4 |

To start the collection, select a device or a set of devices from which the data is to be collected as shown
in Figure 6-103. Once you select the devices, select the profile options that define how often you want

to collect the data, as shown in Figure 6-104.

Select Devices for a Application Discovery Profile

selected Devices/Groups:
i 2
UniversalGatewaysAndAccessServ| |
&’3 oice
iﬁ,f, VoiceGateways
& Video

m

i’.‘?, GenericNetworkDevices

-‘r’ﬁ Storage

RIEY)

eﬁﬁ?elepresence

& Optical
i’_'?, NetworklManagement

e=:3 DataCenter

i{f} Wireless

E’.‘?, UnifisdCommunicationz =

[ T

Help... OK Cancel
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Figure 6-104 Profile Details

Add Application Discovery Profile *

Select Devices Profile Details

Application Profile Details

* Profile Title: DemoProfile
* Identifier: _DemoProfile Generate
Description:

Collection Profile Schedule

[T schedule Perindic Collection

Help.. oK Cancel

If you schedule a job for periodic collection, the job can be resumed even if the CSPC server is restarted
by selecting the option "Resume this job automatically if it is interrupted due to a CSPC server restart".

Manage SNMP Trap Profiles

This helps you to add the new SNMP Trap profiles and store them depending on the filter you configure.
One trap can be applied to multiple filters. You get a notification when a trap is received.

N

Note  This feature is only for NCCM services

Figure 6-105 Manage SNMP Trap Profiles

Manage SHMP Trap Profiles *

e Q- % N Add SNMP Trap Configuration... 6 = @
Profile Name Queus Name
profile queus

To create new SNMP Trap Profile click Add SNMP Trap Configuration icon from Manage SNMP Trap
Profiles window.

To add a new SNMP Trap Profile, follow the steps given below:

Step1  Select Profile Details

a. Enter the Profile and Queue name is JMF queue where add-on process should subscriber to the
given JMF Queue

b. Click arrows to select the Notification Types. By default ,there are only two notification types if
required you can add as many as notifications through xml request. Refer to “XML APIs”
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Step2  Select the Devices
Step3  Click OK.

Figure 6-106 Profile Details

Add SHMP Trap Configuration ¥

Profile Details Sselect Davices

Profile Details

Profile Name:

Queue Name:

Select Notification Types

CISCO-CONFIG-MAN-MIB
CISCO-CONFIG-COPY-MIB

FrR]#

Help... | OK Cancel

Select Devices tab as shown in Figure 6-110 allows you to map the devices to the specific Trap Profiles.

There are two options to map the devices to Taps Profiles:
* All managed devices - It maps all the devices to the specified Taps Profile

* Only the following selected devices - It maps only the selected devices to the specified Taps Profile.
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Figure 6-107 Select Devices

Add SHMP Trap Configuration ®

Select Devices

_ All managed devices
@ Only the following selected devices
Managed Devices:

‘e

& LiveNodes (5) -

Selected Devices/Groups:

¥ Unreachable Nodes (8)

3

& Video

m

u"' StorageMetworking
u’: Conferencing

& UnifiedCommunications

ElFEE]
Bl

u’: CollaborationEndpoints

¥ SucoessfulDevGrp (1)

u"' OpticalMetworking

u’: CloudandSystemshManagement
& wireless

& Hubs

Help... | OK Cancel

Manage Jump Server

Step 1
Step 2
Step 3

The Jump server support allows CSPC to connect to any device CLI via a Jump Server where direct
access to the device CLI is prevented. The Jump Server configuration allows you to configure the Jump
Server feature. In Manage Jump Server you can add or edit a Jump server. It manages the device and the
type of connection and test the connection.

Figure 6-108 Manage Jump Server
Manage Jump Servers
) Qe % ﬂ Add Jump Server.. & = @
|F Address Description
10.1.1.10 Mew

To create new Jump Server click Add Jump Server icon from Manage Jump Server window.

To add a new jump server, follow the steps given below:

Select Profile details
Select the Devices

Click OK.
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Figure 6-109 Profile Details

Add Jump Server Y

Profile Details Select Devices o

Jump Server Details

* Hostname [ Ip Address: 10.1.1.10
* User Name: Test
* Passwiord: sees
* Number of Connections: 2
Protocol: sshw| o
Description: teinst
sshwl
sshw |E

Test Connection

Help. OK Cancel

Table 6-8 Jump Server Parameters
Field Name Description
Host name Name defined to server
User Name Login username
Password Login Password
Number of Connections No of connections to jump server.
Protocol Select the protocol to be used
Description Description of the server
Test Connection To check the jump server credentials

Select Devices tab as shown in Figure 6-110 allows you to map the devices to the specific Jump Server.
There are two options to map the devices to Jump Server:

» All managed devices - It maps all the devices to the Jump Server

* Only the following selected devices - It maps only the selected devices to the specified Jump Server.

If you select "All managed devices" option, it maps all the devices to the specified Jump Server. If you
want to map all devices to specified jump server you have to make sure that no other devices are mapped
to any other Jump Server.

If you select "Only the following selected devices" option, it maps only the selected devices to the
specified Jump Server. If some of the devices which you are trying to map to the specified Jump Server
are already mapped to any other Jump Server, then while creating the Jump Server these already mapped
device will be excluded from the mapping and unique devices will be mapped.
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Figure 6-110 Select Devices
Add Jump Server
Profile Details Select Devices
Select Dewices

(1 All managed devices
(@) Onhy the following selected devices

Managed Devices: Selected Devices/Groups:
k) | 14 4 [Page t of1| # B | 5~ |Displaying i’.‘h Routers.
"‘? UnifiedCommunications: -
-'n’_"f Routers

-’:“ GenericMatworkDevices (8)

m

& Optical ] =
i’._"f Storags F‘ m
& Video Il [#] [+
-’;’ UniversalGatewsysAndicoessSearvers m
-’:" ApplicationMNetworking
i’;‘f VoiceGatewsys
-v"," Voioe
-’:’ DataCenter Y;
4 m 2
Help... OK Cancsl

Credential Lock Settings

Credential Lock Settings allows you to set the maximum number of failed attempts for any given
credential. You can also specify a lock period for a credential. If a lock period is present that credential
will be unlocked once the lock period expires.

There is also an option for the user to manually unlock the credential. This helps in continuation of the
discovery/inventory processes even after a device fails to respond to a specific credential.

Figure 6-111 Credential Lock Settings
| Credential Lock Settings %

Configure Credential Lock Settings
* Maximum Failed Attempts: 2
* Lock Period: 10000 {milli seconds)

Help... 2 oK Cancel

You can also remove the previously added lock settings by using Remove Settings button.

CSPC Collection Platform Software User Guide
| g v



Chapter 6  Applications - Device Management |

W Device Management

Manage WorkFlow

This Helps you to Modify, Start, Stop, Remove, Resume, and see Log. This Displays Name, Status,
Created By, Created Time, and Service.

» Click Modify to modify the workflow
e Click Start to start the workflow which are in open and stop status.

e Click Stop to stop the workflow and click Resume to resume the workflow

Figure 6-112 Manage Workflow

Manage Workflows

@ Q- x| = | '@ Modity |3 start | O @ Remove 2 Log

Name Status Created By Created Time Service
3nov-1017 OPEN admin Tue, Mov 3, 2015 21:36:37 +0... NOS
test1016.3nov OPEN admin Tue, Mov 3, 2015 21:35:37 +0... NOS
3nov-1026-1 OPEN admin Tue, Mov 3, 2015 21:45:32 +0... NOS
3Nov-1031 OPEN admin Tue, Mov 3, 2015 21:50:13 +0... NOS
Inov44l OPEN admin Tue, Mov 3, 2015 15:59:536 +0... NOS
3nov-1040 OPEN admin Tue, Mov 3, 2015 22:00:00 +0... NOS
3nov-1050 OPEN admin Tue, Mov 3, 2015 22:09:18 +0... NOS
Default_Work_Flow OPEN admin Tue, Mov 3, 2015 12:14:48 +0... NOS
3nov1 OPEN admin Tue, Mov 3, 2015 16:00:59 +0... NOS
4novi OPEN admin Wed, Nov 4, 2015 09:52:24 +..  NOS
INov447 OPEN admin Tue, Mov 3, 2015 16:06:32 +0_.. NOS
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Management Tasks

You can use the Management tasks to access tools with which you can discovery, collect profile, retrieve
job status.

This section describes the Management Tasks options in the following topics:
* Device Tasks
e Common Tasks
* Job Run Status

e Job Management

Device Tasks

Use the Device Tasks sub tab of the Management tasks to set up device discovery and data collection
process.

This section describes the Device Tasks options in the following topics:
* Discover Devices
e Unmanage Devices
e Verify Device Access

¢ Device Prompt Collection

Discover Devices

The Discover Devices feature allows you to discover devices and manage them. When you double-click
Discover Devices, a new wizard called Discover and Manage Network Devices appear. It allows you
to select the Discovery method and the devices to be discovered by entering either the IP address or host
name of the device.

Note  To overcome the exposure of the credentials to all hosts in the IP range:
» Use trusted networks for discovery based on IP ranges.

e It is recommended to add devices using individual IP address.
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There are multiple ways to discover a device:
* Known Device List
* Protocol based discovery (CDP, OSPF,ARP, BGP, etc.). Not supported in UC Discovery.
* [P Address Range Scanning
« Rediscover the currently managed devices

~

Note A message box “Please select at least one discovery method” is displayed when you click Next button
without selecting any Discovery method.

Figure 7-1 Rediscovery

Re-discovery

Yes

he
=
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Figure 7-2 Known IP

Known IP/Seed File Discovery
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Figure 7-3 Range Discovery

Range Discovery
’ SNMP Reachable - Managed

l Yes ICMP Pingable - Nan Managed

Mo !
—
No
Yes

SMNMP Incomplete - Mon Managed
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Figure 7-4 Seed IP and Protocol Based Discovery

Q p
Seed IP & Protocol based Discovery ’—w
Yes
—
he \
Yas =

ICMP Pingable - Non Managed

No

@ SMMP Reachable - Managed
|

SNMP Incomplete - Non Managed.
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Figure 7-5 Discover and Manage Network Devices

Discover and Manage Network Devices %

Select at least one of the following netwark device discovery methods.

Discover devices with known IP addresses
Discover devices with protocols such as CDP, OSPF and ARP
Discover devices by scanning/pinging range of IP Addresses

Rediscover the currently managed and non-managed devices

Import... MNext = Help Cancel

You could also import the device list from either a CiscoWorks DCR file or a Pari Discovery Options
XML file.

For Known Device List discovery, enter the IP addresses or hostnames as shown in Figure 7-6.

Note  If multiple discovery types are selected then first selected SNMP version protocol will be used for range
and protocol based discovery

CSPC Collection Platform Software User Guide
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Figure 7-6 Discover Devices using Known IP Addresses

Discover and Manage Network Devices *

Enter the list of IP addresses for the known devices.

IP Address/Host Name
+ pad X z

10.1.1.10

< Previous Next = Help Cancel

To include protocols select the protocol and use the arrows to move to and fro. To change the priority of
protocols use the up and down arrows.

CSPC uses Nmap (Network Mapper) based discovery when device is not reachable through SNMP
protocol because of incorrect SNMP credentials or device does not support SNMP protocol. Nmap uses
raw [P packets in novel ways to determine what hosts are available on the network, what services those
hosts are offering, what operating systems (and OS versions) they are running and many other
characteristics.

Nmap Discovery can be enabled when you are scheduling discovery to discover devices using one of the
discovery options like CDP, OSPF, ARP or using IP address range(s). When you select Nmap check box
in Discovery Schedule Options screen, NMAP discovery is performed on each of the IP address
discovered using the specified discovery protocol or on each of the IP address within the specified
address range.

Select Enable NMAP discovery option, in case you want to discover any Non-SNMP devices (devices
on which SNMP agent is not running). Any Non-SNMP devices discovered can be viewed under
“Non-SNMP devices” report. Enabling NMAP Discovery in turn activates Manage Devices checkbox.
If you require to manage non SNMP devices, then choose Manage Devices

If you Select Do not Manage Devices option, then the devices are not be managed but discovered. These
devices can be exported as a zip file which contains .csv files for Discovered Devices and Un-Reachable
Devices. Discovered Devices csv file is of CNC CSV format. This export option is available under
Discovery Jobs.

If you select Enable Loopback option, then discovery will prefer a loopback IP address and it will
attempt to use other addresses if a loopback is not found. Loopback is tried if Mac Address Duplicate
Check option is selected in Discovery Settings.

If required provide job specific SNMP timeout value in SNMP Timeout (in sec) field.

Enter the Job Description and select the Service Name from drop down.
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Figure 7-7 Discovery Schedule Options

Discover and Manage Network Devices x| |

Management Protocol
Include Protocols
snmpv3 sshv2
snmpv2e snmpvl
telnet
hitp
hitps

sshvl

BaEE

Discovery Options

Enable NMAP Discovery || Manage Devices
Do not Manage Devices
[ [ESrm e

SINMP Timeout ~

* SNMP Timeout (in sec): 3

Job Details

Job Description:

Service Name: -

Job Scheduling Options

) Start discovery now

(®) Schedule discovery

Configure Schedule

Export Settings... | | <Previous Finish Help Close

For protocol based discovery, enter the following information:
* Protocol (CDP, Routing Table, ARP, OSPF Neighbors, BGP, HSRP, LLDP, etc.)
¢ Hop count (number of hops the discovery process should traverse)

* Seed IP Address(s) (Initial seed device or devices)
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Figure 7-8 Protocol Based Discovery

'mmwmm

Discover devices with protocols such as CDP, OSFF and ARP

Select list of seed devices and protocols need to be used in discovery operation
Select Protocols Cisco Discovery Protocol (CDP) Routing Table
OSPF Neighbours

Hot Standby Router Protocol (HSRP)

sorsgmane

&+ Add X Delete 2 Wodify

Address Resolution Protocol (ARP)
Border Gateway Protocol (BGP) [] Link Layer Discovery Protocol (LLDP)

Hop Count

102012

<P |—toio |t |G|

For IP Range Scanning based discovery, provide the Start IP address and the End IP address. You can
also provide the Start IP in CIDR format as show here IP Address/subnet mask (x.x.x.x/x) and the End
IP will be auto populated. You have select CIDR Address before providing Start IP Address.

Figure 7-9 IP Scanning

Discover and Manage Network Devices

Discover devices by scanning/pinging range of IP Addresses

Enter the list of Ip Addresses ranges for scanning. The devices st these addresses will be pinged using ICMP Fing mechanism

satbasses | oomasmessC)
oprges

19 Add X Delete ¢ Modify

<Previous | MNest> || Help | Cancel |
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You can select the option Rediscovering Currently Managed and NON Managed Devices. It will
discover with all the previous discovered protocol and for unreachable devices and non managed devices
it will try all SNMP protocol and discovery process will rediscover all the devices that are currently
managed.

Select the management protocol used for the discovery process. The current options are SNMPv1,
SNMPv2 or SNMPv3.

Enter the Job Description and select the Service Name from drop down.

Once the type of discovery is specified, you are ready to discover the devices. You can schedule the
discovery process either right away or at a later time.

Figure 7-10 Discovery Schedule Options
Discover and Manage Network Devices x
Management Protocol ~
Include Protocols
snmpv3 sshw2
snmpv2c snmpwl
telnet sshwl =
::5 =4

Discovery Options

Enable NMAP Discovery || Manage Devices
Do not Manage Devices
[] €nabie Loopback

SNMP Timeout -~

* SNMP Timeout (in sec): 3
Job Details

Job Description:

Service Name: -

Job Scheduling Options

O start discovery now

(®) Scheaule dsscovery
No schedule configured

Confi Schedule
onfigure -

Export Settings... | | <Previous Finish Help Clos=

To Schedule Discovery at a later time, select Schedule Discovery option and then click Configure
Schedule button.

You can schedule Start and End Date/Time or select the Recurrence pattern as Minutley, Daily, Weekly,
Monthly, or Yearly as shown in Figure 7-11.
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Figure 7-11

Configure Schedule

Range of Recurance

Configure Schedule

Schedule Start Date/Time  October 22,2012

Schedule End Date/Time -

Recurance Pattern

(" Minute
" Da

" Weekl
" Month
" Yearl

@

Ty minut

" Mo end

o
4]

A 12

01 2

04 =

Repeat schedule

0K Cancel

Management Tasks

After the Discover and Manage operation is finished, you see the results which include the IP Address
(of the selected device), Host Name, Device Type, Status (which indicates whether or not the device is
managed), and Message. Discovery operation can be closed and run in the background. You can check
the Job Log Reports->Discovery Jobs to view the results of the background operation.

You can also Clone an older discovery job to use as a new discovery job to speed up discovery. Refer to
Job Log Reports ->Discovery Jobs for more information on cloning a discovery operation.

In the discovery jobs report, you can create a new discovery job by right clicking on any discovered job
and selecting 'Create new discovery by cloning this job'.

Figure 7-12

Discover and Manage Network Devices

No

137
138
138
140

142
143
144
145

147
148

You can export the Discovery Settings to an XML file, as well export the discovered devices report.

Device:
181011
50151
5015
50152
5014
5017
5.0.1.53
5018
5.0.1.10
5018
5011
5018
5.0.1.12

Discovery in Progress

Job Completed

@ Managed Devices:128 @ Failed Devices:208

Host Name

L18
Device_5_0_1_51
Device_5_0_1_5

Device_5_0_1_52

Device_5_0_1_4

Device_5_0_1_6

Device_5_0_1_10

Device_S5_0_1_%

Device_5_0_1_11

Device_5_0_1_8

Device_5_0_1_12

Go back to CSPC Flow Chart

Device Type
cisco7606
AIR-CT5508-K9
WS-C2948
ciscoWLSE1030

vpnClientRev

wec5505sysiD
ciscoDPATEI0
ciscoTSPr
ciscoMDE10XVE
ISM

ciscoWsSvcFwmlsc

< Previous

Status
Discovered
Discovered
Discovered
Discovered
Discovered
Failed
Failed
Discovered
Discovered
Discovered
Discoversd
Discoversd

Discovered

Finish Export Settings.

Message

Device is already managed using th
Device is already managed using th
Device is already managed using th
Device is already managed using th

Device is already managed using th

5.0.1.7: Device Unreachable or Inco..

5.0.1.53: Device Unreachable or Inc..

Device is already managed using th...

Device is already managed using th...

Device is already managed using th...

Device is already managed using th...

m

Device is already managed using th...

Device is already managed using th...

Export Report Help

Cancel
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Unmanage Devices

Double-clicking Unmanage Devices opens a new window. It shows the list of devices that are already
managed, and allows you to select the devices that you want to Unmanage. After selecting the devices
or groups, the selected devices or groups appear on right side of the window. Then, click Unmanage to
remove the selected devices or groups, as shown below. You can also browse to upload list of nodes from
Axt file.

Figure 7-13 Unmanage Devices

Unmanage Devices x|

Select Devices
Managed Devices: Selected Devices/ Groups:
4w
i -?__,'1 UniverselGatewsysAndAccessServers -
-’:‘. Voice
-’.." VoiceGateways
% video

n-’.." GenerichetworkDevices (87)

m

FEIRE]

% Unreschable Nodes (85)

=]

n-'-'r" Storage

r’:’ Telepresence

% Optical

u-’:' NetworkhManagement
-'-’:Ll DataCenter

3 Wireless (1)

-'-’ﬁ UnifiedCommunications

u-’:' ServiceReadyPlatform =

Upload Modes From File], bet): Browse...

Linmanage | Help Close

Once this operation is completed, CSPC removes the unmanaged devices along with all the
corresponding data (collection profile data and so on) from its database.
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Verify Device Access

Step 1

Step 2

Step 3

Use Device Access Verification when you want to check whether a given device is accessible through a
specific credential, as shown below. All the settings are taken from Access Verification Settings. You
can also make the changes to settings and is applicable only for the job you change the settings.

Follow the steps given below to perform device access verification:

Select the devices for which data access needs to be verified. You can also browse to upload list of nodes
from .txt file.

Select the protocols order to be used for verification using side arrows and reorder them using the up
and down arrows. To avoid the failure you can use the option Use All Selected Protocol Versions and
to override the failed protocol select the option Override Enable Failed. If all the protocol fails, then
you have an option to use ICMP for reachability of device. If Use all selected protocol version is
selected, then all the selected protocol are used even if the first protocol passes. If Override enable failed
is selected, then status is shown as enabled by default, even if device do not enter enable mode.

Start the verification process now or schedule it at a later time

Figure 7-14 Device Access Verification - Device Selection

Device Access Verification X

Select Devices

@) All managed devices (Ol

Only the following selected devices
Managed Devices: Selected Devices/Groups:

S
% ServiceExch
&% xDSL
% GenericNetworkDevices (2)
-
a
a
o
> =
Upload Nodes From File(.txt):
Next= Help Cancel
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Figure 7-15 Device Access Verification - Protocol Selection

Device Access Verification x

Select Protocols For Device Access Verification

Please select and order protocols below to use them device access verification
Include SNMP Frotocols. Include CLI Protocols

[#] | snmpv3 = sshv2
snmpv2e =
(=] 1 =3
snmpv =

sshvl

EERE

telnet =4

Include HTTP Protocols Include Other Protocols

Bitps =1
http -
=3
=

tl1 ~
iiop

wmi =4

EFEE

[] Use Al Selected Protocol Versions
[] Override Enable Failed
[ ] Run DAV for Unreachable

Use ICMP if all the above protocols fail
[] Optimize Device timeouts on successful verification

Advanced Options.

Job Details
* Job Name:

Job Description:
Service Name:

Discovery
Run Discovery Before DAV: [ ]

Job Schedule Options

(®) Start Device Access Verification Now
() Schedule Davice Access Verification

No schedule configured

< Previous Finish Help Close

Enter the Job Name, Job Description, and select the Service Name from drop down.

Use the Run Discovery before DAV option to rediscover the unreachable device for a particular job
before running DAV.

To Schedule Device Access Verification at a later time, select Schedule Device Access Verification
option and then click Configure Schedule button. You can schedule Start and End Date/Time or select
the Recurrence pattern as Minutley, Daily, Weekly, Monthly, or Yearly as shown in Figure 7-16.
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Figure 7-16 Configure Schedule
Configure Schedule %

Range of Recurance

Schedule Start Date/Time October 22,2012 [ 12 - 01 : Repeat schedule

" No end date
Schedule End DateTime
End by B 12 104

Recurance Pattern

& Minutely

m
@

minutes
{" Da

" Weekly
" Monthly

™ Yearly

oK Cancel

You can click on Advanced Options button and select the credentials to run DAV on as shown in

Figure 7-17.
Figure 7-17 DAV Advanced Options
Advanced DAV Options
Select Credentials
Available Selected
Q- . Q- x
Credential Name Credential Name
test
ertertr
200112
Pagell of 1 Displaying 1-30f3 Page{l ofl No data to display

OK

Once the job is started you can view the successful and failed credentials/protocols for a given device
as shown below.

There is also an option to Optimize device timeouts on successful verification. This is applicable only
for SNMP. The option once enabled will automatically calculate the timeout for a specific device and
add it to the Global Timeouts under the advanced settings.
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When a device access verification job is scheduled to run at a later time, ‘Resume this job automatically
if it is interrupted due to a CSPC Server restart’ option will be available. If the CSPC restarts for any
reason while device access verification job is running, CSPC will resume the job upon restart.

By default CSPC pings a device to check if it is responding Additional ping.

If all the selected protocols have failed for DAV, by default an Additional Ping feature is triggered to
check if the devices are responding.

Figure 7-18 Device Access Verification - Results

Go back to CSPC Flow Chart
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You can use Device Prompt Collection option to collect the Device Prompt and DNS Names for the

devices that are selected.

Follow the steps given below to perform device prompt collection:

Step1  Select the devices for, which device prompts needs to be collected

Step2  Enter the Job name, Job Description, and select the Service Name from drop down to create a job for

collection.

Step3  Start the job now or schedule it at a later time

Figure 7-19 Select Devices for Prompt Collection

Device Prompt Collection

Select the devices and/or groups.
Select Devices

+ Al managed devices

" Only the following selected devices

Managed Devices:

" UniversalGatewaysAndAccessServers
;{' Voice

& VpiceGateways

Video
GenericMetworkDevices (1)
e Storage

Telepresence

Optical
NetworkManagement

& DataCenter

Wireless

linifisdCammunicatinne

Selected Devices|Groups:

1B

Mext = Help Cancel
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Figure 7-20 Create a job for prompt collection
Device Prompt Collection

Device Prompt Collection Schedule Options

~ Job Details

*Job Name: { .

Job Description:

Service Name: q

\~ NOs

 Job Schedule Options

OPTIMIZATION

@ Start Device Prompt Collection Now

(7) Schedule Device Prompt Collection

No schedule configured

Configure Schedule

|:Pmaaus_|| Finish || Help H Close |

To Schedule Device Prompt Collection at a later time, select Schedule Device Prompt Collection option
and then click Configure Schedule button. You can schedule Start and End Date/Time or select the
Recurrence pattern as Minutley, Daily, Weekly, Monthly, or Yearly as shown in Figure 7-21.
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Figure 7-21 Configure Schedule
Configure Schedule %)

~ Range of Recurance

Schedule Start DatefTime | October 222012 [ 12 - 01 *| [ Repeat schedule

" No end date

Schedule End Date/Time
G Endby |Ocober222012 | 12 JOARe

~ Recurance Pattern

@ Minctey | g oy | minutes.

" Daiy

" Weekly
" Monthly
" Yearly

o [ e |

Once the job is started you can view the successful and failed collection for a given device as shown in
Figure 7-22.

Prompt Collection Job in Action

Figure 7-22

Job Progress

No  Device Terminal Port. Status.

1 © wicucnese WLCUCMBEP Failed to collect the prompt data. Successfully c...
2 &L Li5 Failed to collect the prompt data. Successfully c...
3 S D15 Failed to collect the prompt data. Successfully c...
4 SLe L16 Failed to collect the prompt data. Successfulyc...
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Common Tasks

You can use the Common Tasks sub tab of the Management Tasks tab to execute a selected collection
profile. Collection Profiles are described in the Collection Rules and Miscellaneous Rules chapters.

This section describes the Data Collection options in the following topics:
e Collect Data
¢ Upload Data
e Adhoc Data Collection
» Collect Application Data

Collect Data

You can select any collection profile from the list of collection profiles defined and run it as needed.
Select the profile and click Finish button to run the profile.

Figure 7-23 Select the Collection Profile
Run Collection Profile ®
Name Schedule Device Selection Dataset Collection
NOS5 Full o All Devices Selected 252
NOS5 Minimum 0 All Devices Selected 180
SNTC 8 All Devices Salected 8
Test_1_NOS Minimum... 0
Finish Close

Once you start the job, the results are displayed including device name, IP address, and success or
failure, as shown below.
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Figure 7-24 Executed Data Collection Profile Results

Job Progress

Job Completed

@ Selected Devices:0 () Completed Devices:3

Ip Address ‘Hu&tﬂame |He&s&ge

151012 15 Inventoried 15.10.1.2
16.10.1.1 L16 Inventoried 16.10.1.1
151011 L15 Inventoried 15.10.1.1
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Upload Data

Run Upload Profile screen lists all the profiles created using Manage Upload Profiles. You can select a
profile from Run Upload Profile screen and click Finish to start uploading the profile.

S

Note  This feature is only for NOS services

Figure 7-25 Run Upload Profile
Run Upload Profile *
Name Lock Status. Schedule
NOS Full Upload I?IUnLucked a
NOS Full Upload2 IF:IUnLuc:ked B
NOS Incremental Upload IT?'UI'ILUCkEd o

Finish Close

Job Progress screen showing the status of the uploaded profile is displayed as shown in Figure 7-26.
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Figure 7-26 Job Results

Run Upload Profile

Job Progress

Management Tasks ||

Job Completed

Job Status:

Other Details:

Export Location:

Success

_NOS/79_1
CSP0001040009: SUCCESS

Phase Name
INITIALIZING
SELECTING DEVICES
SEGMENTING

CLEANING_UP

EXPORTING (CSP0001040009)
UPLOADING (C5P0001040009)

« I

Phase Status Message
67 devices selected

transport-inventory-C5P0001040009-1546844694. ..
SUCCESS

CSP0001040009: SUCCESS

| <Previous || ExportReport... [|  Finish. H Close |

The status is shown in orange color if the upload is running, in green if the upload is successful and in
red color if the upload failed.

If any of the phase status is failure, you have to re-run the upload profile.

Go back to CSPC Flow Chart

CSPC Collection Platform Software User Guide ]



Chapter 7 Applications - Management Tasks |

| Management Tasks

Adhoc Data Collection

You can create adhoc collection profile if you want some devices to be configured to collect data based
on the datasets.

In general a collection profile will be associated with a set of devices. This means when you run
collection profile, collection will be performed on devices associated with this collection profile
definition.

If you wants to run a collection profile for a different set of devices other than what is present in the
profile definition. An Adhoc collection profile serves this purpose.

When you create adhoc collection profile, select:
e A base collection profile
» Device details
* Scheduling information

Adhoc collection profiles inherit collection details (like data sets) from a given base collection profile.
It inherits all the details except device details and scheduling information.

On clicking “Create Adhoc Data Collection Profiles”, screen as shown in Figure 7-27 is displayed.

Figure 7-27 Adhoc Collection Select Devices
| Add Adhoc Collection Profile ®

Select Devices Profile Details

Select Devices

@ All managed devices

Only the following selected devices
Managed Devices: Salected Devices/Groups:

@l
[2] [+
[+] =
[
Upload Modes From File(. txt):
Help... | 0K Cancel |

Enter the mandatory details under the following two sections:
e Select Devices

* Profile Details
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In Select Devices you can select all managed devices or only few devices. You can also browse to upload
list of nodes from .txt file. Profile Details you can add the mandatory details as shown in Figure 7-28.

Figure 7-28 Adhoc Collection Profile Details
| Add Adhoc Collection Profile %

Salect Dev

£t Profile Details

Collection Profile Details

* Profie Title: user_adhaoc
| * Identifier: _user_adhoc Generate
* Base Collection Profile: NOS_Default_CP v
Collection Profile Schedule
V| Schedule Periodic Collection
The selected preference is to use the Client Time Zone (India Time Zone)
Schedule Start Date/Time Tue, Dec 4, 2012 DB:25:00
Configure Schedule
Help... OK Cancel

If configure schedule is not provided, then adhoc collection profile will be scheduled as soon as it is
created.

The drop down box beside “Base Collection Profile” lists all the collection profiles present in the CSPC.
You needs to select a collection profile as a base collection profile. It is mandatory to select a base
collection profile.

Configure schedule can be used to schedule adhoc collection at a specified time and can be repeated at
certain intervals by giving the required details.
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Figure 7-29

Configure Schedule

Configure Schedule

Range of Recurance

Schedule Start Date/Time December 04,2012 |2 08
Mo end date
Schedule End Date/Time
@ End by Decerrber 04,2012
Recurance Pattern
@ Mnutely | Eveny (oo | minutes.
Daily
Weekly
Montily
Yearly

25 |V Repeat schedule

3 o8 805

Ok

Cancel

Click OK to save the Profile and device details to the adhoc collection profile. On successful
completion, you will receive a message as shown in Figure 7-30.

Figure 7-30
User Editor

Confirmation Message

i The Adhoc collection profilel JobId =

19 1 was scheduled successfully,

The adhoc collection profile created will appear in the Manage Data Collection Profiles tab.
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Collect Application Data

Run Application Profile shows the list of application profiles. You can select any application profile

from the list of application profiles defined and run it as needed. Select the profile and click Finish to
run the profile.

Figure 7-31 Run Application Profile

Run Application Profile

Name Title Lock Staius Schedule
=pd apd ﬁ':; UnLocked G
Finizh Close

Once you start the job, the results are displayed including IP address, Host Name and success or failure,
as shown in Figure 7-32.
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Figure 7-32 Executed Application Collection Profile Results
Run Application Profile ¥

Job Completed

@ Selected Devices:1 ) Completed Devices:1

No Ip Address Host Name Message
1 10.77.240.132 PE-M4le Inwentoried 10.77.240.132
Page 1 of 1 Displaying 1 -1 of 1
< Previous Export Report... Finish Cloze

Job Run Status

Job Run Status

This helps you to know the status of all the jobs you run. In addition, you can see the description of
each job by clicking the + symbol next to the Job Id. Clicking the + sign shows the Run Id, State
(Successful/Aborted), Status (Completed/Not Completed), Start Time, End Time, and Job Log Details
for this particular job, as shown in Figure 7-33.
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Figure 7-33 Job run Status
Job Run Status *
g5 w0 =0
Jobld JobType Job Name Runs State(Latest) Status(Latest) Start TimeLatest) End Time(Latest) Net Schedule Time
a8 Discovery Discover Davices] 476851647878 1 Completed Succsss Wed, Oct 19, 2016 10:04-07 <0530 ‘Wed, Oct 19, 2016 10:04-08 <0530
Runld State Status Start Time End Time Action.

1 Completed Success Wed, Oct 19, 2016 10:04.07 40530 Wed, Oct 19, 2016 10:04.08 +0630 | Salackilction.®{

Vi Job Log Detils

k] DAV smarteare_minCP_1476809633465_Dav_1476809661618 1 Comple ‘Tue, Oct 18, 2016 22:24:21 40530 ‘Tue, Oct 18, 2016 222513 +0530
L] Discovery smartcare_minCP_1476809633465 Discovery _147¢ 1 Compls Tue, Oct 18, 2016 22:23:56 +0530 Tue, Oct 18, 2016 22:2417 +0530
45 Data Collection smartcare minCP_1476809633465 1 Completad Success ‘Tue, Oct 18, 2016 22:23:53 -0530 Tue, Oct 15, 2016 530
] DAV seed Dav_1476807006730 1 Completed Success ‘Tue, Oct 18, 2016 21:40:06 -030 ‘Tue, Oct 18, 2016 21:40:38 40330
@3 Discovery seed_ Discovery_1476806951439 1 Completed Success Tue, Oct 18, 2016 21:39:-41 +0530 Tue, Oct 16, 2016 21:4005 +0530
k] Seadfile Import sezd. 1 Completed Sucesss ‘Tue, Oct 18, 2016 21:39:40 +0530 Tue, Oct 18, 2016 21:41:01 40330

Select the Action button in the report to view either the Job Log details for this particular job, or to cancel
a job while it is still running.

Figure 7-34 shows the job log details.

Figure 7-34 Job Log Details
Log Messages for the Job 911 3
lMessage

All Devices (1) selected.

Protocols Selected: telnet

5.0.1.38 (telnet) : Successful with credential '5.0.1.38_telnet’
Device Access Verification Job completed with Status: Success

Updating device working credentials.

Job Management

Use the Job Management sub tab of the Management tasks to retrieve Job information. The job
information can also be exported to an output file. The currently supported file formats are PDF, HTML,
DOC, CSV (Comma delimited), TXT (Tab delimited).

This section describes the Job Management options in the following topics:
e Manage Discovery Jobs
* Manage Device Access Verification Jobs
e Manage Workflow Jobs
* Manage Configuration Jobs
* Manage Device Prompt Collection Jobs

* Manage Health Monitor Jobs

Manage Discovery Jobs

Manage Discovery Jobs provides a list of all the discovery jobs previously run, and provides you with
an option to either export the job information or delete job information from the database as shown
below.
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Figure 7-35

Device Groups #

¢ a-
Job id
1

~ ®m o e oW N

-

50
51

70

Manage Device Access Verification Jobs

Page 1

Manage Discovery Jobs

Manage Discovery Jobs '*

L °F‘.emuveJub @ o

Job Name

Discover Devices1348651452504
Discover Devices1348651805031
Discover Devices1348651855166
Discover Devices1348852079950
Discover Devices1348652251311
Discover Devices1348652403611
Discover Devices1348652611816
Discover Devices1348673234040
Discover Devices1348728871253
Discover Devices1348730047836
Discover Devices13487 30680925
Discover Devices1348730997841
Discover Devices1348732076384
Discover Devices1348732615240
Discover Devices1348741516989
Discover Devices1348741574537
Discover Devices1348746566737

of3 b Bl

Created By

Description

3Y¥
=3 efg Refresh

adn 0 Help

o Remove Job

adnm @ Export

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin

Created On

Wed, Sep26, 201...
Wed, Sep 26, 201...
Wed, Sep 26, 201...
Wed, Sep26,201... (5|
Wed, Sep 28, 201...
Wed, Sep 26, 201 ... |
Wed, Sep 26, 201...
Wed, Sep 25, 201_..
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201.._
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201..._
Thu, Sep27,201...

Displaying 1 - 50 of 132

Manage Device Access Verification Jobs provides a list of all the device verification jobs previously run,
and provides you with an option to either export the job information or delete job information from the
database as shown below.
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Figure 7-36

Device Groups '#

@ Q-
Jobid

8

]

Page 1

Manage Device Access Verification Jobs

Manage Discovery Jobs '*/| | Manage Device Access Verification Jobs '*

Job Name:

telnrt

45
456
davl
safg
122
13

of2| b bl

& °RemweJub @ 0

Created By Description

admin

admin
(3 Refresh
admin

admin o Help

admin
° Remove Job

admin
admin Bl Export

admin
admin
admin
admin
admin
admin
capcadmin
cspcadmin
admin

admin

Management Tasks

Created On
Wed, Sep 26, 201... *
Wed, Sep 26, 201...
Wed, Sep 26, 201...
Wed, Sep 26, 201...

m

Wed, Sep 26, 201...
Wed, Sap 26, 201...

Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Thu, Sep 27, 201...
Fri, Sep 28, 2012...
Fri, Sep 28, 2012...
Fri, Sep 28, 2012...
Fri, Sep 28, 2012..  «

Displaying 1 - 50 of 56
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Manage Workflow Jobs

Manage Workflow Jobs provides a list of workflow jobs that are previously run, and provide you with
an option to either export the job information or delete the job information from the database as shown

below.
Figure 7-37 Manage Workflow Jobs
Manage Worlkflow Jobs %
© Q- % | @ Removetob | = @
Job Id Job Name Crested By Desoiption Crested On
5 CollectionExportWorkFlowJob system Fri. May 3, 2013 02..
¥) Refresh
O Help
o Remove Job
=+ Export
Page 1 of 1

Displaying 1 - 1 of 1
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Management Tasks

Manage Configuration Jobs provides a list of all the device configuration jobs previously run, and
provides you with an option to either export the job information or delete job information from the
database as shown below.

Figure 7-38

Manage Configuration Jobs

Manage Configuration Jobs '*

@ Q-
Job id
74
75
76

ki

78

79

80

81

82

83

84

85

Page 1

L oﬂemuveJuh 0

Job Name * Created By

admin
admin
admin
admin
admin
admin
admin

admin

W e N M o s W N

admin

=

admin

admin

ra

admin

of 1

Description

@ Refresh

0 Help

o Remaove Job

Export

Created On

Thu, Sep 27, 2012...
Thu, Sep 27, 212...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...
Thu, Sep 27, 2012...

Displaying 1 - 12 of 12
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Manage Device Prompt Collection Jobs

Manage Device Prompt Collection Jobs provides a list of all the device prompt collection jobs
previously run, and provides you with an option to either export the job information or delete job
information from the database as shown in Figure 7-39.

The jobs info can also be exported to an output file. The currently supported file formats are PDF,
HTML, DOC, CSV (Comma delimited), TXT (Tab delimited)

Figure 7-39 Device Prompt Collection Jobs

Manage Device Prompt Collection Jobs *

@ Q- % || @Remove Job | B | €D

Jobid Job Name Created By Description Created On

192 test admin Mon, Oct 8, 2012...
(’3 Refresh
0 Help
o Remove Job
@ Export

{ |Page 1 of 1 Dizplaying 1-10f 1
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Manage Health Monitor Jobs

Health Monitor Jobs provides a list of all the monitor jobs previously run, and provides you with an
option to either export the job information or delete job information from the database.

Health Monitor job which comes as part of NOS configure installation. This is a daily scheduled job. A
user cannot alter or create a scheduled health monitor job from GUI/CLI. The screen shot of health
monitor job after installation is shown in Figure 7-40. The jobs information can also be exported to an
output file. The currently supported file formats are PDF, HTML, DOC, CSV (Comma delimited), TXT
(Tab delimited)

Note  This feature is only for NOS services

Figure 7-40 Health Monitor Jobs
Manage Health Monitor Jobs *
@ Q- X O Remove Job | =+ | @
Job id Job Name Created By Description Created On
[ MOS_HealkhMonitor_Job CSpCUser Wed, May 29, 201...
11 health_mfonitor_job_13{0086214334 CEpCuser Wed, May 29, 201...

Page 1 of1 Displaying 1 -2 0f2

Job run details can also be viewed from Reports -> Job Management Reports. From the drop down
select Health Collection jobs and click OK as shown in Figure 7-41.
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Figure 7-41 Job Report Filter
| Manage Health Monitor Jobs '*
w Q- % || @Remove job | =+ | @
Job K4 Job Name Created By Description
13 NOS_HealthMonitor_Job nosadmin
Job Report Filter *
Select Job Parameters
Job Group Type Health Collection Jobsg [~
Help... oK Cancel
Page 1 of 1
Figure 7-42 Health Collection Jobs
Manage Health Monitor Jobs 1% Health Collection Jobs *
© = el Q- x| =
Jobid = Job Name Job Descript... Created. Created On Modifie... = Modified On

H 6 NOS_Health... nosadmin  Mon, Mar 25, 20...

Page 1 of 1

Created On
Mon, Mar 25, 2013...

Displaying 1 -1 of 1

First Run Time Last Run Time Run Next Schedule T..

Tue, Mar 26, 20... Tue, Mar 26,20... 1 Wed, Mar 27, 20...

Displaying 1 - 1 of 1

In Figure 7-42 you could see Job Id, Job Name, Created By, Created On, Modified By, Modified On,
First Run Time, Last Run Time, Run Count, Next Scheduled Time. On the screen, there is no option from

where the job could be triggered manually.
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There are two CLI’s using which this could be achieved. The CLIs are listed below:
e job_schedule_healthMonitor_runnow.sh
¢ show_settings_healthMonitor_jobparameters.sh

Using show_settings_healthMonitor_jobparameters.sh you could view any health monitor job
parameters and the first CLI, job_schedule_healthMonitor_runnow.sh is used to create a run now job.
It expects 4 parameters. Figure 7-43 shows the view health monitor job parameters from CLI.

Figure 7-43 CLI Command

EP sdministrator@nosdev-229/opt/CSPC/ch/components/2.2/cli/bin/linux | ()

A new health monitor runnow job can be scheduled from CLI as shown in Figure 7-43.

CLI Command

@ administratosnosdev- 228 opt/CSPL difcomponents/2.2/clifbin/Tinux = =
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Applications - Reports

Reports

Use the Reports tab to view the collected data and job log details for discovery, inventory, collection and
backup jobs.

This section describes the Reports options in the following topics:
¢ Device Reports
» Device Access Verification Reports
« Data Collection Reports
« Services Reports
e Job Reports
¢ Audit Trails
* Miscellaneous

All the reports can be exported to various formats such as HTML, Microsoft Word, PDF, CSV and TXT
formats, along with various graphing options. Each report is easy to navigate with filtering and report
formatting options.

Device Reports

Use the Device Reports sub tab to view the collected data for the selected devices. This section describes
the Reports options in the following topics:

¢ View Managed Devices

» View Unreachable Devices

* View Duplicate Devices

» Discovery Report

« Device Display Properties

e Non SNMP Devices

e Interface Summary (IOS, PIX, ASA, IOS-XR)

CSPC Collection Platform Software User Guide
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View Managed Devices

Discovered Devices report shows all the devices that have been discovered and managed, along with
their respective details such as IP Address, Host Name, Sys Object Id, Device Family, Product Model,
Serial Number, Vendor Name, OS Name, OS Version, Discovery date and time, Source, and Reachable.
The report can be exported to various formats such as HTML, Microsoft Word, PDF, CSV and TXT
formats, along with various graphing options. The report is easy to navigate with filtering and report
formatting options.

Figure 8-1 View Managed Devices

View Menaged Deviees .
W Qe * oy D
Ip Address Host Name Display Name Sys Oibgect 14 Device Family | Produet Madel Serial Number Vendor Name 08 Name 05 Verson Discorvery Date/Time Semrce Feachable
5001 Device 5011 Device 5,011 13614190 ApplcanonN,  asceCeS60 Cusco System. . ACNS 555 Fri Sep 2 30505353 -0, Collector Q -
5812 Device 5012 Device 5012 13614191 .. ApplcationN... dscoACELTIORS 5012 Clsco System. ACSW Fri Sep2 201608353 +0... Collector a

(S E] Duevice 5013 13614190 Secunty 155-3395K5 Device 5,013 Cinca Syutem. . ADE-OS 10 Fei Sep 1. 2006 0553536 «0 |, Collector e

014 Dievicn 5.0 1_4 13614130 . Secanty vpeChienaRev] Altiga Netwo . Alliga0s L13RA Fri, Sep 2, 2016 05:35:36 +0...  Collector 0
5015 Device 501 5 13614195 LANSwitches WECIWE s Cisen Syratem. Catls BA1NGLX Fri, Sep 1L 2016 08 3%: 34«0, Collector a =
5016 Device 5016 Device 5016 13614195, LANSwitches  weeSS05epelD Checo Seatem. ., CMOS 45(13a) Fri, Sep 2, 2006 08: Collactor a
LIS ) Device 5. 0.1 5 Device 501 5 13814191, Video s s Cisen Syatem. COs% 25n Fri, Sep 2, 2016 08.35:57 =0, Collector e
50110 Device 5 0_1_10 Device 5 0110 13614190, UnifiedCom. AscoDPATEH Cisco System. .. DPA 12y Fri, Sep 1 2016 0% . Collectos
LI R Device 501,11 Device 50,111 13814191 Video cseMDEIOXVE Clsen System. DS 255 Fr, Sep 1, 2016 0838 Colbector Q
501 Device 50112 Device 50112 13614191 Secuarity dacaWaveFwmln Clsn Syabem FWSM-O5 41E Fri. Sep 2. 2016 08 B Collector
LTNRE Device 5 0_1_13 Device 50113 134614195 LANSwitches w1 3H00syslD Cisco System. (=[] 0007 Fri, Sep 1. 2014 08 . Colbector O

50014 Device 50114 Device 50114 13614090 Application..  cacolGS5 Cisco System. . G55 Fri. Sep 2. 2016 08 Collector
50115 Device 3 0115 Device 50115 13614191 . Routers CICOME 50113 Cisco System. . 105 12420050200, Fri Sep 2. 2016 05:35:35+0...  Colllector a

50116 Device 501 16 Device 50116 13614191 Routers clacal 0005 Device 501,16 Clscn Syabem. s 120255X10 Fei. Sep 1. 2006 0835355 -0 Colectos o
50117 Device 5 0117 Device 50117 13614191 . Routers 7325871 rev 80 dev 0 Device 50117 Cisco System. 108 1200252 Fri Sep2 201408353 +0... Collector
30118 Device_ 5 0_1_18 Device 501 18 13614191, Kouters ciscod 500 Device 3 0.1 18 Cisco System. 05 11.%11a) Fri, Sep I 201608353 +0... Collector 0
5011% Dievicn_5_0_1_16 Dievics_5_0_1_15 13614190 Routers CISCOT08 Dhevice 50119 Chca Svatem. ., 105 1425 Fri, Sep ], 2006 053536 =0, Collector ]

All these reports also provide various graphing options along with a device product family graph as
shown in Figure §8-2.

Figure 8-2 Graphing Options
-] €

ﬂh Metwork Summary by Device Family

If.‘ Metwork Summary by Product Model
ﬁ Metwork Summary by Vendor Name

‘: Metwork Summary by OS5 Mame
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Figure 8-3 Network Summary by Product Model

Network Summary by Device Family

Jﬂ Chart Type ~

18+

Network Summary by Device Family

Reports ||

1
2
T
s

-Hﬂﬂmﬁﬁm

", e

Go back to CSPC Flow Chart

View Unreachable Devices

All the devices that are unreachable and are not detected while performing discovery are shown in this
report. This report provides the details like host name, IP address, reason, Mange status and discovery

time for each unreachable devices.

To perform the rediscovery of the device, right click on any device and select Start Discovery Job option.
You can also delete any unreachable device or all unreachable devices by clicking Delete Unreachable

Device or Delete All Unreachable Device button respectively.

Figure 8-4 View Unreachable Devices
View Unreachable Devices ~
@ Q- x| =@ =]
Host Name IF Address FReason
Dewice Unreach 17221 54 143 17221 54 143 : SNMP Unreachable or Incorrect SMNMP Credentials.
11111 11111 11.1.1.1 : SNMF Unweachable or Incorrect SNMP Credentials.
1224 1224 1234 : SNME Cradentials Not Set.

View Duplicate Devices

Discovery Time
Tue, Ot 18, 2016 23-24-16 +0630

Tue, Oct 18, 2006 72-24-16 +0630

Wed, Oct 19, 2016 10:04:05 +0530

All the devices that are duplicate are shown in this report as shown in Figure §-83. This report provides
the details such as device name, Managed by, and Details of the device.
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Figure 8-5 Duplicate Devices
Wiew Duplicate Devicas ™
“ Q- x| =— | @B
Device IName Manag=d By ey Dietails

Discovery Report

All the devices that are discovered are shown in this report. This report provides the details like host
name, IP address, Credential name, Status and Protocol for each discovered devices.

Figure 8-6 Discovery Report
Discovery Report *
© Q- x| = @
P Address. Host Name Credential Name Status Protocol
50192 Device 50112 5.0.1.12_snmpv3 Device already in managed state. SNMPY3 -
50113 50.1.13_snmpv3 Device already in managed state: SNMPV3
5.0.1.14 5.0.1.14_snmpv3 Device already in managed state. SNMPv3
50415 50.1.15_snmpv3 Device already in managed state. SNMPV3
50116 5.0.1.16_snmpv3 Device already in managed state. SNMPv3
50447 50.1.17_snmpv3 Device aready in managed state. SNMPV3
50118 ;¢ ] 50.1.18_snmpv3 Device already in managed state: SNMPV3
5.01.19 Device_5_0_1_19 5.0.1.19_snmpv3 Device already in managed state. SNWPv3

Device Display Properties

Device Display Properties report shows the display properties configured for all the devices. In addition,
from this window you can configure display property for a specific device or a group of devices. You
can assign a specific name for a device property such as Host Name, IP Address, DNS Name, Primary
Device name and so on.

Figure 8-7 Device Display Properties

Device Display Praperties

© Q- X[ =0

Device Display Type Custom Name Ip Address Host Name Terminal Prompt DNS Name Sys Name Sys ObjectId Mac Address Primary Device Name
0 Device 5 0_1 3 3013 Device_3_0_1_35 Device_5.0_1_35 136141912313 5013 &
0 Device 501 3 50136 Device 5.0.1 36 136141912313 50136
0 Device 501 3( Host Name 50130 Device 5 0.1 30 Device 5 0.1 30 13614191662 50130
0 Device 5.0_1.3 50131 Device 5 0.1 31 Device 5 0.1 31 136.141903.1002. 50131
€ Device 5.0.1 3 HostName 5013 Device 501 32 Device 501 32 13614191404 50132 2
0 Device 5013 Host Name 5013 Device 5013 Device 5013 136141911404 5013
0 Device 5.0.1.3 Host Name 50137 Device 50137 Device 5 0_1 37 1361413607120 50137
) Device 5,012 HostName 5012 Device 5012 Device 5012 1361419184 5012
@ Device 5.0.1 4 HostName 5014 Device 5 0144 Device 5 0.1 44 136141350110 50144
0 Device 5.0_1 4 Host Name 50145 Device 50145 Device 501 45 13614191458 50145
0 Device_5.0_1_4( Host Name 50140 Device 5 0_1 40 Device_5_0_1_40 136141563513 50140
0 Device 5.0_1.4' 50141 Device 5_0_1 41 Device_5_0_1_41 1361418164 50141

Right click on any listed device and select Edit Properties option to add a custom name to the display
properties of the device. The settings configured locally will override the global settings.
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Figure 8-8 Edit Device Display Properties
Edit Device Display Properties
Select a display property for the selected device(s)
Display Property:  User Defined Name
Enter a custom display name for the selected device
Custom MName: Juni
Help... oK
Non SNMP Devices

Reports ||

Cancel

Non SNMP Devices report list devices that are discovered through "Nmap" mechanism and on these
devices SNMP agent is not running. These devices can be moved to managed state. To do so, select the

device and right click on it, select Manage Devices.

Figure 8-9 Non SNMP Devices
Non SNMP Devices *
@ Q- =0
Host Hame IP Address Device Family 0S5 Name 0S Version
17221137472 17221137172 Windows Windows b Vista
172.21.137.160 172.21.137.160 embedded embedded v

Vendar Name Discovery Time

Microsoft Mon, Jun 24, 2013...

Netgear Mon, Jun 24, 2013...

If device OS detected by Nmap is not accurate, then you can select the appropriate OS name from drop

down list.

Interface Summary (10S, PIX, ASA, I0S-XR)

Interface Summary report displays the list of all the interfaces available in CSPC.
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Figure 8-10 Interface Summary

Interface Summary [ 105, PIX, ASA, I0S-XR ] '*

e ¢ Q- ] s -
iﬁﬁ UniversalGatewaysAndAcces * Node Interface Name MAC Address Ip Address NetM... MTU{.. Spee.. Line..  Proto...
@ static (1) | & stsnatiToo1  Fadl 000c.ce05bE35  172.21.54.131 -1 Kl up up
i’ﬁ Voice
52,'3 Dynamic
& VoiceGateways (2) @ stenati7en1 Lot 1112 -1 -1 up up
5 Video (1)
> Qf GenerichetworkDevices (5)
- & Storage (1) €D ciscoasa Ethernet0/ 0000.0000.0000 - = up down
QJ_'(? Telepresence (2} 0 ciscoasa Ethernetl/3 0000.0000.0000 -1 -1 up down
&5 Optical (1)
£ i’g NetworkManagement (1)
&% DataCenter (9)
@ Wireless (3)
& UnifiedCommunications (2)
ilf. ServiceReadyPlatform
- ¢ Routers (16)
& LiveNodes (67)
é’_'?. ApplicationNetworking (4)
© & Switches (13)
% i% Security (7) - Page 1 of 1 Displaying 1 - 8 of 8

€ stsnat17e0-1  Lo0 10.10.10.21 K R up up

€ stsnat17s0-1  Nul El =1 up up

m

OCISCDESE inside 0013.c480.7a1f 192.168.100.1 -1 & up up

0 ciscoasa manage 0013.c480.7a20 10.78.177.39 -1 -1 up up

Interface Summary data can be also seen in a graphical format, clicking on graphics icon | [, » shows
following options: _

e Interface Status Summary
» Interface IP Address Summary

» Interface Type Summary

Device Access Verification Reports

* Device Access Verification Summary
¢ Device Access Verification By Dataset Type

e View Access Verification Results

Device Access Verification Summary

The Device Access Verification Summary report provides summary of the access verification. This
report provides high level overview of the types of protocols used, and number of devices either
succeeded or not along with number of devices that are not verified. This is shown in Figure 8-11.
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Figure 8-11 Device Access Verification Summary

Device Access Verification Summary '*

© Q- * | = | lia v Export failed devices in CNC format | @

Verification Protocol Number of Devices Passed Number of Devices Failed Number of Devices Unverified
teinet b T 127 1
sshwl o 5000 1
sshw2 o 5000 4
snmpvl 3835 1165 1
snmpv2c 3836 1165 0
snmpv3 1] 5000 1
http o 5000 4
hitps. o sooo 1
wmi o 5000 1
1 4 5000 o

In Device Access Verification Summary, you can export the failed devices in CNC format. The data
related to the selected filter type (Device, Protocol, Status and so on) and only failed credentials are
exported as part of a seed file. This export option is supported for both manually added devices and
devices added through seed file import.

Device Access Verification By Dataset Type

The Device Access Verification by Dataset Type shows the devices and whether they are support CLI,
SNMP, SNM Configuration, SOAP, XML, WMI, FILE type protocols and files.

Figure 8-12 Device Access Verification By Dataset Type
Device Access Verification By Dataset Type '*

¢ a- x

Device CLI

SNMP SNMP_CONFIG SOAP

=
=
&
=
£
o
F

€ Device 5.0_1.50
€ Device_5_0_1_49

&P Device_5_0_1_48

m

&9 Device_5_0_1_45
é Device_5_0_1_44
€ Device_5_0_1_41
€ Device_5_0_1.53
€ Device_5_0_1_40
€ Device_5_0_1_37
€ Device_5_0_1_35
€ dc3ga-ind10

EEI Device_5 0_1_32

€ Device_5_0_1_30

< I < I < < I < < < R < I < < I <
Q0000000000 BOO
Q0000000000000
000000000 DDOOOO
000000000 ODOODO
000000000 ODOOOO
O0000OD0OOODOBODO

5 Device 5.0_1.29
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View Access Verification Results

The View Access Verification Report shows the latest device access verification results. It provides
details on verification time and source of the verification (either part of discovery or a separate
verification job) and the successful/failed protocol, Status of each protocol, Messages and status of each
device, device combinations, and User defined fields. This is shown in Figure 8-13.

Figure 8-13 View Access Verification Report

View Access Verification Resalts *

4o e Q- =0
ié: LiveNodes (64) ~ Device IP Address Verification Time SNMPV1 SNMEVIC SNMPVI TELNET S5HV1 S5HV
¥ Unreachable Nodes (3515) P Deiicn 5 0,135 50135 Thu, Jun 21, 2016051316 .. Skipped Skipped Suscesshal Skipped Skipped Suct A
4 Hu
= P Deviee 501 36 5013 Jun 21, 2016 051308 . Skipped Shipped Succeseful Skipped Skipped Suser
8 Servers-UnifedComputing (3) oo
o ServiceExchange (1) P Device 5,010 50130 MBA51318 . Skipped Shipped Succmsahal Sucrmental Canpection Faided  Can
=
. = o am “ Device_5.0_1_31 0131 Thu, fun 21, 2018 0%:13:17 Skipped Skipped Successhal Sucoesshal Compection Failed  Con
W GenericNetworkDevices
@ Routers (13) @ Devicn 50132 5013 Thu Jun 21, 2018051315 . Skdpped Shipped Suscessiul Suscessiul Comnection Falled Con
e S
8 Swikches P Devie 5013 5013 Thu, Jun 21, 018051316 Skipped Shapped Sucessdal Succenlal Commection Faled  Can
W ATMSewnches (1)
o BadeSwiiches P Device 50137 50157 Thu, Jun 21, 3016051316 Slapped Skipped [—] Sucemandial Conpwction Failed  Can
¥ ConnectedGrdSrcitches P Device 5012 5012 Thu, Jun 21, 2018 051318 .. Skipped Shipped Sugomedil Skipped Skipped Suscr
ié: DataCentrrowitches (1)
- wice_5.0_1_& 500144 Thu, Jun 21, 318051318 . Sy Shipy Suscessful Successful Connection Failed Con
8 IndustrialEthemetSavisches 9 Devie 4 pped pped
8 InbiniBandSwitches (1) @ Device 50,145 50.045 Thu, Jun 21, MMBO51315 . Skipped Skipped Successhul Successful Conrection Falled Con
8 LaNSwiches (8)
% P Device 50140 50140 Thu, Jun 21, 018 051318 . Skipped Skipped ] [o—] Compwction Failed  Can
B MetreEthermetSwitches
€D Device 501 a1 50141 Thu, Jun 21, 2018 051318 . Skipped Skipped Sucerssdul Skipped Shipped Susex
licationNetworkingServices (4)
" i il @ Device_5 013 50143 Thu, Jun 20, 2018 051318 . Skipped Skipped Suceesatul Suctesatl Commection Failed  Can
W Video (3) P Device 50148 50148 Thu, Jun 21 2018851317 . Skipped Skipped Successhal Successhul Connection Failed Con
W StorageNenwarking (1 = ” = = = = - =
¥ Ssragebbay L ) Device 50,149 50.149 That, fun 21, 20008 051316 .. Skdpped Skipped Successhl Suetesshal Conpection Falled  Can
¥ Contermncing (2 v
< >
v Pagell  ai2 b B Displaying 1 - 50 0f 64

The intelligent search options are shown in this report as well. When you start typing “tel” to list only
the Telnet credentials, the report only shows those entries that match the “tel” string you entered. As
shown in the above screen, the search options are quite extensive, and you can search based on any
field/value in the report. You can also specify wild cards, regular expressions, matching patterns, etc.
This helps to pinpoint the data you are looking for in a fast and easy way.

Figure 8-14 Device Message

| Message x|

| |5 Device 50135

Pratocol Message
wmi No credentials found
tl No credentials found
telnet Skipped because other version of the protocol is passed
sshv2
sshvl Skipped because other version of the protocol is passed
; e
i snmpv2c Skipped because other version of the protocol is passed
snmpvl Skipped because other version of the protocol is passed
1 iiop No credentials found
hitps No credentials found
; http No credentials found

bo back to CSPC Flow Chart
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Data Collection Reports

* View Collected Data

* View Collection Run Summary
¢ Config Collected Devices

¢ Config Data Per Device

¢ Export Detailed Device Data

View Collected Data

This report provides a summary of the completed collection profiles and the data that is collected while
completing those collection profiles. You can view a specific completed collection profile data, export
data to a report, look at job log status and delete the collected data.

Figure 8-15 Collection Profile Run Summary Main Window
View Collected Data *
Q- X | = | View PHost Masked Values | @
Profile Name State Status Start Time End Time Actiens View Data
NOS Full Completed Successtul Fri, Aug 4,2017 14:55:56... Fri, Aug 4, 2017 15:07:30... ot Aot st

View Data..,

Export And Upload Data...

View Device Collection Summary...

View Device Collection Details...

View Tag Collection Summary...

View Tag Collection Details...
View JobLog...
Search Results...

Delete Profile Executions...

View IPHost Macked Values...

You can select any row in the report, right click on it to get all the options associated with that row:
e View Data
» Export and Upload Data
e View Device Collection Summary
* View Device Collection Details
e View Tag Collection Summary
* View Tag Collection Details
* View Job Log
» Search Results
* Delete Profile Executions

* View IP Host Masked Values
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When you select to View Data you are provided with the data collection profile run data viewer, as shown
in Figure 8-16.

Figure 8-16 Collection Profile Run Data Viewer
Collectian Prufile Ren data Viewer1/3)
4@ Selecard Diata Sot ¢ _CISCOFNTITY.ASSET-MIR_crAset Table -
63 LiveNiodes (£5) . Q- -
oyl B AL Sl Dataset Type  Suba  Context Command Eree
D 5018 1. CISCX-ENTITY-ASSET SNMP  Sucx CICO-ENTITY - ASSET-M] =
@oenesoln 1 CICOCOPMIE_cdpCache SNMP  Suce LBEO COP, dpCachs =
P Dese 003 3 CIBCO-FNHANCEDME - SNMP  Suce LBEO_ENHANCED_ME
i= Router i & CISCO-FLASH-MIB cieos... SNMP  Susc 500 _FLASH_MIB_asco.
0: Device 50 1 38 5 CHCO-MEMORY-POOL-,,. SNMF  Suce Pk g Do CHCO_MEMORY_POOL
Q_' Derice 50198 6 ENTITY-MIE eniPrysical  SNMP Suce _ENTITY_MIB_entPhysical £
P Device 5,014 DR S Pl
Qoo s 0147 Pl ots P M Dasplaying 130 0¢ 263
P Dere 501482
@ Device 50155 Inatanceld | coAsseiTag  crAusetiFRU ceAcserCLEl  cmAseetAlion | ceAeserOvd.. ceAssetSers . ceAsiSolt.  ceAssetfar. | ceAsseblip.. onAwetMig. ceAssecHar . cnAssetsolt . ceAsseiFir
P Devie 5 010t 000000000 o 8313701 =
Q@ Device 45 3 IPUCARTE Vesston 10 10 £8.3160-05
@ Device 50157 ] TPUBAEW. Veron10.. 17 #5-15204
@ Derice 50190 8 Mathode Fla 00-0000-00
i.".Jm.' 0118 b CISCC-AV. 0000000
W Device 50,140 k'] 000000000 i} 8223602
P Deser 50155 a7 Methode Fle £0-0000-00 =
¢ Derice 50,143 8 Methode Ele £0-0200-00
@ Device 50151 113 CISCO-FINTS 0-0000-00
P Deviee b 0.1 38 a7 OO0 02 £8.3138411
5 EITY IFUCARTE 6 8316004
CISCOENG 20000000
CICOFING 00-0000-00
Wi CISCO-FINS 00-0000-00 il
Pgell 1 Displaing 1 - 15 af 13

Once you select a specific dataset the output of the dataset along with, if the data collection is successful
or not appears (command status). The Command Status is shown as one of these states:

e Successful
« Failed
¢ Not Applicable

To see the dataset properties right click on a dataset and click View Row Data.

Figure 8-17 View Row Data

| Dataset Properties X
|

l = 3. CISCO-STACKWISE-MIB_cswSwitchInfoTable

Context

‘ Status Successful

[ Type SNMP
Command _CISCO-STACKWISE-MIB_cswSwitchInfoTable
Error

|

Export and Upload data provide options to use collection profile settings, export and upload the data, as
shown in Figure 8-18
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Figure 8-18

Export and Upload Data

Export And Upload Data

Profile Details

Profile Name:

Selected Device Count:

Export Details
Export Format:

Upload Options

You can select the required options on the screen

Reports ||

() Use Collection Profile Settings

O Export Only

®) Export and Upload

Help...

OK

Cancel

« Use Collection Profile Settings: Uses the collection profile settings.

« Export Only: Only exports the data.

e Export and Upload: Exports and uploads the data.

View Collection Summary and View Collection Details provide collection summary and details for the
selected collection profile. This is shown in Figure 8-19.

Figure 8-19
Collection Profile Run Summary
¢ a-
Device

& Device 5.0_1_17

& Device 5.0_1_18
& Device 5.0_1_15

&7 Device 5.0_1_16
© o2
&) Device 5.0_1.22

& Device 5.0_1_19

& G0120)

& Device 5_0_1.25
&) Device 5_0_1.26
) Device 5.0.1.23
) Device 5.0_1.24
& Device 5.0_1.29

€ Device 5.0_1.%0

Collection Profile Device Run Summary

£/ | Collection Profile Device Run Summary(1/8) '*

x E
Dataset Count

248
248
272
248
248
248
248
248
248
248
248
248
248

248

Success Count

40

i

T2z

40

39

40

39

45

42

39

40

4

]|

Integrity Failed Count Failed Count Not Applicable Count

14 4 180 %
17 4 190

12 4 184 =
14 4 180

15 4 180

17 4 187

15 4 180

9 4 180

T 4 195

17 4 188

13 4 1

23 4 180

6 4 207

1 4 232 -
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Figure 8-20 Collection Profile Run Details

Collection Profile Run Summary '#/| | Collection Profile Device Run Details(1/1) '*

4 e Q- x| E

-?3 UniversalGatewaysAndAcce Device Dataset Hame Colection Type
& test (1) €@ 109181140 ActiveFPhone  SOAP
5 voice € 109181140  ConfiguredPPh_. SOAP
i’,'?- VoiceGateways

i < device_que HTTP
i?q? Video 0 Device 5 0 1 = _query
& GenerichetworkDevices | o 109181140  device_query HTTP
¥ Storage | &) Device_5_0_1_; ActiveFFhone  SOAP
i’.'?- Telepresence

i < ConfigurediPPh_.. SOAP
i,s Optical 6 Device 5 0_1 2 g
@ Networkianagement 1 &b 10.91.31.140  show boot cu
%0 DataCenter (2) | 0 10.91.81.140  show environm_. CLI

4% Wireless (1)

show filesyste_ cL
+ &% UnifiedCommunications (1) @ 109181140
@ ServiceReadyPlatform | € 109181140 show process..  CLI

% Routers (4) | € 109181140  show time cu
| |
& LiveNodes (12

1 L] € 109181140  show tcp brief . CLI
> -P‘g ApplicationNetworking (1)

@ Switches (1)

S C i 1

S annd na_aan shnw framerel 11

- | | Page 1 of 10 kRl

Status.
Failed

Failed

Not Applicable
Not Applicable
Failed

Failed

Not Applicable
Not Applicable
Not Applicable
Not Applicable
Not Applicable
Not Applicable

Mt &nnlicahle.

. Collection Time

Fri, Oct 19, 201

Fri, Oct 19, 201

Fri, Oct 19, 201__

Fri, Oct 19, 201
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Fri, Oct 19, 201__

Fri, Oct 19, 201
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Fri, Oct 18, 201

Fri, Oct 19, 201

Fri, Oct 19, 201__

Fri, Oct 19, 201

Fri Nt 19204

Message

No working HT. -

No working HT.

P

No working HT.

No working HT.

Displaying 1 - 50 of 496

You can view the log messages for specific job runs, along with the status of the collection for each data
set for the selected devices as shown below.

Figure 8-21 Collection Profile Run Summary Log Messages

(Log Messages for the Job 88/1

Log Mes=sages

Selected datasets —=
show_context_asa_run_dyn
show_context_asa_start_dyn
show context run Dynamic

show context start Dynamic

Execution of Collection Profile start for 172.21.31.15% (Fri Sep 28 07:33:09 IST 2012}

172.21.31.159: Successfully collected show context output.

Time taken to execute dataset (show_context_asa)l 57490

172.21.31.159: Successfully collected show running-config output.

Time taken to execute dataset (show_context_asa run):56125

172.21.31.159: Successfully collected show running-config output.

Time taken to execute dataset (show_context_asa_run): 70307

172.21.31.159; Successfully collected show startup-config output.

Time taken to execute dataset (show_context_asa_start):58138

172.21.31.159: Successfully collected show context output

Time taken to execute dataset (_show context) 2537

Time taken to run the collection profile on (172.21.31.159) 12565 sec
Execution of Collection Profile end for - 172.21.31.159 (Fri Sep 28 07:37:35 IST 2012}

You can also delete a specific instance of the collection profile execution by selecting Delete Profile

Executions.

To check the differences between two selected runs, select Show Differences between selected Runs

option as shown below.

Use the View Tag Collection Summary option to list the summary of the commands that have been tagged
earlier. Collection tag summary screen shows the device count of the tag along with the count of success,
failed and not applicable devices, as shown in Figure 8-22.
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Figure 8-22 View Tag Collection Summary
Callection Profile Run Summary '*/| | Collection Profile Run Tag Summary(1/8) *
¢ a- x| B
Tag Name Selected Device Count Success Count

Config

45

30

Failed Count

]

Not Applicable Count

10

Reports ||

Use the View Tag Collection Details option to show the details of the commands that have been tagged.
The screen shows the Device name, Tag name, Dataset name, Dataset type, Status and Message.

Figure 8-23 View Tag Collection Details

Collection Profile Run Summary '#/| | Collection Profile Run Tag Details(13/1) #

ik B Rl Y
-'c’-_‘?. UniversalGatewaysAndAcces +
-?“ static
i’,‘;‘. Voice
.‘P:,‘-, Dynamic
-'z’?. VoiceGateways
i’:?. Video
;P;‘. GenericNetworkDevices
i?j. Storage
-'t’-_‘?. Telepresence
ii:-‘. Optical
i’::‘. NetworkManagement
&% DataCenter (1)

-'c’?. Wireless
i?_l?. UnifiedCommunications
i’f. ServiceReadyPlatform
iﬁf. Routers

+ & LiveNodes (1)
iﬁ::‘. ApplicationMetworking
é’.‘;‘. Switches
-‘?j Security

m

Use the Search Results option to search for the results

e Q-

Device
€D de3ga-ind10
€D dc3ga-nd1o
€D dc3ga-nd1o

€D dc3ga-nd1o

Tag Name

search the results, as shown in Figure 8-24.

x| E

Dataset Name

ActivelPPhone

ConfigurediPPhone

test

testt

Dataset Type
SOAP

SOAP

HTTP

HTTP

Status

Successful

Successful

Successful

Successful

Message

View Data

View Data

View Data

View Data

. Specify the search string and select the tags to
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Figure 8-24 Collection Profile Run Summary

Collection Profile Run Summary *

Specify the Search String
* Search String:

Select Tags: [7] Config

Ok Cancel

To remove the profile executions select Delete Profile Executions

Select the View IP Host Masked Values option to view the IP hosted masked values. You can also
download the file in txt format by clicking on Download button.

Figure 8-25 View IP Host Masked Values

View IPHost Masked Values *
w Q- I
File Hame From Date To Date Download File
CurrentMappinginfo Fri, May 31, 2013 13:57:29 +.._  Fri, May 31, 2013 13:57:29 +.._

Dowenload File

Close

To view the difference between the selected runs chose the option Show Difference Between Selected
Runs as shown in Figure 8-26.
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Figure 8-26 Show Differences between Selected Runs

Collection Profile Run Summary '*

e a- *|El @
Profile Hame State Status. Start Time End Time Actions View Data
Default_CP Completed Success Fri, Sep 28, 201... Fri, Sep 28, 201... SalaakAan i Ghaia =
Default_CP Cancd (# Refresh Wed, 0ct3, 2. [ oot aopon i el ‘
Default_CP Compl 0 Help ed, 0ct3, 201... | oot nction View Data E
Delaif (8 Camp ed, 0ct 10, 20... | oot Action, » View Data ‘._
Default_CP Compl ed, Oct 10, 20... SalaakAan i Ghaia
GO AL Com) fu, Sep 27, 20... | copect Action.. - View Data
context Compl ) I Fri, Sep 28, 201... SalaakAan i Ghaia
View Tag Collection
Goniext Abort{  iey Tag Collection Detais... ! Select Action.. * View Data
context Compl View Job Log... rri, Sep 28, 201... SalaakAan i Ghaia
context Compl Search Results. ., Fri, Sep 28, 201... SalaakAan i Ghaia
o Campl  Uplozd to Remote Server... s, 52p 27 20| Select Action... » View Data
xmi Compl Delete Profile Executions. .. fhu, Sep 27, 20 | oo ction.. View Data
xmi Comp Show Differences Between Selected Runs. .. fhu, Sep 27, 20.. | coiioincsie - LatimssBimim | =

When you select two different runs, you can see what has changed between those runs in a Diff report
where color codes (green-additions, red-deletions, and blue-changes) identify exactly what has changed.
Figure 8-27 Differences Between Two Collection Profile Runs

Collection Profile Run Summary '#/ | Collection Profile Device Diff Report(48/123) '*

¢ Q- 5

Datazet details Profile Defaut_CP executed at Sep 28, 2012 Profile hy executed at Oct 14, 2012 Result Size
Device Name Type Status Result Size Status
0 de3ga-ind10 ActivelPPhone SOAP Mot Executed Successful 1180
0 de3ga-ind10 testt HTTP Mot Executed Successful 48
° de3ga-indl0 test HTTP Mot Executed Successful 48
0 de3ga-ind10 ConfigurediPPhone S0AP Mot Executed Successful 0

Go back to CSPC Flow Chart
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View Collection Run Summary

Collection Run Summary report provides the summary of inventory. You can view the All Collection
Profiles for Service or Single Collection Profile. To view collection profile and devices, select the
option. In Available Services and Collection Profile drop down box, select the available service and click
OK as shown in Figure 8-28.

Figure 8-28 View Inventory Summary Filter
Inventory Summary Filter
Select Collection Profile(s) and Devices
Q- All Collection Profiles For Service
Available Services:
(7)) single Collaction Profile

Available Collection Frofile:

Help_. OR | Cancel

View Collection Run Summary Input screen is displayed. It shows the list of Device Type and Device
Count as shown in Figure 8-29.

Figure 8-29 View Collection Run Summary

View Collection Run Summary *

© Q- x| 70

Device Type Device Count

I
5

Managed Devices{Selected for collection)
Active/Collected Devices
Unreachable/Collection Skipped Devices
Unmanaged Devices

Config Collected Devices

Config Failed Devices

Config Not Applicable Devices

= = e e e

By clicking on the Device Count, View Managed Devices for that Device is displayed as shown in
Figure 8-30.
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Figure 8-30
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You can filter and view the Collection Profile and devices. You can also enter the filter value in the
Search String to view the config collected devices.

Figure 8-31

View Config Collected Devices Filter

| Config Collected Devices Filter

Search String;

Select Collection Profile(s) and Devices

(@) All Collection Profiles For Service

Awailable Services:

(7 Single Collection Profile

Awailable Collection Profile:

Help.. |

OK

Cancel

C_onﬁg Collected Devices screen is displayed. It shows the list of Device IP and Device Primary Name

as shown in Figure 8-32.

In addition, you can see the description of each device by clicking the + symbol next to the Device Ip Clicking
the + sign shows the Collection Time, Context, Dataset Type, Error Message, and Config Command for this
particular device.
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8-18

Figure 8-32

Config Collected Devices

Config Collected Devices =

e =
@ =se Q-

Device IP Device Primary Name
| 5011 5011
Collection Time Context Dataset Type  Error Message
Tue, Oct 18, 2016 22:25:28 +0530 cu
Tue, Oct 18, 2016 22:25:28 +0530 Ccu
@ | 5012 5012
d | 5013 5013
H 5018 5.0.18
H | 50111 5.0.1.11
H | 50112 50112
# | 501.13 50113

% -.;“?\g)

Config Command

show running-config

View Data

show startup-config

View Data

Click View Data in the report to view config command for this particular device Figure 7-49 shows the
Config command details.

Figure 8-33

Config Command

Config Command

o WK

BB H oW

ST T

[N
- =

W

bbb

B

interface ethernet 0

ip address 10.86.178.181 255.255.255.0
gss—communications

gss-tcp-keepalives

hostname Device 5 0 1 14.gss.com
ip default-gateway 10.86.178.1
ip name-server 161.44.124.122

ssh enable

no ssh keys

no ssh protocol versiocn 1
telnet enable

ftp enable

terminal length 0
exec—timeout 20

logging disk enable

logging disk priority Notifications(3)
no logging host enable

logging host priority Warnings (4)
logging facility local5s

Jmmadineg Aiek anhemrstam dAnassarmar nriariftor Frrare (20
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Config Data Per Device

Config Data Per Devices report shows the configs collected by CSP Collector. You can select configs
based on Collection Profile. Config data per device filter can be configured by providing required inputs
as shown below.

Figure 8-34 Config Data Per Device Filter

Config Data Per Device Filter *

Select Devices
@ All managed devices

") Only the following selected devices
Managed Devices: Selected Devices/Groups:

. -UnifiedComputing (3)

x Exchange (1}
Select Collection Profile(s) and Devices
(@) All Collection Profiles For Service
Avwailable Services: W
(") Single Collection Profile
Awailable Collection Profile: o

-
Help... OK Cancel

The config data will be processed for the mentioned devices as shown in Figure 8-35. On clicking View
Data, collected config data is displayed for the specified device.

CSPC Collection Platform Software User Guide
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Figure 8-35 Collected Config Data

Config Data Per Device *

© =% a- =90
Device IP * Device Primary Name
2 1722010663 172.20106.63
Collection Time Conterd  Diataset Type Error Meszags Config Command
SNMP_STARTUP
2012-12-03 02:00:44.0 SNMP_CONFIG  No write community s
SNMP_RUNNING
2012-12-03 02:00:44.0 SNMP_CONFIG  No write community string
show unning-config
2012-12-03 02:01:15.0 CLI

Wiewy Data

Export Detailed Device Data

You can export the detailed device data such as, device, access verification config time and collection
time and so on.You can select devices based on Collection Profile for service. Devices can be
downloaded in csv format by providing required inputs as shown below.

Figure 8-36 Export Detailed Device Data
Select Devices
(@) Al managed devices

() Only the following selected devices
Managed Devices: Selected Devices/Groups:

% LiveNodes (1) -

¥ Unreachable Nodes

Hubs

-UnifiedComputing

riceExchange

0]

8 xDsL

m

GenericNetworkDevices

Routers

idSwitches

Select Collection Profile(s) and Devices
(@) All Collection Profiles For Service

Available Services: i

() Single Collection Profile ]

Available Collection Profile: e

Help... OK Cancel
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Services Reports

e Alerts

e SNMP Trap Report
e Syslog Summary

¢ Syslog Messages

Alerts
This report provides a list of all Alerts. The report contains Event ID, Module, Time of event, severity,
message, and View Details. Alerts that are older than 14 days in CSPC system are purged.
There two types of alerts UI Notification and Email alerts.
« UI Notification alerts appears on the Ul when an notification is received.
« Email alerts are the alerts sent via mail to the subscribed email address
Figure 8-37 Alerts
Alerts *
@ Q- X | (1]
Event Id Module Time Of Event Severity Message View Details
SNMP Trap Report

Step 1

Step 2
Step 3
Step 4

This report shows a list of traps sorted by Device, Notification types, Trap Data, and Received At.
To generate the SNMP Trap Report do the following steps:

Select the Trap Received Time from drop down
e If custom is selected, then enter the Start Date/Time and End Date/Time
Browse to select the Source Device
Select Notification Types
Click OK
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Figure 8-38 SNMP Trap Filter
SNMP Trap Filter x
Mote : Maximum number of records to be retrieved is limited to 1000,
- Select Time Period
Trap Receved Time | Custom w
Start Date/Time Custom 15 . 01 :
End DateTime iLast 1 Hour (15 .01 2
Last 2 Hours S
1
~Select SNMP Trap Para et
Last 12 Hours
Source Device Last 1 Day Browse |
. LESE 1 Wesk
- Select Notification Type Last 2 Weeks
CISCO-CONFIG-MAN-MIE
CISCO-CONFIG-COPY-MIB
EX
=
[«
[*
| Help - Cancal

To view the Trap Data click View Trap Data.

Figure 8-39 SNMP Report
| SNMP Trap Report *
) e Q- x| [
© 8 LiveNodes (3 +| | Deviee Nofification Type Trap Data Recsived At
- 48 Unreachable Nodes (3) [ @myrowter CISCO-CONFIG-MAN-MIE View Trap Dats Wad, Nov 13, 2014 15:48:45 +0520 .
g“""’ B Myrouter CISCO-CONFIGMAN-MIE View Trap Datz Wed, Nov 18, 2014 15:48:40 +0530
StorageNetworking e e e
& Conferencing B Myrovter — CISCO-CONFIGMANMIE View Trap Dats Wed, Nov 13, 2014 15.48:25 +0520
% UnifisdCommunications & wyrover - “e
: = 1 1.5.6.1.2.1.1.3.0 = 29 days
&3 CelisboratonEndpcints @Rz z 17:38 40530
8 OpticaiNerworking 3 0:1g:17.28
% CloudandSystemshanagement CEL=E] 4 17:33 40530
= 5 1.3.6.1.6.3.1.1.4.1.0=1.3.6.1.4.1.9.9.43.2.0.1 L
@ | €9 5Ra201 : i 17:28 40530 =
Hubs. = 5 -
g o = B 1 1.2.6.1.4.1.9.9.43.1.1.6.1.8.757 = 1 e
DataCenter! e 2
& IndustrisEthemetowitches @ orens 13 1.3.6.1.4.1.9.9.43.1.1.6.1.4.757 = 3 EppEy
1 Servers-UnifistComputing @ sren 11 1.3.6.1.4.1.9.9.43.1.1.6.1.5.757 =2 79:00 +0520
J =
@ InfiniBandSwitches 1z
1 Servi @ srazt 13 38:45 40520
webachowee 14
% LANSwitches £ sRa 15 iB:40 40520 | 4
xDSL 16 g
: - & Wyrouter i 15:10 40530
PR i s 18
) GenerichistworkDevices (3) & Myrouter 1s |5:05 +0530
% WANSwitches = & myrouter 20 14:50 +0530
:WNW\IM B |0k i
8 Routers (3) & hyrouer CISCO-CONFIGMAN-MIB View Trap Dats Wed, Nov 19, 2084 13:18:04 40520
A wwaim o - e e o ke sl e 4= = = T T U L v P e
€| e r < m r
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Syslog Summary

Syslog Summary report provides the summary of the all the syslogs collected by CSPC. You need to
provide the filtering information such as when was the log(s) received, and do you want to see the
summary based on severity and so on as shown in Figure 8-40.

Figure 8-40 Syslog Summary Filter
Syslog Summary Filter %
Select Time Period
Log Recieved Time  Custom v
Start Date/Time October 15,2012 [ 13:28:
End Date/Time October 15,2012 3| 17 {25

Select Syslog Parameters
Source Device 5.0.1.10 Browse

Component Name  Compl

Mnemonic Text
Minimum Severity 5 (notification) ¥
Maximum Severity 2 (critical) v

Select Syslog Summary Report Type

Report Type Syslog Count By Severity v

Help... 0K Cancel

Once the filter is selected, the summary report matching that filter is provided.

Figure 8-41 Syslog Summary

Syslog Messages Syslog Count By Severity *

@ Q- x| = b7 0

Severity Message Count
0 (emergency) 0

1 (alert) 0

2 (critical) 0

3 (error) 303

4 (warning) 27

5 (notification) 0

6 (informational) 0

7 (debugging) 60
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Syslog Messages

Syslog messages report provides all the syslogs that are collected by CSPC. Just like the Syslog
Summary report, you need to provide the filter that needs to be applied before providing the detailed
syslog message report.
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Figure 8-42
1 Syslog Filter
|

Syslog Filter

Figure 8-43

Manage Syslog Source Files

Select Time Period

Log Recieved Time | Custom et
Start Date/Time Movember 05,2014 3 10

End Date/Time

l’ _0]

10 :

Sclact Syslog Parameters
Source Device
Component Name
Mnemenic Text
Minirum Severity

Maximum Severity

Select Syslog Count and Order

MNumber of Syslogs

Syslogs o be

Sort messages by ascending order
shown g L4 J

Help... |

Syslog Messages
Syslog Messages *
4 e © Q-

@ LiveNodes (65) Device Source  Seq...
% Unreachable Nodes (1) 0

1 Hubs 0

¥ Servers-UnifiedComputing (3)
i’.,iv static

8001 1 MCAST

l’;‘ dynamic (1)
o ServiceExchange (1) 8001 2

¥ xDSL 8001 3 cop

) GenericNetworkDevices (2) @ Device 50160 50160 4 cop

% Routers (14)

@ Device 5.0.1.60 50160 5 OSPF

& Switches

& ATMSwitches (1)

i BladeSwitches

|’,‘ ConnectedGridSwitches
4 DataCenterSwitches (2)
% IndustrialEthernetSwitches
% InfiniBandSwitches (1)

¥ LANSwitches (8)

% MetroEthernetSwitches
% WANSwitches (5)

% ApplicationNetworkingServices (3)
@ security (5)

2 Video (4)

i StorageNetworking (1)

S -
v

OK

x| =T O

Component

COMMON_FIB

Browse

Cancel

Mnemonic Severity

Message

6

icwecwevewefo

6 (informational)
6 (informational)
SHUTDOWN 2 (critical)
FIB_RECURSION 6 (informational)
NVLANMISMATCH 4 (warning)
SENDFAIL 3 (error)

ADJCHG 5 (notification)

qwdhwegfigefyg2gfhedwehh

wdwhid3hefyh2eyhfycehfychye

Built ICMP connection for faddr...

Line protocol on Interface Loop...

New double space Format 3
New double space Format 4

New single space Format 5

Reports

Received At

Fri, Jul 21, 2017 17:07:1...
Fri, Jul 21,2017 17:07:1...
Fri, Jul 21, 2017 17:07:1...
Fri, Jul 21, 2017 17:09:4...
Fri, Jul 21, 2017 17:094...
Fri, Jul 21, 2017 17:09:4...

Fri, Jul 21, 2017 17:09:4...

Fri, Jul 21, 2017 17:09:4...

Use the Job Log Reports sub tab to view the collected logs for various operations that are performed
through the CSP collector.
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This section describes the Reports options in the following topics:
» Discovery Jobs
« Job Management Reports
e Inventory Jobs
» Device Access Verification Jobs

e View Job Metrics

Discovery Jobs

The discovery jobs report includes information on all the network device discovery jobs performed.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job.

You can cancel any job by clicking the View Job Details -> Cancel Job button.

These details are common to all Job Reports.

Figure 8-44 Discovery Jobs
Discovery Jobs *
© e Q- X[ = @
Jobld  JobName Description Created By Created On Modified By ~ Modified On RunC__. First Run Time Last Run Time Next Schedule Time Service Name

d 3 WorkFlow Disc. runnowDiscover... admin Sat, May 19, 2018 22:0. . 1 Sat, May 19,2018 22:0...  Sat, May 19, 2018 22:0.

@ 1 ti_discovery 10 ri_discovery 10 RI Thu, Jun 21, 2018 04:3... 1 Thu, Jun 21,2018 04:1...  Thu, Jun 21, 2018 04:3...

g 13 test1234 Discov... Seed fileimport... admin Thu, Jun 21, 2018 044.... I Thu, Jun21, 201804:4... Thu, Jun21, 2018 044...

Runld State Status Start Time End Time/Last Paused Time Action

1 Completed Success Thu, Jun 21, 2018 04:40:16 +0530  Thu, Jun 21, 2018 04:40:53 +0530 | Select Action..*

View Job Log Details
@ 15 NOS_Default C... CollectionProfl_. admin Thy, fun 21, 2018 051... D018 05:1.. NOS

View Job Detalls..
Create a new Discovery by Cloning This Job..
Export Seed File..

Export lmported Device Status.

Modify Discovery Job...

Select the Action button in the report to view either the Job Log details for this particular job, look at the
Job itself (what options are provided for the discovery, etc.) or you can create a new job by cloning this
discovery job. Figure 8-45 shows the job log details. You can also Export Seed File and Export
Imported Device Status. To know the status of imported devices you can generate/export the report
based on Discovery Jobld and JobRunld and to export the status of imported devices into .csv file, with
the name ImportedDeviceStatus_jobid_jobrunid.cvs click Export Imported Devices Status.

Pause and resume jobs using the Pause Job and Resume Job menu options. Pause is activated when job
starts running and resume is activated once the job is paused.
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Figure 8-45 Job Log Details

Log Messages for the Job 11

Message

Starting Known Devices Discovery..

Entered IP addresses—=

Reports ||
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10.88.145.18: Device Unreachable or SNMP Credentials Mot Set.

5

5.0.1.3: Device Unreachable or SNMP Credentials Mot Set.

5

5

5

5.0.1.7: Dewvice Unreachable or SNMP Credentials Mot Set.

=

g,

5.

5
c
5

5

5.

5.

0.1,

1: Device Unreachable or SNMP Credentials Mot Set.

0.1.4: Device Unreachable or SNMP Credentials Not Set

0.1,

.0.1.6: Device Unreachable or SNMP Credentials Mot Set.

.0.1.8: Device Unreachable or SNMP Credentials Mot Set.

0. 1.
01,
T
0.1
(01
o1
0.1,
0.1
0. 1.
01,

S: Device Unreachable or SNMP Credentials Mot Set.

5. Device Unreachable or SNMP Credentials Mot Set.

10:
i

i
13

14:
15:

16:

17:
18:

Device Unreachable or SNMP Credentials Not Set.
Device Unreachable or SNMP Credentials Mot Set.
Device Unreachable or SNMP Credentials Mot Set.
Device Unreachable or SHMP Credentials Mot Set.

Device Unreachable or SHMP Credentials Not Set

Device Unreachable or SNMP Credentials Mot Set.
Device Unreachable or SNMP Credentials Mot Set.
Device Unreachable or SNMP Credentials Mot Set.
Dewvice Unreachable or SNMP Credentials Mot Set.

When you select the Cloning or Modify Discovery Job option, you see the exact job that was completed
earlier, and can modify it to create another job as shown below.

Figure 8-46

Discover and Manage Network Devices

Selact at least one of the following network device discovery methods.

Discover devices with known IP addresses

Discover devices with protocols such as CDP, OSPF and ARP

[] Discover devices by scanning/pinging range of IP Addresses

[V Rediscover the currently managed and non-managed devices

To IP Address/Host Name , click Next button.

Clone This Discovery Job

Next= Help Cancel

CSPC Collection Platform Software User Guide |



Chapter 8  Applications - Reports |
| Reports

Figure 8-47 Discover Devices using Known IP Addresses

Discover and Manage Network Devices

(x|

Discover devices with known IP Addresses

Enter the list of IP addresses for the known devices,

Pasrostane |
4+ Add X Delete 2 Modify

10.1.1.10

<Previousl[ Next> ][ Help ][ Cancel

To schedule discovery options, click Next button.

Figure 8-48 Discovery Schedule Options

[><]
Discovery Schedule Options

~

snmpv3 sshv2
snmpv2c ‘snmpv1
sshvl =2

=3

NE

D Opt

Enable NMAP Discovery || Manage Devices
[] Do not Manage Devices
[ [,

-

[~ SNMP Timeout (in sec):

~Job Detail

[ N P -

)
y
>

Service Name:

7 \/

o~ Job

L N —
(®) Schedule as

Aiscovery
" No schedule configured

| Export Settings... | | =Previous ||  Firish || Heap [

Inventory Jobs

This report includes all the network device inventory jobs performed.

CSPC Collection Platform Software User Guide
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In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Figure 8-49 Inventory Jobs Main Window
Inventory Jobs *
) |28l Qv Alw |
YN v
Jobld  JobName JobDescription ~ CreatedBy  CreatedOn ModifiedBy  ModifiedOn RunC... FirstRunTime LastRunTime
d 4 NOSDefault P NOSDefault P admin  Wed Jun 20, NI 139.. 1 Sat, May 19, 208220 Sat May 19, 016224...
Runld State Status  Sfart Time End Time/Last Paused Time Action

1 Complefed Success Saf May 19,2018 22:00:19 0530 Sat May 19, 2018 22004540530 | eletAction. ¥

View Job Log Detalls

910 NOSDefultC. NOSDefahC. admm  Thojml IS0 21, M18052..

Recollect Faled Datasets

NextocheduleTime Service Name
NOS

NOS

Select the Action button in the report to view either the Job Log details for this particular job, or to cancel
a job while it is still running. You can pause any running job and later resume it by using the Pause Job

and Resume Job options.

By selecting Recollect Failed Datasets option, the data from only those devices is collected that showed
an error earlier, once the data is collected it is merged with the other data before it is sent to Cisco.

Use view collection profile device status is to see the progress of device collection and it is enabled only

if collection is in running state.

Figure 8-50 shows the job log details.
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Figure 8-50 Job Log Details
Log Messages for the Job 272/1 3
Message

Selected datasets =

show_context_asa_run_dyn

Execution of Collection Profile start for 10.78.177.39 (Wed Oct 10 10:03:15 IST 2012)
10.78.177.39: Successfully collected show context output.

Time taken to execute dataset (gshow_context asa)868728

10.78.177.39: Successfully collected show running-config cutput.

Time taken to execute dataset (show_context_asa_run):65659

10.78.177.39: Successfully collected show running-config cutput.

Time taken to execute dataset (show_context_asa_run): 67090

Time taken to run the collection profie on (10.78.177.359) 1214 sec

Execution of Collection Profile end for - 10.78.177.39 (Wed Oct 10 10:06:49 IST 2012)

Device Access Verification Jobs

The Device Access Verification Jobs report includes all the network device verification jobs performed.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in Figure 8-51.

Figure 8-51 Device Access Verification Jobs Main Window

Device Access Verification Jobs *

€| = 2] Q- X|= |0
Jobld JobName Description Created By Created On Modified... Modified On Run... FirstRun Time Last Run Time Next Schedule Time  Service Name
&5 NOS5_Defaul... Collection Pr... admin Fri, Mar 2, 20180... 1 Fri, Mar2,20180... Fri, Mar2,20180... A
Runld State Status Start Time End Time/Last Paused Time Action

1 Completed Success  Fri, Mar 2, 2018 00:40:20 +0530  Fri, Mar 2, 2018 00:40:22 +0530 | Select Action...*

View Job Log Details

H 14 real real admin Tue, Aug 14, 2018... 1 Ty 2018...

H 19 _NOS Defau... CollectionPr... admin Tue, Aug 14, 2018... 1 Ty 2018... NOs
@ 22 NOSDefau.. CollectionPr... admin  Tue, Aug14,2018... 1 Ty View]obDetails.. 2018... NOS
H 27 _NOS Defau... Collection Pr... admin Tue, Aug 14, 2018... 1 T Modify DAV Job... 2018... NOS
& 38 import Dav ... Seedfileimp... admin Tue, Aug 14, 2018... 1 Ty 2018...

H 5 NOS_Defaul... CollectionPr... admin Thu, Aug 16, 201... 1 Th 201... NOs
H 59 xtvdsts xfvdsfs admin Thy, Aug 16, 201... 1 Thu, Aug 16, 201... Thu, Atig 16, 201...

Select the Action button in the report to view either the Job Log details for this particular job, or to cancel
a job while it is still running. You can also view and modify the job details. Pause and resume jobs using
the Pause Job and Resume Job menu options. Pause is activated when job starts running and resume is
activated once the job is paused.

Figure 8-53 shows the job log details.

CSPC Collection Platform Software User Guide
[ 830 | |



| Chapter8 Applications - Reports

Figure 8-52 Job Log Details
Log Messages for the Job 91/1
Message
All Devices (1) selected.
Protocols Selected: telnet
5.0.1.38 (telnet) ;. Successful with credential °5.0.1.38_telnet’
Device Access Verification Job completed with Status: Success

Updating device working credentials.

Job Management Reports

Job Management Reports option is a container from where you can select any of the supported jobs,

except for discovery jobs and inventory jobs.

Reports

Job Management Reports allows to select any of the supported Job reports. You can select any job from
the Job Group Type drop down list to go to the specified Job report. In addition, for all the jobs you can
see the description of each job by clicking the + symbol next to the Job Id. Clicking the + sign shows

the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time, End Time, and

Job Log Details for the particular job.

Select the Action button in the report to view either the Job Log details for this particular job, or to cancel

a job while it is still running.
The currently supported jobs are:

e Credential Loader Jobs

» Apply Config Jobs

» Backup and Restore Jobs

* Ping Jobs

e Trace Route Jobs

¢ Prompt Collection Jobs

» Health Collection Jobs

« Upload Jobs

* Upload Run Now Jobs

* Connectivity Jobs

e Import Seed File Jobs

e Miscellaneous Jobs

« Key Rotation Job

After opening the Job Management Reports window, select the Job which you want to display and click
OK button. More details on the Jobs are given below. Jobs can be either Unscheduled or Scheduled. Jobs

can be edited by right clicking on the Job and selecting Edit Job Schedule option.

CSPC Collection Platform Software User Guide
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Figure 8-53

3
Job Report Filter

Job Management Reports

Select Job Parameters

Job Group Type Audit

Sub Type Credential Loader Jobs
Apply Config Jobs
Backup/Restore Jobs
Ping Jobs

~ Trace Route Jobs
Prompt Collection Jobs
Health Collection Jobs
Upload Jobs
Upload Run Now Jobs
Connectivity Jobs
Import Seed File Jobs
Miscellaneous Jobs

Keyv Rotation Job

Credential Loader Jobs

ancel

Credential Loader Jobs allows you to view all the jobs runs/created using Changing Credential Import.

Figure 8-54 Credential Loader Jobs

Credential Loader Jobs *

@ =ie Q. X || =
Jobid Job Name Job Descript... Created... Created On
4 36 FregChangingCred... admin Wed, Dec 12, 20...
4
Page 1 of 1

Wodifie... = Modified On First Run Time Last Run Time: Run... Next Schedule

0 Wed, Dec 12,

(1l b

Displaying 1- 1 of 1

Jobs can also be Unscheduled or Schedules can be edited by right clicking on the Job name.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,

End Time for this particular job.
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Apply Config Jobs
The Apply Config Jobs report allows you to view the configuration jobs that were applied from the CSP
collector. You can view all the jobs, job creator, etc.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in Figure 8-55.

Jobs can also be Scheduled or Unscheduled, and can be edited by right-clicking on the Job name.

Figure 8-55 Apply Config Jobs

Apply Config Jobs '#

@ =g Q- x

Jobld = JobMName JobDescription Created... CreatedOn Modifie... = ModifiedOn Run... FirstRunTime LastRunTime NextScheduleTime

o 74 1 admin Thu, Sep 27, 20... il Thu, Sep 27,20... Thu, Sep 27, 20...

H 83 10 admin Thu, Sep 27, 20... il Thu, Sep 27, 20... Thu, Sep 27, 20...

H 34 14 admin Thu, Sep 27, 20... | Thu, Sep 27,20... Thu, Sep27,20...

| 85 12 admin Thu, Sep 27, 20... it Thu, Sep 27, 20... Thu, Sep27,20...

|75 2 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20_.. Thu, Sep 27, 20...

H 76 3 admin Thu, Sep 27, 20... 0| Thu, Sep 27, 20...

| 77 4 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20...

4| 73 5 admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20... Thu, Sep 27, 20...

|79 [+ admin Thu, Sep 27, 20... il Thu, Sep 27,20... Thu, Sep27,20...

H 30 i admin Thu, Sep 27, 20... il Thu, Sep 27, 20... Thu, Sep 27, 20...

o3 il admin Thu, Sep 27, 20... 1 Thu, Sep 27, 20... Thu, Sep 27, 20...

H 82 9 admin Thu, Sep 27, 20... it Thu, Sep 27, 20... Thu, Sep27,20...

Page 1 of 1| # Dizplaying 1 - 12 0f 12
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Backup and Restore Jobs
The Backup and Restore Jobs report allows you to view the backup and restore jobs that were applied
on the CSP collector. You can view all the jobs, job creator, etc.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Jobs can also be Scheduled or Unscheduled, and can be edited by right-clicking on the Job name.

Figure 8-56 Backup/Restore Jobs
Backup/Restore Jobs *
e =2El Q- X || -t
Jobid Job Name Job Descript... Created... Created On Modifie...  Modified On First Run Time Last Run Time Run... NextScheduleT...
29 Periodic Bac... Backup/Rest... cspcuser Wed May 29, 2. Wed, May 29, 2... Wed, May 29, 2.. 1
Runld State Status Start Time End Time Action
Completed Success Wed, May 29, 2013 06:29:00 +0530 Wed, May 29, 2013 06:29:44 +0530 | Select Action....~
Page 1 of1 Displaying 1-10f1
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Ping Jobs
Ping Jobs allows you to view the ping jobs that were applied on the CSP collector from XML API
interface.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Figure 8-57 Ping Jobs

Ping Jobs *
] C‘:}-: FC: Q- % || =

Jobid Job Name Job Description Created ... Created On Modified. Modified On First Run Time Last Run Time Run.. Mext Schedule Time
2 7 TestPing2 This ping job cspcuser  Fri, May 31, 2013_ Fri, May 31, 2013.. 1

Runld Stale Status  Start Time End Time Action
Aborted Failed Fri, May 31, 2013 09:40:15 +0530 Select Action... =
Page 1 of 1 Displaying 1 -1 0f1
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Trace Route Jobs

In Trace Route Jobs you can view all the trace route jobs that were performed on a CSP collector.

Figure 8-58 Trace Route Jobs

|| Message

Timeout Vale : 5

Mo of devices 1

1172:21.31.1 0.308 ms 0,307 ms 0.168 ms

2 172.25.103.5 0.505 ms 0.206 ms 0.193 ms

3 172.23.82.37 0.268 ms 0.230 ms 0.227 ms
4172.23.1.1 0.539 ms 0,289 ms 0.269 ms

5§172.23.1.22 0.369 ms 0,292 ms 0.278 ms

6 172.24.113.154 0,550 ms 0,461 ms 0.323 ms

7 172.21.54.131 [closed] 1.082 ms 0,869 ms 0.846 ms.

Selected device ethl, address 172.21.31.28, port 56673 for oulgoing packets
“Tracing tha path to 172.21.54.131 on TCP port 80 (http), 30 hops max

TraceRoute Job Completed

You can see the description of each job by clicking the + symbol next to the Job Id. Clicking the + sign
shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time, End Time,
and Job Log Details for this particular job.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.
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Prompt Collection Jobs

The Prompt Collection Jobs report includes all the Prompt Collection jobs performed.

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in the figure below.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Figure 8-59 Prompt Collection Jobs
Prompt Collection Jobs '*
@ =%l Q- x
Jobld  JobName JobDescription Created... CreatedOn Modifie...  ModifiedOn Run... FirstRunTime LastRunTime NextScheduleTime
= 192  fest admin Mon, Oct 8, 201.... 1 Mon, Oct8, 201...  Mon, Dct 8, 201...
Runid State Status Start Time End Time Action

Completed Success Mon, Oct 8, 2012 13:4

3:37 #0530 Mon, Oct 8, 2012 13:48:29 +0530 | Select Action.iz|

View Job Log Details |
R |

Page 1 of 1 Dizplaying 1-10f1
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Health Collection Jobs

8-38

The Health Collection Jobs report includes all the Health Monitor jobs performed on CSPC

In addition, you can see the description of each job by clicking the + symbol next to the Job Id. Clicking
the + sign shows the Run Id, State (Successful/Aborted), Status (Completed/Not Completed), Start Time,
End Time, and Job Log Details for this particular job, as shown in Figure 8-60.

Jobs can also be Scheduled or Unscheduled, and can be edited by right clicking on the Job name.

Figure 8-60 Health Collection Jobs
Health Collection Jobs *
@ =el Q- X || =
Jobld Job Name Job Descript... Created... Created On Modifie...

H 6 NOS_Heatlth.. cspcuser Wed, May 29, 2...
=11 health_mfoni... cspcuser Wed, May 29, 2.

Runid State Status Start Time:

1 Completed Success Wed, May 29, 2013 06:38:34 +0530

Page 1 of 1

CSPC Collection Platform Software User Guide

Modified On

End Time

Wed, May 29,

20

First Run Time
Thu, May 30, 20..
Wed, May 29, 2.

13

06

3

9-14

Last Run Time Run... Next ScheduleT...
Tue, Jun4,2013... & Wed, Jun 5, 201...
Wed, May29,2.. 1

Action

30 Select Action... »

Displaying 1 -2 of 2
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In the Upload Jobs report you can view all the scheduled jobs with Upload Profile, view the upload jobs
that are user defined and created by the system. You can unschedule a job or edit an existing job
schedule. You can also check the status of uploaded jobs, view job log details or cancel any running job.

Figure 8-61 Upload Jobs
Upload Jobs '*
© 5}3 "‘n_: Q- X || m—p
Jobld  Job Mame Job Descript...  Created... | Created On Modifie...  Modified On First Run Time Last Run Time Run... NextScheduleT...
H| 2 Full_Upload admin Sat, Dec 1, 2012... Mon, Dec 3, 201... Mon, Dec 3, 201... 1 Mon, Dec 10, 20...
|3 Incremental.... admin Sat, Dec 1, 2012... Sun, Dec 2, 201... Thu, Decs, 201... 4 Fri,Dec 7, 201M2...
Runld State Status Start Time: End Time Action

1 Completed Success Sun, Dec 2, 2012 23:00:00 +0530 Sun, Dec 2, 2012 23.00:05 +0530 Select Action... 7

= Completed Success Tue, Dec 4, 2012 23:00:00 +0530 Tue, Dec 4, 2012 23:07:06 +0530 Select Action... ~
2 Completed Success Wed, Dec 5, 2012 23:00:00 +0530 Wed, Dec 5, 2012 23:01:32 +0530 Select Action...
4 Completed Success Thu, Dec 6, 2012 23:00:00 #0530 Thu, Dec 6, 2012 23:00:06 +0530 Select Action... ~

Page 1 of1 Displaying 1 -2 02

To check the status of the Uploaded jobs, click the '+' button next to Job Id. Job status along with data
and time is displayed as shown in the above figure. To view the log details of a job as shown in
Figure 8-62, click Select Action button and then View Job Log Details.

Figure 8-62 View Job Log Details

Log Messages for the Job 31 ¥
Q.- % || =
Message

Upload Phase (INMALIZE_FILES Upload Phase Status :RUNNING JobStatus :RUNNING

Upload Phase :INMTALIZE_FILES Upload Phase Status :SUCCESSFUL JobStatus :RUNNING

Upload Phase :DUMPING_UPLOAD_DATA Upload Phase Status :RUNNING JobStatus :RUNNING
Upload Phase :DUMPING_UPLOAD_DATA Upload Phase Status :SUCCESSFUL JobStatus :RUNNING
Upload Phase :ZIP_FILE_CREATION Upload Phase Status :RUNNING JobStatus :RUNNING

Upload Phase :ZIP_FILE_CREATION Upload Phase Status :SUCCESSFUL JobStatus :RUNNING
Upload Phase :UPLOAD_TO_BACKEND Upload Phase Status :RUNNING JobStatus :RUNNING
Upload Phase :UPLOAD_TO_BACKEND Upload Phase Status :SUCCESSFUL JobStatus :RUNNING
Upload Phase :UPLOAD_TO_BACKEND Upload Phase Status :SUCCESSFUL JobStatus :SUCESS
Upload job completed guccessfully. Upload File Location fopt/CSPCiuploaddatalineremental_Upload/31/trangport-invento....
Transactionld/Conn resp =4833680201860723340

If you do not want to run a scheduled upload, right click on the job and then click Unschedule Job button.
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Figure 8-63 Unschedule Job / Edit Job Schedule
Upload Jobs '*
(%) _r: FE: Q.- X || -
Jobld  Job Name Job Descript...  Created... Created On Modifie... | Modified On First Run Time Last Run Time Run... Next ScheduleT...
o 2 Full_Upload admin Sat, Dec 1, 2M12... Mon, Dec 3, 201... Mon, Dec3, 201... 1 Mon, Dec 10, 20..
B 3 Incremental... Unschedule Job... ec 1, 2M2... Sun,Dec 2, 201... Thu DecB 201... 4 Fri,Dec ¥ 2012...
Edit Job Schedule...

A confirmation box as shown in Figure 8-64 is displayed.

Figure 8-64 Unschedule Job

Confirm

. Are you sure you want to unschedule the job with id 6

\_-/ ?

Yes

Click Yes button to unschedule the job.

If you want to edit an existing upload job schedule, right click on the job and click Edit Job Schedule
button. Modify Job Schedule screen as shown below is displayed.

Figure 8-65 Modify Job Schedule
View/Modify Job Schedule - Incremental _Upload *

Schedule Details
* Job Mame:

Job Description: E

Schedule Start Date/Time Sat, Dec 1, 2012 23:00:37
Repeat Every 1 Weeks

on Sunday Tuesday Wednesday Thursday Friday Saturday
No End date

Configure Schedule

QK Cancel

You can reconfigure the schedule by clicking the Configure Schedule button. Except the Job Name all
details can be modified.
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In Upload Run Now Jobs you can view all the run now jobs performed with upload Profile. Upload Run
Now Jobs are System upload jobs created by system with the system generated job schedule.

Figure 8-66 Upload Run Now Jobs

Upload Run Now Jobs '*

© = e Q- 2l =

Jobid Job Name Job Descript... Created... Created On
E 10 Full_Upload... admin Mon, Dec 3, 201...
YRR Full_Upload... admin Mon, Dec 3, 201...
=12 Full_Upload... admin Mon, Dec 3, 201_..
Runid State Status Start Time

HEE e
BB Rz e 28

Modifie...  Modified On First Run Time Last Run Time Run... NextSchedule T...
Mon, Dec 3,201... Mon,Dec3 201... 1
Mon, Dec 3,201... Mon,Dec3,201... 1
Mon,Dec 3,201... Mon,Dec3, 201... 1

End Time Action

Completed Success Mon, Dec 3, 2012 15:28:26 +0530 Mon, Dec 3, 2012 15:29:51 +0530 Select Action... =

Full_Upload... admin
Full_Upload... admin
Full_Upload... admin
Full_Upload... admin
Full_Upload... admin
Full_Upload... admin
Incremental... admin
Page 1 of 1

Mon, Dec 3, 201...
Mon, Dec 3, 201...
Mon, Dec 3, 201...
Mon, Dec 3, 201...
Wed, Dec 5, 201...
Wed, Dec 5,201...
Thu, Dec 6, 201.

Mon, Dec 3,201... Mon,Dec3 201... 1
Mon, Dec 3,201... Mon,Dec 3, 201... 1
Mon, Dec 3,201... Mon,Dec3,201... 1
Mon, Dec 3,201... Mon,Dec3,201... 1
Wed, Dec 5, 201... Wed, Dec5, 201... 1
Wed, Dec 5, 201... Wed Dec5 201... 1

= Thu, Dec 6, 201... Thu,Decd 20M... 1

Displaying 1-10 of 10

For user jobs which are already completed without repeat schedule, you can only edit the job schedule.
This will change the future runs of the system uploads.

Figure 8-67 Edit Job Schedule

Upload Run Now Jobs *

o * e Q- s

Jobiid  Job Name oy Decscription Creabed By Created On Mociied By Mod Firsd Run Time L& Run Tima P

A 11 Incremental_Lipkad 1354490025024 nesininbenit Lns P . 9007 ] Mon, Dec 3, 20120° Mon, Dec 3, 20120 1

H 12 incremental_Lipload 1354500043338 i Mon, Dec 3, 2920 Mon, Dec 3, 20420 1
#0135 Ful Uplood 1354501 HEZX0 [ S e o Won, bec 3, 21 20° Mon, Dec 3, 20120 1

B 14 cremental_Uplood 1354501 564553 aciministeatl Won, Dec 3, 2012 (5 Won, Dec 3, 012 Mon, Dec 3, 201215 1

The change in schedule will be reflected in the Next Schedule Time of Upload Run Now Jobs.
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Connectivity Jobs

Connectivity Jobs report shows the connectivity related information, along with run count, first and last
run time.

Figure 8-68 Connectivity Jobs

alialn
¢1sco

Super Administrator * Seftings * Management * Reporis v Administration * Help ~

Dashboard E Applications

USYLG ALLTID ¥ SIIILaII LY UGIGICL | G . Connectivity Jobs &
Device Access Verification Results
View Locked Credentials © =g Q- | =
View Server Activity Log Messages Jobid Job Name Job Descript...  Created... Created On Modifie...  Modified On First Run Time Last Run Time Run Count  Next Schedult
Syslog Summary
Syslog Messages
Caollection Profile Run Summary
Disabled Protocol Report
Disabled Command Report
Device Timeout Configuration
Unreachable Devices
Inventory Summary
Config Collected Devices
Config Data Per Device

4 1] Job Reports

m

Discovery Jobs
Inventory Jobs
Job Management Reports
2] Server Audt Trais
Device Management Audit Trais.
Data Collection Audit Trail Report

Server Audit Trail Report 1] . . N | b

Administration + Page 1 of1 » bl No data to display

P

For user jobs which are already completed without repeat schedule, you can only edit the job schedule.
This will change the future runs of the system uploads.

Figure 8-69 Edit Job Schedule
Qe Q- ey

dab il Jdob Naihe dob Descriphion Created By Craated On Mocifiesd By Mad Firsd Run Tire Lt Run Tirese Fiui €
H 11 ncremental Lipload 1354490025024 sulinlnledanl Ues, Finn 0007 [ Mon, Dec 3, 20120 Mon, Dec 3, 21120 1
12 hceementsl_Upioad 1354500043333 10 Mion, Dec 3, 20120 Won, Dec 3, 21201
8§13 Ful Upiosd 135450121620 O R Maon, Dec 3, 20120 Mon, Dec 3, 20120 1
§ 14 incremantl Upload_{35450198455) wimistral W, Dec 3, 2012 Man, Dec 3, 201216 Mon, Dec 3, 201268 1

The Change in schedule will be reflected in the Next Schedule Time of Connectivity Run Now Jobs.
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Import Seed File Jobs

Import seed file jobs report shows the list of imported seed file jobs. You can see the description of each
job by clicking the + symbol next to the Job Id. It shows the Run Id, State (Completed/Not Completed),
Status (Successful/Aborted), Start Time, End Time.Select the Action button in the report to view either
the Job Log details for this particular job, or to cancel a job while it is still running.

Figure 8-70 Import Seed File Jobs
Import Seed File Jobs *
@ | =i | Q- x| =
Job Id = Job Name Job Description = Created Sy = Created On Modified By Modified On First Run Time Last Run Time Run. Next Schedule 1
|8 280thJan mport SeedF... cspcuser Wed, May 15, 201.. ‘Wed, May 15, 201... Wed. May 15, 201.. 1
Run Id State Status Start Time End Time Action

Completed Success Wed, May 15, 2013 06:11.07 +0530 Wed, May 15, 2013 06:11:52 +0530 | Select Acion... ™

@ s impart13 mport SeedF ... cspouser  Wed, May 15, 201 “Wed, May 15, 201 Wed, May 15, 201 1

Page 1 of 1 Displaying 1-2 of 2

Miscellaneous Jobs

Miscellaneous Jobs shows a list of all the relatively small one time asynchronous jobs. Example of one
such job is Collection Profile export job.

CSPC Collection Platform Software User Guide
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Figure 8-71 Miscellaneous Jobs
Miscellaneous Jobs
© = Q- X =
dobld  Job Mame + Job Description  Crested By Created On Modified ... Modified On First Run Time Last Run Time Rum .. B
|2 CPExpart 137132005710 cepouzer  Sat,JuniS, 2013 Sat, Jun 15,2013 .. Sat, Jun15,2013 .. 1
Run i State Status Start Time End Time Bctian
1 Completed  Success  Saf, Jun 15, 2013 21:30:05 +0530  Sat, Jun 14, 2013 21:31:08 +0530 | Select Action... =
Key Rotation Job
Key Rotation jobs report shows the list of key rotated jobs. You can see the description of each job by
clicking the + symbol next to the Job Id. It shows the Run Id, State (Completed/Not Completed), Status
(Successful/Aborted), Start Time, End Time.Select the Action button in the report to view either the Job
Log details for this particular job, or to cancel a job while it is still running.
Figure 8-72 Key Rotation Jobs
Key Eolation Job ™
B =E Q- K| -
Jobr kd Jub Name Jub Description. Created By Creabed On Moditied 8y Moditied On First Fun Tue Last Fun Tume RunC... Nextchedule Time Service Name
View Job Metrics

You can see metrics for job specific details, in Discovery job what type of job was triggered, in inventory
and upload what were the service or collection profile name, and in DAV what were the protocols used.
Each job metrics displays the average time taken for 100 devices

CSPC Collection Platform Software User Guide
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Figure 8-73 Job Metrics

View Job Metrics

© 0
Discovery Job Metrics
Job Id Dhseovery Types
L] TP based discovery
28 IF based discovery
A TP based discovery
n P based discovery
19 IF based discovery
Average time taken for 100 devices :
Known IF based discovery - 29 Second(s)
IP Scan based —
Seed IT' based —
DAV Job Metrics
Job I Protocols Selectied
3 Protecol selected snmpvlc, sshl, snmpvs, sshv, hetps, hitp, snmpyl, telnet
] Protocol selected snmple, sshyl, stenpyd, ssbwl, hitps, iy, srunpvl, telnet
26 Protocol selected telnet
28 Protocol selected snmpvlc, sshyl, snnpvs, sshwl, hatps, hitp, snmpyl, telnet
0 Protocol selected stmpvc, hitp, telnet, sshyl, snanpe3, sshv2, snopvl, hitps
Tnventory Job Metrics
Job 14 CP NameService Name
30 WO
v NS
Pl NOS
Average time taken lor 100 devices -
Erventory — 12 Minute(s) 37 Secondis)
Upload Job Metrics
Job1d CF Name/Service Name
H NOS

Average tima taken for 100 devices :

Upload — 3% Second(s)

Devaces Attempted Deevices Successul Devices Failed
@ =] 3 0
L] 63 & o
o =) 6 [
@ 5] 6 0
L] 63 6 [
Devices Attempted
6
63
|
68
63
Devices Attempted Comdig Collected
& 45
& 45
65 3

= Devices Atempted

Reports

Devaces Skapped Duraticn
10 Second
73 Second(s)
21 Sexomdis)
23 Second(s)
23 Second(s)

Duratson

1 Minane(s} & Secondis)
1 Muowte(s) 6 Secondis)
26 Second(s)

1 Minute(s} 5 Secondis)
1 Muwute(s) 6 Secondis)

Duration

7 Minuate(s) 49 Second(s)
8 Minute(s) 3 Second(s)
5 Minutels) 7 Seconds)

25 Second(s)
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Audit Trails

Audit Trail report includes all the server related logs. Use the Server Audit Trails Reports sub tab to view
the audit trails of the server, data collection and device management aspects. The columns displayed are
user name, module, sub module, message, log time, job log details.

The sub module includes changes made to session management, patch management, user management,
groups. It will also show any unauthorized connection attempts made from other hosts. This report can
be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited) formats.

This section describes the Reports in the following topics:
¢ Device Management Audit Trails
¢ Data Collection Audit Trail Report
» Server Audit Trail Report

Device Management Audit Trails

Device Management Audit Trails report includes all device management logs. It also displays the Job
Log Details for various jobs. The columns displayed include user name, module, sub module, message,
log time, job log details. For some jobs, Job Log Details button is displayed. When you click on it, it
displays the appropriate job log.

The sub module includes changes made to device credential, discovery subsystem, device access
verification, device state change, inventory subsystem, server preferences. The contents of this report
can be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited) formats.

Figure 8-74 Device Management Audit Trails

Device Management Audit Trails '*

@ a- A=)

User Name Module Sub Module WMezsage Log Time Job Log Details

admin Device Management DeviceCredentials System Credential(s) hav... Wed, Sep 26, 2012 11:55... £

admin Device Management DeviceCredentials System Credential(s) hav... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentialz System Credential Set, 10... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentialz System Credential Set, 10... Wed, Sep 26, 2012 14:53... 5

admin Device Management DeviceCredentials System Credential Set, 10... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 10... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 25, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5....  Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentialz System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentialz System Credential Set, 5.... Wed, Sep 26, 2012 14:53..

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53...

admin Device Management DeviceCredentials System Credential Set, 5.... Wed, Sep 26, 2012 14:53. . e
Page 1 of31| b B Displaying 1 - 50 of 1542
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Data Collection Audit Trail Report

Data Collection Audit Trail report provides all the data collection profiles audit trails. The columns
displayed are user name, module, sub module, message, log time, job log details.

Reports

This report includes all the changes made to data collection settings which includes collection profile,
datasets, platforms, integrity rule and masking rule.

This report can be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited)

formats.

Figure 8-75

Data Collection Audit Trail Report

Data Collection Audit Trail Report '*

e Q-
User Name
system
system
system
system
=ystem
system
system
system
system
system
system
system
system
system
system
system

system

Page 1

Server Audit Trail Report

* E1O

Wodule

Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection
Data Collection

of9 b bl

Sub Module

Mask Rules
Integrity Rules
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms
Custom Platforms

Custom Platforms

Message

Wask rule ‘CNC Configura...
Integrity rule "CNC Global|...
User defined platform'_E...
User defined platform *_IP...
User defined platform”_...
User defined platform'_A...
User defined platform”_T...
User defined platform”_...

User defined platform”_C...

User defined platform*_Cl...

User defined platform*_|...
User defined platform”_C...
User defined platform'_L...
User defined platform”_...
User defined platform"_|...
User defined platform’_G...
User defined platform”_|...

Log Time

Wed, Sep 26, 2012 1:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 1:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 1:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 1:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...
Wed, Sep 26, 2012 11:00...

Job Log Details

m

-

Displaying 1 - 50 of 435

Server Audit Trail report includes all the server related logs. The columns displayed are user name,
module, sub module, message, log time, job log details.

The sub module includes changes made to session management, patch management, user management,

groups. It will also show any unauthorized connection attempts made from other hosts.

This report can be exported to PDF, HTML, DOC, CSV (Comma delimited), TXT (Tab delimited)

formats.
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Figure 8-76 Server Audit Trail Report
Server Audit Trail Report *
¢ a- * E @
User Name Module Sub Module Message Log Time Job Log Details
gwiserver Server Administration SessionManagement gwiserver logged in from... Wed, Sep 26, 2012 11:01... S
cspeadmin Server Administration SessionManagement cspcadmin logged in from... Wed, Sep 26, 2012 11:06..
cspcadmin Server Administration SessionManagement Unauthorized connection...  Wed, Sep 26, 2012 11:52..
capcadmin Server Administration SessionManagement capcadmin logged in from... Wed, Sep 26, 2012 11:52.. E|
admin Server Administration SessionManagement admin logged in from 10.1... Wed, Sep 26, 2012 11:54..
admin Server Administration SessionManagement admin logged in from 127....  Wed, Sep 26, 2012 14:40..
admin Server Administration UserManagement New entitlementlicense fi... Wed, Sep 26, 2012 14:40... |
gwiserver Server Administration SessionManagement gwiserver logged in from... Wed, Sep 26, 2012 14:51...
admin Server Administration SessionManagement admin logged in from 10.1... Wed, Sep 26, 2012 14:52..
admin Server Administration SessionManagement admin logged in from 127.... Wed, Sep 26, 2012 15:32..
admin Server Administration UserManagement User preferences changed. Wed, Sep 26, 2012 15:32..
admin Server Administration SessionManagement admin logged in from 10.1... Wed, Sep 26, 2012 15:48..
admin Server Administration SessionManagement admin logged in from 10.1... Wed, Sep 26, 2012 17:30..
admin Server Administration SessionManagement admin logged in from 10.6... Wed, Sep 26, 2012 20:56...
admin Server Administration SessionManagement admin logged in from 10.6... Wed, Sep 26, 2012 22:15..
gwiserver Server Administration SessionManagement gwiserver logged in from... Wed, Sep 26, 2012 23:00..
admin Server Administration SessionManagement admin logged in from 10.6... Wed, Sep 26, 2012 23:00.. -
Page 1 of5 b M Displaying 1- 50 of 228
Miscellaneous

e Device Launch Pad

» View Locked Credentials

» Disabled Protocol Report

¢ Disable Command Report

e Device Timeout Configuration

e Device Jump Server Mapping

» Application Profile Run Summary

» Application Discovery Report

Device Launch Pad
The Device Launch Pad report provides a list of all devices. You can choose what applications to launch
for those devices.

Generating report is a two step process. First you select the devices, and then you select the applications.
Specific application report selected will be launched against the devices selected.

CSPC Collection Platform Software User Guide
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Figure 8-77 Select Devices
Device Launch Pad

Select Devices

Reports ||

Selected Devices [ Groups:

“we

I ¢ VoiceGateways (2)
& Video (1)
4 &% GenericletworkDevices (5)

|4 1 Paget of1 b 4| | %'~ |Displaying 1- 5 of

€D Device_5_0_1_31

€D Device_5_0_1_53
€ Device _5_0_1_23

FIFIRI

€ wicucMasp

€ wsaos1
[ @ Storage (1)
[ ﬂ Telepresence (2)
&% Optical (1)

I &% NetworkManagement (1)
b

4 GenericNetworkDevices (5)
&ﬂ Storage (1)

] Wireless (3)

& LiveNodes (67)

€ wLcuchser

[«IB]

Figure 8-78

| <rrevious || next> || Hep || cancel

Select application to Launch

Device Launch Pad

Select applications to launch

Select a Report or an Application to launch for the selected devices

Reports

Managed Devices

Device Display Properties

Device Access Verification Summary
Device Access Verification Results
Disabled Protocol Report

Device Timeout Configuration

Unmanage Devices
Device Access Verification
Device Prompt Collection

.

Fsh || Hep || cancel |

Once the selection is done, the specific application will be launched for the given devices.
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View Locked Credentials

This report provides a list of all the locked credentials. The report contains Credential name, Protocol,
User Name, Locked time and Will be Unlocked At (based on the configured Lock Period)

Figure 8-79 View Locked Credentials
view Locked Credentials '*
e Q- X = .
Credential Name Frotocol User Hame Lecked Time Wil be unlocked at
lockad tehet iocked Tuwe, Jum 25, 2013 08:43.16 +0530 Tue, Jun 25, 2013 08:43:26 +0530
Page 1 af1 Displaying 1 -1 0f 1

To unlock a credential, right click on the Credential you want to unlock and select Unlock the
Credential... option.

CSPC Collection Platform Software User Guide
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Disabled Protocol Report

Disabled Protocol Report shows all the protocols that are disabled for a given device/group. The report
contents can be exported in one of the supported formats. The supported formats are HTML, PDF,
Microsoft Word, CSV and TXT.

Figure 8-80 Disabled Protocol Report

Disabiled Protocol Report *

b & Q- =0
@ UniversalGatewaysAndAccessServers | | Device Protocel Sutus Message
& Voce &) Device 5011 snmpvic Disatied The pratocol ‘snmgvae’ is disabled by fr the platform: ACNS
NP (a4) P Device 5.0.1.1 t Disabled The pratocol ' is disabied by for the platiorm: ACNS
g i Disabled The protocol teinet' s disabled by for tiorm: ACNS
: " teinet B the :
& video [3) &) Dovice 5,011 by pa
& GenerichatworkDevices (1) ) Dovice 5.0 1.1 hitps Disabled ‘The protocol hitps' is disabied by for the platform: ACNS
# storage (1) € Dovice 5,011 wmi Disabled ‘The protocol Wi s disabled by for the platform: ACNS
i"h sty T shv2 Disabied The protocol ‘sshw is dsabled by for the platiorm: ACNS
- K 1 8 5| L3 4
* ® P Dovice 5.0 1.1
i‘l"_ NatworkMarageenent (1] 0[}“‘,_5_0_‘_1 ssnvl Disabled The protocel ‘sshv1' is disabled by for the platform: ACNS
¥ DataCenter (4) @) Device 5.0.1.1 hitg Disabied The protocel Titp' i disabied by for the platiorm: ACNS
@ Wrsless (3) 4 =
S P Devios 5 0,11 snmpy Disabled The pratocol ‘snmgv1' is disabled by for e platiorm: ACNS
3 UnifiedCommurications (3) AR
5,; 5 Reacy Pt P Devies 5011 snmpy3 Dizabiod The protocol ‘snmpv’ is disabled by for the platiorms: ACNS
& Routers (10)

¥ LiveNodes {55)

% appicatiorNetareng (S
& Swiches (14]

% Securiy (6)

Disable Command Report

Disabled Command Report shows the details of commands that are disabled for a given device.

Figure 8-81 Disable Command Report

Disabled Command Report *

v v Q- x| = @

¥ UnivorsaiGatawaysAndAccessServers Device Datasa(Typa Comemand Status Message
& voice B oecesorm SNMP matches roguiar a...  Disabled
& e

& VolceGateways

2 vidoo

4 GenerchetworkDavices

4 Storage

-’,' Telepresance

% optieal

% NetworkManagement

¥ DataCerier

i—“',; Wirelass

% UnfedCommunications

¥ SorvicoRsadyPlatiorm

% Routers (1)

& Livodiodes (1)

2 appicationtlatworking

i Swiches

& Sacuriy
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Device Timeout Configuration

Device Timeout Configuration report provides all the timeout configurations specified for different
devices, along with retry counts. These values are populated from the timeouts configured in the Global
Timeouts under Advanced Settings. This report can be exported into PDF, HTML, DOC, CSV (Comma
delimited), TXT (Tab delimited) formats.

Figure 8-82 Device Timeout Configuration
Device Timeout Configuration
4o o Q- | v
2 UriverssGaiewapsands consarvars Devee Pratoco! Timeaut PRery Count
@ 172213113 =l 00D
@iz anm 0
= @ 172313113 ma oan
T (TR et oo
T ——
4 Tenprsanca B ==
2 Otica
B Henanrallansgamant LRk = e
8 DntaCanter @ et L
% Wralass a
. 2 anma
5 UnifisdCommunicatians L
= ceRendyFistiom [ " % Enmavd 3
@ et 10000
ehodes (I “ s
5 applissontanaeriong LAk B
ches oz 2 b 10000
Page 1 o1 Desplaying 1 - 12 of 12

Device Jump Server Mapping

All the devices or groups that are mapped to the jump server are shown in this report as shown in
Figure 8-83. This report provides the details such as device/group name or IP address of the device and
the Jump server IP which it is mapped to.

Figure 8-83 Jump server Mapping
Device JumpServer Mapping *
© Q- x| = @
Device Jump Server IP Address/ Host Name
Routers 10.126.77.50
172.20.106.53 10.126.77.90

Application Profile Run Summary

Application profile run summary report provides a summary of the completed application profiles as
shown in Figure 8-84.

| CSPC Collection Platform Software User Guide



| Chapter8 Applications - Reports
Reports ||

Figure 8-84 Application Profile Run Summary
Application Profile Run Summary '#
@ Q- x| = &
Profile Name State Status Start Time End Time
test Completed Success Wed, May 15, 2013 02:57.27 +0530 Wed, May 15, 2013 02:57.37 +053:
< 1 2
Page 1 of 1 Displaying 1 -1 0f 1

Application Discovery Report

Application Discovery Report shows the list of discovery applications installed on the server (see list
below). For each installed application it shows the system level information like, OS type, OS version,
CPU type, Total memory installed and so on as shown in Figure 8-85.

Figure 8-85 Application Discovery Report
Application Discovery Report *
)55 8| 8- s=0

|PAddress  MacAddress  SubnetAddress  OS Name 0SVerson  OSVendor  OSType CPU CPUType  CPUSpaed  TotalMemory FreeMemory Hardware Vendor Hardware Product Hardware Version Hardware Seridl  Hardwara UUID s Virual )
3 MmN 0505II5ES 2662552550  Linux 58 Cent0S  Genunelmel  IelfR) Keo.. 2066761  4119040MB  20TT344KB VMwarelnc  VhwareViual.. Nee VMware4219... 42198D27CIE... YES
4 TN A3, D0:50:56:99.5F4F 266.255.2550  MicrosofWindo... 617601 MicrosofCo... IntelB4Famiyé... [ntelRXeo... 2133 8385652 512716 Vhkware, Inc. VhwareVirualP... None Viware-42190...

Expanding each row shows a list of installed application and its details like Name of the application,
Version, Vendor, Path where the application is installed, Installed date and its running state as shown in

Figure 8-86.

Installed Discovery Applications
Here is the list of applications that can be discovered on Microsoft Windows and Linux platforms.

Microsoft Window:

Tomact, MySQL, ArgoSoft, DB2, SQL Server, OpenLDAP, NetBIOS Session Service, EmailArchitect
Super Service, JBOSS, DNS Server, MSMQ, VM Ware Workstation, WebSphere, Oracle, RPC, IIS
Admin, SANSurfer.

CSPC Collection Platform Software User Guide
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Linux:

Tomcat, MySQL, httpd, OpenLDAP, FTP Server, SendMail, Telnet, DNS Server.

Figure 8-86 Application Discovery Report Expanded
Application Discovery Report *
© #E Q- X/ = @
IPAddress  MacAddress  SubnetAddiess  OSName OSVerson  OSVendor  OSType CPU CPUType  CPUSpeed  ToialMemory FreeMemory Hardware Vencor Hardware Product Hardware Version  Hardware Serial  Hardware UUID  Is Viru:

o 172213113 00:50:56:99:5E:84 255.255.255.0 Linux 58 Cent0S  Genuinelntel Intel(R) Xeo... 2666.761 4119040k8  2077344%B  VMware, Inc. Viware Virual ... None VMware-42 19... 42199D27-C1E... YES
Name Version  Vendor Paih  Slatis Instal Date
EmailArchitect Super Service 8.13.8 CentOS isrunning Fri, Mar 16, 2012 06:55:24 +0530
hitpd 223  Cent0S stopped  Fri, Mar 16, 2012 06:55:18 +0530
Telnat 047  CentOS isrunning  Fri, Mar 16, 2012 06:54:32 +0530
SMB Server 3033 CentOS stopped  Fri, Mar 16, 2012 06:55:21 +0530
openidap 2343 CentOS Fri, Mar 16, 2012 06:54:38 +0530
FTP Server 205 CentOS stopped  Fri, Mar 16, 2012 06:55:39 +0530
DNS Server 9.36  Oracle America stopped ~ Mon, Nov 19, 2012 02:31:28 +0530
Mysql 50.77 Cent0S Fri, Mar 16, 2012 06:54:43 +0630

g 122143 4F 255.255.255.0 6.1.7601 MicrosofiCo... IntelG4Famiy6...  Intel{R)Xeo... 2133 8385652 6912716 Viware,Inc. VWwareVirualP... None VMware-42190...
Name Version Vendor Pah Siatis  Insiall Date
Remote Progedure Call C:\Windows\isystem32\ocator.exa Stopped
EmailArchitect Super Service C:\\ProgramFiles(x86)\EmailArchil i exa Running
JBoss Web \CProgramF JBoss org\\BossWeb2. 1\binl exel Stopped
Message Queuing C:\\Windows\\system32\\mgsvc.exe Running
SQL Server 9.4.500000 MicrosoftCorporation \c:\\ProgramFiles(x86)\\MicrosoftSQLServerMSSQL. 1\MSSQL\Binn\isqlservr.exe\-sSQLEXPRESS Running
IS Admin C:\Windows'\system32\instsrv\inetinfo.exe Running
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Administration

Use the Administration tab to create users for the CSPC server, take backups of the collected data, look
at the server patches, etc.

This section describes the Reports in the following topics:
¢ User Management
e User Preferences
e Alert Management
« Backup and Restore
e Log Preferences

e Miscellaneous Applications

User Management

The User Management sub tab is used to create users and modify user preferences for a given CSPC
server.

This section describes the options in the following topics:
¢ Manage Users
* Manage Remote Authentication Servers
* Login Settings

» User Session Report

Manage Users

When you double-click Manage Users, a new Manage Users window appears which allows you to create
and manage the collector users, as shown in the following screen.

CSPC Collection Platform Software User Guide
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Figure 9-1 Manage Users
J Manage Users 52'|
e Q- | |x |°AMUSET & Vodity User.. E¥Remove User B 16D
Login Full Name Authentication Type User Group
cspcadmin Local User Administrator
admin Super Administrator Local User Administrator
Figure 9-2 Manage Collector Users
User Editor - Create a new User (%]
-
User Identification ~ [
*Login Id: ( )
* Auth Type: | Local User v/
Full Name:
o )
~Group Membership ~ =
* Group Name: Administrator ™|
L 7
~ Contact Information ~
Phone Number:
Pager: P
L -
| Hep. | ok || Canes
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To add a new user, click Add User. This window shows the following information for each defined user
on the system:

e Login ID
» Authentication Type (Local, Remote User Authentication)
* Password (masked)
e Full Name
e Group Name is the group of users belonging to
— Administrator: Administrator will have full access on the entire CSPC server.

— External Client User: External Client User is used for the purpose of external client
authentication on collector. Login access for this user through GUI and CLI interface is
disabled. Security features such as password expire, user account lock, session time out are not
applicable for this type of user group.

— Network Operator: Network Operator will have full access on managed network and he can
configure all the settings related to management. But he can't make any changes that effect the
Server.

— Report user: Report User can only be able to view reports.
— SFTP User: Users can be of two types:
e Local User: User configured in the local database.

* Remote User: User configured on some remote authentication server. For remote users
password field is not needed.

o Email Address
* Phone Number

« Pager

Click Modify User to modify the details of existing user. Click Remove User to delete an existing user.

Click OK a prompt appears to verify the password. Enter the password and click OK.
Figure 9-3 Verify User Password

Verify User Password A

* User Name

* Password

QK Cancel

Manage Remote Authentication Servers

If the user authentication type is remote authentication, CSPC gets the user credentials from a remote
authentication server. The remote authentication servers need to be set up for the server to contact for
credentials as defined below.
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Figure 9-4 Setup Remote Authentication Servers
Manage Remote Authentication Servers o
Method Name Authentication Type Details
meth LDAP Server Idap:/iserv 389/
.MrF Remote Authentication Server * l

Flease select the Remote Authentication Method Type
* Lightweight Directory Access Protocol (LDAP) Server =

" Remote Authentication Dial In User Service (RADIUS) Server =

~ Terminal Access Controller Access-Control System Plus (TACACS+) Server

Add Cancel

& Add X Delete 2

Help... | K | Cancel |

Login Settings

You can select and de-select the security options as per your requirements. Key rotation helps you to
change the encryption key once in 3,6,12, or 24 months as per your requirements.

Figure 9-5 Login settings

Login Settings b

Security Settings

Disable Captcha Prompt: I:l

Password Settings

Expire Passwords (days): O Never @J After 90

Session Settings

Logout (mins): l’:) Never @ After 20

Encryption Settings

Key Rotation Interval (months): @ Never O After v
Key Encryption Key (KEK):

Data Encryption Key (DEK):

Remote KMS5 Type: none bt

Access Key Id:

Secret Key:

Region:

Help... OK Cancel
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Administration W

To configure the login settings, perform the following:

Select the Disable Captcha Prompt to remove the captcha prompt appearing on login screen
Enter the number of days after the password should expires

Set the session Logout time in minutes

Select the Key Rotation Interval as Never or to occur After months

Select Key Encryption Key (KEK) or/and Data Encryption Key (DEK)

Select Remote KMS Type to store the data as none or AWS

If AWS selected a prompt appears read it and click OK.

a. Enter Access Key Id and Secret Key.

b. Select the required Region.
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User Session Report

The User Session Report window displays the list of users who are currently connected to the server.

Figure 9-6 User Session Report

User Session Report '#

@ a- =)

Login User Type Remote Server User Role Logged In From Login Time

admin Local User Administrator 10.65.78.187 Tue, Oct 16, 2012 15:18...  *
admin Local User Administrator 173.39.68.162 Mon, Oct 15, 2012 14:45.... |
capcadmin Local User Administrator 10.14232.202 Wed, Oct 10, 201212:21.... 1
admin Local User Administrator 173.3969.22 Mon, Oct & 2012 11:59:1...
admin Local User Administrator 173.39.68.162 Won, Oct 15, 2012 15:38:...
admin Local User Administrator 173.3969.22 Thu, Oct 11, 2012 16:00:....
admin Local User Administrator 64.103.237.43 Tue, Oct 16, 2012 15:09:..
admin Local User Administrator 173.39.68.162 Mon, Oct 15, 2012 11:12....
admin Local User Administrator 10.35.90.161 Wed, Oct 10, 2012 15:33....
admin Local User Administrator 173.39.69.22 Thu, Oct 11, 2012 13.37...
admin Local User Administrator 173.3968.183 Tue, Oct 16, 2012 1341
admin Local User Administrator 1014232184 Thu, Oct 11, 2012 12.44:_
admin Local User Administrator 10.142.32.156 Tue, Oct 8, 2012 14:47:4...
admin Local User Administrator 173.39.69.22 Thu, Oct 11, 2012 15:01:...
admin Local User Administrator 10.65.83.64 Fri, Oct 5, 2012 14:58:46...
admin Local User Administrator 10.142.32.158 Won, Oct & 2012 11:20:3...
admin Local User Administrator 10.35.90.161 Wed, Oct 10, 2012 18:34:.. =

User Preferences

The User Preferences sub tab is used to modify user preferences for a given CSPC server.
This section describes the options in the following topics:

e Modify Data/Time Preference

e Configure Default Device Display Property

Modify Data/Time Preference

Modify Data/Time Preferences allows you to setup the data and time preferences. You can choose to
display date and time in client time zone or in the server time zone as shown in Figure 9-7.

After the changes are done, the preferences are stored for the specific user account.

CSPC Collection Platform Software User Guide
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Figure 9-7 Modify User Preferences

Set Date/Time Preference X

Date/Time Display Properties

Date/Time Display Type: play Date/Time in Client Time Zo
. Display Date/Time in Server Time Zone
' Display Date/Time in Client Time Zone

Help... | OK |~ Cancel | Apply

Configure Default Device Display Property

Configure Default Device Display Property allows you to select the device property that will be the
default for all managed devices.

Figure 9-8 Configure Default Device Display Property

[Eonﬁgure Default Device Display Property * N‘

Select default display property for all the managed devices

Display Property: |Host Mame v
Management Ip Address
Host Name

{ Terminal Prompt | J
- DNS Mame o

SNMP Sys Mame
SNMP Sys Object 1d
User Defined Mame

Mac Address
Primary Device Name

Alert Management

The Alert Management sub tab is used to define Email settings and other alert for a given CSPC server.
This section describes the options in the following topics:

¢ Email Settings

* Manage Subscribers

* Alert Configuration

Email Settings

This setting provides you with an option to configure a SMTP server for mail exchange.

CSPC Collection Platform Software User Guide
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Figure 9-9 Email Settings

Email Settings
Email Settings Configuration

Server Information

* SMIP Server: )
SMTP Port:
User Information
Email To: addres
* Sender's Mail ID: | Please enter sen )
Logon Information
User Name: Pleaze ente;
Password:
Halp.. Delete Settings | OK Cancel
Enter all the Mandatory fields and click OK
Table 9-1 SMTP Server Parameters
Field Name Descriptions
SMTP Server Server name or identity of the server
SMTP Port Port number used for the server
Email To Receiver mail address
Sender's Mail ID Sender mail address
User Name Login name
Password Login password

To reset the SMTP Settings to default value click Default Settings.

Only Admin user can configure/modify the email settings, however the network user can update "Email
To" option if the settings are configured. Incase if the login settings are not defined, an error will be

thrown for Network user.

Manage Subscribers

This option enables you to manage all the subscribers.

Figure 9-10 Manage Subscribers
Manage Subscribers *
# Q- % ) Add Subscribers.. @ = 0
Module Notification Enabled Natification Type Emeils Configured
DISCOVERY y 8]

Step1  To add a Subscribers, click Add Subscribers the below screen appears shown in Figure 9-11
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Figure 9-11 Add Subscribers
Subscriber Editor - Create a new Subscriber b
Subscribers

Server Information

* Module Name: ALL »
Notification Enabled: V]
Notification Type: Display on GUI orﬂ}-‘l .8
Emanhe Email + Display on GUIL
Display on GUI only
Help... OK Cancel

Step2  Enter Module Name, select Notification Enabled, and if required enter Notification Type and Email To
and then click OK.

Alert Configuration

Alert an workflow CSPC service and pushes the notifications to the user. You do not need to login every
time to see what the status of the job.

Figure 9-12 Alert Configurations
Alert Configuration *
e Q- % €} Add Alert Configurations... @' = | @
Module Protocols Pescentage
Discovery 3
Inventory HTTF. Telnet, SNMPWMI, TL1,S5H LDAF 6.6 6.6

Step1  To add an alert, click Add Alert Configurations the screen appears as shown in Figure 9-13
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Figure 9-13 Add Alert Configurations

Alert Configuration Editor - Create a new Configuration ¥%

Alert Configuration

Alert Configuration

* Module Name: | Inventony v

Al All Success
Percentage:
SHMP: SHMP Success
Percentage:
TELMET: TELMET Success
Percentage:
HTTP: HTTP Success
Percentage:
WMI: WMI Success
Percentage:
TLI: TL1 Success
Percentage:
SSH: S5H Success
Percentage:
LDAP: LDAP Success
Percentage:
LE2E 1IOP Success
Percentage:

Help... 0K Cancel

Step2  Select the Module Name from the drop down,
» If Discovery is selected, then enter the Discovery success Percentage value

« Iflnventory or DAV is selected, then select the protocol(s) and the enter the success percentage value
for protocol(s)

Step3  Click OK

N

Note  You can select ALL or any protocol of your choice

Backup and Restore

The Backup and Restore sub tab is used to take backups of the collector data, as well as to restore the
backed up data in case of a failure.

~

Note To make the file transfer more secure:

e It is recommended to use the secure protocols SFTP and SCP against insecure one’s such as FTP
and TFTP. If SFTP server is selected, then refer to RSA SHA 256 Fingerprint to generate the
corresponding host key.

This section describes the options in the following topics:
e Backup
* Restore Backup

CSPC Collection Platform Software User Guide
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Step 1

Note

Step 2

Note
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The Backup option allows you to select the database backup at a given instant, or to specify options for
periodic database backup.

To perform the backup job follow the below steps:

Select FTP Server, SFTP Server, or Local Server

If FTP Server selected enter the following
— Server Name: IP Address/Host Name of the FTP server
— User Name: FTP server user name
— Password: FTP server password
If SFTP Server selected enter the following
— Server Name: [P Address/Host Name of the SFTP server
— User Name: SFTP server user name
— Password: SFTP server password
— Fingerprint: Authentication received from server

If Local Server is selected continue

It is recommended to use the secure protocol SFTP against insecure FTP.

Select required options Incremental Backup or/and Full Backup or/and Ignore Inventory Data and
enter the following:

Target Directory: The directory where the backup file needs to be stored
Backup File prefix: The tag that will be appended to the backed up file

To start backup instantly select Run Backup Now or to schedule the job later select Schedule
Periodic Backup. For Periodic backup, you can configure schedule to specify the range of
recurrences, Schedule start date/time, Schedule end date/time and recurrences pattern for the data
backup. This is shown in Figure 9-15.

Job Name: Enter the job name

Job Description: Enter the description of the job

To remove inventory data from backup select Ignore Inventory Data.
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Figure 9-14 Backup

Backup

|
FTP Server Details

Backup To: ") FIP Server (@) SFIP Server () Local Server
* Server Name: a
= User Name: XVZ

| * Password. ssse

| . ;

| Fingerprint: qwer

[] Full Backup [/| Ignore Inventory Data
Full Backup

Target Directory:
Backup File Prefix:
@) Run Backup Now
(7) Schedule Periodic Backup
* Job Name: Periodic BackupRestore

Job Description:

No schedule configured

Enable Incremental Backup
Exclude Backup Files

Help_ OK Cancel
__Va )

Note  To disable incremental backup click Disable Incremental Backup and this will prompt for the restart
of the CSPC. Similarly to enable click Enable Incremental Backup and it also requires restart.

Figure 9-15 Configure Schedule

Configure Schedule x

Range of Recurance

Schedule Start Date/Time | May 27,2013 4| 04 121 |2 | [C] Repeatschedule

Schedule End Date/Time

Recurance Pattern

[a].4 Cancel

Step3  To exclude the files from Backup unselect the files as shown in Figure 9-16.
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To see the files here you have enter the file path in properties file.

Figure 9-16 Exclude Backup Files

Exclude Backup Files *
| File Path
W| [lopt/CSPCllogs/cspowebuilog

Please unselect to exclude backup. OK Cancel

CSPC Collection Platform Software User Guide
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Restore Backup

The Restore Backup option lets you restore a previously stored data backup. You need to provide the
server information, such as where the backup file resides, and CSPC loads that backup to the system.
This is shown in Figure 9-17.

To restore the backup file follow the below steps:

Step 1 Select FTP Server or Local Server
o IfFTP Server selected enter the following
— Server Name: IP Address/Host Name of the FTP server
— User Name: FTP server user name
— Password: FTP Server Password
« If SFTP Server selected enter the following
Server Name: [P Address/Host Name of the SFTP server

— User Name: SFTP server user name

Password: SFTP server password

— Fingerprint: Authentication received from server

« If Local Server is selected continue

Note It is recommended to use the secure protocol SFTP against insecure FTP.

Step2  Select Incremental Restore or/and Full Restore and enter the following:
* Directory Name: The directory where the backup file needs to be restored
« Backup File: The back up file name

» To start restore instantly select Run Restore Now or to schedule the job later select Schedule
Periodic Restore. For Periodic restore, you can configure schedule to specify the range of
recurrences, Schedule start date/time, Schedule end date/time and recurrences pattern for the data
backup. This is shown in Figure 9-18.

¢ Job Name: Enter the job name

¢ Job Description: Enter the description of the job

CSPC Collection Platform Software User Guide
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Figure 9-17 Restore Server Backup

Restore Backup

ETP Server Details

Restore From: ") FTP Server (@) SFIP Server (") Local Server
* Server Name: a

* User Name: XYZ

* Password: ssse

* Fingerprint: abc

‘-Z Incremental Restore ‘\a Full Restore

Incremental Backup Full Backup

Directory Name: Get Backup Files Directory Name: Get Backup Files
* Backup File: e * Backup File: I
(@ Run Restore Now @) Run Restore Now
") Schedule Periodic Restore (") Schedule Periodic Restore
* Job Name: Periodic BackupRestore * Job Name: Periodic BackupRestore
Job Description: Job Description:
No schedule configured No schedule configured

Enable Slave Mode

Help.. OK Cancel

~
Note  To enable slave mode click Enable Slave Mode and it requires CSPC to restart. This disables all other
jobs expect Backup and Restore jobs on CSPC. Similarly to disable click Disable Slave Mode and it

also requires restart.

Figure 9-18 Configure Schedule

Configure Schedule

Range of Recurance

Schedule Start Date/Time | May 27,2013 3| 04 121 ;| [O Repeat schedule

Schedule End Date/Time

ik

Recurance Pattern

[a].4 Cancel
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Log Preferences

The Server Log Preference sub tab is used to manage the server logs that are helpful in identifying and
fixing any support issues.

This section describes the options in the following topics:
* Log Preferences

e Export Log Files

Log Preferences
Using Log Preferences, you can select detailed logging level for each module of CSPC. Log preferences
of the server as well as Ul component can be changed.
Logging levels could be any one of the following:
+ Fatal
e Error
e Warning
* Information
¢ Debug
o Trace

Log levels can be changed by clicking on the logging level and selecting the appropriate level. You can
also select none and ignore the log for a specific module. This setting will be used for displaying the log
messages in CSPC logs. Click Reset to Default to change all the log levels to default values.

Figure 9-19 Log Preferences

| Log Preferences x

Select Module Logging Levels

Module Name Logging Level
Cli Warning
Discovery Wammning
HelperServers Warning
Commeon Warning
WebUI Warning
Der Warning
Dav Warning
Collection Warning
Export Warning
Transport Warning
Core Warning
HKmlApi Warning
Reset to Default Help... OK Cancel
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Export Log Files

The Export Log Files feature allows you to export all the server log files to the Cisco CSP support staff,
in case there is an error and the support staff needs to access the server logs. Log Files can be exported
both based on file name or time stamp.This is shown in the following screen.

Figure 9-20 Export Log Files by File
Export Log Files ¥
Select Server Log files

Log Search Type: |Get the selected fies v

Get the selected files

Get the logs for the selected dat...
discovery_cso/fJISCOvVery_cs0.10g -

Select Al

Itswp

m

cepcwebui'cespowebuilog. 2012-10-04
cspocwebui'cspowebuilog. 2012-10-12
cspcwebui'cspowebuilog. 2012-09-29
cspocwebui'cspowebuilog. 2012-09-27
cspcwebui'cspowebuilog. 2012-09-25
cepocwebui'cepowebuilog

cspcwebui'cspowebuilog. 2012-10-13
cepcwebui'cepowebuilog. 2012-09-30

5

cspocwebui'cspowebuilog. 2012-10-05 -

Help... OK Cancel

Figure 9-21 Export Log Files by Timestamp

LXPOIT LOg Fies s

Select Server Log files

Log Search Type: | Get the logs for the selected dajv
Select Time Period
Start Date/Time October 17,2012 [3 20 - 25 =
End Date/Time (8 20 :25 =

Select All

discovery_cso

m

[

[

|:| cspcwebui

[T] Jobld_385_Runidi_1
[T] Jobld_141_Runid_1
[

postout

Help... oK Cancel
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Miscellaneous Applications

The Miscellaneous Applications sub tab shows server information, resynchronizes the client to server
and provides some diagnostic tools.

This section describes the options in the following topics:
e Manage Add-on Process
e Manage Ul Add-Ons
e Server Properties
» Diagnostic Tools

« XML API Console

Manage Add-on Process

Manage Add-on Process provides details on all the Server Processes including add-on processes for
CSPC. This report includes Process Name, Process Type, Process State and a Message associated with
that process as shown in Figure 9-22.

Note  NOS service will have audit addon process and DCOS service will have dcos addon process

Figure 9-22 View Server Process Summary
Manage Add-on Process
e Q- x =0
Process Name Process Type Process State Message
Agent Java Process STARTED Process started

Manage UI Add-Ons

Manage UI Add-Ons screen shows the list of Add-Ons, action taken on the Add-On, the user who
initiated the action, time of action and next possible action.

Figure 9-23 Manage Ul Add-Ons
Manage UL Add-ons *
© Q- Ll
Add-on = Last Action Taken Action Initiated By Action Initiated At Possible Next Action
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Server Properties

The View CSPC Server Properties window shows information about the server itself. The data shown in
this window includes Server Properties and License Properties. This gives information, such, the IP
address of the server, server version, default gateway, sever time zone, etc, as shown in Figure 9-24.

Figure 9-24 Server Properties
[ Server Properties X

Server Properties Registration Certificate Properties

= Server Properties A
Server Host/Ip Address localhost localdomain

Server Version 29

CPU Model Intel(R) Xeon(R) CPU E5-2697 v4 @ 2.30GHz

CPU cores 12

RAM Size 15867M

Hard disk size 975G

Hardware Type VMware Virtual Flatform

= Network Properties
Default Gateway 10126771
Ip Address (eth() 10.126.77.199/255.255.255.0

Help... Close

* CSPC Registration Properties: provides details of the certificate stored in CSPC that identifies the
appliance and should be constant as long as the collector has not been decommissioned (with the
exception of transition from evaluation to a service certificate).

» Connectivity Registration Properties: provides details of the certificate stored in CSPC, that after
application to connectivity enables connectivity to communicate with Cisco. Any service certificate

may be selected for connectivity certificate. Certificates supporting web-sockets have precedence
over those that do not support.

You can also find the Certificate information of the server by clicking Registration Certificate
Properties. You can expand each registration certificate to see the properties and click Add and browse

to add new certificate file and click Replace to upgrade or change the certificate. Click Delete to remove
the certificate as shown in Figure 9-25.
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Figure 9-25 License Properties
Server Properties b 4
|
Server Properties Registration Certificate Properties

= CSP0001028141

~
Certificate ID 1
Customer ID CSPC_NOS
Certificate Service Name NOS
Serial Number 67543211334red
Inventory Name CSPC_NOS
Provisional Certificate Service Name
Appliance ID CSPO001028141
Expiration Date 2099-01-01
2 CSPO001028140
Certificate D 2 Vv
Customer 1D CSPC NOS
Manage registration certificates
Add... A
1: CSP0001028141 NOS Replace. | @) Delete...
2: CSP0001028140 NOS Replace.. | @) Delete...
v
3: CSP0001028142 NOS Replace.. | Delete..
Help... Close

N

Note  CSPC supports multiple service on single collector and more than 10 k devices are uploaded.
You can install the certificate at any point of time. The first certificate is applied during the
installation. If you add multiple registration certificates for a service, then company name should
be same for all the certificate or if it is different service on the same collector then company
name can differ. You can upload multiple registration certificates for different servicer on the
same collector and configures based the certificate. Name of the service should be in accordance
with the registration certificate. Old certificate created before 2.8 will not work in fresh
installation, but upgrade can be done. Service specific Registration Certificate is used to upload
data to backend of the specific service.

S

Note  Maximum allowed certificates for NOS/CSPT service is four and rest can have one.
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This option provides simple diagnostic tools like ping and traceroute to check if the device is available
or connectivity is to the device is established. Pick the command you want to use and select the device
on which you want the diagnostics to run, and click Run Command. The results appear in the Command
Result section of the window.

Figure 9-26 Diagnostic Tools - ping utility
Diagnostic Tools %
* Command ping hd
* Target Host google.com Browse
Timeout (in secs) 10
Run Command
3 PIHG maal3=16-in-f8.1el00.net [google.com] with 56 (84) bytes of data.
&6 Avg Response Time:0.0 ms Total Pkts Sent:5 Pkt=s Receiwved:0
Help... Close
Figure 9-27 Diagnostic Tools - Trace Route Utility
Diagnostic Tools e
* Command trace route =7
* Target Host google.com Browse
Timeout (in secs) 10
Run Command
1 traceroute to google.com (74.125.236.164), 30 hops max, 40 byte packets
1 10.105.134.1 (10.105.134.1) 1.025 ms ©0.605 ms ©0.493 ms
= 2 14.160.83.97 (14.160.83.87) 0.401 m= ©0.512 ms ©0.643 ms
4 3 10.104.146.37 (10.104.146.37) 0.4253 ms 0.548 ms 0.510 ms
5 4 10.104.146.9 (10.104.146.9) 0.596 m= ©0.846 ms O0.799 ms
&8 %2 bglll-sbb-gwl-gig3-10.cisco.com (72.163.187.65) 0.639 ms 0.343 ms 0.504 ms
T 6 bglll-rbb-gwl-tenl-l.cisco.com (72.163.171.21) 0.533 m= 0.541 m=s 0.387 m=
8 T bgll2-corp-gwl-gigQl-2.cisco.com (72.163.171.138) 0.299 m=s 0.290 ms 0.279 ms
9 8 bglll-dmzbb-gwl-gig2-43.cisco.com (72.163.216.230) 1.472 ms 1.505 m=s 1.250 m=s
10 9 maal3slé-in-f4.1el00.met (74.125.236.164) 0.847 ms 0.730 ms 0.639 ms
Help... Close
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XML API Console

XML API Console option is provided to execute XML APIs on the CSPC server. This option is provided
for third party application integration with CSPC. This is shown in Figure 9-28.

Figure 9-28 XML API Console

XML API Console *

[ RunxMLAPI

1 <Request

2 xmlns="http://www.parinetworks.com/api/schemas/1.1" requestId="DisplaySettings">
<Manage>

4 <Modify operationId="1">

<ApplicationPreferencesSettings>

B </DAVSettings>

9 </ApplicationPreferencesSettings>
10 </Modify>

11 </Manage>

12 </Request>

<Response requestId="DisplaySettings">
<Status code="SUCCESSFUL" />

<Manage>
<Modify operationId="1">
<Status code="SUCCESSFUL" />
</Modify>

</Manage>
</Response>

Messages | Response
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User Name

CHAPTER

Menu Options

Menu options are provided as a quick way to access the applications.

Figure 10-1 Menu Option
Settings + Management + Reports + Administration + Help « Customer; NBCUNIVERSALINC ~ Super Administrator =
Workflow [ Credentials %! Discovery 43 Managed Devices | Collect O Collected Data () Upload [ls JobRun Status Search CSPC Application To Launch B

The menu options provided in CSPC are:
e User Name
e Settings
e Management
¢ Reports
¢ Administration
e Help
¢ Quick Menus

Shows the Name/Username of the user logged into CSPC application. In the illustration shown in
Figure 10-1, the Super Administrator is logged in.

It has the following option:
» Logout: Logs out and closes the CSPC client application

¢ Change Password/settings: Resets the password
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Settings

Menu Option - Settings

Settings ~ |

Add/Import Credentials...
Manage Sub Module Credentials...
Manage Seed File...

Imported Seed Files ...

Do Not Manage Devices List...
Device Groups...

Application Settings...
Discovery Settings...
Inventory Settings...

Advanced Job Settings...

Manage Data Collection Profiles...

Manage Upload Profiles... r
Manage Datasets...

Manage Flatform Definitions...
Manage Data Integrity Rules...
Manage Data Masking Rules...

Manage Syslog Source Files...

Miscellaneous b

Export All Rules...
Import All Rules...

Import DSIRT Files...

Manage Applications Discovery Profiles...

Manage SWMP Trap Profiles...
Manage Jump Servers...
Credential Lock Settings...

Manage Workflows...

Settings in the menu bar provides various options for setting up device credentials and collection profiles
for collecting device specific information, as displayed in the following figure. These options are
described in the Applications->Device Management Tab.
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Management

Management in the menu bar provides various options for discovering and managing devices and
running collection profiles, as shown in the following figure. These options are described in the
Applications->Device Management Tab.

Figure 10-3 Menu Option - Management
Management +
Discover Devices...

Unmanage Devices...
Verify Device Access...
Device Prompt Collection...
Collect Data...

Upload Data...

Adhoc Data Collection...

Collect Application Data...

Job Run Status...
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Reports

Reports in the menu bar provide various reporting options for viewing collected data as shown in the
following figure. These options are described in the Applications->Reports Tab.

Figure 10-4 Menu Option - Reports
Reports »

Device/Discovery Reports b
Device Access Verification Reports
Inventory Collection Reports 2

Discovery Jobs...
Inventory Jobs...

Job Management Reports...

Alerts...
SNMP Trap Report...
Syslog Summary...

Syslog Messages...
Audit Reports 4

Miscellaneous 3
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Administration

Administration in menu the bar provides various options for administrating server, device and collection
profiles, as shown in the following figure. These options are described in the
Applications->Administration Tab.

Figure 10-5 Menu Option - Administration
| Administration ~

Manage Users...

Manage Remote Authentication Servers...

User Session Report...

Modify Date/Time Preference...

Configure Default Device Display Property...

Email Settings...
Manage Subscribers...

Alert Configuration...

Backup...

Restore Backup...

Log Preferences...

Export Log Files...

Manage Add-on Process...
Manage UI Add-ons...
Server Properties...
Configure CSPC Appliance...
Diagnostic Tools...

XML AFI Console...
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Help

Under Help menu, following option is shown:

e About
* Help Contents
e View/Upgrade Registration

Figure 10-6
Help = |

Menu Option - Help

About...
Help Contents...

View/Upgrade Registration...

Quick Menus

This Menu helps for the fast and easy access for the vital features on CSPC.

Table 10-1

Quick Menu

Menu Options

Description

& Credentials

This takes you to Device Credentials page for
more info refer to: Add/Import Credentials.

' Discovery

This takes you to Select Discovery Methods page
for more info refer to: Discover Devices.

yIIA.J Managed Devices

This takes you to View Discovery Devices page
for more info refer to: View Managed Devices.

.;.3 Collect

This takes you to Select Collection Profile page
for more info refer to: Collect Data.

O Collected Data

This takes you to View Collected Data page for
more info refer to: View Collected Data.

2 Upload

This takes you to Select Upload Profile page for
more info refer to: Upload Data.

lls Job Run Status

This takes you to Job Run Status page for more
info refer to: Job Run Status.
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APPENDIX A

Adding Devices to CSPC

Adding devices to CSPC is a sequential, two step process. First one adds credentials for the devices.
Adding credentials for a device does not add the device, however. After the credentials have been added,
the additional step of managing the device is necessary. Managing the device uses the credentials to
contact the device via SNMP and collect device classification data from it.

There are two ways to add credentials. Credentials can be added individually, or through an import. You
can import credentials from applications like:

e Cisco Works DCR XML File (.xml)

» Pari Networks Credential Repository (.xml)
» Cisco Works DCR CSV File (.csv)

¢ CNC CSV File (.csv)

e Simplified CSV File (.csv)

All the methods of adding credentials are performed on the credentials screen.

In CSPC there is a one-to-many relationship between credentials and devices. Multiple devices are
stored against a single credential. The multiple devices can be specified by wildcards matching IP
addresses or by IP address enumeration. Wildcards matching IP addresses is the preferred approach.

On the first collection, if the first wildcard matching the device does not succeed, the second wildcard
matching the device will be tried. On subsequent collections the last successful credential will be tried
first.

In addition, the protocol for the dataset type will be determined by the credentials order. For example
the choice between SSH and Telnet is controlled by the order of the SSH and Telnet credentials.

Thus the order of credentials is important, and can be manipulated.
Credentials may be exported, but only in the Pari Credentials File Format.

After the credentials have been added, the devices can be managed. While credentials must be entered
by wildcards matching IP addresses or the IP addresses themselves, the devices can be managed by either
IP address or DNS name.
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Examples

Here an SSH credential is added against a wildcard:

Figure A-1 Device Credentials

Device Credentials

Credential Identification Include Ip Address Ranges/List (For Discovery and Data

Collection)

*Name ( )

* IP Address List 7
Transport

Protocol telnet v

n

Authentication

User Name Exclude Ip Address Ranges/List (For Data Collection only)

Password Exclude Ip List 7

Enable User Name
Enable Password

OK Cancel
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Overview WM

Result is shown in Figure A-2:

Figure A-2 Device Credential Configuration
Device Credentials Configuration »

Device Credentials

Enter credentials that will be used For device discovery and inventory and other communications
between server and network devices

MOTE: Credentials would be saved to CSPC server as and when vou take the action,

Credential Matme Transport Uzer Mame Ip &ddress List

such hittprs M112 o

TestLock telnet acimin 172.21.52.12 L

SMMP_public MM 17218189*14320*14.3 . 1

SMHMP_Aa5 SN 2C 1089234 *

=nmp. 70 SNMpY2c demo 172207010

SHMP_DD_CS0 SMMEpY2 192.168.99*192168.96.* 1 ...

SMMP_cnc-ro SNMpY2C EEREE

SHMP_columbia-ro snmpw2c 17221 .56

SMMP et S0 SNMpY2C 172.18.156.%

snmp.70_1 SNMpYEc demo 172207010

SMMPY _pubilic snmpr 172215517 172.21 5515,

SMMP_public_1 MM 17218189*14320*14.3 .

ChikdD AT A EY Y e Y AN 20 7324 & AT
Page 1 of 3 b Displaying 1 - 50 of 109

€ Add.. ©) Delste &1 | ¢ Impart... | | Expart...
Help... Cloze

Now the devices can be managed. Devices are managed by discovery of known devices. This is a special
kind of discovery that does not discover anything.

CSPC Collection Platform Software User Guide
| g



Appendix A Adding Devices to CSPC |
| Overview

Figure A-3 Discover and Manage Network Devices

Discover and Manage Network Devices

Select Discovery Methods.

Select at least one of the following network device discovery methods.

Discover devices with known IP addresses

Discover devices with protocols such as CDP, OSPF and ARP
Discover devices by scanning/pinging range of IP Addresses
Rediscover the currently managed and non-managed devices

[import.. | <Prevous || Ne> || Hel || Cancal
Either the IP Address or the DNS Name.
Figure A-4 Discover and Manage Network Devices
Discover and Manage Network Devices

Discover devices with known IP Addresses

Enter the list of IP addresses for the known devices.

Prscstons |

+ fdd X Deletz &2 Hodify

10.1.1.10

crrmine |||t || o
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Note

Seed File Formats

CSPC supports following seed file formats:
1. CNC Seed File Format

2. Cisco Works Seed File Format

3. Simplified Seed File Format

CNC seed file format has following three formats:

1. CNC 20-field format
2. CNC 30-field format
3. CNC 36-field format

And Cisco Works has following two formats:
1. Cisco Works 30-field format
2. Cisco Works 34-field format

APPENDIX B

All the above seed file formats are of .CSV type.

Simplified seed file format allows users to easily specify credentials for all devices or set of devices

using wild cards.

The basic difference between Simplified Format and rest of the formats is that for the same device there
are multiple entries, each entry corresponds to one protocol. In other formats same entry carries for all

devices.
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Header Information

CNC Seed File Format

Header in CNC 20-field format contains the fields listed below:
; Col# = 1: Name (including domain or simply an IP),
; Col# = 2: RO community string,

; Col# = 3: RW community string,

; Col# = 4: Serial Number,

; Col# = 5: User Field 1,

; Col# = 6: User Field 2,

; Col# = 7: User Field 3,

; Col# = 8: User Field 4,

; Col# = 9; Name = Telnet password,

; Col# = 10; Name = Enable password,

; Col# = 11; Name = Enable secret,

; Col# = 12; Name = Tacacs user,

; Col# = 13; Name = Tacacs password,

; Col# = 14; Name = Tacacs enable user,
; Col# = 15; Name = Tacacs enable password,
; Col# = 16; Name = Local user,

; Col# = 17; Name = Local password,

; Col# = 18; Name = Rcp user,

; Col# = 19; Name = Rcp password,

; Col# = 20; Name = Enable User,

Header in CNC 30-field format contains the fields listed below:
; Col# = 1: IP Address (including domain or simply an IP),
; Col# = 2: Host Name,

; Col# = 3: Domain Name,

; Col# = 4: Device Identity,

; Col# = 5: Display Name,

; Col# = 6: SysObjectID ,

; Col# = 7: DCR Device Type,

; Col# = 8: MDF Type,

; Col# =9; Snmp RO

; Col# = 10; Snmp RW

; Col# = 11; SnmpV3 User Name
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; Col# = 12; Snmp V3 Auth Pass

; Col# = 13; Snmp V3 Engine ID

; Col# = 14; Snmp V3 Auth Algorithm
; Col# = 15; RX Boot Mode User

; Col# = 16; RX Boot Mode Pass

; Col# = 17; Primary User (Tacacs User)
; Col# = 18; Primary Pass (Tacacs Pass)
; Col# = 19; Primary Enable Pass

; Col# = 20; Http User

; Col# = 21; Http Pass

; Col# = 22; Http Mode

; Col# = 23; Http Port

; Col# = 24; Https Port

; Col# = 25; Cert Common Name,

; Col# = 26; Secondary User,

; Col# = 27; Secondary Pass,

; Col# = 28; Secondary Enable Pass,

; Col# = 29; Secondary Http User,

; Col# = 30; Secondary Http Pass,

Header in CNC 36-field format contains the fields listed below:
; Col# = 1: IP Address (including domain or simply an IP),
; Col# = 2: Host Name,

; Col# = 3: Domain Name,

; Col# = 4: Device Identity,

; Col# = 5: Display Name,

; Col# = 6: SysObjectID,

; Col# = 7: DCR Device Type,

; Col# = 8: MDF Type,

; Col# =9; Snmp RO

; Col# = 10; Snmp RW

; Col# = 11; SnmpV3 User Name
; Col# = 12; Snmp V3 Auth Pass
; Col# = 13; Snmp V3 Engine ID
; Col# = 14; Snmp V3 Auth Algorithm
; Col#t = 15; RX Boot Mode User
; Col# = 16; RX Boot Mode Pass
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; Col# = 17; Primary User (Tacacs User)
; Col# = 18; Primary Pass (Tacacs Pass)
; Col# = 19; Primary Enable Pass

; Col# = 20; Http User

; Col# = 21; Http Pass

; Col# = 22; Http Mode

; Col# = 23; Http Port

; Col# = 24; Https Port

; Col# = 25; Cert Common Name,

; Col# = 26; Secondary User,

; Col# = 27; Secondary Pass,

; Col# = 28; Secondary Enable Pass,

; Col# = 29; Secondary Http User,

; Col# = 30; Secondary Http Pass,

; Col# =31; Snmp V3 Priv Algorithm,

; Col# = 32; Snmp V3 Priv Pass,

; Col# = 33; User Field 1,

; Col# = 34; User Field 2,

; Col# = 35; User Field 3,

; Col# = 36; User Field 4,

A new feature is implemented to decide the primary device name using columnl, column2, and column3
of 30 and 36 column CNC seedfile. This eliminates the need of manual updating of /etc/hosts.

Hostname and Domain name is decided based on below scenarios:

o Ifseed file has defined hostname in Column 2 and domain name in Column 3, then CSPC combines
both the (Hostname in Column2 + Domain name Column3) and use this as a primary device name

e If seed file has defined hostname in Column 2 and no domain name in Column 3, then CSPC uses
hostname in Column2 as a primary device name

e Ifseed file has defined hostname in Column 1, no data in Column2, and domain name in Column3,
then CSPC combines both of them (Hostname in Columnl + Domain name in Column3) and uses
this as a primary device name

* Ifno value present in Column2 and Column3 then CSPC uses Columnl value (Ipaddress or
hostname) as a primary device name

Cisco Works Seed File Format

Header in Cisco Works 30 seed file contains these fields:
e management_ip_address

e host name
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e domain_name

» device identity

» display name

e sysObjectID

e der_device typemdf typesnmp v2 ro comm_string
e snmp V2 rw_comm_string
e snmp v3 user idsnmp v3 passwordsnmp v3 engine id
e snmp_v3 auth algorithm

* rxboot mode username

e rxboot_mode password

e primary username

e primary password

e primary enable password

e http username

* http password

e http_mode

e http_port

e https_port

e cert_common_name

e secondary username

e secondary password

» secondary enable password
e secondary http username

e secondary http password

Header in Cisco Works 34 seed file contains these fields:
* management ip address
¢ host_name
¢ domain_name
e device_identity
» display name
* sysObjectID
e der_device_type
« mdf type
« sysContact
¢ sysLocation
e snmp_v2 ro_comm_string

e snmp_v2 rw_comm_string
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snmp_v3 user_id
snmp_v3 password
snmp v3 engine id
snmp_v3 auth_algorithm
snmp_v3_ priv_password
snmp_v3 priv_algorithm
rxboot_mode username
rxboot_mode password
primary username
primary_password
primary_enable password
http username

http password
http_mode

http port

https_port
cert_common_name
secondary username

secondary password

secondary _enable password

secondary http username

secondary_http password

Simplified Seed File Format

Header in Simplified Seed file contains these fields:

IPAddress
protocol

port

username
password
enableusername
enablepassword
SnmpRO
SnmpRW
SnmpV3I1d
SnmpV3Password
SnmpV3Engineld
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*  Snmpv3AuthAlogorithm
e SnmpV3PrivAlgorithm

e SnmpVPrivPassword

Export File Format

These are the contents of the file generated by the export utility of Service Appliance 1.0:
; Col# = 1: IP Address (including domain or simply an IP)
; Col# = 2: Host Name
; Col# = 3: Domain Name
; Col# = 4: Device Identity
; Col# = 5: Display Name
; Col# = 6: SysObjectID
; Col# = 7: DCR Device Type
; Col# = 8: MDF Type
; Col# =9; Snmp RO
; Col# = 10; Snmp RW
; Col# = 11; SnmpV3 User Name
; Col# = 12; Snmp V3 Auth Pass
; Col# = 13; Snmp V3 Engine ID
; Col# = 14; Snmp V3 Auth Algorithm
; Col# = 15; RX Boot Mode User
; Col# = 16; RX Boot Mode Pass
; Col# = 17; Primary User(Tacacs User)
; Col# = 18; Primary Pass(Tacacs Pass)
; Col# = 19; Primary Enable Pass
; Col# = 20; Http User
; Col# = 21; Http Pass
; Col# = 22; Http Mode
; Col# = 23; Http Port
; Col# = 24; Https Port
; Col# = 25; Cert Common Name
; Col# = 26; Secondary User
; Col# = 27; Secondary Pass
; Col# = 28; Secondary Enable Pass
; Col# = 29; Secondary Http User
; Col# = 30; Secondary Http Pass
; Col# =31; Snmp V3 Priv Algorithm
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B-8

; Col# = 32; Snmp V3 Priv Pass
; Col# = 33; User Field 1

; Col# = 34; User Field 2

; Col# = 35; User Field 3

; Col# = 36; User Field 4

; Col# = 37; Status Msg
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APPENDIX C

Optional Parameter for NATed Appliances

This feature allows TFTP dataset/CLI datasets/ ApplyIPSsignature/ApplyConfig to create/execute with
commands having CSPC server IP, which needs to be added dynamically while executing the TFTP
dataset/CLI datasets/ApplyIPSsignature/ApplyConfig. To use this feature for CLI datasets/
ApplyIPSsignature/ApplyConfig ,a unique tag called <#SERVERIP#> has to be added to the command
where CSPC server IP needs to be replaced. Updating TFTP dataset is not needed. By default, CSPC
will replace it with its own IP but, in case the externally visible IP is not the same as the internal CSPC
IP, then use the following XML to added/modify the IP to be used for replacing the <#SERVERIP#> tag

To add/modify a CSPC Server IP, use below xml API

<Request requestld="" xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.parinetworks.com/api/schemas/1.1 pari_api.xsd"
xmlns="http://www.parinetworks.com/api/schemas/1.1">

<Manage>

<Add operationld="1">

<ServerDetails>

<IPAddress>x.x.x.x</IPAddress>

</ServerDetails>

</Add>

</Manage>

</Request>
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APPENDIX D

Conditional Collection

Conditional Collection Description

The phrase "Conditional Collection" generally refers to any collection decision (whether to collect/what
to collect/how many times to collect) that is made based on the result of bunch of conditions or the
results of another data collection. Other terms used for this are "Complex Collection", "Dynamic
Collection", "Follow-on Collection".

What is Supported

Audit Use Case

» Execute a dataset (SNMP or CLI)
» Parse the output and capture a bunch of values

« Execute another command for each of the values captured above

Cisco Call Manager Use Case

In Cisco Call Manager detection, if the SysOID is one of a configurable set of OIDs, and an additional
OID returns a value, the device is considered a Cisco Call Manager, and the CCM call manager platform
applies.

Support Details:

This will be supported in Conditional collection. However, "platform definitions" in CSPC depend only
on the results of discovery operation and can not depend on the inventory collection results.

This means that you need to implement it in the following way:
1. Define a platform "Possible Call Manager" by providing the set of SysOIDs
2. Define a Conditional collection that is applicable only for the "Possible Call Manager" platforms

3. In this Conditional collection, execute the additional OIDs and based on their return value, collect
the final dataset you wish to collect
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SNMP/CLI Configuration Fallback Collection

There are four configurations controlling config collection from the device. CLI only and SNMP only
do not require follow on collections. However, CLI fallback to SNMP and SNMP fallback to CLI
configurations will issue a follow on collection if the first attempted collection protocol fails.

Support Details:

This will be supported in Conditional Collection. However, while this makes sense for collecting
configuration, it may not be very useful for other collections.

For example: Interface statistics would result in completely different output based on
whether you collected it using SNMP or CLI.

Collected Value Based Follow-on Collections

There are more examples of these in Audits than in Inventory. These are the cases of follow on collection
controlled by the "Condition" block in the RBML, and so could be considered the "true" conditional
collections.

Support Details:

These use cases are supported as part of Audit Use Cases above.

Commands Requiring Re-login

Commands Requiring Re-login to the Same Device multiple times with mutated community strings
to access card in different slots

This is the case where the same OID is issued against the same device multiple times, each time after
logging in to a different card in a different slot. Here it is not the command that is mutating but the
community string. Log in with the password public@SM_1 to access the card in slot module 1. These
are issued against WAN switches.

Support Details:

This will be supported in Conditional Collection. However, the support will be limited to changing the
community string dynamically. (We do not support changing the other credentials like
username/password or device IP address etc. dynamically. That needs to be handled by the add-on
module if there is such a requirement).

Condition Collection in Detail

Conditional Collection in CSPC is based on recursive algorithm were in the output from each processing
units will be fed as input to the next processing unit, until the last processing is complete.

Statement

Statement is the fundamental processing units in Conditional Collection. Statements mark the starting
point of each processing units. Each statement is identified with an "identifier" and can optionally have
a title and Input. Statement is represented by <Statement> tag

CSPC Collection Platform Software User Guide
[ D2 | |



| Appendix D  Conditional Collection

Condition Collection in Detail W

Statements are classified into two types:
1. Condition
2. Loop

The input of each statement will depend on the type of the statement. Input will be a scalar input for
condition statement and vector input for loop statements.

Condition Statement

Scalar Input

Condition Statement is represented by <Condition> tag and is identified by the statement identifier. Each
condition statements input is a scalar input. In order to process the output of input the <Operation> tag
is used where the user choose what to do with the output. Based on the operation performed the <Match>
and <NonMatch> tags can be used to decide whether to continue with the single unit of processing or to
go to the next processing.

Under the <Match> and <NonMatch> tag, user can choose to store the values in a variable which can be
used for further processing. To store the values, <Assignment> tags are used under <Match> tag. Based
on the operation performed the engine can be used to:

a. Execute the next statement (Use <Goto>)

b. Use the next value from the processing (Use <Continue>)

c. Exit the process (Use <Exit>)

d. On a certain Matching situation break the recursion (Use <Break>)

Use the <Output> tag if a condition statement is the last program of execution where the output of
condition collection is done. Two types of output processing are currently supported in CSPC:

1. Dataset: Execute another dataset with the variables populated in previous steps. Make sure the
datasets uses the same variable string (case sensitive) that was used for assigning.

Example: If the variable name is "name"™ and if the output dataset is to login to each
slots then the command will be: session slot <name> processor 1

2. AddOutput: This type of output can be use to display the processed output in the format that is
desired by the user.

Scalar Inputs are the integral part of condition statement and can be only used with condition statements.
There are five type of scalar inputs that can be used for processing in condition statements namely:

1. Device Property: Used for validating the device properties
2. Variable: Used in initializations

3. Datasets: Dataset names which needs to be provided if any commands needs to use issued in the
device

4. Loop Context: Input Datatype which communicates to the engine if the input needs to be taken from
the current loop

5. SNMPIndex / SNMPOid/SNMPValue: Used for processing SNMP data

CSPC Collection Platform Software User Guide [ ]



Appendix D Conditional Collection |

| Condition Collection in Detail

Operation

Assignment

Loop Statement

Vector Input

In order to process the output of the scalar input the <Operation> tag is used. There are two types of
operations:

1. String Operation: Used with java regular expression. Each of the matching patterns are then
compared with the java string for matches, doesnotmatch, contains, doesnotcontain, isEmpty, equals
and notEquals checks

2. Vector Operation: Used as a normal java vector were in the output can be added to a variable and
latter used for processing

The condition statement assignment is the important place where the resultant variable are populated at
the end of each operation. In order to assign values to a variable, a variable is created under <Variable>
tag under assignment. The variable is populated with the results based on the following important tags:

a. append: Denotes if the matching result needs to be appended to the resulting variable
b. onlyIfNotNull: Add the result to variable only if the result is not null
c¢. trim: Trims the resulting string and add to the variable

d. vectorType: List/Set/OrderedList are the vector types in which the result will be added in the
resultant list. By default the results will be added to a list. But if the order of insertion is needs
to be maintained then OrderedList needs to be used. Use Set, if only unique result string are
required in the variable

e. Operation: add/remove. Add, adds the result to the resulting list and Remove, removes the
string if present from the resulting list

Loop statements are like while loop where each statement is executed recursively till the exit criteria is
met. Loop Statement is represented by <Loop> tag and is identified by the statement identifier. Loop
statement will be the first statement in any conditional collection dataset.

Each loop statements input is a vector input. Each loop-statement must terminate with a condition
statement. Data collected from the vector input will be subjected to further processing using specific
matching conditions and condition statement(s).

There are four type of vector-inputs used in conditional collection. Each of these vector inputs have
discrete significance in achieving the needs of the complex collection. Four type of vector inputs are:

1. Block Vector Input: Block Vector Input is used whenever a block of response from the device
response needs to be processed. Each of the block input has a mandatory <Input> and <Params>
fields. The input used in block can be any of the scalar inputs except SNMP. The params filed has a
start and end string which marks the starting and the ending of the block. Also, the start and end
strings are java pattern matched. The result of matched pattern is further processed in a condition
statement or in a loop statement.

2. Line Vector Input: Line Vector Input is used whenever the response from device needs to be
processed line by line. Each of the line input has a mandatory <Input> and <Params> fields. The
input used in line can be any of the scalar inputs except SNMP. The params filed has a match
<Match> tag criteria which is string and is java pattern matched against the result. The result of
matched pattern is further processed in a condition statement or in a loop statement.
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3. SNMP Table: It is used for processing SNMP response from SNMP Table. Each of the SNMP input
has a mandatory <Input> and <Rows> fields. The input used in SNMP must be any of the SNMP
scalar inputs.

4. Variable Vector Input: It is used like java array-list. The input list is populated and is fed for
subsequent processing units for further processing.

Actions

Actions are used in conditional collection when a specific action needs to be done before, while or after
processing a request. In most cases actions do assignment to variables which will be used in further
processing

Examples

CLI Complex Collection

Collection of Show interfaces from device followed by interface status of those interface which contain
the string "FastEthernet".

<Dataset identifier="ios_show_int accounting_ dynamic">
<Type>Dynamic</Type>
<Title>ios_show int accounting dynamic</Title>
<CollectionType>CLI</CollectionType>
<CategoryName> show_int_accounting</CategoryName>
<Statements>

<Loop identifier="_show_interface 1">

<VectorInput>

<Line>

<Input>

<Dataset>

<DatasetName Failure="error message"> show interface</DatasetName>
</Dataset>

</Input>

<Params>

<Match ignoreCase="false">FastEthernet[*A-Za-z_]*</Match>
</Params>

</Line>

</VectorInput>

<Statements>

<Condition identifier="output cond">

<Input>
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<LoopContext></LoopContext>

</Input>

<Operation>

<NotEquals ignoreCase="true"></NotEquals>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="true" trim="true" vectorType ="List"
operation="add">interface</Variable>

<Value></Value>
</Assignment>

<Output>

<Dataset>
<DatasetName>ios_show_interface accounting</DatasetName>
<Variables>
<Variable>interface</Variable>
</Variables>

</Dataset>

</Output>
<Continue></Continue>
</Match>

<NonMatch>
<Continue></Continue>
</NonMatch>

</Condition>

</Statements>

</Loop>

</Statements>

</Dataset>

SNMP Complex Collection

<Dataset identifier="ifHCOutOctets_all interfaces 9089">

<Type>Dynamic</Type>

<Title>ifHCOutOctets_all interfaces For AIF: 9089 Created at Dec 20, 2011 9:48:06 PM</Title>

<CollectionType>SNMP</CollectionType>
<CategoryName>AIF 9089</CategoryName>

<Statements>
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<Loop identifier="loop1">

<Title>Get SNMP Interface Types</Title>
<VectorInput>

<SNMPTable>

<Input>

<Dataset>
<DatasetName>ifType 9089 internal</DatasetName>
</Dataset>

</Input>

<Rows>

</Rows>

</SNMPTable>

</VectorInput>

<Actions>

<Assignment>

<Variable append="false" onlylfNotNull="false" trim="false" vectorType="Set"
Operation="add">ifTypes</Variable>

<Values>

<Value>6</Value><Value>62</Value><Value>5</Value><Value>6</Value><Value>9</Value><Value
>15</Value><Value>17</Value><Value>18</Value><Value>19</Value><Value>22</Value><Value>
28</Value><Value>30</Value><Value>32</Value><Value>37</Value><Value>39</Value><Value>49
</Value><Value>63</Value><Value>73</Value><Value>76</Value><Value>77</Value><Value>81</
Value><Value>100</Value><Value>101</Value><Value>102</Value><Value>103</Value><Value>1
07</Value><Value>108</Value><Value>131</Value><Value>134</Value><Value>166</Value><Valu
e>171</Value></Values>

</Assignment>

</Actions>

<Statements>

<Condition identifier="loopl cond1">

<Title>Check to see if Interface is require type</Title>
<Input>

<SNMPValue>

<LoopContext></LoopContext>

</SNMPValue>

</Input>

<QOperation>
<IsMemberOf><VariableName>ifTypes</VariableName>
</IsMemberOf>

</Operation>

<Match>
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<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>

</NonMatch>

</Condition>

<Condition identifier="loopl cond_last">
<Title>Save the ifIndex</Title>

<Input>

<SNMPIndex>
<LoopContext></LoopContext>
</SNMPIndex>

</Input>

<Operation>

<Matches ignoreCase="false">".*\.([0-9]+)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="true" onlylfNotNull="true" trim="true" vectorType="Set"
Operation="add">interfaceList</Variable>

<Value><loopl cond last.1></Value></Assignment>
<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>

</NonMatch>

</Condition>

</Statements>

</Loop>

<Loop identifier="loop2">

<Title>Get SNMP Interface Oper Status</Title>
<VectorInput>

<SNMPTable>

<Input>

<Dataset>
<DatasetName>ifOperStatus 9089 internal</DatasetName>
</Dataset>

</Input>
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<Rows>

</Rows>

</SNMPTable>

</VectorInput>

<Statements>

<Condition identifier="loop2 cond1">
<Input>

<SNMPValue>
<LoopContext></LoopContext>
</SNMPValue>

</Input>

<Operation>

<Equals ignoreCase="false">1</Equals>
</Operation>

<Match>

<Continue></Continue>

</Match>

<NonMatch>

<Goto></Goto>

</NonMatch>

</Condition>

<Condition identifier="loop2 cond2">
<Title>Remove If Interface is not up</Title>
<Input>

<SNMPIndex>
<LoopContext></LoopContext>
</SNMPIndex>

</Input>

<QOperation>

<Matches ignoreCase="false">".*\.([0-9]+)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="false" trim="false" vectorType="List"
Operation="add">interfaceList</Variable>

<Value><loop2 cond2.1></Value></Assignment>
<Goto></Goto>

</Match>
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| Examples

<NonMatch>
<Continue></Continue>
</NonMatch>

</Condition>

</Statements>

</Loop>

<Loop identifier="last">
<Title>Collect the output</Title>
<VectorInput>

<SNMPTable>

<Input>

<Dataset>
<DatasetName>ifHCOutOctets_all interfaces 9089 ifHCOutOctets</DatasetName>
</Dataset>

</Input>

<Rows>

</Rows>

</SNMPTable>

</VectorInput>

<Statements>

<Condition identifier="1ast cond1">
<Input>

<SNMPIndex>
<LoopContext></LoopContext>
</SNMPIndex>

</Input>

<Operation>

<Matches ignoreCase="false">".*\.([0-9]+)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="true" trim="true" vectorType="List"
Operation="add">oid</Variable>

<Value></Value></Assignment>
<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>
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</NonMatch>

</Condition>

<Condition identifier="1ast cond2">
<Title>Check to see if this is in the final List</Title>
<Input>

<Variable>last condl.1</Variable>

</Input>

<Operation>
<IsMemberOf><VariableName>interfaceList</VariableName>
</IsMemberOf>

</Operation>

<Match>

<Goto></Goto>

</Match>

<NonMatch>

<Continue></Continue>

</NonMatch>

</Condition>

<Condition identifier="last_cond3">
<Title>Add the value to the final output</Title>
<Input>

<SNMPValue>

<LoopContext></LoopContext>

</SNMPValue>

</Input>

<Operation>

<Matches ignoreCase="false">"(.*)$</Matches>
</Operation>

<Match>

<Assignment>

<Variable append="false" onlylfNotNull="true" trim="true" vectorType="List"
Operation="add">interface</Variable>

<Value><last_condl.1></Value></Assignment>
<Output>
<AddOutput>

<Value><SnmpDatasetResponse><SNMPRequest><RequestType>Column</RequestType><ObjectLis
t><Object><0id></Object></ObjectList></SNMPRequest><SnmpResponse><Row><Instanceld><las
t_condl.1></Instanceld><Columns><Column><last_cond3.1></Column></Columns></Row></Snm
pResponse></SnmpDatasetResponse></Value>
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| Examples

<Variables>
<Variable>interface</Variable>
</Variables>
</AddOutput>
</Output>
<Goto></Goto>
</Match>

<NonMatch>
<Continue></Continue>
</NonMatch>
</Condition>
</Statements>

</Loop>

</Statements>

</Dataset>
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Seedfile job for runnow

—nn

<Request requestld

E

APPENDIX

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalLocation="http://www.parinetworks.com/api/schemas/1.1
.J.1.1../CSPC2.3Dev/pari/dash/resources/server/schema/pari_api.xsd"

xmlns="http://www.parinetworks.com/api/schemas/1.1">

<Job>
<Schedule operationld="1">
<JobSchedule runnow="true">
</JobSchedule>
<RegressiveSeedFileJob>
<TriggerDav>true</TriggerDav>
<DeleteCreds>true</DeleteCreds>
<DeleteDevices>true</DeleteDevices>
</RegressiveSeedFileJob>
</Schedule>
</Job>

</Request>

Scheduled seedfile job

<Request requestld=

nn

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://www.parinetworks.com/api/schemas/1.1
./../..l./CSPC2.3Dev/pari/dash/resources/server/schema/pari_api.xsd"

xmlns="http://www.parinetworks.com/api/schemas/1.1">

<Job>
<Schedule operationld="1">

<JobSchedule runnow="false">

<Start>1409607000000</Start>
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<Repeat>
<IntervalMilliSeconds>600000</IntervalMilliSeconds>
<!- <End>1254316663640</End>->
</Repeat>
</JobSchedule>
<RegressiveSeedFileJob>
<TriggerDav>true</TriggerDav>
<DeleteCreds>true</DeleteCreds>
<DeleteDevices>true</DeleteDevices>
</RegressiveSeedFileJob>
</Schedule>
</Job>

</Request>

Add Notification

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Add operationld="1">
<NotificationList>
<Notification>
<TrapOID></TrapOID>
<NotificationType></NotificationType>
</Notification>
</NotificationList>
</Add>
</Manage>

</Request>

Delete All Notifications

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Delete operationld="1">
<NotificationList all="true">
</NotificationList>
</Delete>

</Manage>
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</Request>

Delete Single Notification

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Delete operationld="1">
<NotificationList>
<Notification>
<TrapOID></TrapOID>
</Notification>
</NotificationList>
</Delete>
</Manage>

</Request>

Get All Notification Types

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Get operationld="1">
<NotificationList all="true">
</NotificationList>
</Get>
</Manage>

</Request>

Modify Notification

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Modify operationld="1">
<NotificationList>
<Notification>
<TrapOID></TrapOID>
<NotificationType></NotificationType>
</Notification>

</NotificationList>
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</Modify>
</Manage>

</Request>

Add SNMP Trap Profile

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<SNMPTrapProfileList>
<SNMPTrapProfile>
<ProfileName>profile1</ProfileName>
<QueueName>queuel</QueueName>
<NotificationList>
<Notification>
<NotificationType>config</NotificationType>
</Notification>
</NotificationList>
<DeviceSelection all="true">
</DeviceSelection>
</SNMPTrapProfile>
</SNMPTrapProfileList>
</Add>
</Manage>

</Request>

Delete All SNMP Trap Profiles

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Delete operationld="1">
<SNMPTrapProfileList all="true" />
</Delete>
</Manage>

</Request>
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Delete Single SNMP Trap profile

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Delete operationld="1">
<SNMPTrapProfileList>
<SNMPTrapProfile>
<ProfileName>profile</ProfileName>
</SNMPTrapProfile>
</SNMPTrapProfileList>
</Delete>
</Manage>

</Request>

Get All SNMP Trap Profiles

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="4444">
<Manage>
<Get operationld="1">
<SNMPTrapProfileList all="true" />
</Get>
</Manage>

</Request>

Get Single SNMP Trap Profile

<Request requestld="4444" xmIns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Get operationld="1">
<SNMPTrapProfileList>
<SNMPTrapProfile> <ProfileName>profile</ProfileName>
</SNMPTrapProfile>
</SNMPTrapProfileList>
</Get>
</Manage>

</Request>
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Modify SNMP Trap profile

<Request xmlIns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Modify operationld="1">
<SNMPTrapProfileList>
<SNMPTrapProfile>
<ProfileName>profilel1</ProfileName>
<QueueName>queuel</QueueName>
<NotificationList>
<Notification>
<NotificationType>config</NotificationType>
</Notification>
</NotificationList>
<DeviceSelection all="false">
<DeviceList>
<Device>
<JPAddress>x.x.x.x</[PAddress>
</Device>
</DeviceList>
</DeviceSelection>
</SNMPTrapProfile>
</SNMPTrapProfileList>
</Modify>
</Manage>

</Request>

SNMP Trap Report

Custom Report XML
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1 "requestld="44444">
<Report>
<Get operationld="1">
<SnmpTrapReport>
<TimePeriod>
<Custom>
<FromTime></FromTime>

<ToTime></ToTime>
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</Custom>
</TimePeriod>
<Source>
</Source>
<NotificationList>
<Notification></Notification>
</NotificationList>
</SnmpTrapReport>
</Get>
</Report>

</Request>

Report based on Time Interval

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1 "requestld="44444">
<Report>
<Get operationld="1">
<SnmpTrapReport>
<TimePeriod>
<SinceTime>
</SinceTime>
</TimePeriod>
<Source>
</Source>
<NotificationList>
<NotificationType></NotificationType>
</NotificationList>
</SnmpTrapReport>
</Get>
</Report>
</Request>
<SinceTime><!-- /* Style Definitions */ table.MsoNormalTable

Unknown macro: {mso-style-name}

Modify SNMP trap port and Purge Settings

<Request requestld="4444" xmlns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>

<Modify operationld="1">
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<ApplicationPreferencesSettings>
<SnmpTrapSettings>
<PurgeSettings>15</PurgeSettings>
<SnmpTrapPort>162</SnmpTrapPort>
</SnmpTrapSettings>
</ApplicationPreferencesSettings>
</Modify>
</Manage>
</Request>

After these changes user has to restart CSPC to get this affect visible

CSPC DB backup and restore XML API

Backup Job XML API

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job>

<Schedule operationld="123">

<JobSchedule runnow="true">

</JobSchedule>

<BackupJob jobName="Backup_Scheduled1">
<IgnoreRunningJobs>false</IgnoreRunningJobs>

<FTPServerOptions>

<ServerHost>x.x.x.x</ServerHost>

<UserName>root</UserName>

<Password>XXXXX</Password>

<Directory>resources</Directory>

<FileName>file temp 1</FileName>

</FTPServerOptions>

<PropertiesConfigFile>resources/server/backup resource config.properties</PropertiesConfigFile>
</BackupJob>

</Schedule>

</Job>

</Request>
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Restore Job XML API

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">

<Job>
<Schedule operationld="123">
<JobSchedule runnow="true" />
<RestoreJob jobName="Backup">
<FTPServerOptions>
<ServerHost>x.x.x.x</ServerHost>
<UserName>user</UserName>
<Password>xxxx</Password>
<Directory>resources</Directory>
<FileName> 1391384366427.pbx</FileName>
</FTPServerOptions>
</RestoreJob>
</Schedule>
</Job>

</Request>

CLI Channel XML API

CSPC CLI Channel dynamically supports the devices and accepts the required inputs using xml and
stores these inputs in DB for future use.

New Device Input XML

<?xml version="1.0"?>
<Request xmlIns="http://www.parinetworks.com/api/schemas/1.1" requestld="12">

<Manage>
<Add operationld="1" replace="true">
<ChannelType channelld = "StarOS"> <!-- Provide unique name for new channel -->

<ChannelTypeRules>
<Rules>

<MatchType>ANY</MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->

<Rule>
<Attribute><![CDATA[OSTYPE]]></Attribute> <!-- Provide the attribute which needs to be matched
with device OSTYPE, SYSOBJID, VERSIONTYPE -->
<Operator>EQUALS</Operator> <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS, GREATERTHAN, LESSTHAN -->
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<Operands>
<Operand><![CDATA[Star OS]]></Operand> <!-- Operand depend on attribute and operator values -->
</Operands>
</Rule>
</Rules>

</ChannelTypeRules>

<CLIRules>
<MorePromptRules>
<Rules>
<MatchType>ANY</MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->
<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>

<Operator>INDEXOF</Operator>  <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS -->

<Operands>

<Operand><![CDATA[--More--]]></Operand> <!-- Provide more prompts available for the device
->

</Operands>
</Rule>
</Rules>

<ContinueChar><![CDATA[32]]></ContinueChar> <!-- Provide character needs to be entered if
more prompt available -->

</MorePromptRules>

<OtherPromptRules>

<Rules><!-- This OtherPromptRules are used when the device is having prompts other than
more prompts -->

<MatchType>ANY</MatchType>

<Rule>
<Attribute><![CDATA[OSTYPE]|></Attribute>
<Operator>EQUALS</Operator>
<Operands>

<Operand><![CDATA[AsyncOS]]></Operand>

</Operands>

</Rule>

<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>
<Operator>INDEXOF</Operator>
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<Operands>

<Operand><![CDATA[Do you want to mask the password]]></Operand> <!-- The prompt
appears on the device -->

</Operands>
</Rule>
</Rules>

<ContinueChar><![CDATA[Y]]></ContinueChar> <!-- ContinueChar is used if we need to
input any data/character to continue further from the prompt -->

</OtherPromptRules>

<EnableRules>

<EnableCommand>enable</EnableCommand> <!-- Provide command used to enter into enable mode
>

<EnableUserPrompts><![CDATA[Username:&login:&user:]]></EnableUserPrompts> <!-- Provide
user prompts -->

<EnablePwdPrompts><![CDATA[Password:]]></EnablePwdPrompts> <!-- Provide password prompts
->

</EnableRules>

<ClearTerminalLengthDefinition>

<Command>terminal length 0</Command> <!-- Provide commands used to set terminal length
for the device -->

<Command>terminal width 0</Command>
</ClearTerminalLengthDefinition>
<AfterLoginCommand>

<Command>clish</Command> <!-- some devices required commands after login to the device
and before entering into the enable mode, provide those commands here -->

</AfterLoginCommand>
<ReplaceEscChar>[j</ReplaceEscChar>  <!-- Provide escape characters to be replaced -->

<ClearLineDef>3</ClearLineDef> <!-- This will clear the buffer before executing the command while
collecting the data from the device -->

<ControlChar>\n</ControlChar>
<Priority>100</Priority>
<UsePariPatentEndOfCommand>true</UsePariPatentEndOfCommand>
</CLIRules>

</ChannelType>

</Add>

</Manage>

</Request>
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Modify Channel XML

<?xml version="1.0"?>
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="12">
<Manage>
<Modify operationld="1">
<ChannelType channelld = "ACNS"> <!-- Provide unique name for new channel -->
<ChannleTypeRules>
<Rules>
<MatchType>ANY </MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->
<Rule>

<Attribute><![CDATA[OSTYPE]]></Attribute> <!-- Provide the attribute which needs to be matched
with device OSTYPE, SYSOBJID, VERSIONTYPE -->

<Operator>EQUALS</Operator> <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS, GREATERTHAN, LESSTHAN -->
<Operands>

<Operand><![CDATA[Star OS]]></Operand> <!-- Operand depend on attribute and operator values -->
</Operands>
</Rule>
</Rules>

</ChannleTypeRules>

<CLIRules>
<MorePromptRules>
<Rules>
<MatchType>ANY</MatchType> <!-- MatchType is based on rules provided, ANY or ALL -->
<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>

<Operator>INDEXOF</Operator>  <!-- Provide operator used to match with attribute EQUALS,
INDEXOF, STARTSWITH, ENDSWITH, CONTAINS, GREATERTHAN, LESSTHAN -->

<Operands>

<Operand><![CDATA[--More--]]></Operand> <!-- Provide more prompts available for the device
->

<QOperand><![CDATA[<--- More --->]]></Operand>
</Operands>

</Rule>
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</Rules>
<ContinueChar><![CDATA[32]]></ContinueChar> <!-- Provide character needs to be entered if
more prompt available -->
</MorePromptRules>
<OtherPromptRules>

<Rules><!-- This OtherPromptRules are used when the device is having prompts other than
more prompts -->

<MatchType>ANY</MatchType>

<Rule>
<Attribute><![CDATA[OSTYPE]|></Attribute>
<Operator>EQUALS</Operator>
<Operands>

<Operand><![CDATA[AsyncOS]]></Operand>

</Operands>

</Rule>

<Rule>
<Attribute><![CDATA[OUTPUT]]></Attribute>
<Operator>INDEXOF</Operator>
<Operands>

<Operand><![CDATA[Do you want to mask the password]]></Operand> <!-- The prompt
appears on the device -->

</Operands>
</Rule>
</Rules>

<ContinueChar><![CDATA[Y]]></ContinueChar> <!-- ContinueChar is used if we need to
input any data/character to continue further from the prompt -->

</OtherPromptRules>

<EnableRules>

<EnableCommand>enable</EnableCommand> <!-- Provide command used to enter into enable mode
>

<EnableUserPrompts><![CDATA[Username:&Password:&login: &user:]]|></EnableUserPrompts>
<!-- Provide user prompts -->

<EnablePwdPrompts><![CDATA[Password:]]></EnablePwdPrompts> <!-- Provide password prompts
->

</EnableRules>

<ClearTerminalLengthDefinition>
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<Command>terminal length 0</Command> <!-- Provide commands used to set terminal length
for the device -->

<Command>terminal width 0</Command>

</ClearTerminalLengthDefinition>

<AfterLoginCommand>

<Command>Clish</Command> <!-- some devices required commands after login to the device
and before entering into the enable mode, provide those commands here -->

</AfterLoginCommand>

<ReplaceEscChar>[j</ReplaceEscChar>  <!-- Provide escape characters to be replaced -->

<ClearLineDef>3</ClearLineDef> <!-- This will clear the buffer before executing the command while
collecting the data from the device -->

<ControlChar>\n</ControlChar>
<Priority>100</Priority>
<UsePariPatentEndOfCommand>true</UsePariPatentEndOfCommand>
</CLIRules>

</ChannelType>

</Modify>

</Manage>

</Request>

CLI Channel Get Report XML

<Request xmlIns="http://www.parinetworks.com/api/schemas/1.1" requestld="CLIChannelReport">
<Manage>
<Get operationld="1">

<CLIChannelReport all = "false"> <!-- all equals true will get the all channels Channel Type
rules only not CLI rules -->

<Channelld>I0S</Channelld> <!--if all equals false we need to provide channle id to get that particular
channel channel type rulas and cli rules -->

</CLIChannelReport>
</Get>
</Manage>

</Request> ?

Channel Delete Channel XML

- <Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="ChannelList">
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- <Manage>
- <Delete operationld="1">
<ChannelType channelld="Acsw" />
- <!-- This Xml deletes channel defintions which is provided here as channelld
->
</Delete>
</Manage>

</Request>

Get CLI Channel List Report XML

Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="ChannelList">
<Manage>
<Get operationld="1">
<ChannelList all = "true"/> <!-- This report lists all the existing channel ids list -->
</Get>
</Manage>

</Request>?

Get Imported Devices Status Report

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Get operationld="1">
<ImportedDeviceStatusReport>
<DiscoveryJobld>32</DiscoveryJobld>
<DiscoveryJobRunld>1</DiscoveryJobRunld>
</ImportedDeviceStatusReport>
</Get>
</Manage>

</Request>

CSPC Backup (PSS)

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job>

<Schedule operationld="123">

<JobSchedule runnow="true">

</JobSchedule>

CSPC Collection Platform Software User Guide
| g eis



Appendix E XML APIs |

<BackupJob jobName="Backup RunNow">
<BackupJobType>Full Backup</BackupJobType>
<IgnoreRunningJobs>true</IgnoreRunningJobs>
<FTPServerOptions>
<ServerHost>x.x.x.x</ServerHost>
<UserName>root</UserName>
<Password>cXXXXX</Password>
<Directory>CSPC_Backup</Directory>
<FileName>backup</FileName>
</FTPServerOptions>
<IgnorelnventoryData>true</IgnoreInventoryData>
</BackupJob>

</Schedule>

</Job>

</Request>

CSPC Backup (PSS) - Schedule

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job>

<Schedule operationld="123">

<JobSchedule runnow="false">
<Start>1450692900000</Start>

</JobSchedule>

<BackupJob jobName="Backup RunNow">
<BackupJobType>Full Backup</BackupJobType>
<IgnoreRunningJobs>true</IgnoreRunningJobs>
<FTPServerOptions>
<ServerHost>10.127.152.54</ServerHost>
<UserName>admin</UserName>
<Password>XXXXX</Password>
<FileName>xml</FileName>
</FTPServerOptions>
<IgnorelnventoryData>true</IgnorelnventoryData>
</BackupJob>

</Schedule>

</Job>

</Request>
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Collection of Loopback Interface IP address (NOS)

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job>
<Schedule operationld="1">
<JobSchedule runnow="true" />
<DiscoveryJob identifier="my_discoveryl123">
<DiscoveryOptionsList>
<DiscoveryOptions>
<[PAddressList>
<JPAddress>x.x.x.x</[PAddress>
</TPAddressList>
<useLoopBackIp>true</useLoopBackIp>
</DiscoveryOptions>
</DiscoveryOptionsList>
</DiscoveryJob>
</Schedule>
</Job>

</Request>

Add Optional Metadata Label to OIDs in Custom Datasets (PSS)

<Request xmlIns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<DatasetList>
<Dataset identifier="_snmp XML SNTest2">
<Title>_snmp XML SNTest2</Title>
<Description />
<CategoryName>1</CategoryName>
<CreatedUser>XML</CreatedUser>
<Locked>false</Locked>
<CollectionType>SNMP</CollectionType>
<VersionedDatasetList>
<VersionedDataset identifier="cisco">
<SNMP>
<SNMPRequest>
<RequestType>Scalar</RequestType>
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<ObjectList>
<Object>
<Id>.1.3.6.1.4.1.9.2.1.3</1d>
<Title>hostName</Title>
<Tag>!@#$%"&*()":.,</Tag>
<Type>Scalar</Type>
</Object>
</ObjectList>
</SNMPRequest>
</SNMP>
</VersionedDataset>
</VersionedDatasetList>
</Dataset>
</DatasetList>
</Add>
</Manage>

</Request>

Export and Import Collection Profiles (PSS)

Api for Export All Rules
<Request>
<Export>
<ExportAllRules>
<ExportLocation></ExportLocation>
</ExportAllRules>
</Export>

</Request>

API for Import All Rules
<Request>
<Execute>

<ImportAllRulesFromZipFile>

<AllRuleZipFileLocation>/opt/CSPC/data/ruleExport/CSPCRules_1450433792272.Zip</AllRuleZipF
ileLocation>

CSPC Collection Platform Software User Guide
[ E-18 | |



| Appendix E XML APIs

</ImportAllRulesFromZipFile>
</Execute>

</Request>

Upload Signature for Custom Profiles (PSS)

<CollectionProfile identifier="_ASA Test">
<Title>ASA Test</Title>
<CreatedUser>admin</CreatedUser>
<CreationTime>1439385708000</CreationTime>
<Locked>false</Locked>
<Tag>DONOTPROCESS</Tag>
<ExportSeedFile>false</ExportSeedFile>
<ApplicationDiscoveryProfile>false</ApplicationDiscoveryProfile>
<DisableCollectionInterval>false</DisableCollectionInterval>
<Priority>Medium</Priority>
<PreserveRunCount>1</PreserveRunCount>
<CredentialFallback>false</CredentialFallback>
<RunDiscoveryBeforeExecution>false</RunDiscoveryBeforeExecution>
<RunDAVBeforeExecution>false</RunDAVBeforeExecution>
<RunPromptCollectionBeforeExecution>false</RunPromptCollectionBeforeExecution>
<DeviceSelection all="true" />
<DatasetList>
<Dataset> show running_config</Dataset>
</DatasetList>
<DataPrivacy>
<IsIPPrivacyEnabled>false</IsIPPrivacyEnabled>
<IsHostPrivacyEnabled>false</IsHostPrivacyEnabled>
</DataPrivacy>

</CollectionProfile>

Discovery Classification

<Request requestld="123">
<Manage>

<Modify operationld="11">
<ApplicationPreferencesSettings>

<Discovery>
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<SnmpTimeout>3</SnmpTimeout>
<SnmpRetry>1</SnmpRetry>
<MaxThreadCount>100</MaxThreadCount>
<MaxCredentialSets>10</MaxCredentialSets>
<MaxDiscoveryTime>600</MaxDiscoveryTime>
<MaxDeviceDiscoveryTime>180</MaxDeviceDiscoveryTime>
<IpPhoneDiscovery>false</IpPhoneDiscovery>
<NmapTimeout>30</NmapTimeout>
<SerialNumDuplicateCheckEnabled>false</SerialNumDuplicateCheckEnabled>
<IncludePlatformList>[]</IncludePlatformList>
<TryPingFirst>true</TryPingFirst>
<ExcludePlatformList>[ EXCLUDE CSCus90617]</ExcludePlatformList>
<EnableCLIdiscovery>false</EnableCLIdiscovery>
<CLIDiscoveryTimeOut>3</CLIDiscovery TimeOut>
<EnableSnmpConfigPush>false</EnableSnmpConfigPush>
</Discovery>
</ApplicationPreferencesSettings>
</Modify>
</Manage>

</Request>

Enabling/Disabling the WebSocket Connection

Enabling

Now, with this XML API, you can control (enabling/disabling) WebSocket Connection from CSPC.

<Request requestld="4444" xmIns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Modify operationld="1">
<WebSocketSettings>
<Enable>Yes</Enable>
</WebSocketSettings>
</Modify>
</Manage>

</Request>
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Disabling

<Request requestld="4444" xmlns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Modify operationld="1">
<WebSocketSettings>
<Enable>No</Enable>
</WebSocketSettings>
</Modify>
</Manage>
</Request>

Note:If you get any error while closing the connection, try to execute same XML one more time.

GET WebSocket Status

<Request requestld="4444" xmIns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Get operationld="1">
<WebSocketSettings>
</WebSocketSettings>
</Get>
</Manage>

</Request>

Add External Platform Components Credentials

<Request requestld="63" xmlns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Add operationld="1">

<AddExternalComponents>

<DeviceCredential identifier="CIMC snmpv3”> —— Provide credential name
<Type>CIMC</Type> —— Provide valid Type ex: CIMC, PFSENSE, ESXI
<IpExpressionList>
<IpExpression>x.x.X.x</IpExpression> —— Give valid IP address
</IpExpressionList>
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<SNMPV3UserName>ucsSNMPV3user</SNMPV3UserName>

credentials details if SNMPV3 enabled

<SNMPV3AuthProtocol>SHA</SNMPV3AuthProtocol>
<SNMPV3AuthPassPhrase>xxxxx</SNMPV3AuthPassPhrase>
<SNMPV3PrivProtocol>AES-128</SNMPV3PrivProtocol>
<SNMPV3PrivPassPhrase>xxxxx</SNMPV3PrivPassPhrase>
<SNMPV3Engineld>authpriv</SNMPV3Engineld>
<Protocol>snmpv3</Protocol>

</DeviceCredential>

<DeviceCredential identifier="ESXI snmpv3">
<Type>ESXI</Type>
<IpExpressionList>

<IpExpression>x.x.X.x</IpExpression>

</IpExpressionList>
<SNMPV3UserName>xxxx</SNMPV3UserName>
<SNMPV3AuthProtocol>SHA</SNMPV3AuthProtocol>
<SNMPV3AuthPassPhrase>XXXXX</SNMPV3AuthPassPhrase>
<SNMPV3PrivProtocol>AES-128</SNMPV3PrivProtocol>
<SNMPV3PrivPassPhrase>XXXXX</SNMPV3PrivPassPhrase>
<SNMPV3Engineld>authpriv</SNMPV3Engineld>
<Protocol>snmpv3</Protocol>

</DeviceCredential>

<DeviceCredential identifier="

<Type>PFSENSE</Type>

pfsense_snmpv2">

<IpExpressionList>

<IpExpression>x.x.x.x</IpExpression>

enabled

</IpExpressionList>
<ReadCommunity>public</ReadCommunity>
<Protocol>snmpv2c</Protocol>
</DeviceCredential>
</AddExternal Components>

</Add>

</Manage>

</Request>
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Upload Health Information

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="63">
<Job>
<Schedule operationld="1">

<JobSchedule runnow="true" />

<HealthMonitorJob jobName="HMJ1">
<IncludeSystemDetails>true</IncludeSystemDetails>
<IncludeCollectorLogs>true</IncludeCollectorLogs>

<IncludeAddOnHealth>true</IncludeAddOnHealth>

<IncludeExternalDeviceData>true</IncludeExternalDeviceData> —— Set
IncludeExternalDeviceData to true to include 3rd external components data

<UploadData>true</UploadData>
</HealthMonitorJob>
</Schedule>
</Job>

</Request>

Error Message for Smart DAV based on SSH/Telnet

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="cp_schedule">
<Job>

<Schedule operationld="1">

<JobSchedule runnow="true">

</JobSchedule>

<DAVJob jobName="SBTestDavJobXML">

<DeviceSelection all="true"/>
<OverrideEnableFailed>true</OverrideEnableFailed>
<RunDAVForUnreachable>true</RunDAVForUnreachable>
<RunDiscoveryBeforeExecution>false</RunDiscoveryBeforeExecution>
<Pingable>true</Pingable>

</DAVJob>

</Schedule>

</Job>

</Request>
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Region Based Collection via User Groups

For creating static device group based on the user fields during import seedfile:

<?xml version="1.0" encoding="UTF-8"?>
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="seedfile">
<Job>
<Schedule operationld="1">

<JobSchedule runnow="true" />

<ImportSeedFileJob jobName="q20">
<Description>al</Description>
<DeviceGroup></DeviceGroup>
<SeedFileDescr />
<GroupByUserField>true</GroupByUserField>
<SeedFileFormat>CISCO CNC_ CSV</SeedFileFormat>
<FileDetails>

<SeedFileName>Seed11.csv</SeedFileName>

</FileDetails>
<TriggerDiscovery>true</TriggerDiscovery>
<TriggerDav>false</TriggerDav>
<Entitlementld>CSP0001040260</Entitlementld>

</ImportSeedFileJob>

</Schedule>
</Job>

</Request>

Service Name for Service Prioritize

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="1111">
<Manage>
<Add>
<ServiceRegistration>
<Application type="add-on" name = "ADDONNAME"> </Application>
</ServiceRegistration>
</Add>

</Manage>
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</Request>

Add Credentials

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="">
<Manage>
<Add operationld="1" replace="true">
<DeviceCredentialList>
<DeviceCredential identifier="My_sql">
<Protocol>sql</Protocol>---------- Protocol
<Port>1433</Port>-------------- Port number
<DBServer>Microsoft SQL</DBServer>----Database server

<DBlIpaddress>*.*.* *</DBIpaddress>------ IP address Database

<DBName>***</DBName>------ Database name
<UserName>***</UserName>------- database user name
<Password>****</Password>  ------- database password
<IpExpressionList>
<IpExpression>* * * *</[pExpression>------ IP address
</IpExpressionList>
</DeviceCredential>

</DeviceCredentialList>
</Add>
</Manage>

</Request>

Add SQL Datasets

<Request xmlIns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<DatasetList>
<Dataset identifier="Name">

<Title>Title</Title>
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<Description />
<CategoryName>Sql</CategoryName>
<CreatedUser>xyz</CreatedUser>
<Locked>false</Locked>
<CollectionType>SQL</CollectionType>
<VersionedDatasetList>
<VersionedDataset identifier="cisco">
<SQL>
<Command>command</Command>  ----Provide sql query/cpmmand
</SQL>
</VersionedDataset>
</VersionedDatasetList>
</Dataset>
</DatasetList>
</Add>
</Manage>

</Request>

Schedule the Job with Service Name

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="3333">
<Job service_name="NOS">
<Schedule operationld="1">
<JobSchedule runnow="true"/>
<DiscoveryJob identifier="ipList">
<DiscoveryOptionsList>
<DiscoveryOptions>
<IPAddressList>
<IPAddress>5.0.1.2</IPAddress>
</IPAddressList>
</DiscoveryOptions>
</DiscoveryOptionsList>
</DiscoveryJob>
</Schedule>
</Job>

</Request>
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Add File Dataset

<Request requestld="44444" xmlns="http://www.parinetworks.com/api/schemas/1.1">
<Manage>
<Add operationld="1"><DatasetList>
<Dataset identifier="file">
<Title>file</Title>
<CategoryName>File</CategoryName>
<CreatedUser>admin</CreatedUser>
<CreationTime>1522161616000</CreationTime>
<Locked>false</Locked>
<CollectionType>FILE</CollectionType>
<CollectionInterval>0</CollectionInterval>
<ApplicablePlatforms>[ CISCO ]</ApplicablePlatforms>
<VersionedDatasetList>
<VersionedDataset identifier="cisco">
<File>
<Name><![CDATA[File Name]]></Name>
<Location><![CDATA[File path]]></Location>
<GenerateFileCommand><![CDATA[Command to generate file]]GenerateFileCommand>

<DownloadFileCommand><![CDATA[Command to download the
file]]></DownloadFileCommand>

<IntegrityRule> INTEG_RULE</IntegrityRule>
</File>
</VersionedDataset>
</VersionedDatasetList>

</Dataset>
</DatasetList>
</Add>
</Manage>

</Request>

API to Export and Get File name

REST API call to export and get the filename
https://localhost:8001/cspc/xml/
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| Additional Device Properties

@POST
@Consumes({MediaType. APPLICATION XML})
Input:
XML Request :
<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Export>
<CollectionList>
<Collection>
<CollectionProfile identifier="_cpname"/>
<ExportFromRestAPI>true</ExportFromRestAPI>
</Collection>
</CollectionList>
</Export>

</Request>

Response/output :
<Response requestld="44444">
<Status code="SUCCESSFUL" />
<Export>
<CollectionList>
<Jobld>32</Jobld>
<FileName>CPExport 1534231458802 export.zip</FileName>
</CollectionList>
</Export>

</Response>

API to Download the Collection Profile Run Data

REST API GET call to download the collection profile run data
https://localhost:8001/cspc/file/filename.zip?fileStore Type=export&jobid=32

Additional Device Properties

Add Family OS type and Technology Properties
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Additional Device Properties ||

<Request xmlIns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<DevicePropertiesList>
<AdditionalDeviceProperties>
<IpAddress>10.10.10.10</IpAddress>
<Family>familyl</Family>
<OSType>abcd</OSType>
<TechnologyList>
<Technology>tech1</Technology>
<Technology>tech2</Technology>
</TechnologyList>
</AdditionalDeviceProperties>
</DevicePropertiesList>
</Add>
</Manage>

</Request>

Modify Additional Device Properties

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Modify operationld="1">
<DevicePropertiesList>
<AdditionalDeviceProperties>
<IpAddress>10.10.10.10</IpAddress>
<Family>family2</Family>
<OSType>abcde</OSType>
<TechnologyList>
<Technology>tech3</Technology>
<Technology>tech4</Technology>
</TechnologyList>
</AdditionalDeviceProperties>
</DevicePropertiesList>
</Modify>

</Manage>
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</Request>

Delete Additional Device Properties

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Get operationld="1">
<DevicePropertiesList>
<AdditionalDeviceProperties>
<IpAddressList>
<IpAddress>10.10.10.10</IpAddress>
<IpAddress>10.10.10.11</IpAddress>
</IpAddressList>
</AdditionalDeviceProperties>
</DevicePropertiesList>
</Get>
</Manage>

</Request>

Get Additional Device Properties

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Delete operationld="1">
<DevicePropertiesList>
<AdditionalDeviceProperties>
<IpAddressList>
<IpAddress>5.0.1.1</IpAddress>
<IpAddress>5.0.1.2</IpAddress>
</IpAddressList>
</AdditionalDeviceProperties>
</DevicePropertiesList>
</Delete>

</Manage>
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Additional Device Properties

</Request>

Adding WMI Datasets

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<DatasetList>
<Dataset identifier="_netstat wmi">
<Title>netstat wmi</Title>
<CategoryName>wmi</CategoryName>
<TagName />
<CreatedUser>admin</CreatedUser>
<Locked>false</Locked>
<CollectionType>WMI</CollectionType>
<CollectionInterval >0</CollectionInterval>
<ApplicablePlatforms>[ CISCO ]</ApplicablePlatforms>
<VersionedDatasetList>
<VersionedDataset identifier="cisco">
<WMI>
<Namespace>CIMV2</Namespace>
<Query type="PS/WMI">Command to be added</Query>
</WMI>
</VersionedDataset>
</VersionedDatasetList>
</Dataset>
</DatasetList>
</Add>
</Manage>

</Request>
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| Additional Device Properties

Adding LDAP Datasets

<Request xmlns="http://www.parinetworks.com/api/schemas/1.1" requestld="44444">
<Manage>
<Add operationld="1">
<DatasetList>
<Dataset identifier="_ldap dataset">
<Title>ldap_ dataset</Title>
<CategoryName>ldap</CategoryName>
<TagName />
<CreatedUser>admin</CreatedUser>
<Locked>false</Locked>
<CollectionType>LDAP</CollectionType>
<CollectionInterval>0</CollectionInterval>
<ApplicablePlatforms>[ Custom ]</ApplicablePlatforms>
<VersionedDatasetList>
<VersionedDataset identifier="_ACNS">
<LDAP>
<SearchBase></SearchBase>
<SearchFilter></SearchFilter>
<SearchScope></SearchScope>
<AttributesToReturn></AttributesToReturn>
<MaskRule> </MaskRule>
<Timeout></Timeout>
</LDAP>
</VersionedDataset>
</VersionedDatasetList>
</Dataset>
</DatasetList>
</Add>
</Manage>

</Request>
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Uploading Valid SSL Certificate

To upload SSL certificate to CSPC Keystore, Perform the following :

Step1  Choose any one the following:

» Customer who wants to upload SSL certificate of their choice may provide SSL certificate
purchased from a trusted certificate authority

OR
» Customers can provide their own self signed certificate

For the above two scenario's you can directly start from Step 4.

Note  All the Self signed certificates provides a warning message on the browser.

Figure F-1 Warning Message

Your connection is not secure

The owner of has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website,

Leamn more.

s 18

Report errors like this to help Mozilla identify and block malicious sites

wses an invalid security certificate.,

The certificate |s not trusted because it is self-signed
The certificate is not valid for the name

Error code: SEC_ERROR._LINKR

Add Exception... .

You will not get this waring if we use the SSL certificate provided by the trusted signing authority like
Symantec (Verisign) or Digicert.

Generating a Self-signed certificate
Self-signed certificate needs Private key and Certificate signing request (CSR)

Step 2 Generate the Private key and Certificate Signing Request (CSR) using the below Command in CSPC
CLI. Customer must provide the input field details
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#openssl req -new -newkey rsa:2048 -nodes -keyout localhost.key -out
localhost.csr

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ".", the Ffield will be left blank.

Country Name (2 letter code) [XX]:IN

State or Province Name (full name) []:TN

Locality Name (eg, city) [Default City]:Trichy

Organization Name (eg, company) [Default Company Ltd]:KSKTech
Organizational Unit Name (eg, section) []:IT

Common Name (eg, your name oOor your server"s hostname) []:cspc

Email Address []:ksk@wxyz.com

Please enter the following "extra®™ attributes

to be sent with your certificate request

A challenge password []:password

An optional company name []:AEY

Above command generates two files localhost.key (Key file) and localhost.csr (CSR file)

e Scenario 1: Some customer may request us to generate only the key & CSR file and they will create
the certificate using the generated key /CSR files. Provide the above files (localhost.csr &
localhost.key) to the customer, they will generate and provide the certificate. The certificate file will
be either .crt or .cer. (.cer file generally belongs to Microsoft Platform) and proceed to Step 4.

» Scenario 2: Customer may request us to create the certificate from the generated key and CSR file
(localhost.csr & localhost.key), continue with Step 3

Step3  Create certificate using below command

# openssl x509 -req -days 500 -in localhost.csr -signkey localhost.key
-out localhost.crt

Signature ok
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Step 4

Note

Step 5

Step 6

subject=/C=IN/ST=TN/L=Trichy/0=KSKTech/0U=1T/CN=cspc/emai lAddress=
ksk@wxyz .com

Getting Private key
Above command generates the self-signed certificate file, localhost.crt
This step is optional:

Use the following command to check the certificate provided by the customer before creating the
keystore

/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-printcert -v -file localhost.crt

Creating the keystore use the following command

#openssl pkcsl2 -export -in localhost.crt -inkey localhost.key >
localhost.pl2

Enter ExportPassword:cspcgxt
Verifying - Enter Export Password:cspcgxt
Above command generates.pl?2 file

Use "cspegxt" as password (if some other password is used then you need to create a separate keystore
and need to edit the server.xml file entries “keystoreFile” and “keystorePass”.

Importing the created keystore into CSPC's keystore using command

/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-importkeystore -srckeystore localhost.pl2 -srcstoretype pkcsl2
-destkeystore $CSPCHOME/webui/tomcat/conf/cspcgxt -deststoretype jks

Enter destination keystore password:cspcgxt
Enter source keystore password:cspcgxt
Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries
failed or canceled

Deleting the existing alias from the CSPC keystore
*checking the CSPC keystore for details using command

/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-list -v -keystore $CSPCHOME/webui/tomcat/conf/cspcgxt

Your keystore contains 2 entries
Alias name: tomcat
Alias name: 1

You have to delete the tomcat Alias since it contains the CSPC self-signed certificate using below
command

/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-delete -alias tomcat -keystore $CSPCHOME/webui/tomcat/conf/cspcgxt

Enter keystore password:cspcgxt
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/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-list -v -keystore $CSPCHOME/webui/tomcat/conf/cspcgxt

Enter keystore password:cspcgxt

Now the CSPC keystore has only 1 Alias,

Keystore type: JKS

Keystore provider: SUN Your keystore contains 1 entry

Alias name: 1

Changing Alias name to tomcat (this step is optional) using the command below.

/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-changealias -alias 1 -destalias tomcat -keystore
$CSPCHOME/webui/tomcat/conf/cspcgxt

Enter keystore password: cspcgxt
Step 7 Verifying the Alias name change,

/opt/cisco/ss/adminshell/applications/CSPC/jreinstall/bin/keytool
-list -v -keystore $CSPCHOME/webui/tomcat/conf/cspcgxt

Enter keystore password: cspcgxt
Keystore type: JKS
Keystore provider: SUN. Your keystore contains 1 entry
Alias name: tomcat
Step 8  Restart the CSPC service using below command
# service cspc restart

Step 9  Verify the uploaded SSL certificate in a browser below screen appears
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Figure F-2 Certificate Information
T

Certificate i 2%

General | Details | Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: sbre

Issued by: shbre

¥alid from 9/ 3/ 2014 te 9/ 3} 2015

[Insl:a“ Certificate. . ] Issuer Staternent

Learn more about certificates
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RSA SHA 256 Fingerprint

To generate the RSA SHA 256 fingerprint for the corresponding host key, perform the following:

Step1  Login to the host box where you want to perform backup or restore and execute the below command

ssh-keygen -1 -f /etc/ssh/ssh_host_rsa_key

Sample Output

db:db:97:37:b9:af:df:fc:c5:af:b6:b4:1a:85:02:7Ff (MD5 checksum)

zU7R1r/JZaWFLmF1jKVm5ZrtuOaGvTyQzVUGORI73n0 (base64-encoded SHA256
checksum )

Note In OpenSSH 6.7 and earlier versions this fingerprint was an hexadecimal MD5 checksum. Now it is
base64- encoded SHA256 checksum.
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Step 1
Step 2
Step 3

Step 4

Step 5

APPENDIX H

CSPC - Automated Fault Management (AFM)
Tool Integration

CloudRay deployment with CSPC, NCE should follow the steps to establish the secured SSL based
communication channel between CSPC and CloudRay.

Create a new user with group type "External Client User", on CSPC.
Configure the above created user's username and password, on CloudRay JMS client.

Replace the existing par i TrustStore with the latest one available in $CSPCHOME/bin. on
CloudRay JMS client. This steps is mandatory only if the pariTrustStore is modified on CSPC.

Add the below firewall rule just before the loopback interface rules that would allow to accept the
connections from CloudRay on port 61617, on CSPC.

This should be a permanent entry and finally restart the iptables.
iptables -A INPUT -p tcp -m tcp --dport 61617 -j ACCEPT
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APPENDIX

Reset Root Password and Deployment of ESXi
6.7

Recovering Root Password

To recover the root password, perform the following:

Step1  Reboot the server from console and as the boot process starts, press € to edit the first boot option.

Figure 1-1 Console
i@ cspc29_

CentDS Linux (4.18.8-193.14.2.el18_2.x86_64) 8 (Core)
3 Linux (4.18.8-147.e18. 5_64) 8 (Core)
Linux (B-rescue-96a7ab h84c49d18bicl12edBad41993a) 8 (Core)

Use the T and 4 keys to change the selection.
Press 'e’ to edit the selected item, or 'c’ for a command prompt.
The lected entry will 1 started automatically in 3s.

Step2  Enter grub Username (root) and Password.

Step3  Search the kernel for the line that start with Iinux, change ro to rw init=/sysroot/bin/sh
Step4  Press CTRL+X or F10 to boot single user mode

Step5  Access the system using command chroot /sysroot

Step 6  Execute command passwd to change the root password

Step 7  Execute the following commands to force the system file to relabel and reboot.
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Bl Deploying CSPC 2.9 OVA on ESXi 6.7

touch /_autorelabel
exit

logout

reboot

Deploying CSPC 2.9 OVA on ESXi 6.7

To deploy CSPC 2.9 OVA on ESXi 6.7 and modify the configurations post deployment

Step1  Log in to the VMware vSphere Web Client and navigate to the VMs tab.

Step2  Add the Deploy OVF Template action button via the Actions drop-down list.
Step3  Click the newly added Deploy OVF Template button.

Step4  Click on Browse to upload CSPC ova from local path.

Step5  Accept end user license and select Deployment Type as Ultrasmall.

Step 6  Click Finish, once CSPC OVA is deployed.

Step7  Power off VM to change ultrasmall to small, medium or large deployment types.
Step 8  Right click and then click Edit settings.

{5 Edit settings - CSPC29,

|. Virtual Hardware VM Options
2 Add hard disk 8 Add network adapter (= Add other device
» | cPu A\ ’

¥
W Memory A\ 2048 MB

b i Hard disk 1 /1y 40 GB

You can reconfigure Vcpus, Memory, and Storage for small, medium and large as below:

Deployment Type |Vcpu's |Memory |Storage
Small 4GB 4GB 250GB
Medium 8GB 8GB 500GB
Large 12GB 16GB 1TB

Step9  Click Save and Power on the VM.
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APPENDIX J

Frequently Asked Questions

e

e

e

e

e

>

S

Does adding credentials manage a device?

No.

Can credentials be added by DNS Name?
No.

Can CNC seed files be imported?
Yes.

Can Ciscoworks DCR files be imported?

Yes, but only the XML Version and only if the IP Addresses were exported from Ciscoworks, not
the DNS Names.

Does importing a credentials file ever manage a device?

No.

Can credentials be exported?

Yes, in Pari credentials and CNC CSV formats.

Is it better to enumerate IP address or to use wild cards?

It is better to use wild cards.

Is the order of credentials important?

Yes, the order of credentials is used to choose the preferred protocol for a dataset type and also to
choose between multiple matching wildcards.

Does Discovery of Known Devices discover anything?
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A. No, but it will filter out any devices it cannot collect device properties from using the SNMP
credentials.

Q. How come all my devices weren’t added?

A. Because Discovery of Known Devices filters out any devices it cannot collect device properties
from using the SNMP credentials.

e

Are SNMP credentials necessary to manage a device?
Yes.

e

e

Can I select Cisco or third party vendor products where the data is collected?

>

Yes, by default CSPC discovery engine collects all devices that are SNMP/CLI enabled, If you want
a set of devices not to be collected, then add those to ignore list. Refer to Exclude Platform

e

Can I disable remote access for SW uploads to CSPC?

s

Yes, you can uncheck the uploads to remote server. Refer to Export Options in Profile Details

Q. Ihave legacy products that may be LDoS or past SW Maintenance and are sweating assets. Will
CSPC still collect the data from these legacy products?

A. Yes

R

I have procured third part products, will CSPC collect data from those?

A. Yes, CSPC collects the data and those will be considered as Cisco products.
Q. Will data be collected and processed for analytics from third party products that now are Cisco?
A. Yes, below is list of PID supported for collection by CSPC. You can see the supported third party
PIDs.
Figure J-1 Third Party PIDs
Physical Type = ProductFamily = PID - OSType ¥ Name .
|chassis Cisco SD-WAN [vBona "~ Iviptela  vBond Orchestrator
Chassis Cisco SD-WAN vManage Viptela vManage NMS
Chassis Cisco SD-WAN vimart Viptela vimart Controller
Chassis Cisco vidge Router  VEDGE-100-AC Viptela Cisco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-1000-AC-K9 Viptela Cisco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-1008-AC-K9 Viptela Cisco vidge Router Model
Chassis Cisco vidge Router VEDGE-100M-AT-K9 Viptela Cisco vEdge Router Model
Chassis Civco vEdge Router  VEDGE-100M-GB-K9 Viptela Cico vidge Router Mode!
Chassis Cisco vEdge Router  VEDGE-100M-NA-K9 Viptela Cisco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-100M-NT-K9 Viptela Cisco vidge Router Model
Chassis Cisco vEdge Router  VEDGE-100M-5$P.K9 Vipteta Cisco vidge Router Model
Chassis Cisco vEdge Router  VEDGE-100M-VZ-K9 Viptela Cisco vEdge Router Model
Chassis Cisco vidge Router  VEDGE-100WM-AT-K9 Viptels Cisco vidge Router Model
Chassis Cisco vEdge Router  VEDGE-100WM-GB-X9 Viptela Cisco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-100WM-NA-K9 Viptela Cisco vEdge Router Model
Chawsis Cisco vEdge Router  VEDGE-100WM-NT-K9 Viptela Cinco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-100WM-5P-K9 Vipteda Cisco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-100WM-VZ-K9 Viptela Cisco vEdge Router Model
Chassis Cisco vidge Router  VEDGE-2000-AC-K9 Viptela Cisco vEdge Router Model
Chassis Cisco vEdge Router  VEDGE-CLOUD Viptela VEDGE-CLOUVD
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