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Introduction
The zero trust security model  is gaining significant traction in the enterprise, 
though it is often described in vague terms like “Zero trust is a journey.” 
This perspective can be frustrating for IT professionals who face practical 
challenges such as making zero trust a core security element of digital 
transformation initiatives. However, as PeerSpot members are discovering 
when they work with Cisco on zero trust planning and deploy the Cisco 
Security solutions, they’re already on that journey. By utilizing Cisco 
products for multi-factor authentication (MFA), micro-segmentation, and 
network segmentation, which are three critical elements of a zero trust 
architecture, they are well on their way to realizing a zero trust approach 
in their organizations. This paper explores how PeerSpot members are 
adopting these components of zero trust, as well as their viewpoints on 
zero trust in general.  
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Zero Trust Overview  
Zero trust is a security model that forms the basis for security controls and 
practices. It is an idea, not a product, with the foundational rule, “Never 
trust. Always verify, and enforce the principle of least privilege.” If a user 
or device requests access to a digital resource, like a database or a network 
segment, the standard zero trust policy is “deny by default.” This stands in 
contrast to many existing security policies that grant broad, general access 
to a wide range of digital assets once the user has passed a basic username/
password authentication process. Instead, after the user has been verified, 
only then will a zero trust-architecture grant limited access privileges, often 
confined to a single network segment. Figure 1 shows a simple reference 
architecture for zero trust.

Zero trust adoption is growing, with digital transformation 
initiatives as one of its main drivers. Digital transformation 
is about using technology to reinvent the customer 
relationship for the purpose of gaining competitive 
advantage. Its success depends on strong security. 
Transformative initiatives may require, for example, that 
end users be able to access networks and data from 
anywhere at any time on any device. Without zero trust 
policies in place, the risk of unauthorized access increases. 
Additionally, without a cohesive approach to security, more 
administrative burden, including manual management of 
access privileges, is placed on overworked IT teams.  

Zero Trust
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Zero trust adoption is also mandated in certain government IT 
projects. In May, 2021, US President Biden issued an Executive 
Order on Improving the Nation’s Cybersecurity, which specif-
ically stated, “The Federal Government must adopt security 
best practices; advance toward Zero Trust Architecture.” 

The order recommends that Federal agencies that are in 
scope (e.g., non-Department of Defense entities) follow the 
Cybersecurity & Infrastructure Security Agency (CISA) Zero 
Trust Maturity Model. According to the CISA, the model is 
“one of many roadmaps for agencies to reference as they 
transition towards a zero trust architecture.” Additionally, 
government agencies can adopt zero trust based on the 
National Institute of Standards (NIST) Special Publication (SP) 
800-207, which provides systematic guidelines for updating 
network security and developing a Zero Trust Architecture.

Figure 1 - Simple reference architecture for zero trust, with multi-factor authentication blocking 
non-verified users and network segmentation allowing minimum access privileges.
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“As far as remote 
access, simple access, 
and authentication 
to gateways, it [Cisco 
Duo] was perfect. 
It has very strong 
network connectivity, 
which works reliably 
and well. It was very 
easy for people to 
connect, and the app 
worked as it should.”
Read review »

Ronnie S.
CTO at Charter

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.peerspot.com/product_reviews/duo-security-review-2544374-by-ronnie-scott?cop=p6119?tid=pdf_peerpaper
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Cisco Customer 
Perspectives on Zero Trust  
PeerSpot members are using Cisco technologies to implement zero trust 
security. For some, Cisco serves as a trusted advisor on zero trust security 
matters. A Network Infrastructure Specialist who uses Cisco Identity 
Services Engine (ISE) at a small tech services company, for Instance, relied 
on Cisco to detect the need for missing elements of their network security 
architecture that they had not noticed during a health check.

The Co-Founder & Director of VSAM Technologies, a 
small tech company, felt that Cisco ISE covers access to 
the network to create a zero trust environment through 
network access control, micro-segmentation, network 
segmentation, and policy control. He said, “Having secure 
network access control will always make it safer and help 
organizations in attaining a zero trust environment.”

According to a Sr. Wireless Network Engineer who uses Cisco 
ISE at a manufacturing company with over 10,000 employees, 
“We want our payment system to be secure. Zero trust is our 
whole thing. It’s great that everything is external to ISE and 
then everything has to go through the system.”

“By eliminating trust, it helps us with audits, including CJIS 
[Criminal Justice Information Services] because we have a 
law enforcement division, and [we are] trying to conform 
to the NIST standards,” said a Network Architect who uses 
Cisco ISE at Tarrant Regional Water District. He added, “A 
lot of government agencies are becoming more familiar 
with the Zero Trust model and ISE makes our audits go a 
lot faster and a lot smoother than they used to.”

“Duo has helped us 
remediate threats 
more quickly by 
having one spot to 
look at.”
Read review »

Homer M.
Network Administrator at a retailer 

with 1,001-5,000 employees

https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-126917-by-chriswanyoike?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-1477300-by-mohd-asif-khan?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544365-by-jake-neher?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544365-by-jake-neher?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544388-by-adam-boldin?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2726823-by-homer-martinez?cop=p6119?tid=pdf_peerpaper
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This user went on to explain that Cisco ISE is built on a strong 
zero trust model. As he put it, “We consider everybody a 
foreign endpoint until they prove they belong on the network. 
ISE just seems to be built from the ground up to do that, 
whereas with other solutions, you have to ‘shoehorn’ that in.”

A Network Engineer at a manufacturing company with over 
1,000 employees felt that Cisco Secure Access by Duo was 
“really great for remote workers and a hybrid workforce 
nowadays for people who are trying to access their VPN 
or any applications from outside of the company.” He then 
said, “It helps us make sure it’s someone who should be 
accessing those things. It does a good job. It’s definitely a 
factor in achieving that Zero Trust.”

Cisco Duo received several acknowledgements by PeerSpot 
members for multi-factor authentication, a key element of 
zero trust user verification. A Senior Aerospace Engineer who 
uses Duo Security at a manufacturing company with over 
10,000 employees said, “We have a high level of confidence 
in the platform, especially for identifying potential logins 
from unexpected geolocations. The data associated with logs 
is very helpful to make that determination. It’s very important 
for us that Duo considers all resources to be external, espe-
cially as we lead up to zero trust. It needs to be like that.”

“We consider 
everybody a foreign 
endpoint until they 
prove they belong 
on the network. ISE 
just seems to be built 
from the ground up to 
do that, whereas with 
other solutions, you 
have to ‘shoehorn’ 
that in.”
Read review »

Adam B.
Network Architect at Tarrant 

Regional Water District

https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544388-by-adam-boldin?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2487740-by-carl-smith?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2487741-by-reviewer1885575?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544388-by-adam-boldin?cop=p9452?tid=pdf_peerpaper
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Securing Remote Access: A 
Top Use Case for Zero Trust   
Recent trends in network access are putting pressure on security teams 
and their partners in network and IT operations to implement zero trust 
principles. The need for secure access and remote access, which are both 
on the rise, translate into the use of multi-factor authentication and other 
elements of zero trust. The CTO of Charter, a small software company, 
put it this way: “As far as remote access, simple access, and authentication 
to gateways, it [Cisco Duo] was perfect. It has very strong network 
connectivity, which works reliably and well. It was very easy for people to 
connect, and the app worked as it should.”
Furthermore, he commented that Duo applies and maintains 
network connectivity across campus and remote locations. 
He added, “It eliminated trust for remote access, but not 
from inside our organization. Remote access from people’s 
homes and branches is also strong. Network connectivity 
is its strength and it does that well.”

Secure Access That’s Easy for Users   
“It provides security for the remote workers and it helps to 
improve enterprise security in a very easy way,” said a secu-
rity operations center (SOC) and Security Services Director 
who uses Cisco Umbrella at Bestel, a comms service provid-
er with more than 500 employees.

Securing 
Remote Access

https://www.peerspot.com/product_reviews/duo-security-review-2544374-by-ronnie-scott?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-umbrella-review-124049-by-victor-mejia?cop=p1360?tid=pdf_peerpaper
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 Secure access that is reliable, simple to scale, and easy to 
install is what mattered to a Technical Solutions Architect 
who uses Cisco ISE at a wholesaler/distributor with more 
than 200 employees. The Vice President, Information 
Security & Compliance at a tech vendor with over 1,000 
employees is using Cisco Umbrella to implement a SASE 
(Secure Access Service Edge) model. This started during 
COVID, when most users within client firms started work-
ing from outside their offices. 

Integrated Technologies Increase 
Visibility   
Cisco solutions help customers focus on implementing key 
aspects of zero trust for end users and their devices. For a Sr. 
Consultant who uses Cisco ISE at a tech services company 
with over 10,000 employees, this means being able to deploy 
worldwide and integrate with Microsoft 365. Global access 
control for such commonly used applications is essential for 
success with zero trust as part of digital transformation. 

Increased 
Visibility

https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-1072861-by-derly-aligutierrez-arellano?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-1072861-by-derly-aligutierrez-arellano?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-1378741-by-rammohan-manike?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-1378741-by-rammohan-manike?cop=p9452?tid=pdf_peerpaper
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Global access needs global awareness, which is what a CTO 
of a small tech vendor put into practice with Cisco Secure 
Workload. He said, “The solution offers 100% telemetry 
coverage. The telemetry you collect is not sampled, it’s not 
intermittent. It’s complete. You see everything in it, includ-
ing full visibility of all activities on your endpoints and in 
your network.”

Support for Diverse Types of Devices 
and Users    
An Accounting Executive at a small tech services compa-
ny uses Cisco ISE for the device authentication and applica-
tion access controls that zero trust requires. In his case, he 
has groups of employees with separate application access 
needs, such as accounting people accessing accounting 
software and salespeople accessing sales management soft-
ware, and so forth. Users are not entitled to access applica-
tions outside of their work area. This means device authen-
tication against access control policies. 

As he put it, “In my case, I’ve got a Windows laptop and 
I’ve got an Apple product and those have unique identifiers, 
unique back addresses. It would say that this is my profile 
so I could get to those apps with either device, 24/seven. 
That’s how granular the ISE or these NAC Solutions can get. 
That you have to have that same device.”

“The solution offers 
100% telemetry 
coverage. The 
telemetry you collect 
is not sampled, it’s 
not intermittent. 
It’s complete. You 
see everything in it, 
including full visibility 
of all activities on your 
endpoints and in your 
network.”
Read review »

CTO
at a tech vendor with 

11-50 employees

Device and 
User Support

https://www.peerspot.com/product_reviews/cisco-secure-workload-review-66203-by-reviewer1037232?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-secure-workload-review-66203-by-reviewer1037232?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-1560515-by-reviewer1751499?cop=p9452
https://www.peerspot.com/product_reviews/cisco-secure-workload-review-66203-by-reviewer1037232?tid=pdf_peerpaper
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Verifying Users with Multi-
Factor Authentication (MFA)    
User verification is at the heart of zero trust. Companies that want a 
reliable verification method are turning to multi-factor authentication, 
as delivered by Cisco Secure Access by Duo. PeerSpot members put the 
use case in perspective, with a Networks and Infrastructure Manager at a 
financial services firm with more than 200 employees, for example, sharing, 
“Prior to implementing Duo Security, our users were not using multi-factor 
authentication. They were simply authenticating with a username and 
password. That was not secure enough, which is why we implemented the 
second level of authentication.”

The Networks and Infrastructure Manager added, “Having 
a single solution for multifactor authentication makes it 
comfortable for the users. They only need to train on one 
product.”

“Duo has helped us remediate threats more quickly by 
having one spot to look at,” said a Network Administrator 
who uses Duo Security at a retailer with over 1,000 
employees. He went on to say, “We can see whether a user 
authenticated it from somewhere or if they were denied 
a two-factor request.” A Solution Engineer who uses Duo 
Security at FirstLight, a tech services company with more 
than 200 employees, likewise noted, “We get fewer threats 
to remediate due to the two-factor authentication, which 
does not allow as many threats through. It does a good job 
of establishing trust for every access request.”

Multi-Factor 
Authentication

https://www.peerspot.com/product_reviews/duo-security-review-2739122-by-paul-mhiripiri?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2739122-by-paul-mhiripiri?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2726823-by-homer-martinez?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2544400-by-mark-sparling?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2544400-by-mark-sparling?cop=p6119?tid=pdf_peerpaper
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Multi-factor authentication is a “massive part of a prop-
er defense strategy” for a hospitality company with over 
10,000 employees. Their Dynatrace Architect explained, 
“Having Duo makes it easier to implement and manage that 
two-factor solution. For a CDC director at STC, a comms 
service provider with over 10,000 employees, the benefit 
from Cisco Duo came from its ability to deliver multi-factor 
authentication, “which gives another layer of protection.”  

In his case, his company has thousands of people who access 
the network from outside. He said, “It’s hard for us to know 
which one is legitimate and which one is illegitimate. Having 
two-factor authentication with Duo helps us to implement 
a second layer of authentication so that we know for certain 
that the people who are accessing accounts are legitimate.”

The CDC director at STC put this issue into further context 
when he said, “People use very weak passwords, so it’s very 
easy for attackers to get in and compromise accounts. This 
is why we need two-factor authentication and why we are 
with Duo Security. It helps us to not only rely on the user-
name and password but also implement another layer of 
protection. Attackers are not going to be able to compro-
mise accounts because of the two-factor authentication.”

“We get fewer threats 
to remediate due 
to the two-factor 
authentication, which 
does not allow as 
many threats through. 
It does a good job of 
establishing trust for 
every access request.”
Read review »

Mark S.
Solution Engineer 

at FirstLight

https://www.peerspot.com/product_reviews/duo-security-review-2642165-by-patryk-rurek?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2642165-by-patryk-rurek?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2544393-by-yasser-alghamdi?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2544393-by-yasser-alghamdi?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2544400-by-mark-sparling?cop=p6119?tid=pdf_peerpaper
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Other notable comments about multi-factor authentication 
included:

• “It [Duo] authenticates users so that you can know 
they’re legitimate in the network. It can be used for 
mobile banking. For example, when you’re doing mobile 
or internet banking with your phone, when it uses OTP 
[one-time password], it is using Duo Security.” - Vendor 
Business Manager EMEA who uses Duo Security at 
Westcon-Comstor, a tech services company with over 
10,000 employees 

• “We can ensure whomever is logging in isn’t some-
one else who might be sharing a username or pass-
word. Duo has enabled us to mitigate rogue access 
requests to our network.” Network Engineer who uses 
Duo Security at an aerospace/defense firm with more 
than 200 employees

• “Duo allowed us to greatly enhance our security. 
Now, not only do users have to know their username 
and password, but they also have to be able to receive 
the second-factor authentication in order to get in. The 
same goes for anyone trying to break in.” - IT Security 
manager who uses Duo Security at an energy/utilities 
company with more than 200 employees 

“We can ensure 
whomever is logging 
in isn’t someone 
else who might be 
sharing a username 
or password. Duo has 
enabled us to mitigate 
rogue access requests 
to our network.”
Read review »

Anderson R.
Network Engineer at a aerospace/

defense firm with 201-500 employees

https://www.peerspot.com/product_reviews/duo-security-review-1876057-by-kennedy-kariuki?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-1876057-by-kennedy-kariuki?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2477302-by-anderson-rodriguez?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2477302-by-anderson-rodriguez?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-413602-by-sean-muller?cop=p6119?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/duo-security-review-2477302-by-anderson-rodriguez?cop=p6119?tid=pdf_peerpaper
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Network Segmentation and 
Micro-Segmentation    
Network segmentation is a significant operational factor in zero trust 
success. Security managers can reduce the attack surface area by limiting 
verified users access only to the network segment they need. Segmentation 
restricts an attacker’s ability to move laterally across networks and 
compromise digital assets as he or she moves along.  

PeerSpot members are employing Cisco security products 
for this purpose. A Regional Presales Consultant (INS 
Division) at GBM, a computer software company with 
more than 500 employees, uses Cisco Secure Workload 
for micro-segmentation, for instance. A hospitality 
company with over 10,000 employees uses Cisco ISE for 
access control for a distributed network. Their Network 
Engineer explained, “It allows you to segment things and 
allows only certain devices to access the network.”

This user also shared, “[It’s about] protecting the network 
infrastructure from exploits and really allowing us to 
segment IoT [Internet of Things] devices and the corporate 
network. And because [on] the corporate network, once 
you get into it, there really isn’t anything protecting 
against accessing critical storage systems, accessing 
mission-critical servers, [or] our sales numbers, it’s super 
important that we have the ISE so that we’re only allowing 
the things that we want into the network that we trust.” 

Network 
Segmentation

https://www.peerspot.com/product_reviews/cisco-secure-workload-review-3173738-by-muhammad-marakkoottathil?cop=p1400?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2726833-by-ed-martinez?cop=p9452?tid=pdf_peerpaper
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A Sr. Architect who uses Cisco ISE at a pharma/biotech 
company with over 10,000 employees similarly noted 
that zero trust “ensures that if the device is not allowed to 
access something then ISE won’t let that device access that 
resource. This is mostly for segmentation security.”

The Tarrant Regional Water District, which is considered 
critical infrastructure by the federal government, uses 
Cisco ISE to protect supervisory control and data acqui-
sition industrial control systems. Their Network Architect 
who remarked, “ISE helps us do that by segmenting them 
off from the rest of the network.”

Wireless segmentation of users for Remote Authentication 
Dial-In User Service (RADIUS) with Cisco ISE is the use case 
for a Solution Architect Telecom at a manufacturing compa-
ny with over 10,000 employees. Likewise, a Sr. Wireless 
Network Engineer at the same company uses Cisco ISE 
primarily for virtual local area network (VLAN) segmenta-
tion for RADIUS users on their wireless networks.

“We use ISE for security group tagging in terms of guests 
and visitors who access the network to make sure that they 
actually go through this to control their privilege access 
to ensure they don’t actually access the internal network, 
etc.,” said a Senior Software Engineer who uses Cisco ISE. 
He elaborated, commenting, “Our clients use ISE as a form 
of security policy management so that users and devices 
between the wired, wireless, and VPN connections to the 
corporate network can be managed accordingly.”

“It allows you to 
segment things and 
allows only certain 
devices to access the 
network.”
Read review »

Ed M.
Network Engineer at a hospitality 
company with 10,001+ employees

https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544406-by-reviewer1895577?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544388-by-adam-boldin?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544388-by-adam-boldin?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-126981-by-reviewer1031016?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544365-by-jake-neher?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544365-by-jake-neher?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-127109-by-reviewer779877?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-127109-by-reviewer779877?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2726833-by-ed-martinez?cop=p9452?tid=pdf_peerpaper
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Conclusion
Zero trust is being broadly adopted, driven by increasing needs for secure 
and remote access as well as an evolving threat environment. PeerSpot 
members are able to execute the core zero trust principles through their 
use of the Cisco Security solutions. They are deploying multi-factor 
authentication, which enables the critical verification step of the zero 
trust principles of “never trust/always verify.” The ability to segment 
networks with Cisco products is another vital factor in making zero trust 
a reality. With segmentation and micro-segmentation, organizations can 
enforce the zero trust principle of limiting access based on least privilege. 
As the comments in this paper show, Cisco Security customers are making 
sizable progress toward zero trust implementations.
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