
If you have... 

An end-of-life (or approaching) on-premises 
FMC appliance 

A mixed ASA + Firewall Threat Defense (FTD) 
environment

If you have...

The latest on-premises FMC appliance

Fully Cloud
AI-driven management, monitoring, and event logging 
via Security Cloud Control 

Ideal if you're pursuing a cloud-first strategy to boost 
OpEx efficiency and avoid the CapEx of on-premises 
upgrades

Cloud Integration
Keep your on-premises FMC appliance for FTD 
management, plus get access to a subset of intelligent 
Security Cloud Control capabilities

Ideal if you’re looking to improve security posture with 
existing investments in Cisco Secure Firewall 

Ready to supercharge your Secure Firewall experience?
Learn more about the migration options and process. 

Migration Guide Talk to Sales

This is for you if you operate a Cisco 
on-premises FMC appliance or Firewall Threat 
Defense (FTD) devices. Explore your options to 
supercharge your Secure Firewall experience 
in Cisco Security Cloud Control-the industry's 
first AI-powered cloud management platform 
to unify a broad range of enforcement points, 
including 3rd party firewall policies.

Efficiency & Cost

Eliminate hardware maintenance, 
space, and power costs: 
Remove the overhead of on-premises 
hardware. ● 

Boost OpEx efficiency: 
Avoid the CapEx associated with 
on-premises upgrades. ● 

99.99% uptime SLA: 
Guaranteed high availability without the 
need to maintain a dedicated HA setup. ● 

Latest management firmware: 
Get the latest features and security 
updates with zero overhead, manual effort, 
or downtime. ● 

Auto backups: 
Regular backup of configurations that 
can be easily restored if needed. ●

AI-Powered Intelligence

Cisco AI Assistant: 
Simplifies tasks, enhances 
decision-making, and accelerates 
workflows. ● ●

Policy analyzer & optimizer: 
Automatically identifies and suggests 
improvements for network policies. ● ●

Best practice recommendation: 
Provides guidance toward optimal 
configurations for improved security 
and performance. ● ●

Feature adoption: 
Reveals how effectively you’re leveraging 
your investment’s full potential. ● ●

Flexibility & Control

Secure management access: 
Securely manage your environment 
from a web browser without a VPN. ● ●

Elastic scale: 
Add or remove FTDs without worrying 
about exceeding on-premises appliance 
capacity. ●

Combined visibility: 
Unified view of security events across 
FTD and ASAs for mixed deployments. ●

Streamlined security management: 
Consolidate multiple security 
tools—including 3rd party policies—into 
a single AI-driven interface. ●

Migration 
Options

of Cisco Security Cloud Control

Migrating your on-premises FMC to the cloud is the essential first step 
to unlocking the Cisco Hybrid Mesh Firewall journey. Whether you are 
looking to maximize existing investments or transition to a cloud-first, 
AI-driven model, moving to Intelligent Cloud Management allows you 
to centralize security coordination and boost operational agility. 

●  Full Cloud    ●  Cloud Integration

Start your Hybrid Mesh 
Firewall Journey

https://www.cisco.com/c/en/us/products/collateral/security/firewalls/firewall-management-center/fmc-cloud-migration-so.pdf
https://www.cisco.com/c/en/us/products/security/talk-to-a-hmf-expert.html?linkclickid=primary

