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Introduction 
 
Service Providers today, such as Lumen, are offering alternative methods to connect to the PSTN via their 

IP network. Most of these services utilize SIP as the primary signaling method and centralized IP to TDM 

POP gateways to provide on-net and off-net services.  

Lumen is a service provider offering that allows connection to the PSTN and may offer the end customer 

a viable alternative to traditional PSTN connectivity. A demarcation device between these services and 

customer owned services is recommended. As an intermediate between Webex® Calling and Lumen 

network, Local Gateway (Cisco Unified Border Element (Cisco UBE) ISR4331/K9 running IOS-XE 16.12.4) 

can be used. The Cisco Unified Border Element provides demarcation, security, interworking and session 

control services for Cisco Webex Calling connected to Lumen IP network. 

This document assumes the reader is knowledgeable with the terminology and configuration of Cisco 

Unified Border Element. Only configuration settings specifically required for Lumen interoperability are 

presented. Feature configuration and most importantly the dial plan are customer specific and need 

individual approach. 

• This application note describes how to configure Cisco Webex Calling and Cisco UBE on ISR 4331/K9 
[IOS-XE – 16.12.4] for connectivity to Lumen IQ SIP Trunking service. The deployment model 
covered in this application note is Cisco Webex Calling to PSTN (Lumen) via Local Gateway (Cisco 
UBE v12.7.0 [IOS-XE 16.12.04]).    

• Testing was performed in accordance to Lumen IQ SIP Trunking test methodology and among 
features verified were – basic calls, DTMF transport, Music on Hold (MOH), semi-attended, 
attended and blind transfers, call forward and conference. 

• The Cisco UBE configuration detailed in this document is based on a lab environment with a simple 
dial-plan used to ensure proper interoperability between Lumen IQ SIP network and Cisco Webex 
Calling. The configuration described in this document details are the important configuration 
settings to have enabled for interoperability to be successful and care must be taken by the network 
administrator deploying Cisco Webex Calling to interoperate to Lumen IQ SIP Trunking network.    
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Network Topology 

 
 

Figure 1: Network Topology 
 

• The network topology includes Cisco UBE (Local Gateway) and Webex Calling Endpoints that 

includes Cisco MPP phones and Cisco ATA. Cisco UBE is registered to Cisco Webex Calling. Lumen 

IQ SIP trunk is used as the service provider with SIP trunk to the Cisco UBE. 

• SIP Trunk transport type used between Cisco UBE and Lumen is UDP and the transport type 

between Cisco UBE and Cisco Webex Calling is TLS.   
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Cisco Webex Calling and Cisco UBE Settings: 

 
Setting Value 

Transport from Cisco UBE to Cisco Webex Calling TLS with SRTP 

Transport from Cisco UBE to Lumen UDP with RTP 

Voice Mail Support YES 

Session Refresh YES 

Early Media support  YES 
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System Components 
 

Hardware Requirements 
 

• Cisco UBE on Cisco ISR 4331 router 

• Cisco IP Phones with Multiplatform Firmware 

• Cisco ATA 19X 

 

Software Requirements 
 

• Cisco UBE-Version: 12.7.0 running IOS-XE 16.12.04 

• Cisco MPP-Version: sip68xx.11-3-2MPP0001-609.loads 

• Cisco ATA 19x-MPP-Version: 11-1-0MPP0401-002 

  

https://www.cisco.com/c/en/us/products/collaboration-endpoints/ip-phones/multiplatform-firmware.html
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Features 

Features Supported 
 

• Incoming and outgoing calls using G711ulaw and G729 voice codecs 

• Call Conference  

• Fax- G711 Pass-through 

• Voice Mail 

• Auto Attendant 

• Call hold & Resume( MoH) 

• Semi-attended and Attended Call transfer 

• Blind Transfer 

• Call forward (all, busy and no answer) 

• DTMF (RFC2833) 

• IP-PBX Calling number privacy 

Features Not Supported  
 

• The following features are not supported in Webex Calling 

o Fax Super G3 speed 

o Tone on Hold 

Features Not Tested 
 

• The following features are not tested. 

o Call to 911 is not tested, since production trunk is used for this test 

Features Not Applicable  
 

• The following are the sections that are not applicable for the test topology 

o Inter-Site Scenarios 

o Codec mid-call re-negotiation 

o IP-PBX  Telephone Number Support 
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Caveats 
 

The following are the issues with Webex Calling and Cisco UBE 

 

• Inbound and outbound T.38 fax scenarios are failing.  

o T.38 Outbound (Webex Calling to PSTN) 

▪ When the switchover to T38 is started, Webex Calling receives fax DIS (t38 

signaling) from Service Provider via Cisco UBE. Webex Calling responds with DCS 

towards Cisco UBE however Cisco UBE is not forwarding the fax reception DCS 

towards Service Provider. This is an issue with CUBE IOS-XE Version 16.12.04 

(Bug id: CSCvv41668). 

o T.38 Inbound (PSTN to Webex Calling) 

▪ When the switchover to T38 is started, Webex Calling sends fax DIS (T.38 

signaling) towards Cisco UBE. Cisco UBE is not forwarding the fax DIS towards 

Service Provider. This is an issue with CUBE IOS-XE Version 16.12.04 (Bug id: 

CSCvv41668). 

o T.38 Inbound (CPE to CPE) 

▪ Cube rejects loopback incoming T38 fax invite with 488 not acceptable as the 

invite contains two m lines (one for audio and another for image). 
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Configuration 
 

Initial platform configurations 

Ensure that baseline platform configuration such as NTPs, ACLs, enable passwords, master password 
(IOS-XE 16.11.1 and later), IP routing, IP Addresses, and so on are configured according to your 
organization's policies and procedures.  

Enable TLS 1.2 Exclusivity and a default Dummy Trustpoint: 

a. Create a dummy PKI Trustpoint and call it dummyTp  
b. Assign the trustpoint as the default signaling trustpoint under sip-ua 
c. cn-san-validate server is needed to ensure that the local gateway establishes the connection 

only if the outbound proxy configured on the tenant 200 (described later) matches with CN-SAN 
list received from the server.  

d. The crypto trustpoint is needed for TLS to work even though a local client certificate (for 
example, mTLS) is not required for the connection to be set up.  

e. Disable TLS v1.0 and v1.1 by enabling v1.2 exclusivity. 

 

configure terminal 

crypto pki trustpoint dummyTp 

revocation-check crl 

exit 

! 

sip-ua 

crypto signaling default trustpoint dummyTp cn-san-validate server 

transport tcp tls v1.2 

end 

! 
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Update Local Gateway Trustpool: 

The default trustpool bundle does not include the “DigiCert Root CA” certificate needed for 
validating the server side certificate during TLS connection establishment to Webex Calling.  

The trustpool bundle must be updated by downloading the latest “Cisco Trusted Core Root 
Bundle” from http://www.cisco.com/security/pki/.  

 

configure terminal 

crypto pki trustpool import clean url 

http://www.cisco.com/security/pki/trs/ios_core.p7b 

end 

! 

Verify with the following command and output 

 

LGW#show crypto pki trustpool | include DigiCert 

 

    cn=DigiCert Global Root CA 

    o=DigiCert Inc 

    cn=DigiCert Global Root CA 

    o=DigiCert Inc 

 

  

http://www.cisco.com/security/pki/
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Configuring Cisco Unified Border Element 
 

Global Cisco UBE settings 

In order to enable Cisco UBE IP2IP SBC functionality, following command has to be entered: 

voice service voip 

 ip address trusted list 

  ipv4 128.177.14.0 255.255.255.128 

  ipv4 128.177.36.0 255.255.255.192 

  ipv4 135.84.169.0 255.255.255.128 

  ipv4 135.84.170.0 255.255.255.128 

  ipv4 135.84.171.0 255.255.255.128 

  ipv4 135.84.172.0 255.255.255.128 

  ipv4 199.59.65.0 255.255.255.128 

  ipv4 199.59.66.0 255.255.255.128 

  ipv4 199.59.70.0 255.255.255.128 

  ipv4 199.59.71.0 255.255.255.128 

  ipv4 199.59.64.0 255.255.255.128 

  ipv4 199.59.67.0 255.255.255.128 

  ipv4 85.119.56.128 255.255.255.192 

  ipv4 85.119.57.128 255.255.255.192 

  ipv4 185.115.196.0 255.255.255.128 

  ipv4 185.115.197.0 255.255.255.128 

  ipv4 216.206.64.81 255.255.255.255 

 mode border-element license capacity 20 

 media statistics 

 media bulk-stats 

 allow-connections sip to sip 

 redundancy-group 1 

 no supplementary-service sip refer 

 no supplementary-service sip handle-replaces 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none 

 stun 
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  stun flowdata agent-id 1 boot-count 24 

  stun flowdata shared-secret 6 ICaDAeQJF\SO]iB]RTHUL`UAGVD]h^OPV^KhTgh 

 sip 

  early-offer forced 

  g729 annexb-all 

! 

 

Explanation 

 

Command Description 

allow-connections sip to sip Allow IP2IP connections between two SIP call legs  

media statistics Enables media monitoring on the LGW 

media bulk-stats Enables the control plane to poll the data plane for bulk call statistics 

media-address range <> 

port-range  

Configuration here decides which RTP source ports to be used for this 

media address range.  

fax protocol Specifies the fax protocol 

no supplementary-service 

sip refer 

 no supplementary-service 

sip handle-replaces 

Disable forwarding SIP REFER message for call transfers and replace the 

Dialog-ID in the Replaces header with the peer Dialog-ID 

Stun 

stun flowdata agent-id 1 

boot-count 24 

  stun flowdata shared-

secret 6 

 

Enable STUN globally.  

The STUN binding feature on the local gateway allows locally generated 

STUN requests to be sent over the negotiated media path. The shared 

secret is arbitrary as STUN is only used to open the pinhole in the 

firewall and allow media latching to take place in Webex Calling’s 

Access SBC. STUN password is a pre-requisite for LGW/CUBE to send 

STUN message out. 

early-offer forced Forces LGW to send the SDP information in the initial INVITE message 

g729 annexb-all Allows all variants of G729 
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Codecs 
 

G711u-Law and G729 voice codecs are configured for this testing. Codec preferences used to change 

according to the test plan description. 

voice class codec 1 

 codec preference 1 g729r8 

 codec preference 2 g711ulaw 

 

Dial peer 
 

Outbound calls to Lumen: 

 

dial-peer voice 200 voip 

 description Incoming dial-peer from Webex Calling 

 translation-profile incoming 100 

 session protocol sipv2 

 destination dpg 100 

 incoming uri request 200 

 voice-class codec 3 

 voice-class stun-usage 200 

 voice-class sip profiles 100 

 voice-class sip tenant 200 

 voice-class sip copy-list 555 

 dtmf-relay rtp-nte 

 srtp 

 no vad 

 

dial-peer voice 101 voip 

 description Outgoing dial-peer to Lumen 

 destination-pattern BAD.BAD 

 session protocol sipv2 

 session target sip-server 

 session transport udp 

 voice-class codec 3 

 voice-class sip asserted-id pai 

 voice-class sip early-offer forced 

 voice-class sip profiles 100 

 voice-class sip tenant 100 

 voice-class sip pass-thru subscribe-notify-events all 

 dtmf-relay rtp-nte 

 no vad  
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Inbound calls from Lumen: 

 

dial-peer voice 100 voip 

 description Incoming dial-peer from lumen 

 translation-profile incoming 200 

 session protocol sipv2 

 destination dpg 200 

 incoming uri via 100 

 voice-class codec 3 

 voice-class sip tenant 100 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 no vad 

 

dial-peer voice 200 voip 

 description Incoming dial-peer from Webex Calling 

 translation-profile incoming 100 

 session protocol sipv2 

 destination dpg 100 

 incoming uri request 200 

 voice-class codec 3 

 voice-class stun-usage 200 

 voice-class sip profiles 100 

 voice-class sip tenant 200 

 voice-class sip copy-list 555 

 dtmf-relay rtp-nte 

 srtp 

 no vad   
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Configuration example 
 

The following configuration snippet contains a sample configuration of Cisco UBE with all parameters 

mentioned previously.  
 

Current configuration : 13199 bytes 

! 

! Last configuration change at 11:50:26 UTC Mon Jun 25 2021 

! 

version 16.12 

service timestamps debug datetime msec 

service timestamps log datetime msec 

service password-encryption 

service call-home 

platform qfp utilization monitor load 80 

platform punt-keepalive disable-kernel-core 

! 

hostname CUBE7 

! 

boot-start-marker 

boot system bootflash:isr4300-universalk9.16.12.04.SPA.bin 

boot-end-marker 

! 

! 

vrf definition Mgmt-intf 

 ! 

 address-family ipv4 

 exit-address-family 

 ! 

 address-family ipv6 

 exit-address-family 

! 

logging queue-limit 1000000000 

logging buffered 10000000 

logging rate-limit 10000 

enable secret 9 $9$WqvWswdeK1HDYk$aWfZx9jLuxYKTg1njANmuDAxLCRXapdky0zd9.KvFRc 

! 

no aaa new-model 

call-home 

 ! If contact email address in call-home is configured as sch-smart-

licensing@cisco.com 

 ! the email address configured in Cisco Smart License Portal will be used as 

contact email address to send SCH notifications. 
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 contact-email-addr sch-smart-licensing@cisco.com 

 profile "CiscoTAC-1" 

  active 

  destination transport-method http 

  no destination transport-method email 

! 

ip name-server 8.8.8.8 

! 

login on-success log 

! 

subscriber templating 

! 

multilink bundle-name authenticated 

! 

password encryption aes 

! 

crypto pki trustpoint dummyTp 

 revocation-check crl 

! 

crypto pki trustpoint SLA-TrustPoint 

 enrollment terminal 

 revocation-check crl 

! 

! 

crypto pki certificate chain dummyTp 

crypto pki certificate chain SLA-TrustPoint 

 certificate ca 01 

  30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030 

  32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363 

  6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934 

  3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305 

  43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720 

  526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030 

  82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D 

  CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520 

  1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE 

  4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC 

  7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 C0BD23CF 58BD7188 

  68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8E00F 539BA42B 42C68BB7 

  C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191 

  C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44 

  DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551D0F 0101FF04 04030201 

  06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85 

  4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500 
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  03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905 

  604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B 

  D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8 

  467A3DF4 4D565700 6ADF0F0D CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C 

  7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B 

  5FB0DA06 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678 

  80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB 

  418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0 

  D697DF7F 28 

        quit 

! 

crypto pki certificate pool 

 cabundle nvram:ios_core.p7b 

! 

voice service voip 

 ip address trusted list 

  ipv4 128.177.14.0 255.255.255.128 

  ipv4 128.177.36.0 255.255.255.192 

  ipv4 135.84.169.0 255.255.255.128 

  ipv4 135.84.170.0 255.255.255.128 

  ipv4 135.84.171.0 255.255.255.128 

  ipv4 135.84.172.0 255.255.255.128 

  ipv4 199.59.65.0 255.255.255.128 

  ipv4 199.59.66.0 255.255.255.128 

  ipv4 199.59.70.0 255.255.255.128 

  ipv4 199.59.71.0 255.255.255.128 

  ipv4 199.59.64.0 255.255.255.128 

  ipv4 199.59.67.0 255.255.255.128 

  ipv4 85.119.56.128 255.255.255.192 

  ipv4 85.119.57.128 255.255.255.192 

  ipv4 185.115.196.0 255.255.255.128 

  ipv4 185.115.197.0 255.255.255.128 

  ipv4 216.206.64.81 255.255.255.255 

 mode border-element license capacity 20 

 media statistics 

 media bulk-stats 

 allow-connections sip to sip 

 redundancy-group 1 

 no supplementary-service sip refer 

 no supplementary-service sip handle-replaces 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback none 

 stun 

  stun flowdata agent-id 1 boot-count 24 

  stun flowdata shared-secret 6 ICaDAeQJF\SO]iB]RTHUL`UAGVD]h^OPV^KhTgh 
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 sip 

  early-offer forced 

  g729 annexb-all 

! 

! 

voice class uri 200 sip 

 pattern dtg=lumentechgateway8305_lgu 

! 

voice class uri 100 sip 

 host ipv4:216.206.64.81 

voice class codec 1 

 codec preference 1 g729r8 

 codec preference 2 g711ulaw 

! 

voice class codec 2 

 codec preference 1 g711ulaw 

! 

voice class codec 3 

 codec preference 1 g711ulaw 

 codec preference 2 g729r8  

! 

voice class stun-usage 200 

 stun usage firewall-traversal flowdata 

! 

voice class sip-profiles 200 

 rule 9 request ANY sip-header SIP-Req-URI modify "sips:(.*)" "sip:\1" 

 rule 10 request ANY sip-header To modify "<sips:(.*)" "<sip:\1" 

 rule 11 request ANY sip-header From modify "<sips:(.*)" "<sip:\1" 

 rule 12 request ANY sip-header Contact modify "<sips:(.*)>" 

"<sip:\1;transport=tls>" 

 rule 13 response ANY sip-header To modify "<sips:(.*)" "<sip:\1" 

 rule 14 response ANY sip-header From modify "<sips:(.*)" "<sip:\1" 

 rule 15 response ANY sip-header Contact modify "<sips:(.*)" "<sip:\1" 

 rule 20 request ANY sip-header From modify ">" 

";otg=lumentechgateway8305_lgu>" 

 rule 30 request ANY sip-header P-Asserted-Identity modify "sips:(.*)" 

"sip:\1" 

! 

voice class sip-profiles 1 

 request REGISTER sip-header From modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request REGISTER sip-header To modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

! 
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voice class sip-profiles 100 

 request INVITE peer-header sip From copy "sip:(.*)@" u01 

 request INVITE sip-header From modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request REINVITE sip-header From modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request INVITE sip-header Diversion modify "(<.*:.*)(@.*)" 

"<sip:4695737028@voip.centurylink.com>" 

 request INVITE sip-header P-Asserted-Identity modify "(<.*:.*)(@.*)" 

"<sip:4695737028@voip.centurylink.com>" 

 request REINVITE sip-header Diversion modify "(<.*:.*)(@.*)" 

"<sip:4695737028@voip.centurylink.com>" 

 request REINVITE sip-header P-Asserted-Identity modify "(<.*:.*)(@.*)" 

"<sip:4695737028@voip.centurylink.com>" 

 request CANCEL sip-header From modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request INVITE sip-header To modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request REINVITE sip-header To modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request INVITE sip-header To modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request REINVITE sip-header To modify "(<.*:.*)(@.*>)" 

"\1@voip.centurylink.com>" 

 request INVITE sip-header From modify ".*@(.*)" "From: <sip:\u01@\1" 

! 

! 

! 

voice class sip-copylist 555 

 sip-header From 

! 

voice class dpg 100 

 description Incoming WebexCalling(DP200) to IP PSTN(DP101) 

 dial-peer 101 preference 1 

! 

voice class dpg 200 

 description Incoming Lumen to WxC 

 dial-peer 201 preference 1 

! 

voice class tenant 200 

  registrar dns:09284157.us10.bcld.webex.com scheme sips expires 240 refresh-

ratio 50 tcp tls 
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  credentials number LumenTechGateway4528_LGU username 

LumenTechGateway8305_LGU password 6 DQhFTdWgJAeeJ_YW]^dch]aHLK`XEc^[S]Zd 

realm Broadworks 

  authentication username LumenTechGateway8305_LGU password 6 

OeK`dM[VFWSMGDSCKH_YJNT[eO_aHYUehfTA realm BroadWorks 

  authentication username LumenTechGateway8305_LGU password 6 

U]Q[IhEeGaHIfIUUAFZEF^[H]FWVU]]C^bOR realm 09284157.us10.bcld.webex.com 

  no remote-party-id 

  sip-server dns:09284157.us10.bcld.webex.com 

  connection-reuse 

  srtp-crypto 200 

  session transport tcp tls 

  session refresh 

  url sips 

  error-passthru 

  asserted-id pai 

  bind control source-interface GigabitEthernet0/0/1 

  bind media source-interface GigabitEthernet0/0/1 

  no pass-thru content custom-sdp 

  sip-profiles 200 

  outbound-proxy dns:la01.sipconnect-us10.cisco-bcld.com 

  privacy-policy passthru 

! 

voice class tenant 100 

  registrar ipv4:216.206.64.81:5100 expires 60 

  credentials number 4695737028 username 257570-4695737028 password 6 

ELCdJDGaNVI\DHaXH^ZLO]HDfIe`gb[UPaL^ realm voip.centurylink.com 

  authentication username 257570-4695737028 password 6 

Y]LfZSIUCGdQ^AYSEa`dg`K[[BMdc]Bc^_Sa realm voip.centurylink.com 

  no remote-party-id 

  sip-server ipv4:216.206.64.81:5100 

  session transport udp 

  url sip 

  error-passthru 

  privacy pstn 

  bind control source-interface GigabitEthernet0/0/0 

  bind media source-interface GigabitEthernet0/0/0 

  no pass-thru content custom-sdp 

  sip-profiles 1 

! 

voice class srtp-crypto 200 

 crypto 1 AES_CM_128_HMAC_SHA1_80 

! 

! 
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voice translation-rule 100 

 rule 1 /^\+1\(214\)/ /\1/ 

 rule 2 /^\+1\(469\)/ /\1/ 

! 

voice translation-rule 200 

 rule 1 /^\(469\)/ /+1\1/ 

! 

! 

voice translation-profile 100 

 translate calling 100 

 translate called 100 

! 

voice translation-profile 200 

 translate called 200 

! 

! 

voice-card 0/2 

 no watchdog 

! 

voice-card 0/4 

 no watchdog 

! 

no license feature hseck9 

license udi pid ISR4331/K9 sn FDO21381GMV 

license accept end user agreement 

license boot level appxk9 

license boot level uck9 

license boot level securityk9 

memory free low-watermark processor 67123 

! 

diagnostic bootup level minimal 

! 

spanning-tree extend system-id 

! 

! 

redundancy 

 mode none 

 application redundancy 

  group 1 

   priority 200 failover threshold 75 

   timers delay 30 reload 60 

   control GigabitEthernet0/0/2 protocol 1 

   data GigabitEthernet0/0/2 

   track 1 shutdown 
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   track 2 shutdown 

! 

! 

track 1 interface GigabitEthernet0/0/0 line-protocol 

! 

track 2 interface GigabitEthernet0/0/1 line-protocol 

! 

interface GigabitEthernet0/0/0 

 description Peerless CUBE WAN interface 

 ip address 192.65.79.173 255.255.255.128 

 negotiation auto 

 redundancy rii 10 

 redundancy group 1 ip 192.65.79.153 exclusive 

! 

interface GigabitEthernet0/0/1 

 description Peerless CUBE LAN interface 

 ip address 10.71.8.31 255.255.255.0 

 negotiation auto 

 redundancy rii 20 

 redundancy group 1 ip 10.71.8.30 exclusive 

! 

interface GigabitEthernet0/0/2 

 description Peerless CUBE HA Interface 

 ip address 10.71.9.25 255.255.255.0 

 negotiation auto 

! 

interface GigabitEthernet0/1/0 

 no ip address 

 negotiation auto 

! 

interface Service-Engine0/2/0 

! 

interface Service-Engine0/4/0 

! 

interface GigabitEthernet0 

 vrf forwarding Mgmt-intf 

 no ip address 

 negotiation auto 

! 

ip forward-protocol nd 

no ip http server 

no ip http secure-server 

ip route 0.0.0.0 0.0.0.0 10.71.8.1 

ip route 10.64.0.0 255.255.0.0 10.64.1.1 
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ip route 10.71.8.0 255.255.255.0 10.64.1.1 

ip route 10.71.9.0 255.255.255.0 10.64.1.1 

ip route 172.16.0.0 255.255.0.0 10.71.8.1 

ip route 172.17.0.0 255.255.0.0 10.71.8.1 

ip route 216.206.64.81 255.255.255.255 192.65.79.129 

ip route 216.206.66.81 255.255.255.255 192.65.79.129 

! 

control-plane 

! 

mgcp behavior rsip-range tgcp-only 

mgcp behavior comedia-role none 

mgcp behavior comedia-check-media-src disable 

mgcp behavior comedia-sdp-force disable 

! 

mgcp profile default 

! 

dial-peer voice 201 voip 

 description Outgoing dial-peer to Webex Calling 

 destination-pattern BAD.BAD 

 session protocol sipv2 

 session target sip-server 

 voice-class codec 3 

 voice-class stun-usage 200 

 no voice-class sip localhost 

 voice-class sip tenant 200 

 dtmf-relay rtp-nte 

 srtp 

 no vad 

! 

dial-peer voice 200 voip 

 description Incoming dial-peer from Webex Calling 

 translation-profile incoming 100 

 session protocol sipv2 

 destination dpg 100 

 incoming uri request 200 

 voice-class codec 3 

 voice-class stun-usage 200 

 voice-class sip profiles 100 

 voice-class sip tenant 200 

 voice-class sip copy-list 555 

 dtmf-relay rtp-nte 

 srtp 

 no vad 

! 
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dial-peer voice 101 voip 

 description Outgoing dial-peer to Lumen 

 destination-pattern BAD.BAD 

 session protocol sipv2 

 session target sip-server 

 session transport udp 

 voice-class codec 3 

 voice-class sip asserted-id pai 

 voice-class sip early-offer forced 

 voice-class sip profiles 100 

 voice-class sip tenant 100 

 voice-class sip pass-thru subscribe-notify-events all 

 dtmf-relay rtp-nte 

 no vad 

! 

dial-peer voice 100 voip 

 description Incoming dial-peer from lumen 

 translation-profile incoming 200 

 session protocol sipv2 

 destination dpg 200 

 incoming uri via 100 

 voice-class codec 3 

 voice-class sip tenant 100 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 no vad 

! 

gateway 

 timer receive-rtp 1200 

! 

sip-ua 

 transport tcp tls v1.2 

 xfer target dial-peer 

 crypto signaling default trustpoint dummyTp cn-san-validate server 

! 

line con 0 

 stopbits 1 

line aux 0 

 stopbits 1 

line vty 0 4 

 exec-timeout 30 30 

 password 7 00071A50754 

 login 
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! 

! 

end 
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Configuring Cisco Webex Calling  
 

Local Gateway Configuration 
 

Step 1: 

Login to Cisco Webex Control Hub and navigate to ‘services’. 

 

Figure 2: Control Hub Services 

Step 2: 

Navigate to Locations under ‘Calling’ options. 

 

Figure 3: Locations 
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Step 3: 

Select Add Location. 

 

Figure 4: Location creation or selection 

Step 4:  

Enter location details and click save. After adding the location you will be prompted to add numbers. 

 

Figure 5: Add location details 
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Step 5:  

Select ‘Local Gateway’ and add the numbers that will be assigned to users later. 

 

Figure 6: Add Numbers to Location 

Step 6:  

Select a Location created under calling option. Click on the Local gateway under ‘PSTN Connection’ 

 

Figure 7: Local Gateway Configuration selection 
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Step 7: 

Under ‘PSTN Connection’, click on ‘Edit’ and read the warning that pops up and click ‘continue’. 

 

Figure 8: Local Gateway Edit Warning message 

Step 8: 

Create a new local gateway by clicking on ‘Manage’ button. 

 

Figure 9: Manage Local Gateways  
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Step 9: 

Once the desired local gateway is created, local gateway information can be saved for the given site. 

 

Figure 10: Retrieve Username and Reset Password  
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Adding user  

Step 1: 

In the Cisco Webex Control Hub, select ‘Users’ in the left pane. To add a user click on ‘Manage Users’ 
button. 

 

Figure 11: Adding Users 

Step 2: 

In the Manage Users window, click on ‘Manually Add or Modify User’s option. 

 

Figure 12: Manually Add or Modify Users  
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Step 3: 

Users will automatically be sent a welcome email from Cisco prompt. Click on ‘Next’. 

 

Figure 13: Manage Users window email notification  

Step 4: 

Select either ‘Email address’ or ‘Names and Email address’ and provide the necessary email address. 

Sample Name and email address provided here is below. Click on ‘+’ symbol to add the user and click on 

‘Next’. 

 

Figure 14: Adding email address and name 
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Step 5: 

Click on ‘Confirm Adding’ button to add the new user. 

 

Figure 15: Confirm Adding 

Step 6: 

Add Services for the Users. Here select ‘Webex Calling’ under ‘Calling’ section and click ‘Next’. 

 

Figure 16: Add Services for Users  
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Step 7: 

Assign the user to appropriate location and select the Phone number and extension. Click on ‘Finish’ 

button. 

 

Figure 17: Assign Numbers 

 

Step 8: 

Successful creation of user will be displayed in the Add Users window. Click on Finish button. 

 

Figure 18: Add User successful  
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Adding Devices 

Step 1: 

To add a device navigate to ‘Devices’ in Cisco Webex Control Hub. The existing devices will be listed out. 

Click ‘Add Device’ button.  

 

Figure 19: Devices Window 

Step 2: 

In the Add Device window, assign the device to a user or a place. Select ‘Existing User’ and Click on Next. 

 

Figure 20: Assign to a user or a place  
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Step 3: 

Select appropriate user from the ‘search for a user’ list and click ‘Next’. 

 

Figure 21: User Association with Device 

 

Step 4: 

In the Select Device drop down box, select the appropriate device and enter the MAC address. Click on 

‘Save’ button. The device will be added successfully. 

 

Figure 22: Select Device and add MAC address
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Acronyms 
 

Acronym  Definitions 

CPE Customer Premise Equipment 

Cisco UBE Cisco Unified Border Element 

PSTN Public Switched Telephone Network 

LGW Local Gateway 

SIP Session Initiation Protocol 

SP Service Provider 

ToH Tone On Hold 

MoH Music On Hold 

SG3 Super Group 3 

G3 Group 3 

ATA Analog Telephone Adaptor 
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