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Introduction

Enterprise voice networks are under constant and persistent attack from nuisance and nefarious calls
ranging from telemarketers to bad actors. The recent Vishing breach of Robin Hood by organized crime,
spoofing a Robinhood number and gaining credentials from a customer service rep by phone, resulted in
over 200,000 records stolen. Information included names, social security numbers, birthdates, credit
card data, and over 180,000 documents of personal information.

For most enterprises, the front door to
the telephone system is wide open to
hackers. The Mutare Voice Traffic filter
was designed to close this door and
utilizes multiple technical controls to
mitigate nuisance and nefarious calls.

Unwanted calls are filtered out at the I - .
network edge while wanted calls are STIR/

-
Proprietary l - -
SPRREE N
T 1
T
Voice

dashboard, extensive logging, and event Custom

alerting. The filter is designed to increase Rules l - .
voice network resistance strength against

threat actors and reduce contact - -
frequency to mitigate loss events ranging

from lost productivity to data breaches.

passed to the intended endpoint.

The technical controls include custom
rules, a proprietary number reputation
database, a threat radar using machine
learning to spot unusual call attack
activity, STIR/SHAKEN attestation, and
voice CAPTCHA to separate robocalls
from humans, eliminating false positive
filtering. Administration is easy with an
auto pilot interface, single pane of glass

o A W N

This application note describes a tested CUBE as a Local Gateway (LGW) configuration for connecting
Webex Calling to the PSTN and Mutare spam filtering services. CUBE as a LGW can be configured to
connect with many service providers offering SIP trunking services. Please refer to provider
documentation and the content provided at www.cisco.com/go/interoperability for guidance on how to
adjust this tested configuration to meet the specific requirements of your trunking service.

This document assumes the reader is knowledgeable with the terminology and configuration of Webex
Calling and CUBE Feature configuration and most importantly the dial plan, are customer specific so must
be customized accordingly.
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e This application note describes how to configure Webex Calling to the PSTN and Mutare spam filter
via Cisco UBE v14.4 [IOS-XE — 17.6.1a].

e The Cisco UBE configuration detailed in this document is based on a lab environment with a simple
dial-plan used to ensure proper interoperability between the Mutare Spam Filter and Webex
Calling. The configuration described in this document details the important settings required for
successful interoperability. Care must be taken by the Webex control hub administrator to ensure
successful interworking with CUBE as a LGW.

Network Topology

Webex Phonel
+197259XXXXX
Webex Phone2
+197259XX XXX

|

Cisco Webex Calling

tekVizion Labs

SIP/TLS
10.64.3.192

Webex Contol hub

Local Gateway
Cisco UBE 192.65.79.X%X

ISR 4331
Version 14.4 10S-XE I SIP/TLS
17.6.1a

Mutare SPAM Filter

Signalling & Media IP
173.249.67.XX

10.71.1210
SIPUDP

Figure 1 Network Topology

e The network topology includes CUBE as Local Gateway and Webex Calling MPP phones. CUBE is
registered to Webex Calling and connected to Mutare Spam Filter/PSTN.
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Webex Calling and Cisco UBE Solutions call leg Settings:

Setting Value

Transport from CUBE to Webex Calling TLS with SRTP
Transport from CUBE to Mutare TLS with SRTP
Transport from CUBE to PSTN UDP with RTP

Tested System Components

The following components were used in the testing of this solution. Please refer to product
documentation for details of other supported options.

Hardware

e Cisco ISR 4331 router
e (Cisco MPP Phone

Software

e Cisco UBE-Version: 14.4 running IOS-XE 17.6.1a
e Webex control Hub
e  Mutare SPAM Filter Rules Engine 3.2
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Tested Features

Features Supported

e Voice Traffic Filter for Nuisance and Nefarious Traffic

e Robocall Filtering via Proprietary Dynamic Phone Number Reputation Database
e Voice CAPTCHA Reverse Turing Challenge to Separate Bots from Human Callers
e Custom Rules Manager for Inbound and Outbound Calls

e Threat Radar to Identify Unusual Call Patterns

e STIR/SHAKEN Filtering

e Personal Blocklist

e Detailed Call Logs

e  SIP Invitation Capture

e Admin Notifications

Caveats

e None
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Webex Calling and Cisco UBE Configuration

Configuring Cisco Unified Border Element

Network Interface

interface GigabitEthernet0/0/0

description CUBE 7 Interface towards Webex
ip dhcp client client-id ascii FLM2141v250
ip address 10.64.3.192 255.255.0.0
negotiation auto

!
interface GigabitEthernet0/0/1

description CUBE 7 Interface towards PSTN
ip address 10.71.12.10 255.255.255.0
hegotiation auto

[
interface GigabitEthernet0/0/2

description CUBE 7 Interface towards Mutare
ip address 192.65.79.44 255.255.255.224

negotiation auto

Global CUBE settings

In order to enable Cisco UBE SBC functionality, the following commands must be entered:
voice service voip

ip address trusted list

ipv4 85.119.56.0 255.255.254.0

ipv4 128.177.14.0 255.255.255.0

ipv4 128.177.36.0 255.255.255.0

ipv4 135.84.168.0 255.255.248.0

ipv4 139.177.64.0 255.255.248.0

ipv4 139.177.72.0 255.255.254.0

ipv4 185.115.196.0 255.255.252.0

ipv4 199.19.196.0 255.255.254.0

ipv4 199.19.199.0 255.255.255.0
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ipv4 199.59.64.0 255.255.248.0

ipv4 23.89.76.128 255.255.255.128

ipv4 170.72.29.0 255.255.255.0

ipv4 170.72.17.128 255.255.255.128

ipv4 170.72.0.128 255.255.255.128

ipv4 170.72.82.0 255.255.255.128

ipv4d 173.249.67.0 255.255.255.0

notify redirect ip2ip

address-hiding
mode border-element
media statistics
media bulk-stats

alTlow-connections sip to sip

no supplementary-service sip moved-temporarily
no supplementary-service sip refer

no supplementary-service sip handle-replaces
supplementary-service media-renegotiate
redirect 1ip2ip
fax protocol t38 version 3 1s-redundancy 0 hs-redundancy 0 fallback none
no trace

stun

stun flowdata agent-id 1 boot-count 8

stun flowdata shared-secret 6 XXXXXXX

sip

header-passing

asserted-id pai

early-offer forced

midcall-signaling passthru

g729 annexb-all

pass-thru subscribe-notify-events 1
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Explanation

Command

Description

ip address trusted
Tist

List of Webex Public IP added here for Incoming traffic.

The latest subnets for Webex Calling can be found at
https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-

Cisco-Webex-Calling

notify redirect ip2ip

Ensures that Cisco UBE consumes SIP 302 messages and routes
screened calls to Webex Calling.
Note: This parameter is invisible in running configuration.

no supplementary-service sip
moved-temporarily

Disables supplementary service for call forwarding. Parameter
Required to handle 302 from Mutare.

no supplementary-service sip
refer

no supplementary-service
sip handle-replaces

Disable forwarding SIP REFER message for call transfers and replace the
Dialog-ID in the Replaces header with the peer Dialog-ID

supplementary-service
media-renegotiate

Enables end-to-end media renegotiation during the call transfer in
REFER consumption mode.

redirect ip2ip

Allows to enable the SIP functionality globally. Parameter Required to
handle 302 from Mutare.

Stun

Enable STUN globally

Specify default domain name

ip domain name example.com

Specify DNS name server

ip name-server 8.8.8.8

Specify default gateway
To Webex

ip route 0.0.0.0 0.0.0.0 10.64.1.1

To Mutare

ip route 173.249.67.0 255.255.255.0 192.65.79.33

To PSTN

ip route 10.71.12.0 255.255.255.0 10.71.12.1
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Define Voice-class

sip-profile 200 - Message Manipulations for Webex Trunk

voice
rule
rule
rule

rule

"<sip:

rule
rule

rule

class sip-profiles 200
9 request ANY sip-header SIP-Req-URI modify "sips:(.*)" "sip:\1"

10 request ANY sip-header To modify "<sips:(.*) <sip:\1"

11 request ANY sip-header From modify "<sips:(.*) <sip:\1"

12 request ANY sip-header Contact modify "<sips:(.*)>"
\1l;transport=tls>"

13 response ANY sip-header To modify "<sips:(.*) <sip:\1"

14 response ANY sip-header From modify "<sips:(.*) <sip:\1"

15 response ANY sip-header Contact modify "<sips:(.*) <sip:\1

rule 20 request ANY sip-header From modify ">" ";otg=Mutare9727_LGU>"
rule 30 request ANY sip-header P-Asserted-Identity modify "sips:(.*)"
"sip:\1"

Webex to Cisco UBE URI classification

Incoming R-URI header to match the inbound Webex dial-peer 200101
voice class uri 200 sip

pattern dtg=mutare9727_1gu

PSTN to Cisco UBE URI classification

Incoming VIA header to match the PSTN trunk IP. This is used in dial peer 100.

voice class uri 100 sip
host ipv4:10.64.1.72

Options Keepalive

Towards Mutare, used in Outbound dial peer 400.

voice class sip-options-keepalive 100
description Keepalive Mutare_TLS
down-interval 5

transport tcp tls
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SRTP crypto

Used to set the crypto cipher for the Webex Calling Registration trunk.

voice class srtp-crypto 200

crypto 1 AES_CM_128_HMAC_SHA1_80

Tenant

Defines parameters for the trunk towards Webex Calling

voice class tenant 200

registrar dns:09XXXXXX.uXXX.bXXX.webex.com scheme sips expires 240 refresh-
ratio 50 tcp tls

credentials number Mutare9539_LGU username Mutare9727_LGU password 6
XXXXXXXXX realm Broadworks

authentication username Mutare9727_LGU password 6 XXXXXXXXXX realm
Broadworks

authentication username Mutare9727_LGU password 6 XXXXXXXXXXX realm
09284157 .us10.bcld.webex.com

no remote-party-id

sip-server dns:09XXXXXX.uXXX.bXXX.webex.com
connection-reuse

srtp-crypto 200

session transport tcp tls

session refresh

url sips

error-passthru

asserted-id pai

bind control source-interface GigabitEthernet0/0/0
bind media source-interface GigabitEthernet0/0/0
no pass-thru content custom-sdp

sip-profiles 200

outbound-proxy dns:dal0.sipconnect-us.bcld.webex.com

privacy-policy passthru
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Number translation rules

The following translation rules ensure that numbers presented to Webex are in +E164 format.

Translation rule applied to INBOUND dial peer 100 (PSTN) to Mutare as priorityO.

voice translation-rule 100
rule 1 /A972\(.*\)/ /6972\1/
rule 2 /A214\(.*\)/ /+1214\1/

!

voice translation-profile Mutarel
translate calling 100

translate called 100

Translation rule applied to OUTBOUND dial peer 200202(Webex) as priorityl when
Mutare trunk is down.

voice translation-rule 200
rule 1 /A6972\(.*\)/ /+1972\1/
!
voice translation-profile Mutare2

translate called 200

Codecs

Only G711ulaw and G711alaw codec has been used for this tested configuration. Ensure that only
codecs supported by both PSTN, and Webex calling are included in your configuration.

voice class codec 99
codec preference 1 g71lulaw

codec preference 2 g7llalaw
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Dial peers

Outbound Dial-peer to Webex using TLS with SRTP:

dial-peer voice 200201 voip
description outbound webex Calling
max-conn 250
destination-pattern +19725980...
session protocol sipv2

session target sip-server
voice-class codec 99
voice-class stun-usage 200

no voice-class sip localhost
voice-class sip tenant 200
dtmf-relay rtp-nte

srtp

no vad

Inbound Dial-peer from Webex using TLS with SRTP:

dial-peer voice 200101 voip
description Inbound webex Calling
max-conn 250

session protocol sipv2
incoming uri request 200
voice-class codec 99
voice-class stun-usage 200
no voice-class sip localhost
voice-class sip tenant 200
dtmf-relay rtp-nte

srtp

no vad

Outbound Dial-peer to Mutare for Spam filtering:

dial-peer voice 400 voip

description towards Mutare application
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destination-pattern 69725......

session protocol sipv2

session target ipv4:173.249.67.115

session transport tcp tls

voice-class codec 99

voice-class sip options-keepalive profile 100

voice-class sip bind control source-interface GigabitEthernet0/0/2
voice-class sip bind media source-interface GigabitEthernet0/0/2
voice-class sip referto-passing

dtmf-relay rtp-nte

srtp

no vad

Outbound Dial-peer to Webex using TLS with SRTP when Mutare trunk is down:

dial-peer voice 200202 voip
description outbound failover to webex Calling
transTlation-profile outgoing Mutare?2
preference 1

max-conn 250

destination-pattern 69725......
session protocol sipv2

session target sip-server
voice-class codec 99

voice-class stun-usage 200

no voice-class sip localhost
voice-class sip tenant 200
dtmf-relay rtp-nte

srtp

no vad

Inbound Dial-peer from the PSTN using UDP with RTP:

dial-peer voice 100 voip
description Incoming dial-peer from PSTN

transTlation-profile incoming Mutarel
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session protocol sipv2

incoming uri via 100

voice-class codec 99

voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte

no vad

Outbound Dial-peer to PSTN using UDP with RTP:

dial-peer voice 101 voip

description outgoing dial-peer to IP PSTN

destination-pattern +1214242....

session protocol sipv2

session target ipv4:10.64.1.72

voice-class codec 99

voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte

no vad

© 2022 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 16 of 38



Certificates
Update Local Gateway Trustpool:

The default trustpool bundle does not include the "DigiCert Root CA" or "IdenTrust Commercial"
certificates needed for validating the server-side certificate during TLS connection establishment to
Webex Calling.

The trustpool bundle must be updated by downloading the latest “Cisco Trusted Core Root
Bundle” from http://www.cisco.com/security/pKi/.

CUBE7 (config)#crypto pki trustpool import clean url
http://www.cisco.com/security/pki/trs/ios_core.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios_core.p7b
Loading http://www.cisco.com/security/pki/trs/ios_core.p7b

% PEM files import succeeded.

CUBE7(config)#

Also for Mutare TLS connection their CA bundle to be obtained and imported in the trustpool using the
following command.

CUBE7 (config)#crypto pki trustpool import terminal
% Enter PEM-formatted CA certificate.

% End with a blank Tine or "quit" on a line by itself.

B T S PR M S T M R S MR PR N X
e e e K A i A e e i i e e A 2 e Tl i e i e A e L A A R A e T L e

% PEM files import succeeded

CUBE7 (config)#

Globally, specify the default trust point and TLS version to use

sip-ua
transport tcp tls v1.2
xfer target refer-to

crypto signaling remote-addr 173.249.67.115 255.255.255.255 trustpoint TP-
self-signed-2194658987

crypto signaling default trustpoint sampleTP cn-san-validate server

tcp-retry 1000
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Note: “crypto signaling remote-addr 173.249.67.115 255.255.255.255 trustpoint
TP-self-signed-2194658987” is required to accept the new TLS connection from Mutare for REFER
based transfer scenario’s.

Configuration example

The following configuration contains a sample configuration of Cisco UBE with all parameters detailed
above.

CUBE:

CUBE7#show runn brief

Building configuration...

Current configuration : 10074 bytes
!
version 17.6
service config
service timestamps debug datetime msec
service timestamps log datetime msec
service call-home
platform gfp utilization monitor Toad 80
platform punt-keepalive disable-kernel-core
!
hostname CUBE7
|
boot-start-marker
boot system flash bootflash:isr4300-universalk9.17.06.01a.SPA.bin
boot-end-marker

|

|
vrf definition Mgmt-intf

!

address-family ipv4

exit-address-family
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!
address-family ipv6
exit-address-family
!
logging buffered 147483647
!
no aaa new-model
|
!
!ip name-server 8.8.8.8
[
login on-success Tog
!
!
subscriber templating
!
multilink bundle-name authenticated
!
password encryption aes
!
crypto pki trustpoint TP-self-signed-2194658987
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-2194658987
revocation-check none
rsakeypair TP-self-signed-2194658987
!
crypto pki trustpoint SLA-TrustPoint
enrolTment pkcsl2
revocation-check cri
!
crypto pki trustpoint sampleTP

revocation-check cri
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crypto pki certificate chain TP-self-signed-2194658987
certificate self-signed Olcrypto pki certificate chain SLA-TrustPoint

certificate ca 01

crypto pki certificate chain sampleTP

!

crypto pki certificate pool
cabundle nvram:Trustpool43.cer
cabundle nvram:Trustpool42.cer
cabundle nvram:Trustpool4l.cer
cabundle nvram:Trustpool40.cer
cabundle nvram:ios_core.p7b
cabundTle nvram:Trustpool44.cer
cabundle nvram:Trustpool45.cer

!

!

voice service voip

ip address trusted list
ipv4 85.119.56.0 255.255.254.0
ipv4 128.177.14.0 255.255.255.0
ipv4 128.177.36.0 255.255.255.0
ipv4 135.84.168.0 255.255.248.0
ipv4 139.177.64.0 255.255.248.0
ipv4 139.177.72.0 255.255.254.0
ipv4 185.115.196.0 255.255.252.0
ipv4 199.19.196.0 255.255.254.0
ipv4 199.19.199.0 255.255.255.0
ipv4 199.59.64.0 255.255.248.0
ipv4 23.89.76.128 255.255.255.128
ipv4 170.72.29.0 255.255.255.0
ipv4 170.72.17.128 255.255.255.128
ipv4 170.72.0.128 255.255.255.128
ipv4 170.72.82.0 255.255.255.128
ipv4 173.249.67.0 255.255.255.0
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address-hiding
mode border-element
media statistics
media bulk-stats
allow-connections sip to sip
no supplementary-service sip moved-temporarily
no supplementary-service sip refer
no supplementary-service sip handle-replaces
supplementary-service media-renegotiate
redirect ip2ip
fax protocol t38 version 3 ls-redundancy 0 hs-redundancy 0 fallback none
no trace
stun
stun flowdata agent-id 1 boot-count 8
stun flowdata shared-secret 6 XXXXXXXXXX
sip
header-passing
asserted-id pai
early-offer forced
midcall-signaling passthru
g729 annexb-all
pass-thru subscribe-notify-events 1
|
I
voice class uri 100 sip
host ipv4:10.64.1.72
!
voice class uri 200 sip
pattern dtg=mutare9727_1gu
voice class codec 99
codec preference 1 g7l1lulaw
codec preference 2 g7llalaw
!
voice class stun-usage 200
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stun usage firewall-traversal flowdata
stun usage ice lite
|
!
voice class sip-profiles 200
rule 9 request ANY sip-header SIP-Req-URI modify "sips:(.*)" "sip:\1"
rule 10 request ANY sip-header To modify "<sips:(.*)" "<sip:\1"
rule 11 request ANY sip-header From modify "<sips:(.*)" "<sip:\1"

rule 12 request ANY sip-header Contact modify "<sips:(.*)>"
"<sip:\1l;transport=tls>"

rule 13 response ANY sip-header To modify "<sips:(.*)" "<sip:\1"

rule 14 response ANY sip-header From modify "<sips:(.*)" "<sip:\1"
rule 15 response ANY sip-header Contact modify "<sips:(.*)" "<sip:\1"
rule 20 request ANY sip-header From modify ">" ";otg=Mutare9727_LGU>"

rule 30 request ANY sip-header P-Asserted-Identity modify "sips:(.*)"
"sip:\1"

I

voice class sip-event-list 1

event message-summary

I

!

voice class sip-options-keepalive 100
description Keepalive Mutare_TLS
down-interval 5

transport tcp tls

!

voice class tenant 200

registrar dns:09XXXXXX.uXXX.bXXX.webex.com scheme sips expires 240 refresh-
ratio 50 tcp tls

credentials number Mutare9539_LGU username Mutare9727_LGU password 6
XXXXXXXXXX realm Broadworks

authentication username Mutare9727_LGU password 6 XXXXXXXXX realm
Broadworks

authentication username Mutare9727_LGU password 6 XXXXXXXXXX realm
09284157 .us10.bcld.webex.com

no remote-party-id
sip-server dns:09XXXXXX.uXXX.bXXX.webex.com
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connection-reuse

srtp-crypto 200

session transport tcp tls

session refresh

url sips

error-passthru

asserted-id pai

bind control source-interface GigabitEthernet0/0/0

bind media source-interface GigabitEthernet0/0/0

no pass-thru content custom-sdp

sip-profiles 200

outbound-proxy dns:dal0.sipconnect-us.bcld.webex.com

privacy-policy passthru
[
voice class srtp-crypto 200

crypto 1 AES_CM_128_HMAC_SHA1_80
I
!
voice translation-rule 100

rule 1 /A972\(.*\)/ /6972\1/

rule 2 /A214\(.*\)/ /+1214\1/
!
voice translation-rule 200

rule 1 /A6972\(.*\)/ /+1972\1/
I
!
voice translation-profile Mutarel

translate calling 100

translate called 100
!
voice translation-profile Mutare?2

translate called 200
!
voice-card 0/2
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no watchdog

!
voice-card 0/4

no watchdog

[

no license feature hseck9

Ticense udi pid ISR4331/K9 sn FD021381GMV
Ticense accept end user agreement

Ticense boot Tevel uck9

Ticense boot level securityk9
memory free low-watermark processor 67522
!
diagnostic bootup level minimal

[

spanning-tree extend system-id

!

redundancy

mode none

!
interface GigabitEthernet0/0/0

description CUBE 7 Interface towards Webex
ip dhcp client client-id ascii FLM2141v250
ip address 10.64.3.192 255.255.0.0
negotiation auto

!
interface GigabitEthernet0/0/1

description CUBE 7 Interface towards PSTN
ip address 10.71.12.10 255.255.255.0
hegotiation auto

!
interface GigabitEthernet0/0/2

description CUBE 7 Interface towards Mutare
ip address 192.65.79.XX 255.255.255.224

negotiation auto
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I
interface GigabitEthernet0/1/0

no ip address

negotiation auto

!
interface Service-Engine0/2/0

!
interface Service-Engine0/4/0

!
interface GigabitEthernet0

vrf forwarding Mgmt-intf

no ip address

hegotiation auto

!
ip http server
ip http authentication local
ip http secure-server
ip http client source-interface GigabitEthernet0/0/0
ip forward-protocol nd
ip route 0.0.0.0 0.0.0.0 10.64.1.1
ip route 10.71.12.0 255.255.255.0 10.71.12.1
ip route 172.16.0.0 255.255.0.0 10.71.12.1
ip route 172.17.0.0 255.255.0.0 10.71.12.1
ip route 173.249.67.0 255.255.255.0 192.65.79.33!
I
|
control-plane
I
|
voice-port 0/2/0
|
voice-port 0/2/1
!
mgcp behavior rsip-range tgcp-only
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mgcp behavior comedia-role none
mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable
!
mgcp profile default
|
I
dial-peer voice 100 voip
description Incoming dial-peer from PSTN
transTlation-profile incoming Mutarel
session protocol sipv2
incoming uri via 100
voice-class codec 99
voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte
no vad
!
!
dial-peer voice 101 voip
description outgoing dial-peer to IP PSTN
destination-pattern +1214242....
session protocol sipv2
session target ipv4:10.64.1.72
voice-class codec 99
voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte
no vad
!
dial-peer voice 200101 voip
description Inbound webex Calling
max-conn 250

session protocol sipv2
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incoming uri request 200

voice-class codec 99

voice-class stun-usage 200

no voice-class sip localhost
voice-class sip tenant 200

dtmf-relay rtp-nte

srtp

no vad

!

dial-peer voice 400 voip

description towards Mutare application
destination-pattern 69725......
session protocol sipv2

session target ipv4:173.249.67.XXX
session transport tcp tls

voice-class codec 99

voice-class sip options-keepalive profile 100
voice-class sip bind control source-interface GigabitEthernet0/0/2
voice-class sip bind media source-interface GigabitEthernet0/0/2
voice-class sip referto-passing
dtmf-relay rtp-nte

srtp

no vad

I
dial-peer voice 200201 voip

description Outbound webex Calling
max-conn 250

destination-pattern +19725980...
session protocol sipv2

session target sip-server

voice-class codec 99

voice-class stun-usage 200

nho voice-class sip localhost

voice-class sip tenant 200
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dtmf-relay rtp-nte

srtp

no vad

!
dial-peer voice 200202 voip
description outbound failover to webex Calling
translation-profile outgoing Mutare2
preference 1

max-conn 250
destination-pattern 69725......
session protocol sipv2

session target sip-server
voice-class codec 99
voice-class stun-usage 200

no voice-class sip localhost
voice-class sip tenant 200
dtmf-relay rtp-nte

srtp

no vad

|

I

sip-ua

transport tcp tls vl1.2

xfer target refer-to

crypto signaling remote-addr 173.249.67.115 255.255.255.255

self-signed-2194658987

trustpoint TP-

crypto signaling default trustpoint sampleTP cn-san-validate server

tcp-retry 1000

I

!

Tine con 0

exec-timeout 5 0
password XYEDSERDFO () &A%
Togging synchronous

Togin
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stopbits 1
Tine aux 0O
Tine vty 0 4
exec-timeout 5 0
password XYEDSERDFO () &A%
logging synchronous
Tlogin
transport input telnet
line vty 5 14
login
transport input ssh
!
call-home

! If contact email address in call-home is configured as sch-smart-
Ticensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as
contact email address to send SCH notifications.

contact-email-addr sch-smart-1licensing@cisco.com
profile "CiscoTAC-1"
active

destination transport-method http

end
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Configuring Cisco Webex Calling
Premises-based PSTN Configuration

Step 1:
Login to Cisco Webex Control Hub and navigate to ‘services’.
Cisco

Control Hub

L Users

) Workspaces

Overview

= Devices Webex Services ALL Devices Onboarding
ONLINE
82 Apps
5 Total Devices 5 Total Users @
Account
B o ° ° . There is no CSV upload within 180
i Online: 0 days
& Organization Settings Messenger Webex Calling
@ () () Online with Issues: 0 == Inactive 0%
Meetings Hvl:?rid Control Offline: 5 Verified
{0 Messaging Services Hub EE—— == Verified 0%
%, Calling © © ° Expired: 0 == Active 80%
Developer Room Contact
&5 Hybrid API Devices  Center Potential New Users 0
Q Nalavad Canviarcinne n
Figure 2: Control Hub Services
Step 2:
Navigate to Locations under ‘Calling’ options.
Cisco ! EX
Control Hub

MANAGEMENT

£ Users

Q) Workspaces
(£ Devices

83 Apps

[fn Account

{&¢ Organization Settings

SERVICES

(O Messaging

%, Calling

Calling

Q.

@Al

Internal Extension

Numbers Features Orders Service Settings Client S¢f

Phone Number

All Locations

~ Add Numbers [y

Location Assigned To Status

Step 3:
Select Add Location.

Figure 3: Locations
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wl Analytics
-~ Troubleshooting

[2 Reports

MANAGEMENT

2 Users
() Workspaces
£ Devices

55 Apps

webex Control Hub

Calling

Numbers Locations Call Routing Features PSTN Orders Service Settings  Client Settings

Q Search Add Location

Location = Routing Prefix & Actions

Step 4:
Enter location

Figure 4: Location creation or selection

details and click save. After adding the location, you will be prompted to add connection

type, select No for the connection type. It can be added later.

Add Location

Location Name Announcement Language

tekvizionlabs @] English v
Country/Region Email Language O]

United States of America v English - American English N
Location Address Time zone

3701 W, Plano Parkway )] America/Phoenix AV

Suite 3000
City/Town

Plano @]
State/Province/Region

Texas N
Zip/Postal code

75075 @

Cancel

Figure 5: Add location details
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Goto Calling=>Call Routing = Add Trunk and provide the details for Sprint trunk.

Calling Numbers Locations Call Routing Features PSTN Orders Orders Service Settings  Client Settings
Trunk
SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premises IP PBX deployment. Add Trunk

These were previously accessed via the Local Gateway configuration page.

Q. Search
L
Name Location In Use
Figure 6: Add Trunk details
Add Trunk
Location

This location is where the trunk is physically connected. To create a new location, visit the Locations page.

tekVizionlabs v
Name

Mutare (<]
Device Type

Dual Identity Support

The Dual Identity Support setting impacts the handling of the From header and P-Asserted-Identity (PAl) header when sending an initial
SIP INVITE to the trunk for an outbound call. When enabled, the From and PAl headers are treated independently and may differ. When
disabled, the PAl header is set to the same value as the From header. Please refer to the documentation for more details.

Figure 7: Add Trunk details-cont.
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Add Trunk

Mutare Successfully Created.

Visit Route Group page to add trunk{s} to a route group.

Visit Locations page to configure PSTN connection to individual locations
Trunk Info

Line/PortMutare9539_LGU@09284157.us10bcld.we

it

Username. Mutared727_LGU
Password. *** Wl
Status

offline

Trunk Group OTG/DTGmutare

727 lgu

Authentication InformationRecord the username and password below.

Visit Dial Plans page to use this trunk as the routing choice for a dial plan.

f you lose this infermation, you need to retrieve the username and reset the password.

COutbound Proxy Addressda10.sipconnect-us.bcld.w om
Registrar DomainZZll. . ous " 22 e
Figure 8: Add Trunk details-cont.
Step 5:

Select Calling>Numbers—>Add Numbers to add the numbers that will be assigned to users later.

webex Control Hub

() Overview Calling
£\ Alerts center
Q, search = AI3

MONITORING

Phone Number Extension
2 Webex Experience
wl Analytics +19725980001 80001
- Troublicshooting +19725980108 [[ZE) 80108
@ Reports

+19725980111 80111
MANAGEMENT

Numbers

tekVizionlabs

Location

tekVizionlabs

tekVizionlabs

tekVizionlabs

Locations  Call Routing

v

3 Numbers
Assigned To
webcall user1

Test User1

Test user2

Service Settings

Status
® Active
® Active

® Active

Client Settings

Manage v

Actions

Figure 9: Add Numbers-cont.
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Step 6:
Choose the call routing and select Edit PSTN to add Connection type.
i X
Calling Numbers Locations Call Nutare 2
Route Group Dial Plans Verify Call Routing
— Trunk
Trunk Details
SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premi
were previously accessed via the Local Gateway configuration page. Trunk Info Manage
Q. Search In Use
Calls to On-Premises Extensions 0 Locations )
Name Location In Use
Dial Plans 0 Dial Plans )
PSTN Connection 1 Locations )
Route Group 0 Route Groups »
Mutare tekVizionlabs Yes
Figure 10: Add Numbers-cont.
Step 7:

Select the visit location pages and opens the existing locations added.

i X
Calling Numbers Locations Call Mutare #
Route Group Dial Plans Verify Call Routing
Trunk In Use
Trunk PSTN Connection Using Mutare
SIP trunks provide connectivity to a customer-owned PSTN service and to an on-premi:
were previously accessed via the Local Gateway configuration page. () search location 1 locations
Q  Search Location Name
tekVizionlabs
Name Location In Use
'
I
I
I _ _ _ L
Mutare tekVizionlabs Yes
CINM Annae # Triunle SIMN e~ + Ve
Figure 11: Add Numbers-cont.
Step 8:

Select the sip trunk created earlier and click manage.
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webeXx Control Hub

L. Alerts center

Calling tekVizionlabs 7
United States

MONITORING

Webex Experience

Q search =
Location & Routing Prefix &
Main Number
- PSTN Connection d PSTN - M Manags
MANAGEMENT
Users Emergency Callback Number Location main number
Workspaces
Emergency Location Identifier
£ Devices
Enhanced Emergency Calling f
Apps
[ Account

Organization Settings i ormets:
cheduling

Edit PSTN connection for tekVizionlabs

Connection Type (" e

Premises-based PSTN ()

Routing Choice
Visit the Trunk or Route Group page to manage your choices of premises-based PSTN.

Mutare v

This trunk is located in tekVizionlabs.

* | confirm that | understand that this change will immediately change the routing
of PSTN calls and that tekVizionlabs has been set up correctly to accept this
change. This could include porting of numbers, configuration of premises
equipment and/or coordinating with PSTN providers. Porting of numbers includes:
Users, Auto Attendants, Call Queues, Hunt Groups and Voicemail Portals.

Figure 12: Add Numbers-cont.
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Step 9:
To Add Number, Navigate calling->Numbers and select the location, connection type and click next.

Add Numbers

@}
X

Select a Location Select Numbers Done

Choose a Location to Add Numbers

Location PSTN Connection

tekVizionlabs ~ Premises-based PSTN - Mutare

Cancel m

Figure 13: Add Numbers-cont.

Add the phone numbers provided by service provider and complete the wizard. Assign this numbers to
users and associate with device.

Add Numbers (tekVizionlabs) X

L B : o

Select a Location Select Numbers Done

Enter numbers you want to add

Input your numbers, with area codes, to add them to this location.
Country codes, plus signs, dashes, and parentheses are optional.
Valid examples: 4507832223, (450) 783-2223, 450-783-2223, +1-450-783-2223

Activate Numbers Later ©

| 9725980111

0/1000 Phone numbers (%) Required © Clear All

Back

Figure 14: Add Numbers-cont.
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Acronyms
Acronym Definitions
Cisco UBE Cisco Unified Border Element
PSTN Public Switched Telephone Network
SBC Session Border Controller

© 2022 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 37 of 38



Important Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. IN NO EVENT SHALL CISCOOR ITS SUPPLIERS BE
LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS

MANUAL, EVEN IF CISCOOR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES

S1Ir

Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,
go to this URL: www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does
not imply a partnership relationship between Cisco and any other company. (1110R)

© 2022 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 38 of 38



