Application Note

Unify Release 7R1.40.3 using SIP trunk to Cisco Unified
Communications Manager Release 10.5.2
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Introduction

This documentescribes the steps and configuratiomscessaryor CiscdJnified Communicationslanager
(Cisco UCM) relead®.5.2to interoperate withthe Unify Open Scape Voice Releasguging SIP Early
Offer.

The following items were tested:

9 Basic call between thtwo systems and verification @bice path, using SIP on the Ursfge, and
both SIP and SCCP Ipes on the Cisco side

CLIP/CLIR/CNIP/CNIR features: calling péatyeand number delivery (allowed and restricted)
COLP/CONP/COLR/CONR features: comthdldmeand number dévery (allowed and restricted)
Call transfer: attended, early attended and blind transfer(see caveats for details)

AlertingNameldentification

=A =4 =4 =4 =4

Call forwarding: call forwardnconditiona{CRJ), call forward busy (CFB),choallforward no answer
(CFENA

Hold and resume with music on hold
Threeway conferencing

Voice messagingnd MWI activatiordeactivation
Audio Codec Preference List

Extend andConnect

Call Park

= =4 =42 =4 -4 =4

Listed below are theighlight of the integration issues
91 Basiccalls worked from Cisco UCM to UnBBX and vice versa.

1 CLIR/CNIRThe UnifySIP trunk does not support calling/connectddmeand number restriction,
however it can be configured by subscriber.

1 COLR/CONRaswith callingNameand number presntationrestrictions, the UnifyfPBX does not
support connectedlameand rumber restriction on SIP trunks, it can be configured at Subscriber
level.
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Below are the key results:
1 Basic call, call transfer, call forwarding, conference call, and hold ancheasok successfully

1 Centralized voicemail, using Unity Connection server integrated to Cisco USNPwas used for
testing. This voicemail solution can provide centralized voicemail services, supatmignifyand

Cisco eneusers

Network Topology

Basic @ll Setup

Unify OSV
Cisco 7970 Cisco 7945 CUCM Pub 10.80.16.2 o
SCCP A3 SCCP A4 IM&P CUCM Sub1 10.80.16.3 Dial Pl HhBa
Ext.6003  Ext.6005 10.80.16.6 CUCM Sub2 10.80.16.4 lal Flan

[

>

10.70.14.X |

10.80.16.X — |

OpenScape 15 OpenScape 40

Cisco 9971 Cisco 9971 4 SIP A1 SIP A2
SIP Al SIP A2 = Cisco Unity Connection Ext. 30430 Ext. 30432
Ext. 6002 Ext. 6004 Voice Connect 10.80.16.5

Video Capable ~ RD 30430 Unify VM Pilot number 5000

Cisco VM Pilot number 1000
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Limitations
These are the known limitations, caveats, or integration issues:

1 Unify phonedoes not support completion of @onference before third party answers the call

f On transferred calls involvirigxtend and Conneat NI Yy A FSNBESQa RAaLX @& Aa y2
Target information

1 Voice mail retrieval using Extend and Connect will require UCM release 803.2r higher,
containing a fix fodefect IDCSCuw98131

1 On transferred calls where calling name amomber or connected name and number are configured
on Transferee or Transferor; Transferee is never updated with Transfer Target information.

1 Unify requires a third party gateway to connect analog phomkich wasot availableduring test
execution.No testingrelated to analog phonwas performed

1 When CUCM originates a call from a slidiee it delivers thesharedname Unifydisplays it correctly A
fOFff A& Lilzi 2y K2t R | YR dMBOUCM SeGdS RiIBWTERNudingi KS 2 N
the name and number. Unify does not update the displaghwiie new information received.

1 Unify cannot configure different nans®n shared lines.

© 2015Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page7 of 155



System Components

HardwareTeged
The following hardwargvas tested

1
1
1

CiscdJCSC240M3SVMWareHost
Cisc®971, 7970 and 7945IP phones
Unify Open Stage 15 SIP and 40 SIP phones

Software Teted
The followingsoftware was tested

1

)l
il
il
)l
)l

Cisco UCSC240M3S VMware vSphere Image Profile: EBXi01331820standard
Cisco Unified CommunicatioManagerreleasel0.5(2)SU2a

Cisco Unified CommunicatioManageriM & P releasd.0.5.2.10000

Cisco Unity Connection releat@.5.2.1000b

Cisco Jabber 10.5.0 Build 37889

Unify Open Scapeelease7 R1.40.3
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Features

This section lists supported and unsupported featuMs.deviation from the configuration presented in this
document will be supported by CiscBlease see the Limitations section on p&der more information.

Features Supported

=

CLIR calling line (numbr) identification presentation

CLIR calling line (nurber) identification restriction

CNIR callingNameidentification presentation

CNIR callingNameidentification restriction

AlertingName

Attended call transfe(see limitation section)

Early attended call transfésee limitation section)

Blind caltransfer(see limitation section)

CHRJt call forwardingunconditional

CFB call fowarding busy

CFNA call forwarding no answer

COLP connected line (numér) identification presentatiorfsee limitation section)
COLR connected line (nurber) identification restriton (see limitation section)
CONPR connectedNameidentification presentatior(see limitation section)
CONR connectedNameidentification restriction(see limitation section)

Hold and resume

Conference callsee limitation section)

MWIt Message Waitig Indcator (lamp ON, lamp OFF)

Audio Codec Preference List

Call Park/Pickup

Extend and Connect

=A =4 =4 4 =4 4 -4 -4 4 -4 -4 -4 -4 -4 -4 A4 -4 -4 4 -4

Shared LineHold & Resume with MOgee limitation section)
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Features Not Supported or Not Tested

9 Call completion (callback, automatic callback)

Configuration

The goal of this guide is to provide an overview of the integration between Cisco Unified Communication
ManagerandUnifyt . - Q& ® ¢KS RSLX 28YSyid ddingSIP.ANgBIND2Yyy SOi
connectivity has been tested with this integration. Thidwing sections provide the required

configurations for a successful integration.

Configuring Sequence and Tasks:

Unify Open Scape Voice

Configure the~eature Profile

Configure theBusiness Group

Configure theEnd Point Profile for Cisco UCM

Configure theEnd Point Profile for Cisco Unity Connection.
Configure Members Endpoints for Cisco UCM.

Configure Members Endpoints for Cisco Unity Connection.
ConfigureRoutes to Cisco UCM.

Configure Routes to Cisco Unity Connection.

Configure Members Subsber.

Configure thePrefix Access Codes

Configure the Destination Codes

Configure the Destinations for Cisco UCM

Configure the Destinations for Unity Connection

Cisco Unified CommunicatioManager

SIP trunk security profile

Device setting SIP piitef

Media resource gragoand media resource group list

Assign media resource group listRGL) in the default device pool
SIP trunk to UniffPBX

SIP Trunk to Cisco Unity

Assign User in Cisco Unity

SIP and SCP phones device configuration

. Route pattern to theJnify PBX

10. CallManage{ SNIA OS t | NIJtréfningENadblass dA.B S EG F & ¢ NHzS ¢
11. Audio Code®reference Region and device poGlonfiguration

12. Extend and Connect Feature configuration

© 0N O A~®®DNE
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Configuring the UnifyBX

Select Configuration tab, then select OpesBz Voice tab

User: Administrator @system

OpenScape Voice

Select an item at the top to navigate to
the corresponding section

(.} General

. Administration

1 1}! Business Group

' Global Translation and Routing

Business Group

Select the Business group t, then go to Business Group List

| Configuration Main

©) This list shows all the BGs you are allowed to administer.

Search for in  No Criteria v Search Show All

Sel:0 | Items/Page: 100 v | Al:1
: ::::I Business Group 4 Display Number Number of Members Default Office Code Default Feature Profile
» Teams W tekvizion 8563330430 4 1(856)33 FP_tekvizion
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General Tab

[unifyoswvc] - Edit Business Group: tekvizion
@) Modifies the selected Business Group.

General Services Feature Profiles Options Access Control List

Business Group

@ Enter default parameters for numbering plan, office code, deployment server, display number and some other common business group parameters.

|
tekvizion

MNP _tekvizion =

| Business Group:

Default Mumbering Plan:

Remark:
Display Number: 8563330430
Use Reserved Directory Mumbers &

1(858) 33

Default Office Code:

Deployment Server:

Clear
Clear

[ [

Damain:

Message Detail Records
) Please enter data for identification of customer during Message Detail Recording and activate Message Detail Recording.

Services Tab (1/3)

[unifyosvc] - Edit Business Group: tekvizion

) Modifies the selected Business Group.
General Services Feature Profiles Options Access Control List

Hot Desking
@) Allows a subscriber to remotely log on from anather phone which has been configured with the Hot Desking feature.

=

Activate

AutoLogoff Time: HH mm AM

Disable AutoLogoff

Distinctive Ringing

@) This service gives a distinctive ring tone to intra BG calls. In that way, subscribers can more easily distinguish them from extra BG calls.

Activate
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Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Pagel2of 155

snd



Services Tab (2/3)

Might Bell Call Pickup Group

o This is a group of phones that ring simultanecusly. Incoming calls can be picked up by any Subscriber in the Business Group the Might Bell CPU Group is assodiated
= with.

Activate D

Call Pickup Group:

0

LIN Administration for Emergency Calls

@ LIN Administration provides location capability for Business Group phones.
Activate D
Number:

Announcement:

afn

Large Conference

Large Conference enables mare than three parties to share a call at the same time, This tab enables you to configure the ports that are to be used for a Large

@ Conference. Additionally, the proportional number of system conference ports is displayed. This feature is the proposed number of MS dircuits that can be used for
large conferences, based on the system-wide settings.

| Activate
Maximum Mumber of Conference Ports: 20
Maximum Mumber of Conferences: 2
Maximum Mumber of Conference Members per Conference: 10
Conference Recall Disconnect Timer: 30
Play Entry/Exit Tone for Conference Bridge
Disallow conference between restricted party and its restricted target: NDE'
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Services Tab (3/3)

Silent Monitoring

@) Define the maximum number of subscribers tagged for monitor

Activate |:|

Maximum Mumber of Subscribers Tagged for monitor:

Actual Number of Subscribers Tagaed for monitor:

Maximum Number of Supervisors per monitored party:

BG Access Code

@) The Business Group Access Code
BG Access Code:
MLHG Hunt Make Busy Toggle

Reverse Hunt Make Busy LED Display: =l

Feature Profile Tab

. [unifyoswc] - Edit Business Group: tekvizion ?
@ Modifies the selected Business Group.
General Services [m Options Access Control List
Feature Profiles
@)) Feature Profiles are templates designed to simplify the management of subscribers
Search for in Mo Criteria + Search I l Show All ]
[ Toggle Default ] l Add... I [ Edit... J I Delete

Sel:0 | Items/Page: 100 ~ | All:2

= Hame Default Number of Subscribers
[ @8 test Mo 0
] @ Fr_tekvizion Yes 4
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Options Tab

[unifyosvc] - Edit Business Group: tekvizion
@) Modifies the selected Business Group.
General Services Feature Profiles Options

BG related Media Server Options (e.g. Hot Desking)

@) In case empty values are entered in the fields below, the BG related Media Server options will be saved with the default values.

Media Server Re-try Counter: 3

Media Server Timeout Interval: 15

Input Retry Counter: 3
Keyset Operation

Access Control List

seconds

@ In case empty values are entered in the fields below, the Keyset Operation options will be saved with the default values.

Recall Ring Timer: 13

Line Reservation Timer: 120

Access Control Ligab

[unifyosvc] - Edit Business Group: tekvizion

) Modifies the selected Business Group.

General Services Feature Profiles Options [ Access Control List

User Access
@) User Access Management
Sel:0 | Items/Page: 100 « | All:1
|:| Log In

i’ administrator

Display Name

administrator

seconds

seconds

© 2015Cisco Systems, Inc. All rights reserved.
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End Point Profile
ProfilesA End Point.

ant P|._—'_'-_'1[|:C: ‘M Domain: system
User: Administrato stem | Settings | Help | Logout
User Management Fault Management Performance Management Accounting 3= om& 1
| oOpenScape voice | OpenScape Branch OpenScape SBC RG3700 Unified Communications CcCMP Device Management
' [unifyosvc] - [tekvizion] - Endpoint Profiles ?
@ List of Endpoint Profiles
Search for in Mo Criteria - Search ] l Show All ] l Advanced... ]
»  Quick Tasks
I Business Group List | cone.. | [ Add.. | | Edit.. | [ Delete
i Itekvizinn lz‘ Sel:0 | Ttems/Page: 100 « | All:5
» General
[} Name Numbering Plan Class of Service Routing Area Calling Location Remark
¥ Profiles a
@ Endpon [} CMUnity2 NP_tekvizion No
Iﬂ.ﬁ‘: Feature |:|| a OpenScape_Cisco_Profile MP_tekvizion No
> Teams F & tesm2 NP_tekvizion No
> Statistics F &8 county NP_tekvizion No
> Display Number Modification 1 @8  eppshe NP_tekvizion No
BE Branch Office List
e I Main Office lz‘
»  HMembers
it Private Numbering Plan List
| WP_tekvizion (Default) ||
» Translation
» Destinations and Routes
Cisco CUCMrofile
General Tab (1/2)
£ [unifyosvc] - [tekvizion] - Edit Endpoint Profile : OpenScape_Cisco_Profile ?

@) Please enter the profile data.
General Endpoints Services

Endpoint Profile

@) Please enter a unique name to identify this profile.

Name: OpenScape_Cisco_Profile
Remark:
Numbering Plan: NP_tekvizion —
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General Tab (2/2)
Set the SIP Privacy Support to FULL

Management Information

@) Flease enter the data for the following fields in the corresponding screens.

Class of Service:
Routing Area:

Calling Location:

S [ [ [

Time Zone: LOCAL
SIP Privacy Support: Full
Failed Calls Intercept Treatment: Disabled
Undassified
Endpoints Tab

E‘,ﬁ [unifyoswvc] - [tekvizion] - Edit Endpoint Profile : OpenScape_Cisco_Profile
@) Please enter the profile data.
General Endpoints Services
Endpoints currently assigned to this profile

Items/Page: 100 - | Al:2

Name Type Registered Primary
#7  CUCMTrunk-Sub2 Static Yes 10.80.16.4
#7  CUCMTrunk-Subl Static Yes 10.80.16.3

© 2015Cisco Systems, Inc. All rights reserved.
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Services Tab

@ [unifyoswvc] - [tekvizion] - Edit Endpoint Profile : OpenScape_Cisco_Profile

@) Flease enter the profie data.

General Endpoints Services
@  Message Waiting: Yes El
Call Transfer: No El
Call Forward Invalid Destination: No El
Toll and Call Restrictions: No El l:
@  Park to Server: Yes El l:]
CSTA Network Interface Device: MNa El Name Provider

Unity Connection Profile
General Tab (1/2)

¥ Please enter the profile data.

General Endpoints Services

“ndpoint Profile

@) Please enter a unique name to identify this profile.

Name: CMUnity2

Remark:

Numbering Plan: NP_tekvizion —

© 2015Cisco Systems, Inc. All rights reserved.
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General Talf2/2)
Set the SIP Privacy Support to FULL

Wlanagement Information

@) Please enter the data for the following fields in the corresponding screens.

Class of Service:
Routing Area:

Calling Location:

[P—

S8

Time Zone: LOCAL

SIP Privacy Support: Full

Failed Calls Intercept Treatment: Disabled
nclassified

Endpoint Tab

Eﬁ [unifyosvc] - [tekvizion] - Edit Endpoint Profile : CMUnity2
@) Please enter the profile data.

General Endpoints Services

Endpoints currently assigned to this profile

tems/Page: 100 » |Al:1

Name Type Registered Primary

d7  CMUnify2 Static Yes 10.80.16.5

Services Tab

© 2015Cisco Systems, Inc. All rights reserved.
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a8 [unifyosvc] - [tekvizion] - Edit Endpoint Profile : CMUnity2 '?
@) Flease enter the profile data.

General Endpoints Services

@  Message Waiting: Yes E|
Call Transfer: No E|
Call Forward Invalid Destination: Mo E|
Toll and Call Restrictions: Mo E| [:
Park to Server: No E| [:
CSTA Metwork Interface Device: Mo El Mame Provider

Feature Profile
ProfilesA Feature.

ment P | at ll:[:] Fm Domain: system
User: Administrato ystem | Settings | Help | Logout
User Management Fault Management Performance Management Accounting 3 o 1
| OpenScape Voice | OpenScape Branch OpenScape SBC RG8700 Unified Communications CMP Device Management
it | unifyosvc [=] 1% [unifyosvc] - [tekvizion] - Feature Profiles ?
i Feature profiles can be system-wide or BG specific. Both types of profiles contain a predefined set of services. They can be assigned to and used by a
= subscriber.
Search for in Mo Criteria - Search Show All
»  Quick Tasks ;]
\"  Business Group List [ Clone | [ Add.. | [ Edit. | [ Delete
- Iteszlnn lz‘ Sel:0 | Items/Page: 100 + | All:2
»  General
] Name ber of Subscribers Remark
¥ Profiles T
@ Endpoint I} | 4 FP_tekvizion Yes 4 Mo |
B0 Foature O "8 gest No 0 No
»  Teams
General Tab

© 2015Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page20of 155



&% [unifyosvc]-[tekvizion] - Edit Feature Profile : FP_tekvizion

@ Here you can modify the current configuration of the services contained in this feature profile

General Features Members

Identification

@) The default Feature Profile is used for the creation of a Subscriber

MName: FP_tekvizion

Remark:

Feature Tab
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nJ

%% [unifyosvc]-[tekvizion] - Edit Feature Profile : FP_tekvizion
@) Here you can modify the current configuration of the services contained in this feature profile

General Features Members

ubscriber Features

Feature Mame Click to select Features Add
Edit.. | | Delete
Sel:0 | Items/Page: 100 - || All:16
|:| Name Active Assignment
|:| Mame Permanent Presentation Status (] Assigned
[]  mMumber Permanent Presentation Status (] Assigned
[[]  outgoing CID Suppression and Delivery Per Cal (] Assigned
|:| Qutgeing CID Suppression Assigned
[[]  call Forwarding on Busy Assigned
[[]  call Forwarding Unconditional Assigned
[  call Forwarding Mo Reply Assigned
[ call Forwarding to Voice Mail Assigned
[ cSTA Access Qo Assigned
[  ©neMumber Service Qo Assigned
[ Music on Hold Qo Assigned
[ callPidwp Directed Qo Assigned
[l  callTransfer (] Assigned
[  Park to Server (] Assigned
[l call completion on Mo Reply (] Assigned
[l  call completion to Busy Subscriber (] Assigned
Members Tab
" [unifyosvc]-[tekvizion] - Edit Feature Profile : FP_tekvizion ?
@) Here you can modify the current configuration of the services contained in this feature profile
General Features Members
Items/Page: 100 - |Al:4
Directory Number Internal Name Unicode Display Name External Name Unicode External Name
Ca 18563330430 DM30430 DN30430
f-i 18563330431 DM30431 DN30431
fi 18563330432 U-DM30432 U-DM30432
C-i 18563330433 User 30433 User 30433
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Members -- Endpoints
MembersA Endpoints

uniFy e Domain: system

User: Administrator @system | Settings | Help | Logout

Configuration Maintenance User Management Fault Management Performance Management Accounting 3= o= 1
| OpenScape Voi | OpenScape Branch OpenScape SBC RG8700 Unified Communications CMP Device Management
44 | unifyosve [+ . [unifyosvc] - [tekvizion] - [Main Office] - Endpoints ?

@ Endpaints represent Netwark to Network Interface connections.

Business Group

Search for in Mo Criteria - l Search ] l Show All ] l Advanced... ]
»  Quick Tasks
Business Group List Add... ] l Edit... ] l Bulk Edit... ] l Clone ] l Delete ] l Change Branch Office...
| tekvizi
ekvizion lz‘ Sel:0 | Items/Page: 100 - | Al:7
»  General
[} Name & Numbering Plan Name Registration Type Registration State Operational State Primary Remark
»  Profiles
= E:; CMUnify2 NP_tekvizion Static Registered Mormal 10.80.16.5 Mo
»  Teams g
»  Statistics = & CUCMTrunk-Subl  NP_tekvizion Static Registered Mormal 10.80.16.3 Mo
» Display Number Modification = E:; CUCMTrunk-5ub2  NP_tekvizion Static Registered Mormal 10.80.16.4 Mo
E—: Branch Office List = E:; UCtemp NP_tekvizion Static Registered Mormal 10.70.146 Mo
2| Main office =l B Bs comunity NP_tekvizion Static Registered Normal 10.80.18.5 Mo
¥ Members [ E.c; unifysbcl NP_tekvizion Static Registered Mormal 10.70.14.25 Mo
I Subscribers [ ®s  unifytrunk NP_tekvizion Static Registered Inaccessible 10.70.14.25 Mo
5, Endpoints
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Subscriber Endpoint
General Tab

Selectpe FAE S GhLISYy{OF LISW/ Aa02Pt NPFALf S o
®. [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub1
General SIP Attributes Aliases Routes Accounting

Endpoint

) Define the connection data of an endpeint, e.g. you may use this to add a gateway to a switch.

Name: CUCMTrunk-5ub1
Remark:

Registered:

Profile: OpenScape_Cisco_Profile
Branch Office:

Assodated Endpaint:

[

Default Home DM

Location Domain

Endpoint Template: -

Endpoint Type:
Max number of users:

Last Update: 2015-08-25 11:

CSTA Device ID:
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SIP Tab
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=, [unifyoswc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Subl
General SIP Attributes Aliases Routes Accounting
Endpoint Type

SIP Private Metworking:

SIP Trunking: i@

SIP-Q Signaling:

SIP Signaling

For the static Endpoints the address of the SIP signaling interface can be specified in IP or FQDM format.
¥ Mote that the address of the signaling interface cannot be modified unless the entry in the security section
has first been removed.

Type: Static El

Signaling Address Type: IF Address or FQDM El
Endpoint Address: 10.80.16.3

Port: 5060

Transport protocol: TCP El

Best Effort SRTP support: MIKEY,SDESEl

AMAT Support: Enabled

Use Proxy/SBC Best-Effort
SRTP settings for calls to
subscribers:

Management Address:

Security

&} Set the Realm, Username and Password for digest authentication or configure the signaling address as a trusted one.

| Add.. | | Edit.. | | Delete |
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Attributes Tab (1/3)

=y [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub1

General SIP Attributes Aliases Routes Accounting
Supports SIP UPDATE Method for Display Updates O

IUPDATE for Confirmed Dialogs Supported

Survivable Endpaoint

SIP Proxy

Route via Proxy

Allow Proxy Bypass

Public/Offnet Traffic

Accept Biling Mumber

Allow Sending of Insecure Referred-By Header

COwverride IRM Codec Restriction

Transfer HandOff

Send P-Preferred-Identity rather than P-Asserted-Identity

Send domain name in From and P-Preferred-Identity headers

Send Redirect Mumber instead of caling number for redirected calls

Do not send Diversion header

Do not Send Invite without SDP

Send International Numbers in Global Mumber Farmat (GMF)

O O O 0 O O o0 0O oo o oo o O

Rerouting Direct Incoming Calls
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Attributes Tab (2/3)

Rerouting Forwarded Calls
|
Enhanced Subscriber Rerouting
Automatic Collect Call Blocking supported
‘ Send Authentication Mumber in P-Asserted-Identity header
Send Authentication Mumber in Diversion Header
Send Authentication Mumber in From Header

IUse S5IF Endpoint Default Home DM as Authentication Mumber

O O 0 O O O O OB

IUse Subscriber Home DM as Authentication Mumber

Set NPL/TONM to Unknown

Indude Restricted Mumbers in From Header [

SIPQ Truncated MIME

Enable Session Timer

Ignore Answer for Announcement

Enable TLS RFC5526 Ping

Enable TLS Dual Path Method

Reserve 4

Reserve 5

IUse extended max. count for loop prevention

O O O O

Do Mot Audit Endpaoint

IUse Proxy/SBEC AMAT settings for calls to subscribers
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Attributes Tab (3/3)

Suppart for Callback Path Reservation
Send Progress to Stop Call Proceeding Supervision Timer

Limited PRACK Suppart

O O O

Support Media Redirection

=

Voice Mail Server

O

Dizable Long Call Audit

Send/Receive Impact Level

Reserve 6

Allow endpoint to Unregister Stale Registrations

O O O

Enable Media Termination Point (MTF) Flow

Video call allowed
Trusted Subscriber
Enable Fast Connect
Aliases Tab
=, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Subl 7'
General sSIP Attributes [m Routes Accounting

rﬁ.liases

) You can azsodiate here aliases with a SIP Endpoint.

Add... | l Delete |

Sel:0 | Items/Page: 100 » | all:1
| |:| Name
O Wy 10.80.15.3
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Routes Tab

®, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub1 7
General sIP Attributes Aliases Routes Accounting
Routes

@) This list shows the routes pointing to destinations of this numbering plan.

| View

Route ID Destination Delete Insert Nature of Address

L2 9 CUCM_Cisco 0 Noalnkown

Accounting Tab

#, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub1

General sIP Attributes Aliases Routes Accounting |

Endpoint

)

1:!; Define Accounting Management settings

Accounting Type COther El

Endpoint Location Name: l . J l Clear

Endpoint Location Code:

Endpoint Service Provider: l J l Clear
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Subscriber Endpoint

General Tab

(St 806G LINRBFA(S 68418y { OF LISy/ A&d02 pt NRFAC

=, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub2
General sIP Attributes Aliases Routes Accounting
) Define the connection data of an endpoint, e.g. you may use this to add a gateway to a switch,

Mame: CUCMTrunk-5ub2
Femark:

Registered:

Profile: OpenScape_Cisco_Profile
Branch Office:

Assodated Endpoint:

ORORaRa

Default Home DM

Location Domain

Endpeint Template: -

Endpoint Type:
Max number of users:
Last Update: 2015-08-25 11:56:22.0

CSTA Device ID:
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SIP Tab
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=, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub2

General SIP Attributes Aliases Routes Accounting
Endpoint Type
SIP Private Metworking:
SIP Trunking: @
SIP-Q Signaling:

SIP Signaling

For the static Endpoints the address of the SIP signaling interface can be spedfied in IP or FQDM format.
@) MNote that the address of the signaling interface cannot be madified unless the entry in the security section
has first been removed.

Type: Static El

Signaling Address Type: IP Address or FQDM El
Endpoint Address: 10.80.15.4

Port: 5060

Transport protocal: TCP El

Best Effort SRTP support: MIKEY,SDES] w |

AMAT Support: Enabled

Use Proxy/SBC Best-Effort
SRTP settings for calls to
subscribers:

Management Address:

Security

@ set the Realm, Username and Password for digest authentication or configure the signaling address as a trusted one.

"

Add.. | | Edit.. | | Delete |
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Attributes Tab (1/3)

=y [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub1

General SIP Attributes Aliases Routes Accounting
Supports SIP UPDATE Method for Display Updates O

IUPDATE for Confirmed Dialogs Supported

Survivable Endpaoint

SIP Proxy

Route via Proxy

Allow Proxy Bypass

Public/Offnet Traffic

Accept Biling Mumber

Allow Sending of Insecure Referred-By Header

COwverride IRM Codec Restriction

Transfer HandOff

Send P-Preferred-Identity rather than P-Asserted-Identity

Send domain name in From and P-Preferred-Identity headers

Send Redirect Mumber instead of caling number for redirected calls

Do not send Diversion header

Do not Send Invite without SDP

Send International Numbers in Global Mumber Farmat (GMF)

O O O 0 O O o0 0O oo o oo o O

Rerouting Direct Incoming Calls
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Attributes Tab (2/3)

Rerouting Forwarded Calls
|
Enhanced Subscriber Rerouting
Automatic Collect Call Blocking supported
‘ Send Authentication Mumber in P-Asserted-Identity header
Send Authentication Mumber in Diversion Header
Send Authentication Mumber in From Header

IUse S5IF Endpoint Default Home DM as Authentication Mumber

O O 0 O O O O OB

IUse Subscriber Home DM as Authentication Mumber

Set NPL/TONM to Unknown

Indude Restricted Mumbers in From Header [

SIPQ Truncated MIME

Enable Session Timer

Ignore Answer for Announcement

Enable TLS RFC5526 Ping

Enable TLS Dual Path Method

Reserve 4

Reserve 5

IUse extended max. count for loop prevention

O O O O

Do Mot Audit Endpaoint

IUse Proxy/SBEC AMAT settings for calls to subscribers

© 2015Cisco Systems, Inc. All rights reserved.

Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page35of 155



Attributes Tab (3/3)

Support for Callback Path Reservation
Send Progress to Stop Call Proceeding Supervision Timer

Limited PRACK Suppart

O O O

Support Media Redirection

=

Voice Mail Server

O

Disable Long Call Audit

Send/Receive Impact Level

Reserve 6

Allow endpoint to Unregister Stale Reaqistrations

O O O

Enable Media Termination Paint (MTF) Flow

=

Video call allowed

=

Trusted Subscriber

Enable Fast Connect
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Aliases Tab

=, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub2
General sIP Attributes Aliases Routes Accounting
Aliases

) ‘ou can assodate here aliases with a SIP Endpoint.

m

Add... ] l Delete

Sel:0 | Items/Page: 100 » | all:l

|:| Name
[ g 10.30.16.4
Routes Tab
®, [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-Sub2
General sIP Attributes Aliases Routes Accounting
Routes

) This list shows the routes pointing to destinations of this numbering plan.

age: 100 - | All:1

Route ID Destination Delete Insert Hature of Address

L 7 CUCM_Cisco 0 NoaSubs

Accounting Tab
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"4 [unifyosvc] - [tekvizion] - [Main Office] - Edit Endpoint : CUCMTrunk-5ubl

General SIP Attributes Aliases Routes Accounting

Fndpnint

=

l_I, Define Accounting Management settings

Accounting Type Other El

Endpoint Location Mame: l e ] l Clear

Endpoint Location Code:

Endpoint Service Provider: l ] l Clear

Unity Connection Endpoint
General Tab

{StSOG LINRPTFAES o/ agviusy@ Hé LINBFAE S O2y TA3IdzNBR
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SIP Tab
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