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Introduction

This document describes the steps and configurationgcessaryfor CiscoUnified Communications
Manager (Cisco UCM) release 1P15.interoperate withthe Skype for BusinesX)15 using the following
configuration:

On the CiscCM:MTPEnabled, PRACRisabledand EarlyOffer SIP Profile.

On the Skypéor BusinessMedia Bypas&nabled, RefeEnabled, Encryption support level Optional

The following items we tested:

T

=

= =/ =4 =4 =4

Basic call between the two systems and verification of voice path, using both SECafhones
on theCiscaside, and SIBlienton the Skype for Businessde (Refer to limitation section for more
info)

CLIP/CLIR/CNIP/CNIR features: cafiamy Nameand number delivery (allowed and restricted)
(Refer to limitation section for more info)

COLP/CONP/COLR/CONR features: conndlaeteand number dévery (allowed and restricted)
(Refer to limitation section for more info)

Call transferattended and early attended (Refer to limitation section for more info)
AlertingNameldentification(Refer to limitation section for more info)

Call forwarding: call forwardinconditiona(CFU), call forward busy (CFB)d arall forward no
answer (CFNA)

Hadd and resume with music on hold

Threeway conferencingRefer to limitation section for more info)

Voice messagingnd MWI activatiordeactivation(Refer to limitation section for more info)
Extend and Conne¢Refer to limitation section for more info)

Call Park(Refer to limitation section for more info)
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Listed below are theighlight of the integration issues

9 Basic calls work from Cisco UCMstoype for Businesmd vice versa.

9 Caller name and number is napdated correctly for basicalls and inthe attended and early

attended transfer scenarios.

T CdtSNI L5 Ad dZLIRIVSENK 22 ! WA ¥OB yExerdil § Lt I LK y B

UCM SCCP Phones in transfer scenarionalskype for Businessser initiates the transfer.

1 Alerting nameupdates do not occur on SkyperfBusiness

1 Video calls between th€isco UCM an8ikype for Businegsserswere not tested

Below are the key results:

9 Basic call, call transfer, call forwarding, conference call, and hold antheemsted successfully

with afew caveats and limitations.

1 Centralized voicemail, using Unity Connection server integraitid Cisco UCM via SIP was used
for testing.Thisvoicemail solution can provide centralized voicemail services, suppdithgSkye

For Businesand Ciscend-users.

Network Topology

Qdsco Unity
Connection .I

R105.2 =M

SBUser1,DN:8003

SP
& Communications
Manager R10.5.2

SBUser2,DN:8004

Skype For Business S|P

. @ 2015

A
[ =
. O ¢%
SBUser3,DN:8002 ﬁ

Qdsco Unified QM
IM and Presence
R10.5.2

&=/ Csco 7975 9P
DN 7011

M EF Csco 9971 5P
, DN 7004

Qsco 7960

7 Csco 7965
ooy
DN 7006

Jabber client DN
7001 RD:8003

I E.hbber client DN
7009 RD:8004
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Limitations
These are the known limitations, caveats, or integration issues:

T
1
1

Skype for Businessd Cisco UCM do not support overlap dialing mamtetheir SIP endpoints.
Skype for Businesioes not support alerting name upcds.

Skype for Businestoes not update the caller ID (connected Name) for a basic or privacy enabled
call from the Cisco UCNIherefore, only the connected party number is displayed on the Cisco UCM
Phone.

Skype for Businessloes not update theCLIDin transfer/conference scenariosAfter the
transfer’conference is completeCisco UCM sendwmid call INVITEBnd UPDATE messagbsit
contain PAI and RRMowever,Skype for Busineskes notupdatethisinformation onits clients

In a transfer scenario, wheBkype for Busineseitiatgs the galj transfer, the caller ID of the initial
Cisco UCM calling endpoifitansferee)A & dzLJR IlUdkSoRnb 02 6 & NE A F Al A& |
GExery | £/ I tnfSECPHHoned G A & |

In a call parkscenario, whera Skype for Businesdient initiates the call park, the Cisco UCM
endpoint thatretrievesii KS LJ- N] SR Ol ft KlFa Ada OFftfSNI L5 dzLR

Skype for Busines®esnot send PAIy default i.ewhen restriction is not enabledn an Extend
& Connect scenario, thfails to initiate the Jabber client for call control. The incoming call to
CiscdJCM endpoints thereforelike aregular call without remote destination configuration

§ This is currently a known issue on the CiscMW@d is addressed iy / { / dzl gl ORI 0
| PAI support in CUCM®

T ta I @g2NJ I NRdzyR GKS w5 A& O2yFAIdzZNBR GAGK |
GAOK | GbQ LINBAE A& |fa2 | RRSREswIm@NI / A a0
Communicabns Manager Route Pattern to invoke Jabber client with Remote Destination
configured asSkype for Businegxtensions

Skype for Busines®esnot support MWI notification from Cisco Uni§onnection. ltesponds
GAGK | annp aSiK2R b20 !'ft2¢SRE G2 | bhe¢LC, aSa
information.

In a call forwarding scenario that involves multiple call forwards and a loop that terminates on a
Cisco UCM dBkype for Businessser, the callingparty (Skype for Businesdientor Cisco UCM
endpoint)hears a reorder tone when it calls the user on which the loop is formed.

System Components

Hardware Requirements
The following hardware was used

1

CiscdJCSC240M3SVMWareHost
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1 Cisco 796,796 ,7975, 9951 and 9971P phones

Software Requirements

The following software is required:
9 Cisco UCSC246M3S VMware vSphere Image Profile: EBBXi0-1331820standard
9 Cisco Unified CommunicatioManagerrelease 10.5.2.390012
1 Cisco Unified Communications Manager IM & P relé8s&.21390012
9 Cisco Unity Connection relea$@.5.21390012
1 Cisco Jabber 11.6.0 Build 35037
1 Skype for Busine015 6.0.9319.0
1 Skype for Businesslient version : 15.0.4841.1000

Features

Thissection listssupported and unsupported features. No deviation fridme configuration presented in
thisdocument will be supported by Cisco. Please see the Limitations section for more information.

Features Supported
1 CLIR calling line (numér) identificdion presentation

CLIR calling line (nurber) identification restriction
CNIR callingName identification presentation

CNIR callingName identification restriction

Alerting Name

Attended call transfer

Early attended call transfer

CRJt call forwarding uncondional

CFB call fowarding busy

CFNA call forwarding no answer

COLP connected line (numér) identification presentation
COLR connected line (nurber) identification restriction

CONP connectedName identification presentation

=A =4 =4 =4 4 -4 4 -4 -4 -4 -4 -4 -9

CONR connectedNameidentification restriction
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Hold and resume

Conference call

MWIt Message Waitig Indicator(only for Cisco Endpoints)
Audio Codec Preference List

Call Park/Pickup(see limitation section)

Extend and Connect

= =4 =4 =4 =4 -4 =4

Shared Line on Cisco Endpoints

Features Not Supportear Not Tested
9 Call completion (callback, automatic callback)

Shared Line on Skyper Business

Message Waiting Indicator ddkype for Busine€sndpoints
Blind transfer

Video calls

1
1
1
1
9 Scenarios that required 3 PBXs.
1

Scenario$nvolvingNon SIP interfaces.

Canfiguration

The goal othis guide is to provide an overview of the integration between Cisco Unified Communication
Managerand Skype ér Business The deployment will interconnect the UC systammg SIP. No PSTN
connectivity has been tested witlthis integration. The following sections provide the required
configurations for a successful integration.

Configuring Sequence and Tasks:
Skypefor Business

Add Cisco UCM t8kype for BusineSpology
TrunkConfiguration

RouteConfiguration

Voice Policand PSTN Usag@onfiguration
Dial PlarConfiguration

Call Park range Configuration

Media Bypas€onfiguration

User Configuration

Client Configuration
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Cisco Unified CommunicatioManager

SIP trunk security profile

SIP prafe

Media resource gropand meda resource group list

Assign media resource group listR@L) in the default device pool
Region configuration

Normalization script

SIP trunk t&skype forBusiness

SIP Trunk to Cisco Uni®pnnection

Assign User in Cisco Un@gnnection

SIP and GChphones device configuration

RouteGroup, Routd.ist and SIP Route Pattern

Voice Malil

Route pattern toSkype foBusiness, Unit€onnection andkype for Businegsll park range
Extend and Connect Featused Userconfiguration

Cisco Unity Connection:
Cisco Unity Connection Telephony Integration
CiscadJnity Connection User Configuration

Configuring theSkype for Business

Add Cisco UCM tekype for Busineopology
Run theSkype for Busines¥15 DpologyBuilder as a user in thESAdministrator group

Navigation:Skype for BusinesderveA CleanDefaultTopolody Shared Componernggs PSTN gateways
wAIKiG Oft A0l YR aStSOG abS¢ Ltkt{¢b DFEGSol &¢
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&5 Skype for Business Server 2015, Topology Builder

File Action Help
4 L-'Jg Skype for Business Server The properties for this item are not available for editing.
4[] CleanDefaultTopology
[ Lync Server 2010
[ Lync Server 2013
[ Skype for Business Server 2015
4 [ 1 Shared Components

[ SQL Server stores
[ File stores
4 [ PSTN gatg==—
1) 14':'| New IP/PSTN Gateway...
62140 Topology .
652,140 Help

M 62 140159 130

Set FQDN =FQDN of the CisddCM, clus20pub.skypelabsj.locialused in this test.
Click Next.

Skype for Business Add PSTNGateway(Continued)
i Define New IP/PSTN Gateway E3

&) Define the PSTN Gateway FQDN
‘ i

Define the fully qualified domain name (FODM) for the PSTN gateway.

FODM:*
clus20pub.skypelabsj.local

Check the Enable IPv4 and Use all configured IP addresses radio button
Click Next.

Skype for Business Add PSTNGateway(Continued)
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e Define New IP/PSTN Gateway -

: Q‘S Define the IP address
hﬁ'

®) Enable IPvd

® Use all configured IP addresses.

) Limit service usage to selected IP addresses.

P5TN IP address

) Enakle IPvE

Limit service usage to selected IP addresses

P5TN IP address

Back | | Mext | | Cancel

Set Trunk Name = FQDN of the Cisco d€Ms20pub.skypelabsj.locialusedfor this test

SetListening port for IP/PSTN gatewayTheListening portshouldmatch thelncoming Portsetting in
the CISCO UCQIMEIP Trunk Security Profile5060is usedfor this test

SetSIP Transport Protocal TCP

SetAssociate Mediation ServerAssigrthis PSTN gateway to th&ont End cdocated mediation server
¢ feOl.skypelabsj.local is used for this test.

Click Finish.

Pagellof 111
Copyright @016 Cisco SystemB)c.
All rights reserved. Printed in USA.



Skype for Business Add PSTNsateway(Continued)

% Define the root trunk

Trunk name; *

| clus20pub.skypelabsjlocal

Listening port for IP/PSTN gateway: *

SIP Transport Protocol:
[Te |

Associated Mediation Serven
| FEO1.skypelabsilocal CleanDefaultTopalogy|

Associated Mediation Server port: *
5060

Publish the topology so these new configurations take effect.
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Skype for Business Add PSTNGateway(Continued)

g

A

4 Lf%_ Skype for Business Server
4[] CleanDefaultTopology

File Acticn Help

3 Lync Server 2010

3 Lync Server 2013

|3 Skype for Business Server 2015
|3 Shared Components

b A SQL Server stores

I [ File stores

I* A PSTN gatewa |

Skype for Business Server 2015, Topology Builder

The properties for this item are not available for editing.

b (A Trunks Mew IP/PSTN Gateway...

[ Office Web A | | Topology

» New...

[ Video gatewa

Help

Open...

3 SIP Video trurme
3 Branch sites

Download Current Topology...

Save A Copy...
[ [publish..] |
|f15t3||‘ Publish topology to the Central Management store.

Remove Deployment... |

Skype for Busine3sunk Configuration
Open theSkype for Busines®15Control Panel.

Navigation:Voice Routing> Trunk Configuration

Select NewA Pool Trunk
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@ Skype for Business Server

Home DIALPLAN  VOICE POLICY  ROUTE  PSTW USAGE |TRUNK CONFIGURATION| TEST VOICE ROUT

Users

Topology Create voice routing test case information

IM and Presence

Persistent Chat | o

Voice Routing

Voice Features

dHMew|y A Edit ¥ Action ¥ Commit ¥
She trunk 4 Scope  State Mediz bypsss  PSTN

Response Groups Pool frunk | |z Global Committed

Set Service Frunk toCisco UCM that was created earlier as a PSTN gateway in the topology duilder

clus20pulbskypelabsj.local is used for the test.

SetMaximum early dialogs supported 20

SetEncryption support levet Optional

SetRefer Support= Enable sending refer to ¢hgateway

CheckEnable media bypass

CheckCentralized media processing

UncheckEnable RTP latching

CheckEnable forward call history

UncheckeEnable forward PAssertedldentity data* [Note: this is checked when test scenarios that involve
restrict ID needo be executed]

CheckEnable outbound routing failover timer
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Skype for BusinessTrunk ConfigurationContinued

Pagel5of 111
Copyright @016 Cisco SystemB)c.
All rights reserved. Printed in USA.



@ Skype for Business Server

I DIAL PLAN  VOICE POLICY  ROUTE  PSTN USAGE  TRUNK CONFIGURATION

Uszers

Topology Create voice routing test case information

IM and Presence
Edit Trunk Configuration - PstnGateway:clus20pub.skypelabsjlo...

Persistent Chat

o Ok K Cancel
Voice Routing

Scope: Fool
Woice Features Name: *

Response Groups | PstnGateway:clus20pub.skypelabsj.local |

Description:
| |

i Maximum early dialogs supported:
Federation and

External Access |@ %|

Conferencing

Clients

Monitoring Encryption support level:

and Archiving | Optional | = |
Security Refer support:

Metwork | Enable sending refer to the gateway - |
Configuration

|El Enable media bypass|

|| Centralized media processing

[ | Enable RTP latching

| [«| Enable forward call r-stmy|

|| Enable forward P-Asserted-ldentity data

@ Enable outbound routing failover timer
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Skype for BusinessTrunk Configuratior{Continued

Edit Trunk Configuration - PstnGateway:clus20pub.skypelabsjlo...
.,-5? OK X Cancel

# Associated PSTN Usages

1 Select..

PSTN usage record Associated routes

Translated number to test:

Go
# Associated translation rules
Calling number translation rules
o Mew —:I B Select..
Translation rule State Pattern to match Translation pattern

Add aTranslation rule under Called number translation ru(sSUCMEXxtiwas created in this test.
Thisisdza SR (2 NXB Y 2iga8dedibl SFB dukirig a traiidfeiito a Cisco UCM extension.

If SFB attempts a transfer to a Cisco UCM extension without this thdetransfer fas because the
extensionis not recognizedoy Cisco UCM.
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Skype for BusinessTrunk Configuration Translation Rule

.;j:f OK & Cancel

Name: *

CUCMExtn

Description:

dlicking Edit.
starting digits:
Length:

At least

Digits to remowve:

1

Digits to add:

Pattern to match: *

.-'\‘\.I‘+ r\l‘d _] g

Translation rule: *

1

Edit Called Mumber Translation Rule - CUCMEsxtn

Build a Translation Rule
Fill in the fields that you want to use, or create the rule manually by
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Skype for BusinessTrunk ConfigurationContinued

Edit Trunk Configuration - PstnGateway:clus20pub.skypelabs).lo...
.,-5:’ OK A Cancel

Called number translation rules

o Mew |_-F§“| Copy B Select.. __;2‘ Show details.. Remove
Translation rule State Pattern to match Translation pattern
CUCMExtn Committed M+ d+)8 1
Phone number to test:
Go ?

=) Calling number | Called number

Skype for Busineg®ute Configuration
Navigation:Voice Routing> Route

Click New
Set Name= entera name toidentify this Route SFBCiscds used fotthis test.

Add Associated trunks = select the trunk configured eatllRstnGateway:clus20pub.skypelabsj.local
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@ Skype for Business Server

Home DIAL PLAM  VOICE POLICY  (ROUTE|[ PSTH USAGE  TRUNK COMFIGURATION

Users

Topology Create voice routing test case information

I and Presence
Edit Voice Route - SFE-Cisco

Persistent Chat
ok R cancel
Voice Routing
Scope:
Voice Features Name: *
Response Groups |sFe-Cisco |
Conferencing Description:
Clients | |
i Build a Pattern to Match
Federation and

Add the starting digits that you want this route to handle, or create

External Access the expression manually by clicking Edit.

Monitoring Starting digits for numbers that you want to allow:
and Archiving - - -
ype a valid number and then click Add. Add
Security
Exceptions
Metwork
Configuration Remowve

Match this pattern: =

| Edit | Reset ?

|:| Suppress caller ID

Alternate caller ID:
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Skype for BusineS®icePolicy and PSTN Usage Configuration
Navigation:Voice Routing> Voice Policy

Click New
Set Name = enter a name to identify this voice pali@FBCiscdsused in this test.
SetCallingFeatures:

1 Check Enable call forwarding

Check Enable delegation

CheckEnable call transfer

CheckEnable call park

CheckiEnable simultaneous ringing of phones
CheckEnable team call

CheckEnable PSTN reroute

=A =/ =4 =4 4 4

UncheckEnable bandwidth policy override
1 UncheckEnable malicious call tracing
Set Associated PSTiNages:
91 ClickNew
1 SetName:enter a name to identify this PSTMageecord¢ SFB_PSTN is used in the test.

i Set Associated Routes = select the route created earlier<C&ieB
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@ Skype for Business Server

Home DIALPLAN  [WOICE POLICY | ROUTE  PSTW USAGE  TRUNK COMFIGURATION  TEST VIOICE ROUTING

Users

6.0.931

Topology Create voice routing test case information

IM and Presence
Edit Voice Policy - SFB-Cisco

Persistent Chat
o ok K cancel
Scope: User
Voice Features Name: *
Response Groups
Conferencing Description:
Clients
i #| Calling Features
Federation and
Extarnal Access [+] Enable call forwarding [+] Enable team call
Monitoring [+/] Enable delegation || Enable PSTN reroute
and Archiving [+] Enable call transfer [_| Enable bandwidth policy override
Security @ Enable call park D Enable malicious call tracing
Metwork EI Enable simultaneous ringing of phones
Configuration
Associated PSTN Usages
dMew B Select. 7 Showdetails.  Remove -
PSTN usage record Associated routes
| sre_psTn SFB-Cisco |

Skype for Busineg¥al Plan Configuration
Navigation:Voice Routing> Dial Plan

Add a nev User diaplan and a new Pool dial plan.

User dial plan:

Set Name = enter text to identify this dial plasucmis used in this test.
Auserdial planwith a normalization rule was configured for thisst:

1 CUCM Digit: To reach the 4 digit extensions from Cisco UCMis allovs 4 digits to be dialed
and not undergo any normalization.
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@ Skype for Business Server

Home

Users

Topology

IM and Presence
Persistent Chat
Woice Features

Response Groups

DIAL PLAN| VOICE POLICY  ROUTE  PSTM USAGE  TRUMK CONFIGURATION

Create voice routing test case information

Edit Dial Plan - cucm
o+ ok K Cancel

MName: *

||:ucm |

Simple name: *

TEST VOICE ROUTING

Conferencing
. ||:ucm |
Clients
. Description:

Federation and

External Access | cuemtest |

Munitoring Dial-in conferencing region:

and Archiving | | @

Security External access prefix:

Network | | @

Conﬁguratlon Associated Normalization Rules

dNew BicCopy [Eraste BHSelect. 7 Show details F: 4
Marmalization rule State Pattern to match Translation patten
CUCM 4digit Committed  AN\{4NS s1 |
Page?3o0f 111
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Skype for Business UserDial PlanNormalization Rule

Edit Mormalization Rule - CUCM 4digit
@?’ oK A Cancel

Mame: *

CUCM 4digit

Description:

Build a Normalization Rule

Fill in the fields that you want to use, or create the rule manually by
clicking Edit.

Starting digits:

Length:

Exactly ¥ |4 =1
Digits to remove:

0 =

Digits to add:

Pattern to match: *
ANdi4nd
Translation rule: *

M

Edit Recat 7

Pool dial plan:
Select Servicd®stnGateway:clus20pub.skypelabsj.local is selected

Set Simple Name= enter text to identify this pool dial pRstnGatewayclus20pub.skypelabsj.local is
used in this test
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Associated Normalization RulgdNew
Set Name: enter text to identify this ruteCallpick up From CUCM was created in this test

This is taaccept thecal park range dialed by Cisco UCM users to retrieve a call parked by the SFB client.

Skype for Businesg Pool Dial PlarNormalization Rulel
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Edit Mormalization Rule - Call pick up From CUCM
.Q;:f OK A Cancel

MName: *

Call pick up From CUCK

Description:

Build a Mormalization Rule

Fill in the fields that you want to use, or create the rule manually by
clicking Edit.

Starting digits:

Length:

[«

Exactly ¥ |3

Digits to remowve:

v

0

Digits to add:

Pattern to match: *

AED )

Translation rule: *

§1

Edit Reset 7

|| Internal extension ?

Dialed number to test:

Add another normalization rule as below:

This is used by the client to dial out to internal extensions and to the external.@Etsco UCM
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Skype for Business Pool Dial PlarNormalization Rule 2

Edit Mormalization Rule - Keep aAll

.Q;f OK K Cancel

MName: *

Kesp All

Description:

Build a Mormalization Rule

Fill in the fields that you want to use, or create the rule manually by
clicking Edit.

Starting digits:

Length:

EIC

At least v |1

Digits to remowve:

v

0

Digits to add:

Pattern to match: *

And+)E

Translation rule: *

+%1

Edit Reset 7

|| internal extension T
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Skype for Busineszall Park Range Configuration
Navigation:VoiceFeatures> Call Park

Click New.

Set Name = enter text to identify this call park ramd@rbit range is used in the test.

Set Number Range = 100 to 199 is used in the test.

Set FQDN of destination server= select the desired see01.skypelabsj.local is used in the test

@ Skype for Business Server

CALL PARK UMNASSIGMED NUMEER

Home

Users

Topology || p|

IM and Presence SNew it v CRRefrest

Persistent Chat Mame 4 Start range End range Destination

Voice Routing | Orbit Range 100 199 FEQ1.skypelabs].local
Voice Features

Skype for Businesdlobal Media Bypass Configuration
Navigation:Network Configuration> Global

Edit Global Setting

1 Check Enable media bypass
1 Check Always bypass

Commit the configuration.
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@ Skype for Business Server

GLOBAL | LOCATION POLICY  BANDWIDTH POLICY

Home
Users . )
Edit Global Setting - Global
Pl ke commit X Cancel
IM and Presence Scope: Giobal
Persistent Chat El Enable call admission control

[ i Enable medi
WVoice Routing v/| Enable media bypass

(*) Always bypass
{;;' Use sites and region configuration

WYoice Features

Response Groups Enable bypass for non-mapped sites

Conferencing
Clients

Federation and
External Access

Monitoring
and Archiving

Security

MNetwork
Configuration

Skype for Busines&sser Configuration
Login to theSkype for BusinegsctiveDirectory

Navigation: Active Directory Users and Computgtdsers

Add a New User
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File

Action  View Help

o nE & XKE = %

Active Directory Users and Computers

BT

Servers in this group can...
Members of this group ...
Mermbers can be used a...
Members can be uzed a...
Members can be used a...
Mermbers have read acc...
Members can participat...
Members have read acc...
Members have write acc...
Members can only read ...

Printer

hawve read acc...
Can manage a..
have read acc...
can manage R...
have read acc...

d administrato...

] Active Directory Users and Com|| Mame Type Description
b [| Saved Cueries 2 RAS and IAS Servers  Security Group...
4 i skypelabsj.local ﬂﬁead-unl}r Domain ... Security Group...
;B'-'”ti” 82 RTCCompenentUni... Security Group...
N Computers 82 RTCHSUniversalServ... Security Group...
:__ Domain Controllers EEJF{TCPer}rUniversalS... Security Group...
b — Fu:ureignSecurit.;,rPrincipaI: 82 RTCSBAUniversalSer... Security Group...
- Managed Service Accour 82 RTCUniversalConfig... Security Group...
| Usgrs Delegate Cn:mtrn:ll.:‘ ersalGlobal.. Security Group...
_ ersalGlobal.. Security Group..
Find.. ersalRead0... Security Group...
Mew J Computer
All Tasks J Contact
Wiewnr - Group
Eprler InetOrgPerson
_ msD5-ResourcePropertyList
Properties mslmaging-P5Ps
Heip MSMQ Queue Alias

Lser

Shared Folder

Follow the screenshots below to add a new user:
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Skype for Business New User configuration (continued)

& Create in:  skypelabsj local/Users

First name: |SFB Ilzer] | Initials: I:I
|
|

Last name: |

Full name: |5FE Iserd

|User logon name:

user] | [ @skypelabsifocal

|User logon name (pre-Windows 2000):
|5K‘r’FELﬂE~S.I\ | |user'|

| <Back | [Net>] | | Cancel |

Skype for Business New Userconfiguration (continued)
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& Create in:  skypelabsj local /Users

Password: ||||-|||||

Confim password: Il

[ ] User must change password at next logon
[w] User cannat change password

[] Password never expires

Skype for Business New User configuration (continued)
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MNew Object - User -

;_} Create in:  skypelabsj local /Users

When you click Finish, the fallowing object will be created:

Full name: SFBUser1 ~
|zer logon name: userl@skypelabsj local

The user cannot change the passward.
The password never expires.

Once the user is created, login to tBé&ype for Busines¥15 Control Panel

Navigation: Use® Enable users

Click on the Add buttoand find the new user createshrlier.
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Skype for Business New User configuration (continued)

@ Skype for Business Server

USER SEARCH
Home

Mew Skype for Business Server User

Topology 3¢ Enable ¥ Cancel

IM and Presence Users:

Persistent Chat Display name Status ||
Voice Routing |m|
Voice Features

Response Groups Assign users to a pool: *

Conferencing v

Clients Generate user’s SIP URL:

lf_;} Use user's email address

Set Assign users to a pool= FEO1.skypelabsj.local from drop down menu

{ SG DSy SNI (i SSpetily & SIRURI: §ip: SFBUsski@absj.localThisis used in this test
Sd Telephony£nterpriseVoice

Set Line URI: tel:+8003is used for the test. This is the DN for the user.

Set Dial plan policy = cucm (as configured earlier)

Set Voice policy= SBsco (as configured earlier)

Click Enable.
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tel:+8003

Skype for Business New User configuration (continued)

Display name:
SFEUser1

|+'| Enabled for Skype for Business Server

SIP address: ®

sipSFELUser @ | skypelabsjlocal b

7
:
[

FEO1.skypelabsjlocal | ?

Telephomny:

Enterprise Voice

Lire URI:

<
) )

eli+3003

Dial plan policy:

v || view.
Voice policy:
v || View.
Conferencing policy:
<Automatic> v Wiew..
Client version policy:
<Automatic> b Wiew..
PIN policy:
<Automatics v Wiew..
External access policy:
<Automatic> b Wiewd.

Skype for Businesdient Configuration
Download the latest version of tHekype for Businesdient and launch the same.

Navigation: Setting% Toolsh Options? Personaly MyAccount
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Set Sigrin-address=enter the sip uri of the user configured in username@domain format.
user2@skypelabsj.loce used for example.

\8) o
o0
Skype for Business - Options H
General My account
Personal Sign-n address: | User2@skypelabsj Jocal | | | Advanced... |
Audio Device :
Video Device [#] Automatically start the app when I log on to Windows

Start the app in the foreground

Perzonal information manager
Microsoft Exchange or Microsoft Outlook
| Update my presence bazed on my calendar information
+| Show meeting subject and location to contacts in my Warkgroup privacy relationship

| Show my Out of Office info to contacts in my Friends and Family, Workgroup, and Colleagues
privacy relationships

| Save IM conversations in my email Conversation History folder

| Save call logs in my email Conversation History folder

Location

u | Share my location info with other programs I use

Show pictures
Mote: Clearing the box turns off all pictures in the app induding yours.

Show pictures of contacts

oK | | Cancel | | Help

ClickAdvanced. Seledflanual Configuration.

Set Internal Server Name= Enter the IP address oSkype for Businessont End Pool

Skype for Business Client configuration (continued)

Page360of 111
Copyright @016 Cisco SystemB)c.
All rights reserved. Printed in USA.



mailto:user2@skypelabsj.local

Advanced Connection Settings “

Select the method you want to use to corfigure your connection settings.

() Automatic: corfiguration
(®) Manual configuration
Intemal server name: 10.64.4.11

Extemal server name:

Cance

Configuring the Cisco Unified Communicatidasager
Cisco Unified CommunicatioManagerSoftware Version

alili  Cisco Unified CM Administration Navigation

cisco For Cisco Unified Communications Solutions administrator Search Documentation About Logout

System = CallRouting = Media Resources =  Advanced Features ~ Device = Application *  User Management ~  Bulk Administration ~ Help ~

Cisco Unified CM Administration

System version: 10.5.2.13900-12

VMware Installation: 2 vCPU Intel{(R) Xeon(R) CPU E5-2630 0 @
2.70GHz, disk 1: 80Gbytes, 4096Mbytes RAM, Partitions aligned

Et Successful Logon: Unavailable

pyright @ 1999 - 2015 Cisco Systemns, Inc.
rights reserved.

= product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery
Cisco cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and
Ers are responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and regulations. If
i are unable to comply with U.5. and local laws, return this product immediately.

Eummary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Froduct Report web site.

I information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

I Cisco Technical Support please visit our Technical Support web site.

Cizo Unified CommunicatioanagerSIP Trunk Security Profibe Trunk to Skypgor
Business
Navigation System#y Security”d SIP trunk security profile

SetNames= SFBNon-secure This is used for the test
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Set Device Security mode = Non Secure
Set Incoming@ransportType = TCP+UDP
Set Outgoing Transport Type = TCP
Check Accept Presence Subscription
Check Accept out of dialog refer

Check Accept unsolicited notification
Check Accept Replaces header

All other values are default.

aliili  Cisco Unified CM Administration UBWEREN Cisco Unified CM Administration v
cisco For Cisco Unified Communications Solutions administrator Search Documentation About Logout
System ~ CallRouting = Media Resources » Advanced Features v Device *  Application +  User Management *  Bulk Administration + Help
SIP Trunk Security Profile Configuration RGN R TCE Back To Find/List w
LH Save x Delete Copy GEI Reset 7 Apply Config |:I'} Add New
A
r Status
@ Status: Ready
rSIP Trunk Security Profile Information
Name* SFB-Non-secure
Description
Device Security Mode MNon Secure W
Incoming Transport Tvpe* TCP+UDP W
COutgoing Transport Type TCP w
[Cenable Digest Authentication
Mence Validity Time (mins)* 600
».509 Subject Name
Incoming Port™® 5060
Cenable Application level authorization
Accept presence subscription
Accept out-of-dialeg refer®*
Accept unsolicited notification
Accept replaces header
[transmit security status
[ allow charging header
SIP \.150 Outbound SDP Offer Filtering® | Use Default Filter W
W
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Cisco Unified Communicatio&nagerSIP Trunk Security Profite Trunk toUnity

Connection
Navigation:System#y Securityh SIP trunk security profile

Set Name*=UnityConnectionTrunkSecurityProfil&his is used for the test
Set Device Security modeNen Secure

Set Incoming Transport Type = TCP+UDP

Set Outgoing Transport Type = TCP

Check Accept Presence Subscription

Check Accept unsolicited notification

Check Accept Replaces header

All other values are default.

SIP Trunk Security Profile Configuration

LE Save xnelete [ copy % Reset 4 Apply Config EI]: Add New

rSIP Trunk Security Profile Information

*

| MName UnityConnectionTrunkSecurityProfile
Description UnityConnectionTrunkSecurityProfile
Device Security Mode Mon Secure W
Incoming Transport Type® TCP+UDF W
Outgoing Transport Type TCP W

[ enable Digest Authentication
Monce Validity Time (mins)* 6500

*.509 Subject Name

Incoming Port® 5060

[ |Enable Application level authorization

Ac:cept presence subscription
] Accept out-of-dialog refer®*
Ac:n:ept unsolicited notification
Au:u:ept replaces header
Tranzmit security status

L] Allow charging header
SIF V150 Qutbound SDP Offer Filtering® | Uze Default Filter W
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Cisco UnifieommunicationgMianagerSPProfile
Navigation DeviceA Device Settings, SIP Profile

SetName'= SFB Standard SIP Profil& hisis used fothis test.

Set Description thistext is used to identifghis SIP Rofile.

Set SIP Rel1XX Options = Disabled

Set Early Offer support faoiceand video calls = Best Effort (ho MTP inserted)
CheckEnableOPTIONS Ping to monitbestinationstatus for Trunks with Service Type "None (Default)"

All other values are default.

alialin - Cisco Unified CM Administration
cisco

WENMGENGLY Cisco Unified CM Administration W

For Cisco Unified Communications Solutions administrator Search Documentation About Logout

System v CallRouting * Media Resources ~  Advanced Features » Device =  Application v  User Management ~  Bulk Administration * Help

CERTELNRTGE Back To Find/List v

SIP Profile Configuration

LE Save x Delete: Copy % Reset ‘£ Apply Config E:} Add New
~

rStatus

@ Status: Ready

@ All SIP devices using this profile must be restarted before any changes will take affect.
rSIP Profile Information

[Name* SFB - Standard SIP Prafile

Description Default SIP Profile

Default MTP Telephony Event Payload Type® 101

Early Offer for G.Clear Calls* Dizabled v

User-Agent and Server header information® | send Unified CM Version Information as User-Agen

Version in User Agent and Server Header® Major And Minor W

Dial String Interpretation® Phone number consists of characters 0-9, *, £, anc v

Confidential Access Level Headers® Disabled hd

[ redirect by Application

[ pisable Early Media on 180

O Qutgoing T.38 INVITE include audio mline

Cuse Fully Qualified Domain Name in SIF Requests

[l Assured Services SIP conformance "
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Cisco Unified CommunicationdanagerSIP Profile (Continued)

SIP Profile Configuration Related Links:
L sove x Deiste Copy % Resst . Apply Config (2 AddNew

r SDP Intormation ~
SDP Session-level Bandwidth Modifier for Early Offer and Re-invites* |TIAS and AS v|
SDP Transparency Profile | Pass all unknown SDF attributes v|
Accept Audio Codec Preferences in Received Offer® | Default v|
O Require SDP Inactive Exchange for Mid-Call Media Change —
[ allow RR/RS bandwidth modifier (RFC 3556)

r Parameters used in Phone

Timer Invite Expires (seconds)* |130 | |

Timer Reaister Delta (seconds)™ |5 |

Timer Register Expires (seconds)® |3500 |

Timer T1 (msec)* |500 |

Timer T2 (msec)* |4ggg |

Retry INVITE* s |

Retry Non-INVITE* [10 |

Start Media Port* [16384 |

Stop Media Port* [32785 |

Call Pickup URT* |x—cisco—serviceuri—picl-cup |

Call Pickup Group Other URT* |x—cisco—serviceuri—upickup |

Call Pickup Group URIT* |x—cisco—serviceuri—gpickup | w
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Cisco Unified CommunicatioridanagerSIP Profile (Continued)

SIP Profile Configuration CERTENRET | GE Back To Find/List ]

LB Save x Delete Copy %' Reset 2 Apply Config dl]; Add New
1 : : i

Call Pickup Group URT* |x—ciscu—servic:euri—gpickup | :
Meet Me Service URT* |x-ci5co-serviceuri-meetme |

User Info* [mone v]

DTMF DB Level* [ Worninal v]

Call Hold Ring Back® |0Ff v|

Anonymous Call Block™* | Off V|

Caller ID Blocking® [off v]

Do Mot Disturb Control* | User v| T
Telnet Level for 7940 and 7960* | Disabled V|

Resource Priority Namespace | < Mone = V| =
Timer Keep Alive Expires (seconds)* |120 | ||
Timer Subscribe Expires (seconds)® |120 |

Timer Subscribe Delta (seconds)™* |5 |

Maximum Redirections*® |7Cl |

Off Hook To First Digit Timer (milliseconds)™® |15000 |

Call Forward URT* |x-ci5c0-serviceuri-c:FwdaII |

Speed Dial (#bbreviated Dial) URT* |x—ci5co—ser\ficeuri—abbrdial |

Conference Join Enabled

[TrFC 2543 Hold

Semi Attended Transfer e
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Cisco Unified CommunicationdanagerSIP Profile (Continued)

SIP Profile Configuration IR BT TSH Back To Find/List v

Lg Save x Delete Copy % Reset é Apply Config |:||} Add New

|_|Enable vaD ~
[ stutter Message Waiting
CIMLPP User Authorization

rNoermalization Script

MNormalization Script | = None = W

Enable Trace
Parameter Name Parameter Value

rIncoming Requests FROM URI Settings
Caller ID DN

Caller Name

r Trunk Specific Configuration
Rergute Incoming Request to new Trunk based on® | Never v
RSVP Over SIP* Local RSVP v
Resource Priority Namespace List = None = W

Fall back to local RSWP
|SIP Rel1xx Options™® Disabled "

video Call Traffic Class* Mixed v

Calling Line Identification Presentation™* Default v w
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Cisco Unified CommunicatioridanagerSIP Profile (Continued)

Cisco Unified CommunicatiokknagerMedia Resource Group

NavigationPath: Media Resources Media Resourc&roup; AddNew

Media Resource GroupIRG

SetName'= MRG Thisis used fotthis test.

Set Description this text is used to identifghis Media Resource Group.
Set all resources in the Selected Media Resources* Box.

All other values are default.
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