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Introduction

Service Providers today, such as IntelePeer, are offering alternative methods to connect to the PSTN via
their IP networks. Most of these services utilize SIP as the primary signaling method and centralized IP to
TDM POP gateways to provide on-net and off-net services.

A demarcation device between these services and customer owned services is recommended. As an
intermediary device between Cisco Unified Communications Manager and IntelePeer network, Cisco
Unified Border Element (CUBE) ISR 4321/K9 running IOS-XE 16.5.1b can be used. The Cisco Unified
Border Element provides demarcation, security, interworking and session control services for Cisco
Unified Communications Manager 11.5.1 connected to IntelePeer network.

This document assumes the reader is knowledgeable with the terminology and configuration of Cisco
Unified Communications Manager (CUCM). Only configuration settings specifically required for IntelePeer
interoperability are presented. Feature configuration and most importantly the dial plan are customer
specific and need individual approach.

e This application note describes how to configure a Cisco Unified Communications Manager (Cisco
UCM) 11.5.1 and Cisco Unified Border Element (CUBE) on ISR 4321/K9 [IOS-XE 16.5.1b] for
connectivity to IntelePeer SIP Trunking service available in the former IntelePeer Business service
area' . The deployment model covered in this application note is CPE (Cisco UCM 11.5.1) to PSTN
(IntelePeer).

e Testing was performed in accordance to IntelePeer generic SIP Trunking test methodology and
among features verified were — basic calls, DTMF transport, Music on Hold (MOH), unattended and
attended transfers, call forward, conferences and interoperability with Cisco Unity Connection
(CUQC).

e The Cisco UCM configuration detailed in this document is based on a lab environment with a
simple dial-plan used to ensure proper interoperability between IntelePeer SIP network and Cisco
Unified Communications. The configuration described in this document details the important
configuration settings to have enabled for interoperability to be successful and care must be taken
by the network administrator deploying CUCM to interoperate to IntelePeer SIP Trunking network.

This application note does not cover the use of Calling Search Spaces (CSS) or partitions on Cisco UCM.
To understand and learn how to apply CSS and partitions refer to the cisco.com link below:

http://www.cisco.com/c/en/us/td/docs/voice ip _comm/cucm/srnd/collabl0/collabl0/dialplan.html
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Network Topology
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Figure 1: Network Topology
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Figure 2: CUBE High Availability
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System Components

Hardware Requirements

Cisco UCSC-C240-M3S VMWare host running ESXi 5.5 Standard

Cisco ISR4431/K9 router as CUBE

Cisco ISR4431/K9 (1RU) processor with 1684579K/6147K bytes of memory with 4
Gigabit Ethernet interfaces

Cisco 2851 Fax Gateway

IP phones 9971 (SIP) and 8945 (SIP)

Cisco 3945 router for hardware Conference Bridge

Software Requirements

Cisco Unified Communications Manager 11.5.1

Cisco Unity Connection 11.5.1

I0S 16.05.01b for ISR 4431/K9 Cisco Unified Border Element

Cisco 10S Software, ISR Software (X86_64_ LINUX_IOSD-UNIVERSALK9-M), Version
16.05.01b, RELEASE SOFTWARE (fcl)

IOS 15.1(4)M5 for Cisco 2851 Fax Gateway
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Features

Features Supported Over TLS
e Incoming and outgoing off-net calls using G711ULaw
e Call hold
e Call transfer (unattended and attended)
e Call conference
e Call forward (all, busy and no answer)
e Calling Line (number) Identification Presentation (CLIP)
e Calling Line (number) Identification Restriction (CLIR)
o DTMF relay (both directions) (RFC2833)
¢ Media flow-through on Cisco UBE
e Fax (G.711 pass-through and T38)

Features Not Supported Over TLS
o Cisco IP phones used in this test do not support blind transfer
¢ In HA redundancy mode, the primary cube will not take over the primary/active role after
a reboot/network outage

Caveats
e Caller ID is not updated after attended or unattended transfers to off-net phones. This is
due to a limitation on Cisco UBE and will be resolved in the next release. The issue does
not impact the calls.

¢ CUCM Conference Bridge only supports non-secure conferencing. External Conference
Bridge is required for secure conferencing.

e (G.711 Pass-through fax transmitted in RTP. First call established in SRTP, when fax
gateway sends Re-Invite for fax call it falls back to RTP

© 2016 Cisco Systems, Inc. All rights reserved.
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Configuration
Configuring Cisco Unified Border Element (CUBE)

Configure Ethernet IP address and sub interface. The IP address and VLAN encapsulation used are for
illustration only, the actual IP address can vary. For SIP trunks two IP addresses must be configured - for
LAN and WAN. An additional Virtual IP Address (VIP) is required for the LAN and WAN as defined by the
redundancy group 1 ip XXX. XXX.XXX.V exclusive statement.

interface GigabitEthernet0/0/0

ip address XXX XXX.XXX.A 255.255.255.128
negotiation auto

redundancy rii 2

redundancy group 1 ip XXX.XXX.XXX.V exclusive
!

interface GigabitEthernet0/0/1

ip address 10.80.11.17 255.255.255.0

negotiation auto

redundancy rii 1

redundancy group 1 ip 10.80.11.30 exclusive

© 2016 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 9 of 62



NMIr
CISCO.

In order to enable CUBE IP2IP gateway functionality, enter the following:

voice service voip
no ip address trusted authenticate
mode border-element
allow-connections sip to sip
redundancy-group 1
fax protocol pass-through g711ulaw
sip
bind control source-interface GigabitEthernet0/0/0
bind media source-interface GigabitEthernet0/0/0
session transport tcp tls
rellxx supported "rel100"
header-passing
asserted-id pai
early-offer forced
midcall-signaling passthru

privacy-policy passthru

Explanation
Command Description
allow-connections sip to sip Allow IP2IP connections between two SIP call legs
fax protocol Specifies the fax protocol
asserted-id Specifies the type of privacy header in the outgoing SIP
requests and response messages
early-offer forced Enables SIP Delayed-Offer to Early-Offer globally
midcall-signaling passthru Passes SIP messages from one IP leg to another IP leg
session transport tcp tls Enable TLS

© 2016 Cisco Systems, Inc. All rights reserved.
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G711Ulaw is used as the preferred codec for this testing and changed the preferences
according to the test plan description

voice class codec 1
codec preference 1 g711lulaw

codec preference 2 g729r8

Cisco UBE uses dial-peers to route the call accordingly based on the digits

dial-peer voice 10 voip

description Incoming from CUCM
huntstop

session protocol sipv2

session transport tcp tls

incoming called-number [0-9]T
voice-class codec 2

voice-class sip profiles 100
voice-class sip srtp-crypto 1
voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711lulaw
no vad

!

dial-peer voice 20 voip

description Outgoing to intelepeer
huntstop

destination-pattern [0-9]T

session protocol sipv2

session target dns:user@domain.com
session transport tcp tls

voice-class codec 2

voice-class sip conn-reuse

© 2016 Cisco Systems, Inc. All rights reserved.
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voice-class sip options-ping 60

voice-class sip profiles 100

voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/0
voice-class sip bind media source-interface GigabitEthernet0/0/0
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711lulaw

no vad

!

dial-peer voice 30 voip

description Incoming from intelepeer

huntstop

session protocol sipv2

session transport tcp tls

incoming called-number +1980

voice-class codec 2

voice-class sip profiles 100

voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/0
voice-class sip bind media source-interface GigabitEthernet0/0/0
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw

no vad

!

dial-peer voice 40 voip

description Outgoing to CUCM

huntstop

destination-pattern +1980

© 2016 Cisco Systems, Inc. All rights reserved.
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session protocol sipv2

session target ipv4:10.80.11.2:5061

session transport tcp tls

voice-class codec 2

voice-class sip options-ping 60

voice-class sip profiles 100

voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw

no vad

© 2016 Cisco Systems, Inc. All rights reserved.
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Call Flow

In the sample configuration presented here, Cisco UCM is provisioned with four-digit directory
numbers corresponding to the last four DID digits. No digit manipulation is performed on the Cisco
UBE.

For incoming PSTN calls, the Cisco UBE presents the full ten-digit DID number to Cisco UCM.
The Cisco UCM picks up the last 4 significant Digits configured under SIP Trunk and routes the
call based on those 4 digits. Voice calls are routed to IP phones; Fax calls are routed via a 4-digit
route pattern over a SIP trunk that terminates on the Fax Gateway and in turn to the VentaFax
client connected to the Fax Gateway.

CPE callers make outbound PSTN calls by dialing a “7” prefix followed by the destination number.
For outbound fax calls from the analog fax endpoint, Cisco fax Gateway sends to Cisco UCM the
DID with leading access code “7”. A “7.@" route pattern strips the prefix and routes the call with
the remaining digits via a SIP trunk terminating on the Cisco UBE for Voice call or Fax. For PBX
to PBX via IntelePeer, Caller dial 7 prefix followed by the target 1+10Digit DID no for that extension
number, 7 was stripped and the 1 +10 digits number was send to Cisco UBE, Cisco UBE sends
the full 1+ 10 digits DID under Dial Peer 20 and send to Spectrum network which will direct back
to Cisco UBE and handled same as normal incoming PSTN call. For International calls same
pattern 7 followed by 011, country code and calling no is used.

Dial pattern 7.@

. Strip 7 5
User dials —p Invite: Invite:

b Intelepeer/)

Intelepeer -

Cisco IP Phone cucM

Figure 4: Inbound Voice Call

© 2016 Cisco Systems, Inc. All rights reserved.
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DN: YYYY
FXS
Dial Pattern 7.@
. Strips 7
User dials Invite: Invite:
Intelepeer
Cisco 2851 CuCM

Figure 5: Outbound Fax Call

Invite: .
KXXXXXYYYY

Intelepeer

Cisco 2851

Figure 6: Inbound Fax Call

Dial Pattern 7.@

Cisco IP Phone
Intelepeer

Cisco IP Phone

Figure 7: PBX to PBX via Spectrum Call
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The following configuration snippet contains a sample configuration of CUBE with all parameters
mentioned previously

Active Cisco UBE

intelPeerCube2#sh run

Building configuration...

Current configuration : 14586 bytes
I

Last configuration change at 11:21:44 UTC Thu Sep 7 2017 by cisco
|

version 16.5

service timestamps debug datetime msec
service timestamps log datetime msec
platform gfp utilization monitor load 80

no platform punt-keepalive disable-kernel-core
|

hostname intelPeerCube?2
!

boot-start-marker
boot-end-marker

!

vrf definition Mgmt-intf
!

address-family ipv4
exit-address-family

!

address-family ipv6
exit-address-family

|

enable secret 5 *xxxxkxkkirx
|

no aaa new-model
|

ip name-server 8.8.8.8
|

subscriber templating
|

multilink bundle-name authenticated
!
crypto pki trustpoint lynclabcc-DC-CA
enroliment terminal
serial-number none
ip-address 10.80.11.30
subject-name CN=intelPeerCube?2
revocation-check none
rsakeypair itpcube
!
crypto pki trustpoint "DigiCert SHA2 Secure Server CA"
enroliment terminal
© 2016 Cisco Systems, Inc. All rights reserved.
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serial-number none

ip-address XXX. XXX.XXX.V
subject-name CN=intelPeerCube2
revocation-check none

rsakeypair itpcube
|

crypto pki certificate chain lynclabcc-DC-CA

certificate 5100000071DE5686AC5661895B000000000071
3082055E 30820446 A0030201 02021351 00000071 DE5686AC 56618958 00000000
0071300D 06092A86 4886F70D 01010505 00304C31 15301306 0A099226 8993F22C
64011916 056C6F63 616C3119 3017060A 09922689 93F22C64 01191609 6C796E63
6C616263 63311830 16060355 0403130F 6C796E63 6C616263 632D4443 2D434130
1E170D31 37303831 30303931 3232335A 170D3139 30383130 30393132 32335A30
19311730 15060355 0403130E 696E7465 6C506565 72437562 65323082 0122300D
06092A86 4886F70D 01010105 00038201 OF003082 010A0282 010100B0 B819E806
CEBC9BE4 7CE1A36A 31E74125 55A12423 EEEA32E6 5717D6AF 076DB62E E52B68EL
2FFEC9BA DFDD931E FDED368F BB1D6E45 FC604DAD F805C50E 68D3F5C3 2A222409
D20808F5 083A4C1F EDDD9D71 71192AF1 2C59D311 4235C773 OF7831FA 0B92E636
2F336184 E8A1BA63 7869A4E0 CC382516 674C1FCC 8DEF4EOA 43847EBD BC5A5608
4E70180E 41381B89 D1F8563F D65B0811 CF18F281 C3B61EF5 3E142996 FE3C8AA2
15085045 F15C7747 D9OE9AS6 BB5E9209 386C9230 3FA73BB3 OFB82061 B7380ECD
958C59A1 A30627E2 A9610D32 2593930A 18FCFDAS 3BBA7815 B213CB88 24F34363
93151FD4 B15713D2 864E5CD2 7BC701C9 4C495700 A06474BB C1020D02 03010001
A382026A 30820266 300E0603 551D0F01 01FF0404 030205A0 301D0603 551D0E04
160414D1 C3089AC7 770F33D4 7CE73DF9 DC487A4D 1108D330 1F060355 1D230418
30168014 F4482916 1373177E 925C695A 432785EA 91EA1449 3081C806 03551D1F
0481C030 81BD3081 BAA081B7 A081B486 81B16C64 61703A2F 2F2F434E 3D6C796E
636C6162 63632D44 432D4341 2C434E3D 44432C43 4E3D4344 502C434E 3D507562
6C696320 4B657920 53657276 69636573 2C434E3D 53657276 69636573 2C434E3D
436F6E66 69677572 6174696F 6E2C4443 3D6C796E 636C6162 63632C44 433D6C6F
63616C3F 63657274 69666963 61746552 65766F63 6174696F 6E4C6973 743F6261
73653F6F 626A6563 74436C61 73733D63 524C4469 73747269 62757469 6F6E506F
696E7430 81C10608 2B060105 05070101 0481B430 81B13081 AE06082B 06010505
07300286 81A16C64 61703A2F 2F2F434E 3D6C796E 636C6162 63632D44 432D4341
2CA434E3D 4149412C 434E3D50 75626C69 63204B65 79205365 72766963 65732C43
4E3D5365 72766963 65732C43 4E3D436F 6E666967 75726174 696F6E2C 44433D6C
796E636C 61626363 2C44433D 6C6F6361 6C3F6341 43657274 69666963 6174653F
62617365 3F6F626A 65637443 6C617373 3D636572 74696669 63617469 6F6E4175
74686F72 69747930 3D06092B 06010401 82371507 0430302E 06262B06 01040182
37150885 EESE0581 9FDE6482 BD8715F6 9BOE82FA A5608166 82949C4A 87E69D40
02016402 0104301D 0603551D 25041630 1406082B 06010505 07030106 082B0601
05050703 02302706 092B0601 04018237 150A041A 3018300A 06082B06 01050507
0301300A 06082B06 01050507 0302300D 06092A86 4886F70D 01010505 00038201
01003955 DF7FA3B4 95363DF3 CCE774A4 F85986EA D71437E4 C54CC97C 18617A36
89767847 54698335 B0724626 A99CD191 8D367B86 5784BDCC E6COF8A2 FE4B406B
2EDC6FDD EE805FC1 64889F82 AE4A62B7 B3164BB3 DD197FE9 574B84A0 925C3596
B80400C5 41CD4B45 F5E2E63F 92B40A63 B3FFOA7D 847A8E1E A19E36EA 3AE94ED1L
87AE11B6 156B943F 5F7E419D 763C6430 41634BA2 72B41016 DFB373FB 26 CACC96
C1EFA19A 4197DB5C 6E78883B E62FC288 32D53691 B62433FF C5BAA5A1 4ACE46DC
F87A33D4 1255AB68 B25A8CCF 58F88B22 1CB4C765 0BC677AC EE2594CD FOFAAF7C
6A536466 14C8C026 5DC1C35F B7DB7CF5 AA596401 4145FE21 C2FA7F35 BACO1F13 1BD5

quit

certificate ca 133A5FA76CC004AD4332C2B40E2DD384
30820373 3082025B A0030201 02021013 3A5FA76C C004AD43 32C2B40E 2DD38430
0D06092A 864886F7 0D010105 0500304C 31153013 060A0992 268993F2 2C640119
16056C6F 63616C31 19301706 0A099226 8993F22C 64011916 096C796E 636C6162
63633118 30160603 55040313 OF6C796E 636C6162 63632D44 432D4341 301E170D
31353131 30343132 34363232 5A170D32 30313130 34313235 3632325A 304C3115
3013060A 09922689 93F22C64 01191605 6C6F6361 6C311930 17060A09 92268993
F22C6401 1916096C 796E636C 61626363 31183016 06035504 03130F6C 796E636C
61626363 2D44432D 43413082 0122300D 06092A86 4886F70D 01010105 00038201
0F003082 010A0282 0101009F 402105FF C8F842E0 26BD7788 62912768 6DC18CB5
800E4755 788DB00D 2D51BE89 CD2E9574 E55ACFAD 0DBB3C69 22F557D8 3CE1246A
4865F34A 5E151338 8FACE3A2 BCCF41F0 F6F38E24 FBE28E33 15B74062 BA3E7B82
22453F2D 7AEE69F1 3D3818E3 FAA63C64 F36C2190 74AD92D5 EDA56282 197B980D
8D2FC9A3 00BAF9D6 6DA40496 490BFD3A 2D7538A6 62024136 ADAD4D3B 26BB1ACS5
B8E4CD81 20BB986E 9B200964 A6B0D904 A9B859DC OE0388E6 A3DC545D ODF3F583
8DF53C23 AA6D87D1 6409A3C6 22880533 A068FC31 717CEE6F 2D11EC3F A551AA9E
75C488EB 712A7710 16983900 DB1C30A8 7A7FEBIC 0725746A B1FBFOA3 ABC69EAS
9E6EBB6B 6292261E 81B11102 03010001 A351304F 300B0603 551D0F04 04030201
86300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 14F44829
16137317 7E925C69 5A432785 EA91EA14 49301006 092B0601 04018237 15010403
02010030 0D06092A 864886F7 0D010105 05000382 01010060 CBABE054 DE68A314
C8CB858EE 6BOFD21F 33C3F8CD D4DDACD6 ED7259FF 4386CF70 15EAB220 E9F25BDC
F47E2B02 8F322753 7435CD63 3A481673 1784C1DE A7666CE2 B63B8BBA E1D5DSE3
62BDF949 8430F42F 0E19487D 7DE431D8 A19C4579 ABFEAAC2 A074AF45 73CF87ES
1BCD5D76 072FDE3A BEBOE670 FED63262 F52298A8 10185308 167C7F72 DB58A338
222E725E 12B92472 83196591 1AB38B16 6B8C2FD3 BO70CF58 620F6FC3 40EA4F32
5668A69D 0CB63471 DFC28524 23A816DA 945070AB 273F6574 7TEEC7E72 0C267CCD
C4D13831 2BCC0430 16511679 14DCD4F4 923FACSE 072F7862 4D08704D 3B233B5E
257D28B7 59E1EABE 74A80CD6 5ED85574 7E425FB3 81E2D8

quit

crypto pki certificate chain "DigiCert SHA2 Secure Server CA"

certificate ca 01FDA3EB6ECA75C888438B724BCFBC91
30820494 3082037C A0030201 02021001 FDA3EBGE CA75C888 438B724B CFBC9130
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0D06092A 864886F7 0D01010B 05003061 310B3009 06035504 06130255 53311530
13060355 040A130C 44696769 43657274 20496E63 31193017 06035504 0B131077
T7772E64 69676963 6572742E 636F6D31 20301E06 03550403 13174469 67694365
72742047 6C6F6261 6C20526F 6F742043 41301E17 0D313330 33303831 32303030
305A170D 32333033 30383132 30303030 5A304D31 0B300906 03550406 13025553
31153013 06035504 0A130C44 69676943 65727420 496E6331 27302506 03550403
131E4469 67694365 72742053 48413220 53656375 72652053 65727665 72204341
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
OODCAES58 904DC1C4 30159035 5B6E3C82 15F52C5C BDE3DBFF 7143FA64 2580D4EE
18A24DF0 66D00A73 6E119836 1764AF37 9DFDFA41 84AFC7AF 8CFE1A73 4DCF3397
90A29687 53832BB9 A675482D 1D56377B DA31321A D7ACABO6 FAAASD4B B74746DD
2A93C390 2E798080 EF13046A 143BB59B 92BEC207 654EFCDA FCFF7AAE DC5C7ES5
310CE839 07A4D7BE 2FD30B6A D2B1DF5F FE577453 3B3580DD AE8E4498 B39FOED3
DAEOD7F4 6B29AB44 A74B5884 6D924B81 C3DA738B 12974890 0445751A DD373197
92E8CD54 0D3BE4C1 3F395E2E B8F35C7E 108E8641 008D4566 47BOA165 CEAOAA29
094EF397 EBE82EAB 0F72A730 OEFAC7F4 FD1477C3 A45B2857 C2B3F982 FDB74558
9B020301 0001A382 015A3082 01563012 0603551D 130101FF 04083006 0101FF02
0100300E 0603551D OF0101FF 04040302 01863034 06082B06 01050507 01010428
30263024 06082B06 01050507 30018618 68747470 3A2F2F6F 6373702E 64696769
63657274 2E636F6D 307B0603 551D1F04 74307230 37A035A0 33863168 7474703A
2F2F6372 6C332E64 69676963 6572742E 636F6D2F 44696769 43657274 476C6F62
616C526F 6F744341 2E63726C 3037A035 A0338631 68747470 3A2F2F63 726C342E
64696769 63657274 2E636F6D 2F446967 69436572 74476C6F 62616C52 6F6F7443
412E6372 6C303D06 03551D20 04363034 30320604 551D2000 302A3028 06082B06
01050507 0201161C 68747470 733A2F2F 7777772E 64696769 63657274 2E636F6D
2F435053 301D0603 551D0E04 1604140F 80611C82 3161D52F 28E78D46 38B42CE1
C6D9E230 1F060355 1D230418 30168014 03DE5035 56D14CBB 66F0A3E2 1B1BC397
B23DD155 300D0609 2A864886 F70D0101 0B050003 82010100 233EDF4B D23142A5
B67E425C 1A44CC69 D168B45D 4BE00421 6C4BE26D CCB1E097 8FA65309 CDAA2A65
E5394F1E 83A56E5C 98A22426 E6FBAL1ED 93C72E02 C64D4ABF B042DF78 DAB3A8F9
6DFF2185 5336604C 76CEEC38 DCD65180 FOC5D6ES D44D2764 AB9BC73E 71FB4897
B8336DC9 1307EE96 A21B1815 F65C4C40 EDB3C2EC FF71C1E3 47FFD4B9 00B43742
DA20C9EA 6ESAEE14 06AE7DA2 599888A8 1B6F2DF4 F2C9145F 26CF2C8D 7EED37C0O
A9D539B9 82BF190C EA34AF00 2168F8AD 73E2C932 DA38250B 55D39A1D FO6886ED
2E4134EF 7CA5501D BF3AF9D3 C1080CE6 ED1E8AS8 25E4B877 AD2D6EF5 52DDB474
8FAB492E 9D3B9334 281F78CE 94EAC7BD D3C96D1C DE5C32F3
quit
!
voice service voip
no ip address trusted authenticate
mode border-element
allow-connections sip to sip
redundancy-group 1
fax protocol pass-through g711ulaw
sip
bind control source-interface GigabitEthernet0/0/0
bind media source-interface GigabitEthernet0/0/0
session transport tcp tls
rellxx supported "rel100"
header-passing
asserted-id pai
early-offer forced
midcall-signaling passthru
privacy-policy passthru
!
voice class codec 1
codec preference 1 g711lulaw
codec preference 2 g729r8
]
voice class codec 2
codec preference 1 g729r8
codec preference 2 g711lulaw
!
voice class sip-profiles 100
request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:980233\1@\2>"
!
voice class srtp-crypto 1
crypto 1 AES_CM_128 HMAC_SHA1_32
!
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voice translation-rule 1
rule 1 /980233\(9116\)/ \1/
|

voice translation-profile 10
translate called 1

|

license udi pid ISR4321/K9 sn FDO19220MQ9
license accept end user agreement
license boot suite AdvUCSuiteK9
license boot level appxk9

license boot level uck9

license boot level securityk9

|

diagnostic bootup level minimal
spanning-tree extend system-id

|

username abcdef privilege 15 password O mnopqgrst
|
redundancy
mode none
application redundancy
group 1
name voice-b2bha
timers delay 30 reload 60
control GigabitEthernet0/1/0 protocol 1
data GigabitEthernet0/1/0
track 1 shutdown
track 2 shutdown
|

track 1 interface GigabitEthernet0/0/1 line-protocol
|

track 2 interface GigabitEthernet0/0/0 line-protocol
|

interface GigabitEthernet0/0/0

ip address XXX XXX.XXX.A 255.255.255.128
negotiation auto

redundancy rii 2

redundancy group 1 ip XXX. XXX.XXX.V exclusive
|

interface GigabitEthernet0/0/1

ip address 10.80.11.17 255.255.255.0
negotiation auto

redundancy rii 1

redundancy group 1 ip 10.80.11.30 exclusive
|

interface GigabitEthernet0/1/0
ip address 20.0.0.2 255.255.255.252
negotiation auto
I
interface GigabitEthernetO
vrf forwarding Mgmt-intf
no ip address
shutdown
negotiation auto
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I
threat-visibility

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

ip tftp source-interface GigabitEthernetO

ip route 0.0.0.0 0.0.0.0 192.65.79.129

ip route 10.64.0.0 255.255.0.0 10.80.11.1

ip route 172.16.24.0 255.255.248.0 10.80.11.1
I

ip ssh server algorithm encryption aes128-ctr aes192-ctr aes256-ctr
ip ssh client algorithm encryption aes128-ctr aes192-ctr aes256-ctr
|

.control—plane

I

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable

|

hgcp profile default
|

dial-peer voice 10 voip
description Incoming from CUCM
huntstop
session protocol sipv2
session transport tcp tls
incoming called-number [0-9]T
voice-class codec 2
voice-class sip profiles 100
voice-class sip srtp-crypto 1
voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte
srtp
fax-relay ecm disable
fax-relay sg3-to-g3
fax rate disable
fax nsf 000000
fax protocol pass-through g711ulaw
no vad
|
dial-peer voice 20 voip
description Outgoing to intelepeer
huntstop
destination-pattern [0-9]T
session protocol sipv2
session target dns:user@domain.com
session transport tcp tls
voice-class codec 2
voice-class sip conn-reuse
voice-class sip options-ping 60
voice-class sip profiles 100
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voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/0
voice-class sip bind media source-interface GigabitEthernet0/0/0
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw

no vad

|

dial-peer voice 30 voip

description Incoming from intelepeer

huntstop

session protocol sipv2

session transport tcp tls

incoming called-number +1980

voice-class codec 2

voice-class sip profiles 100

voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/0
voice-class sip bind media source-interface GigabitEthernet0/0/0
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw

no vad

|

dial-peer voice 40 voip

description Outgoing to CUCM

huntstop

destination-pattern +1980

session protocol sipv2

session target ipv4:10.80.11.2:5061

session transport tcp tls

voice-class codec 2

voice-class sip options-ping 60

voice-class sip profiles 100

voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax-relay sg3-to-g3

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw

no vad

© 2016 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com

Page 21 of 62



NMIr
CISCO.

sip-ua
crypto signaling default trustpoint lynclabcc-DC-CA
|

line con 0

transport input none
stopbits 1

line aux 0

stopbits 1

line vty 0 4

logging synchronous
login local

|

no network-clock synchronization automatic
|

end
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Standby Cisco UBE

intelPeerCubel#sh run

Building configuration...

Current configuration : 14681 bytes
I

I Last configuration change at 12:35:16 UTC Thu Sep 7 2017 by cisco
|

version 16.5

service timestamps debug datetime msec

service timestamps log datetime msec

platform gfp utilization monitor load 80

no platform punt-keepalive disable-kernel-core

|

hostname intelPeerCubel

!

boot-start-marker

boot system flash isr4300-universalk9.16.05.01b.SPA.bin
boot-end-marker

I
vrf definition Mgmt-intf

!

address-family ipv4
exit-address-family

!

address-family ipv6
exit-address-family

!

enable Secret 5 *kkkkkkkkhkkkkhkk
!

no aaa new-model

!

ip name-server 8.8.8.8

|

subscriber templating
|

multilink bundle-name authenticated

I

crypto pki trustpoint lynclabcc-DC-CA
enrollment terminal

serial-number none

ip-address 10.80.11.30
subject-name CN=intelPeerCubel
revocation-check none

rsakeypair itpcube

|

crypto pki trustpoint "DigiCert SHA2 Secure Server CA"
enroliment terminal

serial-number none

ip-address XXX. XXX.XXX.V
subject-name CN=intelPeerCubel
revocation-check none

rsakeypair itpcube
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crypto pki certificate chain lynclabcc-DC-CA

certificate 5100000072086071C6F517FALF000000000072
3082055E 30820446 A0030201 02021351 00000072 086071C6 F517FALF 00000000
0072300D 06092A86 4886F70D 01010505 00304C31 15301306 0A099226 BI93F22C
64011916 056C6F63 616C3119 3017060A 09922689 93F22C64 01191609 6C79I6EE3S
6C616263 63311830 16060355 0403130F 6C796E63 6C616263 632D4443 20434130
1E170D31 37303831 31303732 3135335A 170D3139 30383131 30373231 35335430
19311730 15060355 0403130 696E7465 6C506565 72437562 65313082 0122300D
06092A86 4886F70D 01010105 00038201 0F003082 010A0282 010100A8 21166761
44056990 CEAF71B7 FC49B192 1E1E674B 4C1B7539 42788A00 FO245F54 5464606D
3434FA14 55028A75 375C1553 28C48F25 D627CIE2 76FEB414 E9533AD0 BAFECD26
890EAOOE 5A16D908 FC55D404 79AB64E8 2C83AD99 CASC1C39 DO3BLBAE 1C740A44
569161F0 F413BA84 6C683F89 D4BA410CA A597DDCD 7BCE7FBE FBED6B7C 10C396EC
31F92F27 8D209332 5D346B56 77546185 1E6ADS5F BEDCIAD 32317FF1 3CB64F54
A2FEEF73 2BD8BE94 4BABFOAC 9B2FEADO 37C9D28D D4363ACO 8308F71B BDO63E2D
FF34A6A2 BLAELD7E BACD34B8 55D56F41 39D41658 02727044 768020DB F6264863
BYED27CD 83ACF35D B5A7902A 197118D0 9DASE157 2BBEBS2D 3DAB0502 03010001
A382026A 30820266 300E0603 551D0F01 01FF0404 030205A0 301D0603 551D0E04
16041453 79705BF5 5C10B758 DE3D66C 1 342E4845 05CAD930 1F060355 10230418
30168014 F4482916 1373177E 925C695A 432785EA 91EA1449 3081C806 03551D1F
0481C030 81BD3081 BAAOB1B7 A0B1B486 81B16C64 61703A2F 2F2F434E 3D6CTI6E
636C6162 63632D44 432D4341 2C434E3D 44432C43 4E3D4344 502C434E 3D507562
6C696320 4B657920 53657276 69636573 2C434E3D 53657276 69636573 2C434E3D
436F6E66 69677572 6174696F 6E2C4443 3D6CTIBE 636C6162 63632C44 433D6CEF
63616C3F 63657274 69666963 61746552 65766F63 6174696F 6EAC6973 743F6261
73653F6F 626A6563 74436C61 73733D63 524C4469 73747269 62757469 6F6ES06F
696E7430 81C10608 2B060105 05070101 04818430 81813081 AE06082B 06010505
07300286 B1A16C64 61703A2F 2F2F434E 3D6C796E 636C6162 63632D44 432D4341
2C434E3D 4149412C 434E3D50 75626C69 63204B65 79205365 72766963 65732C43
4E3D5365 72766963 65732C43 AE3DA36F 6E666967 75726174 696F6E2C 44433D6C
796E636C 61626363 2C44433D 6C6F6361 6C3F6341 43657274 69666963 6174653F
62617365 3F6F626A 65637443 6C617373 3D636572 74696669 63617469 6F6EALTS
74686F72 69747930 3D06092B 06010401 82371507 0430302E 06262806 01040182
37150885 EEBE0581 9FDE6482 BD8715F6 9BOEB2FA A5608166 82949C4A 87E69DA0
02016402 0104301D 0603551D 25041630 14060828 06010505 07030106 082B0601
05050703 02302706 092B0601 04018237 150A041A 3018300A 06082806 01050507
0301300A 06082806 01050507 0302300D 06092A86 4886F70D 01010505 00038201
01005B4E E7888085 4FDDB2A0 BFF99BCA 6836FD71 F2FB1269 05C31DAA 4CF05187
18A5F639 F389E42F B34795DE 48E0C750 OFBCEADE F6FF308E 91FCIC41 868B24CD
9FOBEAAE 4DA203ED 7748400A A9FOEEQE 9D050F9B 3823E7FB FBE06373 FO755FF1
1A1CD84B 78504F8B SEE089A8 C79B1428 9BI3A7D4 EDF59419 7A0S8E27 88BABFCD
E1FF0794 0B85560F AABB5553 E8D2825C BOB02318 BEAS39EL 66667E28 2A9EA988
1BFD9B1B D79FFED7 FDAAFCS7 ABC34A11 50AD67AE EE24A851 3915E9A0 E1426FA9
EFD49297 BBBICEEE 836D59D9 F68039B9 D15F638C 45DBYICF F2F514BD 7BDB537A
7TA7306C8 EBADF7D4 AA497B68 7A59A82A F132C97B F96117C2 96338682 35C86D98 2892
quit
certificate ca 133A5FA76CC004AD4332C2B40E2DD384
30820373 30820258 A0030201 02021013 3A5FA76C CO04ADA3 32C2B40E 2DD38430
0D06092A 864886F7 0D010105 0500304C 31153013 060A0992 268993F2 2C640119
16056C6F 63616C31 19301706 0A099226 8993F22C 64011916 096C796E 636C6162
63633118 30160603 55040313 OF6C796E 636C6162 63632D44 432D4341 301E170D
31353131 30343132 34363232 5A170D32 30313130 34313235 3632325A 304C3115
3013060A 09922689 93F22C64 01191605 6C6F6361 6C311930 17060A09 92268993
F22C6401 1916096C 796E636C 61626363 31183016 06035504 03130F6C 796E636C
61626363 2D44432D 43413082 0122300D 06092A86 4886F 70D 01010105 00038201
0F003082 010A0282 0101009F 402105FF C8F842E0 26BD7788 62912768 6DC18CBS5
800E4755 788DBO0D 2D51BEBY CD2E9574 ESSACFAD 0DBB3C69 22F557D8 3CE1246A
4865F34A 5E151338 8FACE3A2 BCCF41F0 F6F38E24 FBE28E33 15874062 BA3E7B82
22453F2D 7AEE69F1 3D3818E3 FAA63C64 F36C2190 74AD92D5 EDA56282 197B980D
8D2FCIA3 00BAFID6 6DA40496 490BFD3A 2D7538A6 62024136 ADADAD3B 26BB1ACS
B8E4CDS1 20BBIS6E 98200964 AGBODI04 AIBB59DC OE038BE6 A3DC545D ODF3F583
8DF53C23 AAGDS7D1 6409A3C6 22880533 AOBBFC31 717CEEGF 2D11EC3F AS51AASE
75C488EB 712A7710 16983900 DB1C30A8 7A7FEBIC 0725746A BIFBFOA3 ABC6IEAS
9EGEBBGB 6202261E 81811102 03010001 A351304F 3000603 551D0F04 04030201
86300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 14F44829
16137317 7E925C69 5A432785 EA9LEAL4 49301006 092B0601 04018237 15010403
02010030 OD06092A 864886F7 ODO10105 05000382 01010060 CBABEO54 DEGEA314
CBCB58EE 6BOFD21F 33C3F8CD DADDACD6 ED7250FF 4386CF70 15EAB220 E9F25BDC
F47E2B02 8F322753 7435CD63 3A481673 1784C1DE A7666CE2 B63B8BBA E1D5DSE3
62BDF949 8430F42F 0E19487D 7DE431D8 A19C4579 ABFEAAC2 A074AF45 73CFB7ES
1BCD5D76 072FDE3A BEBOE670 FED63262 F52298A8 10185308 167C7F72 DB58A338
222E725E 12892472 83196591 1AB38B16 6B8C2FD3 BO70CF58 620F6FC3 40EAIF32
5668A69D 0CB63471 DFC28524 23A816DA 945070AB 273F6574 7TEECTE72 0C267CCD
C4D13831 2BCC0430 16511679 14DCD4F4 923FACSE 072F7862 4D08704D 3B233B5E
257D28B7 59E1EASE 74A80CD6 SED85574 7E425FB3 81E2D8

quit

crypto pki certificate chain “DigiCert SHA2 Secure Server CA"

certificate ca 01FDA3EB6ECA75C888438B724BCFBCI1
30820494 3082037C A0030201 02021001 FDA3EBGE CA75C888 438B724B CFBCI130
0D06092A 864886F7 0D01010B 05003061 310B3009 06035504 06130255 53311530
13060355 040A130C 44696769 43657274 20496E63 31193017 06035504 0B131077
77772E64 69676963 6572742E 636F6D31 20301E06 03550403 13174469 67694365
72742047 6C6F6261 6C20526F 6F742043 41301E17 0D313330 33303831 32303030
305A170D 32333033 30383132 30303030 5A304D31 0B300906 03550406 13025553
31153013 06035504 0A130C44 69676943 65727420 496E6331 27302506 03550403
131E4469 67694365 72742053 48413220 53656375 72652053 65727665 72204341
30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00DCAES8 904DC1C4 30159035 5B6E3C82 15F52C5C BDE3DBFF 7143FA64 2580D4EE
18A24DF0 66D00A73 6E119836 1764AF37 IDFDFA41L B4AFCTAF 8CFE1A73 4ADCF3397
90A29687 53832BB9 A675482D 1D56377B DA31321A D7ACABO6 FAAASDAB B74746DD
2A93C390 2E798080 EF13046A 143BB59B 92BEC207 654EFCDA FCFF7AAE DC5C7ESS
310CE839 07A4D7BE 2FD30B6A D2B1DF5F FE577453 3B3580DD AE8E4498 B39FOED3
DAEOD7F4 6B29AB44 A74B5884 6D924B81 C3DA738B 12974890 0445751A DD373197
92E8CD54 0D3BEAC] 3F395E2E BBF35C7E 108E8641 008DA566 47B0A165 CEAOAA29
094EF397 EBES2EAB OF72A730 0EFACTF4 FD1477C3 Ad5B2857 C2B3F982 FDB74558
98020301 0001A382 015A3082 01563012 06035510 130101FF 04083006 0101FF02
0100300E 0603551D OFO101FF 04040302 01863034 06082B06 01050507 01010428
30263024 06082B06 01050507 30018618 68747470 3A2F2F6F 6373702E 64696769
63657274 2E636F6D 307B0603 551D1F04 74307230 37A035A0 33863168 7474703A
2F2F6372 6C332E64 69676963 6572742E 636F6D2F 44696769 43657274 476C6F62
616C526F 6F744341 2E63726C 3037A035 A0338631 68747470 3A2F2F63 726C342E
64696769 63657274 2E636F6D 2F446967 69436572 74476C6F 62616C52 6F6F7443
412E6372 6C303D06 03551020 04363034 30320604 55102000 302A3028 06082B06
01050507 0201161C 68747470 733A2F2F 7777772E 64696769 63657274 2E636F6D
2F435053 301D0603 551D0E04 1604140F 80611C82 3161D52F 28E78D46 38B42CE1
C6DYE230 1F060355 10230418 30168014 03DE5035 56D14CBB 66FOA3E2 1B1BC397
B23DD155 300D0609 24864886 F70D0101 0B050003 82010100 233EDF4B D23142A5
B67E425C 1A44CC69 D168B45D 4BE00421 6C4BE26D CCB1E097 8FA65309 CDAA2AB5
ES5394F1E 83A56E5C 98A22426 E6FBALED 93C72E02 C64D4ABF B042DF78 DAB3A8F9
B6DFF2185 5336604C 76CEEC38 DCD65180 FOCSD6ES D44D2764 AB9BC73E 71FB4897
B8336DC9 1307EE96 A21B1815 F65C4C40 EDB3C2EC FF71C1E3 47FFD4B9 00843742
DA20C9EA 6EBAEE14 06AE7DA2 599888A8 1B6F2DF4 F2C9145F 26CF2C8D 7EED37CO
A9D539B9 82BF190C EA34AF00 2168FBAD 73E2C932 DA382508 55D39A1D FOSB86ED
2E4134EF 7CA5501D BF3AF9D3 C1080CE6 ED1EBAS8 25E4B877 AD2D6EFS 52DDB474
8FAB492E 9D3B9334 281F78CE 94EAC7BD D3C96D1C DESC32F3

quit
|

voice service voip

no ip address trusted authenticate

mode border-element

allow-connections sip to sip

redundancy-group 1

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none
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sip
bind control source-interface GigabitEthernet0/0/0
bind media source-interface GigabitEthernet0/0/0
session transport tcp tls
rellxx supported "rel100"
header-passing
asserted-id pai
early-offer forced
midcall-signaling passthru
privacy-policy passthru
|
voice class codec 1
codec preference 1 g711lulaw
codec preference 2 g729r8
|
voice class codec 2
codec preference 1 g729r8
codec preference 2 g711lulaw
|
voice class sip-profiles 100
request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:980233\1@\2>"
|

voice class srtp-crypto 1
crypto 1 AES_CM_128 HMAC_SHA1_32
|

;/oice translation-rule 1
rule 1 /980233\(9116\)/ \1/
|

voice translation-profile 10
translate called 1

!

license udi pid ISR4321/K9 sn FDO19220MSQ
license accept end user agreement
license boot suite AdvUCSuiteK9
license boot level appxk9

license boot level securityk9

I

diagnostic bootup level minimal
spanning-tree extend system-id

|

username abcdef privilege 15 password O mnopqrst
|
redundancy
mode none
application redundancy
group 1
name voice-b2bha
timers delay 30 reload 60
control GigabitEthernet0/1/0 protocol 1
data GigabitEthernet0/1/0
track 1 shutdown
track 2 shutdown
|
track 1 interface GigabitEthernet0/0/1 line-protocol
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track 2 interface GigabitEthernet0/0/0 line-protocol
I

interface GigabitEthernet0/0/0

ip address XXX.XXX.XXX.S 255.255.255.128
negotiation auto

redundancy rii 2

redundancy group 1 ip XXX.XXX.XXX.V exclusive
I

interface GigabitEthernet0/0/1

ip address 10.80.11.16 255.255.255.0
negotiation auto

redundancy rii 1

redundancy group 1 ip 10.80.11.30 exclusive
|

interface GigabitEthernet0/1/0

ip address 20.0.0.1 255.255.255.0
negotiation auto

|

interface GigabitEthernetO

vrf forwarding Mgmt-intf

no ip address

negotiation auto

|

threat-visibility

ip forward-protocol nd

ip http server

ip http authentication local

ip http secure-server

ip route 0.0.0.0 0.0.0.0 192.65.79.129

ip route 10.64.0.0 255.255.0.0 10.80.11.1
ip route 172.16.24.0 255.255.248.0 10.80.11.1
|

ip ssh server algorithm encryption aes128-ctr aes192-ctr aes256-ctr
ip ssh client algorithm encryption aes128-ctr aes192-ctr aes256-ctr
|

;:ontrol—plane

!

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable

|

hgcp profile default
|

dial-peer voice 10 voip
description Incoming from CUCM
huntstop
session protocol sipv2
session transport tcp tls
incoming called-number [0-9]T
voice-class codec 2
voice-class sip profiles 100
voice-class sip srtp-crypto 1
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voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte
srtp
fax-relay sg3-to-g3
fax rate 14400
fax nsf 000000
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none
no vad
|
dial-peer voice 20 voip
description Outgoing to intelepeer
huntstop
destination-pattern [0-9]T
session protocol sipv2
session target dns:user@domain.com
session transport tcp tls
voice-class codec 2
voice-class sip conn-reuse
voice-class sip options-ping 60
voice-class sip profiles 100
voice-class sip srtp-crypto 1
voice-class sip bind control source-interface GigabitEthernet0/0/0
voice-class sip bind media source-interface GigabitEthernet0/0/0
dtmf-relay rtp-nte
srtp
fax-relay sg3-to-g3
fax rate 14400
fax nsf 000000
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none
no vad
|
dial-peer voice 30 voip
description Incoming from intelepeer
huntstop
session protocol sipv2
session transport tcp tls
incoming called-number +1980
voice-class codec 2
voice-class sip profiles 100
voice-class sip srtp-crypto 1
voice-class sip bind control source-interface GigabitEthernet0/0/0
voice-class sip bind media source-interface GigabitEthernet0/0/0
dtmf-relay rtp-nte
srtp
fax-relay sg3-to-g3
fax rate 14400
fax nsf 000000
fax protocol t38 version 0 Is-redundancy 0 hs-redundancy 0 fallback none
no vad
|
dial-peer voice 40 voip
description Outgoing to CUCM
huntstop
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destination-pattern +1980

session protocol sipv2

session target ipv4:10.80.11.2:5061

session transport tcp tls

voice-class codec 2

voice-class sip options-ping 60

voice-class sip profiles 100

voice-class sip srtp-crypto 1

voice-class sip bind control source-interface GigabitEthernet0/0/1
voice-class sip bind media source-interface GigabitEthernet0/0/1
dtmf-relay rtp-nte

srtp

fax-relay sg3-to-g3

fax rate 14400

fax nsf 000000

fax protocol t38 version 0 Is-redundancy 0 hs-redundancy O fallback none
no vad

|

sip-ua

crypto signaling default trustpoint lynclabcc-DC-CA

|

line con 0

exec-timeout 0 0

transport input none

stopbits 1

line aux 0

stopbits 1

line vty 0 4

login local

|

no network-clock synchronization automatic
ntp server time-pnp.cisco.com
end

© 2016 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 28 of 62



]
CISCO.

Configuring Cisco Unified Communications Manager
Cisco UCM Version

NEWMGEWLGE Cisco Unified CM Administration w

For Cisco Unified Communications Solutions administrator Search Documentation About Logout

wliilin  Cisco Unified CM Administration
cisco

Bulk Administration + Help +

Call Routing =  Media Resources *  Advanced Features = Device »  Application *  User Management

System -

_""-"_ _ i’ -
(TR 1

Cisco Unified CM Administration
|

System version: 11.5.1.12900-21 l
= H |

VMware Installation: 1 vCPU Intel{R) Xeon(R) CPU E5-2680 0 @ y

2.70GHz, disk 1: 80Gbytes, 4096Mbytes RAM, Partitions aligned g 5 |

1

=

Figure 8: Cisco UCM Version

Cisco Call Manager Service Parameters
Navigation: System > Service Parameters

1. Select Server*: Clus21Sub1--CUCM Voice/Video (Active)
2. Select Service*: Cisco CallManager (Active)
3. All other fields are set to default values

I-Select Server and Service

*

Server |c|usElsub1——CUCM Voice/Video (Active) V|

Service®

|Cisc0 CallManager (Active) V|

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

I-Cisco CallManager (Active) Parameters on server clus21sub1--CUCM Voice/Video (Active)

Parameter Name Parameter Value Suggested Value
r Call Throttling

Code Yellow Entry Latency * |20 ‘ 20

Code Yellow Exit Latency Calculation * |4g ‘ 40

Code Yellow Duration * | 5 v‘ 5

Max Events Allowed * |2000 ‘ 2000

System Throttle Sample Size * |1g ‘ 10

Figure 9: Service Parameters
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Offnet Calls via IntelePeer SIP Trunk

Off-net calls are served by SIP trunks configured between Cisco UCM and the IntelePeer
network and calls are routed via Cisco UBE

SIP Trunk Security Profile
Navigation: System > Security > SIP Trunk Security Profile

1. Name*: Secure Profile for intelepeer Trunk
2. Description: Secure Profile for intelepeer Trunk
3. Device Security Mode: Encrypted

~SIP Trunk Security Profile Information
Name* Secure Profile For intelepeer Trunk
Device Security Mode ﬁ
Incoming Transport Tvpe* |TLS .,-|
Qutgoing Transport Type |TLS v|
[|Enable Digest Authentication
Nonce Validity Time (mins)® 6500
%509 Subject Name intelPeerCube2, intelPeerCubel
Incoming Port® 5061
[ |Enable Application level authorization
DAc:c:ept presence subscription
DAc:c:ept out-of-dialog refer™™®
DAc:c:ept unsolicited notification
DAc:c:ept replaces header
Transmit security status
[ allow charging header
SIP \.150 Outbound SDP Offer Filtering™® [ Use Default Filter v

Figure 10: SIP Trunk Security Profile
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Explanation
Parameter Value Description
Incoming Transport Type TCP
Outgoing Transport Type TCP SIP trunks to IntelePeer SBC should use TCP as a
transport protocol for SIP. This is configured using SIP
Trunk Security profile, which is later assigned to the SIP
trunk itself.
X.509 Subject Name intelPeerCube2, Subject given in CUBE
intelPeerCubel
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SIP Profile Configuration
SIP Profile will be later associated with the SIP trunk

Navigation:

Device - Device Settings - SIP Profile

1. Name*: Intelepeer SIP Profile
2. Description: Intelepeer SIP Profile

rSIP Profile Information

Name* |Inte|epeer sip profile

Description Intelepeer sip profile

Default MTP Telephany Event Payload Type™® 101

Early Offer for G.Clear Calls* | Disabled Vl

User-Agent and Server header information® [ Send Unified CM Version Information as User-Agen v |

Version in User Agent and Server Header™® | Major And Minar Vl
Dial String Interpretation® |Ph0ne number consists of characters 0-9, *, £, anc vl
Confidential Access Level Headers® | Dizabled Vl

[ redirect by Application

[ pisable Early Media on 180

DDutgoing T.38 INVITE include audio mline

[l offer valid 1P and Send/Receive mode anly for T.38 Fax Relay
[use Fully Qualified Domain Name in SIP Reguests

[ Assured Services SIP confarmance

[l enable External Qos**

rSDP Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites * | TIAS and AS

SDP Transparency Profile Pass all unknown SDP attributes
Accept Audio Codec Preferences in Received Offer® Default

Require SDP Inactive Exchange for Mid-Call Media Change
Allow RR/RS bandwidth modifier (RFC 3556)

r Parameters used in Phone

Timer Invite Expires (seconds)™® 180
Timer Register Delta (seconds)™® 5
Timer Register Expires (seconds) ¥ 3600
Timer T1 (msec)* 500
Timer T2 (msec)® 4000
Retry INVITE® 6
Retry Mon-INVITE* 10

Media Port Ranges * Common Port Range for Audio and Video

Separate Port Ranges for Audio and Video
Start Media Port™® 16384

Stop Media Port® 32766

Figure 11: SIP Profile
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DSCP for Audio Calls Use System Default v
DSCP for Video Calls Use Systemn Default v
DSCP for Audio Portion of Video Calls Use System Default v
DSCP for TelePresence Calls Use System Default W
DSCP for Audio Portion of TelePresence Calls | Use System Default hd
Call Pickup URI* %-cisco-serviceuri-pickup

Call Pickup Group Other URI* ¥-Cisco-serviceuri-opickup

Call Pickup Group URT* ¥-cisco-serviceuri-gpickup

Meet Me Service URT* %-cisco-serviceuri-meetme

User Info®* Mone d
DTMF DB Level* Mominal i
Call Hold Ring Back™® Off v
Anonymous Call Block® Off W
Caller 1D Blacking® Off v
Do Mot Disturb Control® User v
Telnet Level for 7940 and 7960%* Disabled v
Resource Priority Namespace = None = W
Timer Keep Alive Expires (seconds)® 120

Timer Subscribe Expires (seconds)™® 120

Timer Subscribe Delta (seconds)™® 5

Maximum Redirections™® 70

Off Hook To First Digit Timer (milliseconds)® |1spon

Call Forward URI x-cisca-serviceuri-cfwdall

Speed Dial (Abbreviated Dial) URT* %-cisco-serviceuri-abbrdial

Conference Join Enabled
[IrFC 2543 Hald

Semi Attended Transfer

[IEnable vaD

[ stutter Mes=zage Waiting

I MLPP User Authorization

r Normalization Script

Mormalization Script | <= None = )

Enable Trace

Parameter Name Parameter Value

r Incoming Requests FROM URI Settings
Caller ID DN

Caller Name

Figure 12: SIP Profile (Cont.)
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Trunk Specific Configuration
Reroute Incoming Request to new Trunk based on® | Never v
Resource Priority Namespace List < None = W
SIP Rel1XX Options™® Send PRACK if 1y Contains SDP v |
video Call Traffic Class™ Mixed W
Calling Line Identification Presentation ™ Default w
Session Refresh Method* Invite "
Early Offer support for voice and video calls¥* Best Effort (no MTP inserted) W
[ JEnable ANAT
[ peliver Conference BEridge Identifier
(] allow Passthrough of Configured Line Device Caller Information
O Reject Anonymous Incoming Calls
[l Reject Anonymous Outgoing Calls
[]send ILS Learned Destination Route String
FSIP OPTIONS Ping
Enable OFTIONS Ping to monitor destination status for Trunks with Service Type "Mone (Default)”
Ping Interval for In-service and Partially In-service Trunks (seconds)™® 60
Ping Interval for Out-of-service Trunks (seconds)® 120
Ping Retry Timer (milliseconds)™ 500
Ping Retry Count® 5
FSDP Information
[¥] send send-receive SDP in mid-call INVITE
[ Allow Presentation Sharing using BFCP
[ allow ix Application Media
[ allow multiple codecs in answer SDP
Figure 13: SIP Profile (Cont.)
Explanation
Parameter Value Description
Default MTP Telephony Event 101 RFC2833 DTMF payload type
Payload Type
SIP Rel1XX Options Send PRACK for | Enable Provisional Acknowledgements (Reliable 100
1xx Messages messages)
Ping Interval for In-service and 60 OPTIONS message parameters- interval time
Partially In-service Trunks
(seconds)
Ping Interval for Out-of-service 120 OPTIONS message parameters- interval time
Trunks (seconds)
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SIP Trunk Configuration
Create SIP trunks to CUBE

Navigation: Device - Trunk

Intelepeer Trunk Intelepeer_Trunk G711 Pool 7.@ SIP Unknown Secure Profile For intelepeer Trunk
Trunk -
OPTIONS
Ping not
enabled
cucm-faxgateway cucm- G711 Pool 8021 SIF Unknown Secure Profile For faxgw
faxgateway Trunk -
OPTIONS
Ping not
enabled

Figure 14: SIP Trunks List

r Device Information

Product: SIP Trunk

Device Protocol: SIP

Trunk Service Type None(Default)

Device Name™* |Inte|epeer_Trurl|-c |
Drescription |Inte|epeer_Trurl|-c |
Device Pool * G711 Pool hat

Commeon Device Configuration < None = w

Call Classification™ Use Systemn Default
IMedia Resource Group List MRGL_MTF v I
Location ™ Hub_l:one

AAR Group |< None = V|
Tunneled Protocol™® |N0ne V|

QSIG Variant™® No Changes

ASN.1 ROSE OID Encoding® No Changes

Packet Capture Mode® | None v

Packet Capture Duration |D |

[ media Termination Paint Required
Retry Video Call as Audio
Path Replacement Support
[JTransmit UTF-8 for Calling Party Name
Transmit UTF-8 Names in QSIG APDU
[l unattended Port

SRTP allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys
and other information.

Consider Traffic on This Trunk Secure® | When using both sRTF and TLS v|
Route Class Signaling Enabled * |Default V|
Use Trusted Relay Point* | Default v|

PSTN Access
Run Cn All Active Unified CM Nodes

— Intercompany Media Engine (IME)

E.164 Transformation Profile | = MNone = V|

Figure 15: SIP Trunk to CUBE
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rMLPP and Confidential Access Level Information

MLPP Domain | = None = Vl

Canfidential Access Mode|< None = vl

Confidential Access Level | = None =

Call Routing Information

Remote—Par‘ty-Id
,t\sser'tet:l-lt:len'ci'c\,-r

Asserted-Type™* | Default V|

SIP Privacy * | Default V|

rInbound Calls

ISignificant Digits* | 4 v| I
Connected Line ID Presentation™ | Default V|
Connected Name Presentation® |Default V|
Calling Search Space |-=: MNone = V|
AAR Calling Search Space |< None = V|
Prefix DN | |
[Jredirecting Diversion Header Delivery - Inbaund

rIncoming Calling Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DeviceFool/Service Parameter).
Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

| Clear Prefix Settings || Default Prefix Settings |

Number Type Prafix Strip Digits Calling Search Space Use Device Pool

Incoming Mumber Default | 0 |-c Mone = v|

rIncoming Called Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service Parameter].
Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

| Clear Prefix Settings || Default Prefix Settings |

Number Type Prefix Strip Digits Calling Search Space Use Device Pool

Inceming Number Default | 0 |< Mone = v|

r Connected Party Settings

Connected Party Transformation C55 | < None = W

[l use Device Pool Connected Party Transformation C55

Figure 16: SIP Trunk to CUBE (Cont.)
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r Outbound Calls

Called Party Transformation C55 |< None = v|
Use Device Pool Called Party Transformation CS55
Calling Party Transformation C55 |< None = v|
Use Device Pool Calling Party Transformation C55
ICaIIing Party Selection® |0riginator V| I
Calling Line ID Prezentation ™ |Default v|
Calling Name Presentation™® |Default V|
Calling and Connected Party Info Format™ | Deliver ON only in connected party v|
Redirecting Diversion Header Delivery - Outbound
Redirecting Party Transformation C55 |< None = v|
Use Device Pool Redirecting Party Transformation C55
Caller Information
Caller 1D DN | |
Caller Name | |
Maintain Original Caller ID DN and Caller Name in Identity Headers
rSIP Information
Destination
[I pestination Address is an SRV
Destination Address Destination Address IPv6 Destination Port
[1* [10.8011.30 || | [s081 |
MTP Preferred Originating Codec* 711lulaw
BLF Presence Group* Standard Presence group v
ISIP Trunk Security Profile ¥ Secure Profile For intelepeer Trunk hd I
Rerouting Calling Search Space < None = W
Out-Of-Dialog Refer Calling Search Space | = None = v|
SUBSCRIBE Calling Search Space =< None > W
ISIP Profile® Intelepeer sip profile v [View Details
DTMF Signaling Method * Mo Preference v
r Normalization Script
Normalization Script | < None = v
Enable Trace
Parameter Name Parameter Valua
1 [+ =

~ Recording Information

® None

) This trunk connects to a recording-enabled gateway

O This trunk connects to other clusters with recording-enabled gateways

Geolocation Configuration

Geolocation |< Mone =

Geaolocation Filter | < None =

[ send Geolocation Information

Figure 17: SIP Trunk to CUBE (Cont.)
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Explanation
Parameter Value Description
Device Name Intelepeer Trunk Name for the trunk
Device Pool G711pool Default Device Pool is used for this trunk
Media Resource Group MRGL_MTP MRG with resources: ANN, CFB, MOH and
List MTP
SRTP allowed Checked Enabling secure RTP
Significant Digits 4 4 digits Extension for all CPE phones
Destination Address 10.80.11.30 IP address of the Cisco UBE Virtual LAN
Destination Port No. 5061 Destination Port for TLS
SIP Trunk Security Profile | Secure Profile For intelepeer | SIP Trunk Security Profile configured earlier

Trunk

SIP Profile Intelepeer SIP Profile SIP Profile configured earlier

Dial Plan

Route Pattern Configuration

Navigation: Call Routing = Route/Hunt - Route Pattern

Route patterns are configured as below:
e Cisco IP phone dial “7”+10 digits number to access PSTN via Cisco UBE
o “7”is removed before sending to Cisco UCM
e For FAX call, Access Code “7”+10 digits number is used at Cisco Fax gateway
o “7”is removed at Cisco UCM
o The rest of the number is sent to Cisco UBE to IntelePeer network
¢ Incoming fax call to 8021 is sent to Cisco Fax gateway

Find Route Patterns where | Pattern

vl beqgins with vl

H Find || Clear Filter |E|

[] Pattern * Description Partition Route Filter Associated Device Copy
] 1@ Intelepeer Trunk I§)
[] &80 cucm-faxqateway B

Figure 18: Route Patterns List
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r Pattern Definition

IRoute Pattern™® 7.@ | I

Route Partition < None = W

Description |

INumbering Plan™® MNANE w I
Route Filter = Nane = W
MLPF Precedence™ | Default v|

DApplv Call Blocking Percentage

Resource Priority Namespace Network Domain | = Mone = v|
Route Class* Default hd
IGatewaw’Route List* Intelepeer_Trunk v I(m)
Route Option ® Route this pattern
O Block this pattern | Mo Error W
Call Classification® | OffMet V|
External Call Control Profile [ < None = v]

[ allow Device override Provide Outside Dial Tone [ Allow Owverlap Sending O Urgent Priority
| Require Forced Authorization Code

Authorization Level* |g |

| Require Client Matter Code

-Calling Party Transformations

I ¥ Use Calling Party's External Phone Number Mask I
Calling Party Transform Mask

Prefix Digits (Outgoing Calls)

Calling Line ID Presentation® | Default r
Calling Name Presentation* Default r
Calling Party Number Type® | Gisco CallManager v
Calling Party Numbering Plan® [ Ciscao CallManager r

- Connected Party Transformations
Connected Line ID Presentation™ | Default v

Connected Name Presentation® | Default v

I Called Party Transformations

Discard Digits PreDot hd I

Called Party Transform Mask
Prefix Digits (Outgoing Calls)
Called Party Number Type* | Cisco CallManager v
Called Party Numbering Flan™ | Cizco CallManager w

I ISDN Network-Specific Facilities Information Element
Network Service Protocol | - yot Selected -- "
Carrier Identification Code

Network Service Service Parameter Name Service Parameter Value

-- Not Selected -- ¥ | = Not Exist >

Figure 19: Route Pattern for Voice
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r Pattern Definition

| Require Forced Authorization Code

Authorization Level* |D

| Require Client Matter Code

[ allow Device override [ Provide Outside Dial Tone [ allow Owverlap Sending DUrgent Priority

IRoutE Pattern® 3021 | I
Route Partition < Mone = ha
Description | |
Numbering Flan -- Not Selected --

Route Filter < None =

MLPP Precedence* | Default V|
[l apply call Blocking Percentage
Resource Priority Namespace Metwork Domain | < Mone = v|
Route Class* Default v

IGatewaw’Route List* cucm-faxgateway W
Route Option ® Route this pattern

') Block this pattern | Mo Error W

| call Classification* Offiet v |

External Call Control Profile < None = w

I calling Party Transformations

Calling Party Transform Mask
Prefix Digits (Outgoing Calls)
calling Line ID Presentation® | Default
Calling Name Presentation™ Default

Calling Party Number Type®

Cuse Calling Party's External Phone Number Mask

Cizco CallManager W

Calling Party Numbering Plan* Cisco CallManager "

F Connected Party Transformations

Connected Line ID Presentation™ | pefault

Connected Name Presentation® | pefault

[ Connected Party Transformations

Connected Line ID Presentation™® | Default

v]

Connected Name Presentation® |DeFault

v]

I Called Party Transformations

Discard Digits < None =

Called Party Transform Mask |

Prefix Digits (Outgeing Calls) |

Called Party Number Type®

| Cisco CallManager Vl

Called Party Numbering Plan‘| Cisco CallManager vl

F ISDN Network-Specific Facilities Information Element

Metwork Service Protocol

| -- Mot Selected --

v]

Carrier Identification Code|

Network Service

-- Not Selected --

Service Parameter Name

vl < Mot Exist >

Service Parameter Value

Figure 20: Route Pattern for Fax
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Explanation

Setting

Value

Description

Route Pattern 7.@ for Voice & International Calls and 8021 for Fax Call

Specify appropriate Route
Pattern

Gateway/Route | Intelepeer for Route Pattern 7.@ and 8021 for SIP Trunk

SIP Trunk name configured

Classification

List To Fax Gateway. earlier

Numbering NANP for Route Pattern 7.@ North American Numbering
Plan Plan

Call OffNet for Route Pattern 7.@ and 8021 Restrict the transferring of an

external call to an external
device

Discard Digits PreDot for Route Pattern 7.@

Specifies how to modify digit
before they are sent to
Spectrum network
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Secure Conference Bridge Configuration

This section explains how to configure Conference Bridge on a cisco 3900 series router with
I0S version of 15.6.3 M2. DSP card is installed to the router.

Generate an RSA KeyPpair for the Gateway
DSPfarmRouter(config)#crypto key generate rsa general-keys label dspfarm modulus 2048
Create a Trustpoint

crypto pki trustpoint DSPfarmRouter

enroliment terminal

serial-number none

ip-address none

subject-name CN=DSPfarmRouter

revocation-check none

rsakeypair dspfarm

Install the Root CA Certificate to the Local Trustpoint

DSPfarmRouter(config)#crypto pki authenticate DSPfarmRouter

Enroll with the CA Root and install the Local Identity Certificate
DSPfarmRouter(config)#crypto pki enroll DSPfarmRouter

DSPfarmRouter(config)#crypto pki import DSPfarmRouter certificate

Configure Media Resources on CUCM

Create a Secure Conference Bridge
Navigation: CUCM Administration > Media Resources > Conference Bridge

1. Click Add New

r I0S Conference Bridge Info
Conference Bridge Type® Cisco I0S Enhanced Conference Bridge
Device is trusted
Conference Bridge Name®* |b5PfarrnRu:uuter |
Diescription |DSPfarchuuter |
Device Pool* | G711 Pool V|
Common Device Configuration | = MNone = v|
Location® |HI_||J_NDI'IE V|
Device Security Mode™® | Encrypted Conference Eridge v]
Use Trusted Relay Point* | Default V|

Figure 21: Conference Bridge
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Configure Cisco I0S Media Resources

Enable dspfarm Service

DSPfarmRouter(config)#voice-card 0
DSPfarmRouter(config-voicecard)#dsp services dspfarm
Define SCCP Interface

DSPfarmRouter(config)##sccp local GigabitEthernet0/0

DSPfarmRouter(config)#sccp ccm 10.80.11.2 identifier 1 version 7.0 trustpoint DSPfarmRouter
DSPfarmRouter(config)#sccp

DSPfarmRouter(config)#sccp ccm group 1
DSPfarmRouter(config-sccp-ccm)#associate ccm 1 priority 1

DSPfarmRouter(config-sccp-ccm)#associate profile 1 register DSPfarmRouter
DSP Farm Profile Setup

DSPfarmRouter(config)#dspfarm profile 1 conference security
DSPfarmRouter(config-dspfarm-profile)#trustpoint DSPfarmRouter
DSPfarmRouter(config-dspfarm-profile)#codec g729br8
DSPfarmRouter(config-dspfarm-profile)#codec g729r8
DSPfarmRouter(config-dspfarm-profile)#codec g729abr8
DSPfarmRouter(config-dspfarm-profile)#codec g729ar8
DSPfarmRouter(config-dspfarm-profile)#codec g71lalaw
DSPfarmRouter(config-dspfarm-profile)#codec g711lulaw
DSPfarmRouter(config-dspfarm-profile)#maximum sessions 4
DSPfarmRouter(config-dspfarm-profile)# associate application SCCP

DSPfarmRouter(config-dspfarm-profile)#no shutdown
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Running Configuration

DSPfarmRouter#sh run
Building configuration...

Current configuration : 7919 bytes
I

version 15.6
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
I

hostname DSPfarmRouter
|

boot-start-marker
boot system flashO ¢3900-universalk9-mz.SPA.156-3.M2.bin

boot-end-marker
1

enable secret
|

no aaa new-model
|

crypto pki trustpoint DSPfarmRouter
enrollment terminal

serial-number none

ip-address none

subject-name CN=DSPfarmRouter
revocation-check none

rsakeypair dspfarm
|

crypto pki certificate chain DSPfarmRouter

certificate 5100000081DA34603075C7B64D000000000081
3082055D 30820445 A0030201 02021351 00000081 DA346030 75C7B64D 00000000
0081300D 06092A86 4886F70D 01010505 00304C31 15301306 0A099226 BI93F22C
64011916 056C6F63 616C3119 3017060A 09922689 93F22C64 01191609 6C796EE3
6C616263 63311830 16060355 0403130F 6C796E63 6C616263 632D4443 2D434130
1E170D31 37303833 31313034 3235335A 170D3139 30383331 31303432 35335A30
18311630 14060355 0403130D 44535066 61726D52 6F 757465 72308201 22300D06
092A8648 86F 70D01 01010500 0382010F 00308201 0A028201 0100C47F 267EDEAI
86C28565 100E5B34 87361DF9 902E26A1 CF64D820 768559BD DECFEDBC 6C050609
A31DB195 17534256 2120875A 3DC5D168 4EFDDIGF AA938050 1BDB5389 DBF1CCT5
ED44B46E 6BF7C52F 1CC82331 62792011 E4A4A166 2F1D9350 FD312520 82C97FC3
33FAC5B6 00EC69E4 01582EAC 6DI92AFC SE2F266D 9BBOBA23 4E27F465 2BDASBAA
3DEBDS65 528A27B3 F5SB2EAO8 80690558 3811D6D5 ABF6EB91 2CD83D65 870CES52
6CEE0200 E84A58A1 FODAG2F5 B3074ED2 BBI78F74 BA230ALE 1A304B3A 3BADSBC2
4908D579 C6C1DF09 C565D23A E30D758A 1E059862 49186DF9 699BD54C 56D34214
65B5AD38 133CBF20 56EFD30D F7521AFC 2F92B546 353F14AB 095F0203 010001A3
82026A30 82026630 0E060355 1D0F0101 FF040403 0205A030 1D060355 1DOE0416
04141682 49BD9975 FBB3AALD BB29FE62 7C2051A5 2C9A301F 0603551D 23041830
168014F4 48291613 73177E92 5C695A43 2785EA91 EA144930 81C80603 551D1F04
81C03081 BD3081BA A081B7A0 81848681 B16C6461 703A2F2F 2F434E3D 6C796E63
6C616263 632D4443 2D43412C 434E3D44 432C434E 3D434450 2C434E3D 5075626C
6963204B 65792053 65727669 6365732C 434E3D53 65727669 6365732C 434E3D43
6F6E6669 67757261 74696F6E 2C44433D 6C796E63 6C616263 632C4443 3D6CEF63
616C3F63 65727469 66696361 74655265 766F6361 74696F6E 4C697374 3F626173
653F6F62 6A656374 436C6173 733D6352 4C446973 74726962 7574696F 6ES06F69
6E743081 C1060828 06010505 07010104 81843081 B13081AE 06082806 01050507
30028681 A16C6461 703A2F2F 2F434E3D 6C79I6E63 6C616263 632D4443 2D43412C
434E3D41 49412C43 4E3D5075 626C6963 204B6579 20536572 76696365 732C434E
3D536572 76696365 732C434E 3DA36FEE 66696775 72617469 6F6E2C44 433D6C79
6E636C61 6263632C 44433D6C 6F63616C 3F634143 65727469 66696361 74653F62
6173653F 6F626A65 6374436C 6173733D 63657274 69666963 6174696F 6E417574
686F7269 7479303D 06092806 01040182 37150704 30302E06 262B0601 04018237
150885EE BE05819F DE6482BD 8715F69B OEB2FAAS 60816682 949C4A87 E69DA002
01640201 04301D06 03551025 04163014 06082806 01050507 03010608 28060105
05070302 30270609 2B060104 01823715 0A041A30 18300A06 082B0601 05050703
01300A06 082B0601 05050703 02300D06 092A8648 86F70D01 01050500 03820101
009BB3CD A3CC3F79 E53F67D8 83FD7470 8A072EE4 2D070D4F 3DB46F26 0243E156
A4A4DTEL 1E157917 B6F38C14 577963A7 105578FB OEABE24C 5ABIDAAC BB107EFB
D92116C3 DSBB6E10 42EF39D2 BFDEFC82 12730C01 DDASIEDS SABC76A8 40AET1F4
B712C990 4547CA27 9BEGODFS FEOE4447 A2B54360 DAAO7BIL 50280978 F325995D
52227463 ABESE726 09BCOESD 8D13F2EB 7445CAF0 0SCFE751 2EBCF038 42967983
C2D2A25E B782B6B2 605ABEF9 AB23EC6B EA3201E8 SECC241F 604CDAFC BO4EE371
46D7D15F D287753C 6A196078 BDIFECF7 30941375 6E02E877 2964C84D 69462040
D3C91144 E299FAFD B81487CA 0C6ED499 99B4328C BCE0825E 4F41B06D 61D1C968 A9
quit
certificate ca 133A5FA76CC004AD4332C2B40E2DD384
30820373 30820258 A0030201 02021013 3ASFA76C CO04ADA3 32C2B40E 2DD38430
0D06092A 864886F7 0D010105 0500304C 31153013 060A0992 268993F2 2C640119
16056C6F 63616C31 19301706 0A099226 8993F22C 64011916 096C796E 636C6162
63633118 30160603 55040313 OF6C796E 636C6162 63632D44 432D4341 301E170D
31353131 30343132 34363232 5A170D32 30313130 34313235 3632325A 304C3115
3013060A 09922689 93F22C64 01191605 6C6F6361 6C311930 17060A00 92268993
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F22C6401 1916096C 796E636C 61626363 31183016 06035504 03130F6C 796E636C
61626363 2D44432D 43413082 0122300D 06092A86 4886F 70D 01010105 00038201
0F003082 010A0282 0101009F 402105FF C8F842E0 26BD7788 62912768 6DC18CBS5
800E4755 788DBO0D 2D51BE89 CD2E9574 ESSACFAD 0DBB3C69 22F557D8 3CE1246A
4865F34A 5E151338 8FACE3A2 BCCFA41F0 F6F38E24 FBE28E33 15874062 BA3E7B82
22453F2D 7AEE69F1 3D3818E3 FAA63C64 F36C2190 74AD92D5 EDA56282 197B980D
8D2FCIA3 00BAFID6 6DA40496 490BFD3A 2D7538A6 62024136 ADADAD3B 26BB1ACS
B8EACDS1 20BBIS6E 98200964 A6BODI04 AIBB59DC OE038BE6 A3DC545D ODF3F583
8DF53C23 AAGDS7D1 6409A3C6 22880533 AOBBFC31 717CEEGF 2D11EC3F AS51AAQE
75C488EB 712A7710 16983900 DB1C30A8 7A7FEBIC 0725746A BIFBFOA3 ABC69EAS
9EGEBBGB 6202261E 81811102 03010001 A351304F 3000603 551D0F04 04030201
86300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 14F44829
16137317 7E925C69 5A432785 EA9LEAL4 49301006 09280601 04018237 15010403
02010030 0D06092A 864886F7 OD010105 05000382 01010060 CBABEO54 DEGEA314
CBCB58EE 6BOFD21F 33C3F8CD DADDACDS ED7250FF 4386CF70 15EAB220 E9F25BDC
F47E2B02 8F322753 7435CD63 3A481673 1784C1DE A7666CE2 B63BBBBA E1D5DBE3
62BDF949 8430F42F OE19487D 7DE431D8 A19C4579 ABFEAAC2 A074AF45 73CF8TES
1BCD5D76 072FDE3A BEBOE670 FED63262 F52298A8 10185308 167C7F72 DB58A338
222E725E 12892472 83196591 1AB38B16 6B8C2FD3 BO70CF58 620F6FC3 40EA4F32
5668A69D 0CB63471 DFC28524 23AB16DA 945070AB 273F6574 TEECTE72 0C267CCD
CA4D13831 2BCC0430 16511679 14DCDAF4 923FACSE 072F7862 4D08704D 3B233B5E
257D28B7 59E1EASE 74A80CD6 SED85574 7E425FB3 81E2D8

quit

!

ip cef

no ipv6 cef
|

multilink bundle-name authenticated

!

voice-card O

dsp services dspfarm

!

license udi pid C3900-SPE150/K9 sn FOC14353KLH
license accept end user agreement
license boot suite FoundationSuiteK9
license boot suite AdvUCSuiteK9
hw-module pvdm 0/0

|

hw-module sm 1
|

username cisco privilege 15 password 0
I

redundancy

!

interface Embedded-Service-Engine0/0
no ip address

shutdown

!

interface GigabitEthernet0/0
ip address 10.80.11.25 255.255.255.0
duplex auto

speed auto

!

interface GigabitEthernet0/1
no ip address

shutdown

duplex auto

speed auto

!

interface GigabitEthernet0/2
no ip address

shutdown

duplex auto
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speed auto
|

ip forward-protocol nd

!

no ip http server

no ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 10.80.11.1

ip ssh server algorithm encryption aes128-ctr aes192-ctr aes256-ctr
ip ssh client algorithm encryption aes128-ctr aes192-ctr aes256-ctr
|

ipv6 ioam timestamp
!

nls resp-timeout 1
cpdcr-id 1

|

;:ontrol-plane

!

mgcp behavior rsip-range tgcp-only

mgcp behavior comedia-role none

mgcp behavior comedia-check-media-src disable
mgcp behavior comedia-sdp-force disable

|

.mgcp profile default
|

sccp local GigabitEthernet0/0
sccp ccm 10.80.11.2 identifier 1 version 7.0 trustpoint DSPfarmRouter
sccp
|
sccp ccm group 1
associate ccm 1 priority 1
associate profile 1 register DSPfarmRouter
!
dspfarm profile 1 conference security
trustpoint DSPfarmRouter
codec g729br8
codec g729r8
codec g729abr8
codec g729ar8
codec g71lalaw
codec g711lulaw
maximum sessions 4
associate application SCCP
|
gatekeeper
shutdown
|
line con O
line aux 0
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line 2

no activation-character

no exec

transport preferred none
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1

line vty 0 4

login local

transport input all

|

scheduler allocate 20000 1000
|

end

DSPfarmRouter#
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Secure Voicemail Integration
Configure CUC
Add SIP Certificate

Navigation: CUC Administration > Telephony Integration > Security > SIP Certificate

1. Click Add New

2. Display Name*: Secure sip integration (this name is used here. Display name can be
anything)

3. Subject Name*: SecureConnection (Subject name can be anything but it should match
with X.509 Subject name in sip trunk security profile)

SIP Certificate

Display Name™ |Eecure sip integration |
Subject Name™ |SecureConnection |
Subject CMN=SecureConnection, OU=ECSBU, O=Cisco Systems Inc.

Issuer CN=CiscoUnity-4e6e32d0-a783-4607-b662-7f67b0ad3d4d

Walid From Wed Aug 30 06:02:58 CDT 2017

Walid Until Fri Feb 19 15:29:54 CST 2021

Wersion 3

Subject Alternative Name [6, SecureConnection]
Serial Number bDae981ac92549dag94157b2dd0d1bba

Certificate Text | BEGIN CERTIFICATE--- A
MIICSjCCAl+gAwWIBAgIRALCUMBrIIUnamUFXstONG7QwDQYIKoZIhvcNAQEFBOAW
OjE4MDYGALUEAXMY(2IzY29%bmI0eS00ZTZIMzIkMC1hNzgzL TQ2MDctY]Y2Mi03
Zj¥3YiBhZDNkNGQwHhCNMTewDDMwMTEWM]U4WheNMiEwMIESMiEyOTUOW]BIMRSswW
GOQYDVQQKDBIDaxXNjbyBTeXNOZW1zIEIuYy4xDjAMBgNVBASMBLUVDUOIWVMRkWFWYD
VQQDDBBTZWN1cmVyYDb25uZWN0awsuMIIBIjANBgkghkiGIwOBAQEFAADCAQBAMIIB
CgKCAQEAZeeztxOloogVWF/ CdZZY3Vehrp/ 76Muxl1 7tCxel TG13gmydb37Emgbk
8/P8zdowxCDrrpMasita3kai/Fspub2 2ytAldxSxD+sZCMis5tyl9B2enhAdX8+R
1W283IEXIhrHdDPVIMVOShIN1IWdI3ZB6T +V+Q0ecewtmalUNtOKEYOcF3ZAqgmx7Hk
pUN1AZ1X+cRHTWASG+7ow\KbQ30w25LASBYDa/e3bxEhzhhP2 vy SukKPYhOejHU
OtPpPmMOF2dFWmhKNItC3CLjdSmMNToldabNtopLeRawvypnlCgBsHruSosRhWac05y
IwSELRAkv3IBSumMOjUIVEaZAHOKrWtwI DAQABoZowaDADBgNVHQEEFgQUUyGvx20h
+11Z23PNwQBUAVCEpvOwCwYDVROPBAQDAgOoMBOGALUdIQQWMBQGCCeGAQUFBWM
B (¥
BggrBgEFBQcDAJABBgNVHREEFDAShhETZWN1cmVYDb25uZWN0aWouMADGCSqGSIb3

Figure 22: Voicemail SIP Certificate
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Create Phone System
Navigation: Telephony Integration > Phone System

1. Phone System Name*: clus21sip

Search Phone Systems ¢ Phone System Basics (clus21sip)

Phone System Basics {clus21sip)

BEIETEG LY Add Port Group

Phone System Edit Refresh Help

| Save | | Delete | | Previous | | Mext |

Phone System

IPthe Systemn Name® |glus21sip

¥ Default TRAF Phone System

Message Waiting Indicators

[ send Message Counts
L[] use same Port for Enabling and Disabling MWIs
[l Force All MwIs OFf for this Phone Syetem

Synchronize All MWIs on This Phone Systemn

Call Loop Detection by Using DTMF

L] Enable for Supervised Transfers
] Enable for Forwarded Mes=sage Motification Calls (by Using DTMF)

DTMF Tone To Use
Guard Time 2500 milliseconds

Figure 23: Phone System
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Add Port Group

1. Click Add Port Group on the Phone System Page

Search Phone Systems » Phone System Basics {clulesip]ll

Phone Syst Basi lus21sij
ne System Basics (clus23sie) Related Links P ]

Fhone System Edit Refresh Help

| Save | | Delete | | Frevious | | Mext |

Phone System

Phone System Mame® |clu5215ip

¥l Default TRAP Phone System

Figure 24: Port Group

SIP Security Profile: 5061/TLS

SIP Certificate: Secure sip integration
Security Mode: Encrypted

Secure RTP: Checked

To add the Port, click Add Ports

ourwWN

Search Port Groups » Port Group Basics (clus21sip-1)

Port Group Basics (clus21sip-1)

CEEIC WL Add Ports

Port Group Edit Refresh Help

Save | | Delete | | Previous | | Next |

Port Group

Display Name* |c:|u5215ip—1

Integration Method [51p
Reset Status Reset Mot Required

Session Initiation Protocol (SIP) Settings

[w1 Register with SIP Server

[ authenticate with SIP Server
Authentication

Username

Authentication

Password

Contact Line Name

ISIP Security Profile | sos1/TLS 'Vl I

[] Enable Next Generation Encryption

SIP Certificate | Secure sip integration w

Security Mode Encrypted W

E Secure RTP

Figure 25: Port Group (Cont.)
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Add Ports
1. Number of Ports: 2
2. Phone System: clus21sip
3. Port Group: clus21sip-1
4. Server: clus28unity.lab.tekvizion.com

Search Ports » MNew Port

EEIEG ALY Check Telephony Configuration w

Port Reset Help

Status

‘j}. Because it has no port groups, Default-1 is not listed in the Phone system field.

Save

Mew Phone System Port

Enabled

Number of Ports

Phone System | clus21sip v

Port Group

Server | clus28unity.lab.tekvizion.com w

Port Behavior
Answer Calls
Perform Message Motification

Send MWI Requests (may also be disabled by the port group)
[ Allow TRAP Connections

Figure 26: Port Configuration
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Edit Servers

Navigation: Port Group > Edit > Servers

| Delete Selected | | add |

D Order IPv4 Address or Host Hame IPv6 Address or Host Name Port TLS Port
O o | |10.80.11.3 | | | |soso | [soez |
O [x | |10.80.11.2 | | | |soso0 | [sosz |

| Delete Selected | | Add |

TFTP Servers

| Delete Selected | | Add |

I:l Order IPv4 Address or Host Name IPv6 Address or Host Name

O |o | [10.80.11.2

| Delete Selected | | add |

IPv6 Addressing Mode

Preference for Signaling | IPvd w

Preference for Media IPvd w

Figure 27: Server Configuration in Port Group
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Download CUC Root Certificate
Navigation: Telephony Integration > Security > Root Certificate
1. Upload this Certificate to CUCM

View Root Certificate
Check Telephony Configuration E

View Root Certificate

Related Links

Root Certificate Refresh Help

Root Certificate for Cisco Unified Communications Manager Authentication and Encryption

Subject CN=Ciscolnity-d4e6e32d0-a783-4607-b662-7f67b0ad3d4d
I==uer CH=Ciscolnity-4e5e32d0-a783-4607-b662-7f67b0ad3d4d
“Walid From Tue Feb 18 15:29:54 CST 2014

walid until Fri Feb 19 15:29:54 CST 2021

Wersion 3

File name atdaedS57.0

Serial Number bo8c785767604efd8ad06839923f499

MIICPDCCAaWgAwIBAgQIRALMMeFdnYEF0itBoOZ Lz 1kwDOQYIKoZ I hwcNAQEFBOAw
OE4AMDY GALUEAxMw D 2 IzY 29%Wbml0eS00ZTZIMz1 kM C1hNzgzl TQ2MDctY Y 2ZMi03
ZI¥ 3 IBhZDMNKNGOQwWHhcNMTOwMIE4M]EyOTUOWheMMiEWMIESM]EyOTUOWIASMTgw
MNgYDWVOQQDEyDaxXMijblwvuaXRSLTRINmMUzMmOmwWLWESQDMEN DY wiNv LiN7 Y v L TdmMidi
MGFkMZ2Q0ZDCBnzANBakghkiGowiBAQEFAAOB QAW YkCOYEAXGrxd Zzwyfem 29Edx
bLNzsCX3X9rMulDmtleozWIg09l/35v/6H9a8IcF7 Xt90G]122AB93WuFvIzG2eCP
Certificate Text W/dEbaUMEFiQgl2plWdR=YEWWEMIFSWZos2yvPWPZbQ+ /X7 ocym/uC1EfnrwhfBVvWr
SUhHIZKEWDNHQxEIhojIEAjnADMCAWEAAaNCMEAWEGYDVROTAQH/ BAQWBaEB/ WIB
ADADBgNVHOQEEFgQUxGHLwhHEeo mOUUAH]DDNBIe2DrewCwY DWROPEBAQDAgKSMADS
CSgGSIb3DQEBBQUAAAGBABphNdrSQurl3Foil/RLX+HMG3UwS1aP4WeE7DFgRgxzB
ISh3y7WeQ7FbSE+]inCROeeNQlsTWuGpZakxSviliaelylBI3 +=SWeR1vwnt74I18r
BVvMASTOZITIVNCEWwy w1/ Pvz7MIuKI3QQeQilSIpbOp2WwaRgejd Us7WPSSIIIMM

————— END CERTIFICATE--—---

Figure 28: CUC Root Certificate
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Create SIP Trunk Security Profile in CUCM

Navigation: System > Security > SIP Trunk Security Profile

Click Add New

Name*: Unity_Connection_Trunk_Security Profile
Description: Unity_Connection_Trunk_Security_Profile
Device Security Mode: Encrypted

Incoming Transport Type*: TLS

Outgoing Transport Type: TLS

X.509 Subject Name: SecureConnection

Incoming Port*: 5063

N~ WNE

FSIP Trunk Security Profile Information

Name* | Unity_Connection_Trunk_Security_Profile
Description | Unity_Connection_Trunk_Security_Profile
Device Security Mode | Encrypted V|
Incoming Transport TVI:IE* |TL5 v|
Qutgoing Transport Type | TLS hd |

[ IEenable Digest Authentication

Monce Validity Time {mins)* 500
¥.509 Subject Name SecureConnection
IIncDming Port™ |5063 I

Figure 29: SIP Trunk Security Profile for Voicemail Trunk
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SIP Trunk Configuration in CUCM

Navigation: Device > Trunk

Click Add New

Device Name*: Unity_Co
Device Pool*: G711 pool
SRTP Allowed: Checked

arwbdE

nnection

Consider Traffic on this Trunk Secure: When using both SRTP and TLS

rDevice Information

Product:
Device Protocol:

Trunk Service Type

SIP Trunk
SIP
MNone(Default)

IDevic:E Name*

Unity_Connection

Description

To Voicemail

IDevic:E Pool*

G711 Pool

W
Common Device Configuration < Naone = W
Call Classification™® [ Use System Default v]
Media Resource Group List | MRGL_MTF v|
Location™® | Hub_None V|
AAR Group [« None = vl
Tunneled Protocol™ | MNone V|
QSIG Variant® Mo Changes
ASN.1 ROSE OID Enc:oding* Mo Changes
Packet Capture Mode™® | None hd
Packet Capture Duration |D

[ media Terminaticn Point Required
Retry Video Call as Audio
Fath Replacement Support
CTransmit UTF-8 for Calling Party Name
Transmit UTF-& Names in Q5IG APDU
[ unattended Port

will expose keys and other information.

SRTF Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so

IConsider Traffic on This Trunk Secure® when using both sRTP and TLS W I
Route Class Signaling Enabled™* Default v
Use Trusted Relay Point™® Default v|

F5TN Access
[ run On All Active Unified CM Nodes

rIntercompany Media Engine (IME)

E.164 Transformation Profile | < None >

r MLPP and Confidential Access Level Information

MLPP Domain [« None =

Confidential Access Mode | < None =

Confidential Access Level | = Naone =

Figure 30: SIP Trunk For Unity Connection
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rCall Routing Information

Remote-Party-Id
Asserted-Identity

Asserted-Type* | Default

SIP Privacy * | Default

rInbound Calls

Significant Digits* | 4 v|
Connected Line ID Presentation™® | Default v|
Connected Name Presentation® |Default V|
Calling Search Space |{ Mone = V|
AAR Calling Search Space |{ Maone = v|

Prefix DN |

Redirecting Diversion Header Delivery - Inbound

rIncoming Calling Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service
FParameter). Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

| Clear Prefix Settings || Default Prefix Settings

Number Type Preafix Strip Digits Calling Search Space Use |
Incoming Default | 0 |< None = vl
Number

rIncoming Called Party Settings

If the administrator sets the prefix to Default this indicates call processing will use prefix at the next level setting (DevicePool/Service
Parameter). Otherwise, the value configured is used as the prefix unless the field is empty in which case there is no prefix assigned.

| Clear Prefix Settings ” Default Prefix Settings

Number Type Prefix Strip Digits Calling Search Space USEF I
Incoming Default | 0 [ < None = v]
Number

r Connected Party Settings

Connected Party Transformation C55 | < None =

v
Use Device Pool Connected Party Transformation CS55

—Qutbound Calls
Called Party Transformation CS55 |< MNone = v|
¥ use Device Pool Called Party Transformation CSS
Calling Party Transformation CS5 |< Mone = v|
Use Device Pool Calling Party Transformation CS5
Calling Party Selection™ | Originator V|
Calling Line ID Presentation® |DEfau|t V|
Calling Name Presentation ® |Defau|t V|
Calling and Connected Party Info Format® | Deliver DN only in connected party v|
Redirecting Diversion Header Delivery - Qutbound
Redirecting Party Transformation C55 |< MNone = v|

Use Device Pool Redirecting Party Transformation CS5

Figure 31: SIP Trunk For Unity Connection (Cont.)
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Destination Address: Unity server IP address
Destination Port: 5061 for TLS
SIP Trunk Security Profile* : Unity_Connection_Trunk_Security Profile

SIP Profile*: Standard SIP Profile

©Co~NO®

Caller Information

Caller ID DN| |

Caller Name | |

Maintain Original Caller ID DN and Caller Name in Identity Headers

r SIP Information

Destination

[ pestination Address is an SRV

Destination Address Destination Address IPvG Destination Port
I 1* [10.80.18.5 | | 5081 |
MTP Preferred Originating Codec® 7iiulaw
BLF Presence Group® Standard Presence group hd
ISIF’ Trunk Security Profile® Unity_Connection_Trunk_Security_Profile v I
Rerouting Calling Search Space = None = ]
COut-Of-Dialog Refer Calling Search Space | = None = v|
SUBSCRIBE Calling Search Space < None > ]
ISIP Profile * Standard SIP Profile v |View Details
DTMF Signaling Method * Mo Preference W
r Normalization Script
MNaormalization Script | « None = W
Enable Trace
Parameter Name Parameter Value
[+ |=l

rRecording Information

®' None

) This trunk cennects to a recording-enabled gateway

) This trunk connects te other clusters with recerding-enabled gateways

I Geolocation Configuration

Geolocation [ < None = vl

Geolocation Filter| < None = Vl

[ send Geolocation Information

Figure 32: SIP Trunk For Unity Connection (Cont.)
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Fax Gateway Configuration

This Section explains how to configure fax gateway on a cisco 2800 series router with Version
15.0(1)XA3

Generate RSA Key-Pair for Fax Gateway
vgw.in.tekvizion.com(config)#crypto key generate rsa general-keys label fax modulus 2048

Create a Trustpoint

crypto pki trustpoint lyncca

enrollment terminal

serial-number none

ip-address none

subject-name CN=vgw.in.tekvizion.com
revocation-check none

rsakeypair fax

Install the Root CA Certificate to the Local Trustpoint
Use the below command to install Root CA certificate to the local Trustpoint.

vgw.in.tekvizion.com (config)#crypto pki authenticate lyncca

Enroll with the CA Root and Install the Local Identity Certificate

Use below commands to enroll with CA root and install the local identity certificate.
vgw.in.tekvizion.com (config)#crypto pki enroll lyncca
vgw.in.tekvizion.com (config)#crypto pki import lyncca certificate

Voice Port Configuration

voice-port 0/3/1

no echo-cancel enable

no vad

cptone IN

description **telephone analog/fax**
station-id name fax test

station-id number 9802098021
caller-id enable

Global Configuration
voice service voip
address-hiding
allow-connections sip to sip
redirect ip2ip
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fax protocol pass-through g711ulaw
no fax-relay sg3-to-g3

sip

session transport tcp tls
midcall-signaling passthru

g729 annexb-all

dial-peer voice 888 pots
service session
destination-pattern 8021
no digit-strip

port 0/3/1

forward-digits all

dial-peer voice 8021 voip
description Gateway to CUCM
service session

destination-pattern 7XXXXXXXXXX
session protocol sipv2

session target ipv4:10.80.11.2:5061
session transport tcp tls

voice-class codec 3

dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw
no vad

|

dial-peer voice 80211 voip

service session

session protocol sipv2

session transport tcp tls

incoming called-number 9115
voice-class codec 3

dtmf-relay rtp-nte

srtp

fax-relay ecm disable

fax rate disable

fax nsf 000000

fax protocol pass-through g711ulaw
no vad
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Acronyms
Acronym Definition
CPE Customer Premise Equipment
Cisco UBE Cisco Unified Border Element
Cisco UCM Cisco Unified Communications Manager
MTP Media Termination Point
POP Point of Presence
PSTN Public Switched Telephone Network
ESBC Enterprise Session Border Controller
SCCP Skinny Client Control Protocol
SIP Session Initiation Protocol
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Important Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO
CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL
ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. IN NO
EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE

BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

© 2016 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 61 of 62



NMIr
CISCO.

Corporate Headquarters European Headquarters Americas Headquarters Asia Pacific Headquarters

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

WWW.Cisco.com

Cisco Systems International BV
Haarlerbergpark
Haarlerbergweg 13-19

1101 CH Amsterdam

The Netherlands

Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

WWW.Cisco.com

Cisco Systems, Inc.
Capital Tower

168 Robinson Road
#22-01 to #29-01

Singapore 068912

Tel: 408 526-4000 WWw-europe.cisco.com Tel: 408 526-7660 WWW.CiSCo.com
800 553-NETS (6387) Tel: 31020 357 1000 Fax: 408 527-0883 Tel: +65 317 7777
Fax: 408 526-4100 Fax: 310203571100 Fax: +65 317 7799

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on
the Cisco Web site at www.cisco.com/go/offices.

Argentina * Australia » Austria * Belgium ¢ Brazil » Bulgaria * Canada * Chile « China PRC + Colombia « Costa Rica ¢ Croatia « Czech
Republic « Denmark ¢ Dubai, UAE ¢ Finland ¢ France * Germany ¢ Greece * Hong Kong SAR ¢ Hungary ¢ India * Indonesia  Ireland ¢ Israel *
Italy « Japan * Korea « Luxembourg * Malaysia « Mexico * The Netherlands « New Zealand « Norway ¢ Peru « Philippines * Poland « Portugal
* Puerto Rico * Romania ¢« Russia * Saudi Arabia » Scotland « Singapore ¢ Slovakia ¢ Slovenia * South Africa « Spain * Sweden * Switzerland
* Taiwan ¢ Thailand « Turkey Ukraine ¢ United Kingdom « United States * Venezuela ¢ Vietnam * Zimbabwe

© 2016 Cisco Systems, Inc. All rights reserved.

CCENT, Cisco Lumin, Cisco Nexus, the Cisco logo and the Cisco Square Bridge logo are trademarks of Cisco Systems, Inc.; Changing the Way We Work,
Live, Play, and Learn is a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCVP, CCIE, CCIP, CCNA,
CCNP, CCSP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo,
Cisco Unity, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, 10S, iPhone, iQ Expertise, the iQ
logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networking Academy, Network Registrar, Packet, PIX,
ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of

Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (0705R)Printed in the USA
© 2016 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 62 of 62


http://www.cisco.com/go/offices

