
 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 1 of 50 

  

 

 

G12 Communications SIP Trunking: 
 
Cisco Unified Communications Manager 11.5.1 
with Cisco Unified Border Element (CUBE 12.0) 
on ISR 4321/K9 [IOS-XE – 16.6.1] using SIP 
 

November 14, 2017 

  



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 2 of 50 

  

 

Table of Contents 
Introduction .................................................................................................................................................. 4 

Network Topology ...................................................................................................................................... 5 

System Components ................................................................................................................................. 6 

Hardware Requirements ................................................................................................................. 6 

Software Requirements .................................................................................................................. 6 

Features ....................................................................................................................................................... 6 

Features Supported ......................................................................................................................... 6 

Features Not Supported ................................................................................................................. 6 

Caveats ............................................................................................................................................... 6 

Configuration ............................................................................................................................................ 7 

Configuring Cisco Unified Border Element (CUBE) .......................................................................... 7 

Network Interface ............................................................................................................................. 7 

Global CUBE Settings ..................................................................................................................... 8 

Codecs ................................................................................................................................................ 9 

Dial Peer ............................................................................................................................................. 9 

Call Flow ........................................................................................................................................... 11 

Configuration Example ................................................................................................................. 13 

Configuring Cisco Unified Communications Manager .................................................................... 25 

Cisco UCM Version ........................................................................................................................ 25 

Cisco Call Manager Service Parameters .................................................................................. 25 

Offnet Calls via G12 Communications SIP Trunk .................................................................. 40 

Dial Plan ............................................................................................................................................ 47 

Acronyms ................................................................................................................................................. 49 

Important Information ............................................................................................................................... 49 

 

  

 

 

 

 



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 3 of 50 

  

 

 

Table of Figures 

Figure 1: Network Topology ............................................................................................................................ 5 
Figure 2: CUBE High Availability .................................................................................................................... 5 
Figure 3: Outbound Voice Call ...................................................................................................................... 11 
Figure 4: Inbound Voice Call ......................................................................................................................... 11 
Figure 5: Outbound Fax Call.......................................................................................................................... 12 
Figure 6: Inbound Fax Call ............................................................................................................................. 12 
Figure 7: PBX to PBX call via G12 Communications ................................................................................ 12 
Figure 8: Cisco UCM Version ........................................................................................................................ 25 
Figure 9: Service Parameters ........................................................................................................................ 25 
Figure 10: Service Parameters (Cont.) ......................................................................................................... 26 
Figure 11: Service Parameters (Cont.) ......................................................................................................... 27 
Figure 12: Service Parameters (Cont.) ......................................................................................................... 28 
Figure 13: Service Parameters (Cont.) ......................................................................................................... 29 
Figure 14: Service Parameters (Cont.) ......................................................................................................... 30 
Figure 15: Service Parameters (Cont.) ......................................................................................................... 31 
Figure 16: Service Parameters (Cont.) ......................................................................................................... 32 
Figure 17: Service Parameters (Cont.) ......................................................................................................... 33 
Figure 18: Service Parameters (Cont.) ......................................................................................................... 34 
Figure 19: Service Parameters (Cont.) ......................................................................................................... 35 
Figure 20: Service Parameters (Cont.) ......................................................................................................... 36 
Figure 21: Service Parameters (Cont.) ......................................................................................................... 37 
Figure 22: Service Parameters (Cont.) ......................................................................................................... 38 
Figure 23: Service Parameters (Cont.) ......................................................................................................... 39 
Figure 24: SIP Trunk Security Profile ........................................................................................................... 40 
Figure 25: SIP Profile ...................................................................................................................................... 41 
Figure 26: SIP Profile (Cont.) ......................................................................................................................... 42 
Figure 27: SIP Profile (Cont.) ......................................................................................................................... 43 
Figure 28: SIP Trunks List.............................................................................................................................. 44 
Figure 29: SIP Trunk to CUBE ....................................................................................................................... 44 
Figure 30: SIP Trunk to CUBE (Cont.) .......................................................................................................... 45 
Figure 31: SIP Trunk to CUBE (Cont.) .......................................................................................................... 46 
Figure 32: Route Patterns List ...................................................................................................................... 47 
Figure 33: Route Pattern for Voice ............................................................................................................... 47 
Figure 34: Route Pattern for Voice (Cont.) .................................................................................................. 48 

 

 

 

 

 

 



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 4 of 50 

  

 

Introduction 
 

Service Providers today, such as G12 Communications, are offering alternative methods to connect to the 

PSTN via their IP networks.  Most of these services utilize SIP as the primary signaling method and 

centralized IP to TDM POP gateways to provide on-net and off-net services.   

A demarcation device between these services and customer owned services is recommended. As an 

intermediary device between Cisco Unified Communications Manager and G12 Communications network, 

Cisco Unified Border Element (CUBE) ISR 4321/K9 running IOS-XE 16.6.1 can be used. The Cisco 

Unified Border Element 16.6.1 provides demarcation, security, interworking and session control services 

for Cisco Unified Communications Manager 11.5.1 connected to G12 Communications network. 

This document assumes the reader is knowledgeable with the terminology and configuration of Cisco 

Unified Communications Manager (CUCM). Only configuration settings specifically required for G12 

Communications interoperability are presented. Feature configuration and most importantly the dial plan 

are customer specific and need individual approach. 

 This application note describes how to configure a Cisco Unified Communications Manager 

(CUCM) 11.5.1 and Cisco Unified Border Element (CUBE) on ISR 4321/K9 [IOS-XE 16.6.1] for 

connectivity to G12 Communications  SIP Trunking service available in G12 Communications  

Business service area . The deployment model covered in this application note is CPE (Cisco UCM 

11.5.1) to PSTN (G12 Communications). 

 Testing was performed in accordance to G12 Communications generic SIP Trunking test 

methodology and among features verified were – basic calls, DTMF transport, Music on Hold 

(MOH), unattended and attended transfers, call forward, conferences and interoperability with 

Cisco Unity Connection (CUC). 

 The Cisco UCM configuration detailed in this document is based on a lab environment with a 

simple dial-plan used to ensure proper interoperability between G12 Communications SIP network 

and Cisco Unified Communications. The configuration described in this document details the 

important configuration settings to have enabled for interoperability to be successful and care must 

be taken by the network administrator deploying CUCM to interoperate to G12 Communications 

SIP Trunking network. 

 

This application note does not cover the use of Calling Search Spaces (CSS) or partitions on CUCM. To 

understand and learn how to apply CSS and partitions refer to the cisco.com link below:  

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/dialplan.html  

  

 

 

 

http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/srnd/collab10/collab10/dialplan.html
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Network Topology 
 

 

Figure 1: Network Topology 

 

Figure 2: CUBE High Availability 
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System Components 

Hardware Requirements 

 Cisco UCSC-C240-M3S VMWare host running ESXi 5.5 Standard 

 Cisco ISR4321/K9 routers as CUBEs 

 Cisco 2921 Fax Gateway 

 IP Phones 9951 (SIP), 9951 (SIP) and 8945 (SCCP/SIP) 

Software Requirements 

 Cisco Unified Communications Manager 11.5.1 

 Cisco Unity Connection 11.5.1 

 IOS 16.06.01 for ISR 4321/K9 Cisco Unified Border Element 

 Cisco IOS Software, ISR Software (X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 

16.06.01, RELEASE SOFTWARE (fc1) 

 Cisco IOS XE Software, Version 16.06.01  

 IOS 15.4(3)M1 for Cisco 2921 Fax Gateway 

 

Features 

Features Supported 

 Incoming and Outgoing off-net calls using G711ULaw 

 Call Hold  

 Call Transfer (semi-attended and attended) 

 Call Conference  

 Call Forward (all, busy and no answer) 

 Calling Line (number) Identification Presentation (CLIP)  

 Calling Line (number) Identification Restriction (CLIR) 

 DTMF Relay (both directions) (RFC2833) 

 Media flow-through on Cisco UBE 

 Fax (G.711 pass-through and T38) 

 

Features Not Supported 

 Cisco IP phones used in this test do not support blind transfer 

 

Caveats  

 Caller ID is not updated after attended or unattended transfers to off-net phones. This is 
due to a limitation on CUBE and will be resolved in the next release. The issue does not 
impact the calls. 

 G12 Communications does not anchor the media for CPE to CPE loopback calls 

 When putting outgoing international called party on hold, the call drops in 30 seconds 
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Configuration 
 

Configuring Cisco Unified Border Element (CUBE) 
 

Network Interface 
Configure Ethernet IP address and sub interface. The IP address and VLAN encapsulation used are for 

illustration only, the actual IP address can vary. For SIP trunks two IP addresses must be configured - for 

LAN and WAN. 

interface GigabitEthernet0/0/0 

 ip address 192.65.XXX.XXX 255.255.255.128 

 negotiation auto 

 redundancy rii 2 

 redundancy group 1 ip 192.65.XXX.XXX exclusive 

! 

interface GigabitEthernet0/0/1 

 ip address 10.80.11.17 255.255.255.0 

 negotiation auto 

 redundancy rii 1 

 redundancy group 1 ip 10.80.11.30 exclusive 
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Global CUBE Settings 
In order to enable Cisco UBE IP2IP gateway functionality, enter the following: 

voice service voip 

 no ip address trusted authenticate 

 mode border-element license capacity 20 

 allow-connections sip to sip 

 redundancy-group 1 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through 711ulaw 

 sip 

  bind control source-interface GigabitEthernet0/0/0 

  bind media source-interface GigabitEthernet0/0/0 

  rel1xx supported "rel100" 

  session refresh 

  header-passing 

  asserted-id pai 

  early-offer forced 

  midcall-signaling passthru 

  privacy-policy passthru 

  g729 annexb-all 

 

Explanation 

Command Description 

allow-connections sip to sip Allow IP2IP connections between two SIP call legs  

fax protocol Specifies the fax protocol 

asserted-id Specifies the type of privacy header in the outgoing SIP 

requests and response messages 

early-offer forced Enables SIP Delayed-Offer to Early-Offer globally 

midcall-signaling passthru Passes SIP messages from one IP leg to another IP leg 

 

 



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 9 of 50 

  

 

Codecs 
G711Ulaw is used as the preferred codec for this testing and changed the preferences 

according to the test plan description 

voice class codec 1 

codec preference 1 g711ulaw 

codec preference 2 g729r8 

 

Dial Peer 

The CUBE uses dial-peers to route the call accordingly based on the digits 

description Incoming from CUCM 

 huntstop 

 session protocol sipv2 

 incoming called-number [0-9]T 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/1 

 voice-class sip bind media source-interface GigabitEthernet0/0/1 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 20 voip 

 description Outgoing to G12 

 huntstop 

 destination-pattern [0-9]T 

 session protocol sipv2 

 session server-group 100 

 voice-class codec 1 

 no voice-class sip conn-reuse 

 voice-class sip profiles 100 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 
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 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 30 voip 

 description Incoming from G12 

 huntstop 

 session protocol sipv2 

 incoming called-number 206....... 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 40 voip 

 description Outgoing to CUCM 

 huntstop 

 destination-pattern 206....... 

 session protocol sipv2 

 session target ipv4:10.80.11.2 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/1 

 voice-class sip bind media source-interface GigabitEthernet0/0/1 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 
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Call Flow 

In the sample configuration presented here, CUCM is provisioned with 4-digit directory number 

corresponding to the last four DID digits. No digit manipulation is performed on the CUBE. 

For incoming PSTN calls, the CUBE presents the full 10-digit DID number to CUCM. The CUCM picks up 

the last 4 significant digits configured under SIP Trunk and routes the call based on those 4 digits. Voice 

calls are routed to IP phones.  Fax calls are routed via a 4-digit route pattern over a SIP trunk that terminates 

on the Fax Gateway and in turn to the VentaFax client connected to the Fax Gateway. 

CPE callers make outbound PSTN calls by dialing a “6” prefix followed by the destination number. For 

outbound fax calls from the analog fax endpoint, the Cisco fax Gateway sends to the CUCM the DID with 

a leading access code “6”. A “6.@” route pattern strips the prefix and routes the call with the remaining 

digits via a SIP trunk terminating on the CUBE for Voice call or Fax. For PBX to PBX via G12, Caller dials 

a 6 prefix followed by the target 11-digit DID number for that extension number.  6 was stripped and the 11- 

digit number is sent to the CUBE.  The CUBE then sends the full 11-digit DID under Dial Peer 20 and then 

sends it to the G12 network which will direct back to the CUBE with a 10-digit DID.  This is handled the 

same as normal incoming PSTN call. For International calls, the same pattern 6 followed by 011 country 

code and the called number is used. 

User Dials

6\XXXXXXXXXX
Invite Invite

Dial Pattern 6.@

Strips 6

Cisco IP 

Phone CUCM CUBE

Dial Peer 20

 
Figure 3: Outbound Voice Call 

YYYY Invite Invite

Cisco IP 

Phone
CUCM CUBE

Dial Peer 40

 
Figure 4: Inbound Voice Call 
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Invite:

XXXXXXXXXX

Dial Pattern 6.@

Strips 6

CUCM CUBE

Dial Peer 20

Invite:

6XXXXXXXXXX

Cisco 2921 

Voice Gateway

FXS

 
Figure 5: Outbound Fax Call 

Invite:

YYYY

Invite:

XXXXXXYYYY

Invite:

XXXXXXYYYY

Dial Pattern:

 YYYY

CUCM CUBE

Dial Peer 40

Cisco 2921 

Voice Gateway

YYYY

FXS

 
Figure 6: Inbound Fax Call 

Invite:

1XXXXXXZZZZ
Invite:

1XXXXXXZZZZ

Dial Pattern 6.@

Strips 6

CUCM CUBE

Dial Peer 20

Invite:

XXXXXXZZZZ

Invite:

XXXXXXZZZZ

 
Figure 7: PBX to PBX call via G12 Communications 
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Configuration Example 

The following configuration snippet contains a sample configuration of Cisco UBE with all 

parameters mentioned previously 

 

Active Cisco UBE 

G12_CUBE2#show run 

Building configuration... 

 

Current configuration : 7773 bytes 

! 

! Last configuration change at 14:51:53 UTC Wed Oct 18 2017 by cisco 

! 

version 16.6 

service timestamps debug datetime msec 

service timestamps log datetime msec 

platform qfp utilization monitor load 80 

no platform punt-keepalive disable-kernel-core 

! 

hostname G12_CUBE2 

! 

boot-start-marker 

boot system flash isr4300-universalk9.16.06.01.SPA.bin 

boot-end-marker 

! 

vrf definition Mgmt-intf 

 ! 

 address-family ipv4 

 exit-address-family 

 ! 

 address-family ipv6 

 exit-address-family 

! 

enable secret 5 

! 

no aaa new-model 

! 

ip name-server 8.8.8.8 

! 

subscriber templating 

! 

multilink bundle-name authenticated 

! 
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crypto pki trustpoint TP-self-signed-1017057749 

 enrollment selfsigned 

 subject-name cn=IOS-Self-Signed-Certificate-1017057749 

 revocation-check none 

 rsakeypair TP-self-signed-1017057749 

! 

crypto pki certificate chain TP-self-signed-1017057749 

 certificate self-signed 01 

  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030 

  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274 

  69666963 6174652D 31303137 30353737 3439301E 170D3137 31303131 31333234 

  34365A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649 

  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 30313730 

  35373734 39308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201 

  0A028201 0100A957 AF2CA679 B9FD4E4C 6C231D88 7B836497 253C30D0 C8746F99 

  A8DD57F6 3CA0D4FD 15932BFB 00DE7FD3 436AACCE 52E3F045 E2483961 28624BFD 

  CB00FB53 C448CE80 58CEC4D9 AAB8DD47 EE797645 EAE5866F 7E4E89C3 B6A86EC9 

  BA135A50 1CA45831 F5B8C3B6 0A48C3DB D307F498 E15709BB 9FA88F6D D6066E68 

  3406C14C 8AE74DEB CC127E18 93A3DB47 1C05DEA5 1EAD371E C76BC53B 3ADC76FA 

  E87E6D70 C744562D 536B86D4 581DE290 0523CA7A 479D22B8 0D02AD54 255FDC13 

  13524CD1 0F0A9A10 1860D836 09ABBA03 917E0C30 ADC7C87E D461C96A F947EE37 

  56BEA385 BE6FF94F 8DFB9B3D 7C640CB6 4F4BF279 C948D03E 33A79940 6AC6920F 

  634C4E82 F9230203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF 

  301F0603 551D2304 18301680 14E445B3 6D3F6F36 AA26B07B 43F69DFA 2D095A0F 

  EF301D06 03551D0E 04160414 E445B36D 3F6F36AA 26B07B43 F69DFA2D 095A0FEF 

  300D0609 2A864886 F70D0101 05050003 82010100 597C3005 9ABB87D0 378FE6F7 

  8D5984AD BD68BDD6 93538EFA 8DF317C3 AA6A608C 81FA2A45 EEEFD182 1641F44D 

  3CDA5BBB CDBC41F3 B215C6BB AA62402B B3F552A5 46C38875 4073F5CA 416DF24E 

  4748DCCF 8F31A513 A4A43762 1B08B4D2 18A8BA7D 1239EAA8 19686B0D ECDD3BB3 

  8B699594 73A846BD 6042C4DD 6622A1AF 8EB7C6F9 4A1F95EF 940044B6 4B31132D 

  C8273040 191A3F2F 9E1CC6F5 82B83C64 0357BA87 D493C319 70478CA2 0D3330B6 

  038D2FCE AF50DE39 89117BDD 0E191A4C D497B41F 29E99589 0D70C7E0 08CBBEF7 

  B22D921C E308AE92 5D21E806 B55B3F74 5E7338EB BBF7E05D 9C3EE6A5 4DA13EDE 

  2B8E1DDB BEE199ED 7959506F 01B682C7 D36583CE 

        quit 

! 

voice service voip 

 no ip address trusted authenticate 

 mode border-element license capacity 20 

 allow-connections sip to sip 

 redundancy-group 1 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 sip 
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  bind control source-interface GigabitEthernet0/0/0 

  bind media source-interface GigabitEthernet0/0/0 

  rel1xx supported "rel100" 

  header-passing 

  asserted-id pai 

  early-offer forced 

  midcall-signaling passthru 

  privacy-policy passthru 

  g729 annexb-all 

! 

voice class codec 1 

 codec preference 1 g711ulaw 

 codec preference 2 g729r8 

! 

voice class codec 2 

 codec preference 1 g729r8 

 codec preference 2 g711ulaw 

! 

! 

voice class sip-profiles 100 

 request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:206539\1@\2>" 

! 

! 

voice class server-group 100 

 ipv4 174.127.194.15 

 ipv4 169.55.253.153 

 ipv4 169.55.93.188 

 description G12ServerGroup 

! 

license udi pid ISR4321/K9 sn FDO19220MQ9 

license accept end user agreement 

license boot suite AdvUCSuiteK9 

license boot level appxk9 

license boot level uck9 

license boot level securityk9 

diagnostic bootup level minimal 

spanning-tree extend system-id 

! 

username cisco privilege 15 password 0 

! 

redundancy 

 mode none 

 application redundancy 
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  group 1 

   name voice-b2bha 

   timers delay 30 reload 60 

   control GigabitEthernet0/1/0 protocol 1 

   data GigabitEthernet0/1/0 

   track 1 shutdown 

   track 2 shutdown 

! 

track 1 interface GigabitEthernet0/0/1 line-protocol 

! 

track 2 interface GigabitEthernet0/0/0 line-protocol 

! 

interface GigabitEthernet0/0/0 

 ip address 192.65.79.187 255.255.255.128 

 negotiation auto 

 redundancy rii 2 

 redundancy group 1 ip 192.65.79.185 exclusive 

! 

interface GigabitEthernet0/0/1 

 ip address 10.80.11.17 255.255.255.0 

 negotiation auto 

 redundancy rii 1 

 redundancy group 1 ip 10.80.11.30 exclusive 

! 

interface GigabitEthernet0/1/0 

 ip address 20.0.0.2 255.255.255.252 

 negotiation auto 

! 

interface GigabitEthernet0 

 vrf forwarding Mgmt-intf 

 no ip address 

 shutdown 

 negotiation auto 

! 

ip forward-protocol nd 

ip http server 

ip http authentication local 

ip http secure-server 

ip tftp source-interface GigabitEthernet0 

ip route 0.0.0.0 0.0.0.0 192.65.79.129 

ip route 10.64.0.0 255.255.0.0 10.80.11.1 

ip route 10.80.19.0 255.255.255.0 10.80.11.1 

ip route 172.16.24.0 255.255.248.0 10.80.11.1 



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 17 of 50 

  

 

! 

ip ssh server algorithm encryption aes128-ctr aes192-ctr aes256-ctr 

ip ssh client algorithm encryption aes128-ctr aes192-ctr aes256-ctr 

! 

no logging trap 

! 

control-plane 

! 

mgcp behavior rsip-range tgcp-only 

mgcp behavior comedia-role none 

mgcp behavior comedia-check-media-src disable 

mgcp behavior comedia-sdp-force disable 

! 

mgcp profile default 

! 

dial-peer voice 10 voip 

 description Incoming from CUCM 

 huntstop 

 session protocol sipv2 

 incoming called-number [0-9]T 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/1 

 voice-class sip bind media source-interface GigabitEthernet0/0/1 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 20 voip 

 description Outgoing to G12 

 huntstop 

 destination-pattern [0-9]T 

 session protocol sipv2 

 session server-group 100 

 voice-class codec 1 

 no voice-class sip conn-reuse 

 voice-class sip profiles 100 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 
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 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 30 voip 

 description Incoming from G12 

 huntstop 

 session protocol sipv2 

 incoming called-number 206....... 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 40 voip 

 description Outgoing to CUCM 

 huntstop 

 destination-pattern 206....... 

 session protocol sipv2 

 session target ipv4:10.80.11.2 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/1 

 voice-class sip bind media source-interface GigabitEthernet0/0/1 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

sip-ua 

! 

line con 0 

 transport input none 

 stopbits 1 

line aux 0 

! 

End 
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Standby Cisco UBE 

 

G12_CUBE1#show run 

Building configuration... 

 

Current configuration : 7613 bytes 

! 

! Last configuration change at 08:16:47 UTC Fri Oct 13 2017 

! 

version 16.6 

service timestamps debug datetime msec 

service timestamps log datetime msec 

platform qfp utilization monitor load 80 

no platform punt-keepalive disable-kernel-core 

! 

hostname G12_CUBE1 

! 

boot-start-marker 

boot system flash isr4300-universalk9.16.06.01.SPA.bin 

boot-end-marker 

! 

vrf definition Mgmt-intf 

 ! 

 address-family ipv4 

 exit-address-family 

 ! 

 address-family ipv6 

 exit-address-family 

! 

enable secret 5 

! 

no aaa new-model! 

! 

ip name-server 8.8.8.8 

! 

subscriber templating 

! 

multilink bundle-name authenticated 

! 

crypto pki trustpoint TP-self-signed-1582728230 

 enrollment selfsigned 

 subject-name cn=IOS-Self-Signed-Certificate-1582728230 

 revocation-check none 
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 rsakeypair TP-self-signed-1582728230 

! 

crypto pki certificate chain TP-self-signed-1582728230 

 certificate self-signed 01 

  30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030 

  31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274 

  69666963 6174652D 31353832 37323832 3330301E 170D3137 31303131 30363538 

  31375A17 0D323030 31303130 30303030 305A3031 312F302D 06035504 03132649 

  4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D31 35383237 

  32383233 30308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201 

  0A028201 0100E31F 6900B8BC C601E015 DF198F36 1343B5FF 6EA71FB0 8DA0249C 

  A0FF6675 97FF283C ADFA3831 3E5D2622 AC1EFAF1 BFE3C611 7E147DD3 48BC9FC5 

  D3CAA2FC 0C92B5EF 18A6C5BA 037F1B9C 14469056 8F4C15FB 7520A07D 1A7F02F8 

  7B8F33BB FDD37EEA 47318F61 395E55F4 B544CE60 68C9CC87 65ABC151 02EDFB7C 

  497BA10F B11AA874 8F7F82B9 9ADF3287 77DBBCEA A28AC00C 353BE95C 585EBF7F 

  1410B14F 8A6400DB 92371ED3 D78117F7 235B6EED 282E8AF0 A107ED2D EC2B6D21 

  E74F285E E11C04BC 22A293A3 E7E91885 BEB4330C 4DBF9F37 D83292AB 2C01A364 

  E9C325E9 1BC51104 E250796E 6D329874 B2AAD35D 698A2981 4C33D2D0 3854DC35 

  AC24A11B 77C50203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF 

  301F0603 551D2304 18301680 140B97D1 8439D048 CC281ABD BAEA237E 4F0D38FA 

  D6301D06 03551D0E 04160414 0B97D184 39D048CC 281ABDBA EA237E4F 0D38FAD6 

  300D0609 2A864886 F70D0101 05050003 82010100 C819EA60 4C307C2C 91735FA2 

  2234C0F1 0A6C96BD 4F86A4D0 FFF6A0B2 066BC6E9 1B487D19 7AFDDDB5 45AD813A 

  7A22ABE7 4FC42233 6A038BBB E649A6B6 81DB540B 78AE7018 D9D4C0BC 142E2C69 

  1033925C C8B08E30 DFEF1C6C 437EA288 2AF29183 B25D6B3C A507AC59 A348C946 

  A6055A60 AA5D9040 F831E85B 6A9E5FDE 18039682 3A5E6AD7 88030B29 3EA2C9C9 

  ECDFB83C AE7D5AE2 4B5630E4 6A61B151 49223E43 22200311 7B49E268 7FE48995 

  DAFE0697 42337C71 92967FED B5944DC2 5E97B44E A0C06E81 7BB178BF 07ED347D 

  07EFCB59 1F93E4A7 53285623 060ABB17 7E6AE923 26847BE2 3E5CC58E A6EEAC28 

  1A89ACDB 2C05B19C A4657201 7F4B60FC ABDE9BF7 

        quit 

! 

voice service voip 

 no ip address trusted authenticate 

 mode border-element license capacity 20 

 allow-connections sip to sip 

 redundancy-group 1 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 sip 

  bind control source-interface GigabitEthernet0/0/0 

  bind media source-interface GigabitEthernet0/0/0 

  rel1xx supported "rel100" 

  header-passing 
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  asserted-id pai 

  early-offer forced 

  midcall-signaling passthru 

  privacy-policy passthru 

  g729 annexb-all 

! 

voice class codec 1 

 codec preference 1 g711ulaw 

 codec preference 2 g729r8 

! 

voice class codec 2 

 codec preference 1 g729r8 

 codec preference 2 g711ulaw 

! 

voice class sip-profiles 100 

 request INVITE sip-header Diversion modify "<sip:(.*)@(.*)>" "<sip:206539\1@\2>" 

! 

voice class server-group 100 

 ipv4 174.127.XXX.XX 

 ipv4 169.55.XXX.XXX 

 ipv4 169.55.XX.XXX 

 description G12ServerGroup 

! 

license udi pid ISR4321/K9 sn FDO19220MSQ 

license accept end user agreement 

license boot suite AdvUCSuiteK9 

license boot level appxk9 

license boot level securityk9 

diagnostic bootup level minimal 

spanning-tree extend system-id 

! 

username cisco privilege 15 password 0 

! 

redundancy 

 mode none 

 application redundancy 

  group 1 

   name voice-b2bha 

   timers delay 30 reload 60 

   control GigabitEthernet0/1/0 protocol 1 

   data GigabitEthernet0/1/0 

   track 1 shutdown 

   track 2 shutdown 
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! 

track 1 interface GigabitEthernet0/0/1 line-protocol 

! 

track 2 interface GigabitEthernet0/0/0 line-protocol 

! 

interface GigabitEthernet0/0/0 

 ip address 192.65.79.186 255.255.255.128 

 negotiation auto 

 redundancy rii 2 

 redundancy group 1 ip 192.65.79.185 exclusive 

! 

interface GigabitEthernet0/0/1 

 ip address 10.80.11.16 255.255.255.0 

 negotiation auto 

 redundancy rii 1 

 redundancy group 1 ip 10.80.11.30 exclusive 

! 

interface GigabitEthernet0/1/0 

 ip address 20.0.0.1 255.255.255.0 

 negotiation auto 

! 

interface GigabitEthernet0 

 vrf forwarding Mgmt-intf 

 no ip address 

 negotiation auto 

! 

ip forward-protocol nd 

ip http server 

ip http authentication local 

ip http secure-server 

ip route 0.0.0.0 0.0.0.0 192.65.79.129 

ip route 10.64.0.0 255.255.0.0 10.80.11.1 

ip route 10.80.19.0 255.255.255.0 10.80.11.1 

ip route 172.16.24.0 255.255.248.0 10.80.11.1 

! 

ip ssh server algorithm encryption aes128-ctr aes192-ctr aes256-ctr 

ip ssh client algorithm encryption aes128-ctr aes192-ctr aes256-ctr 

! 

control-plane 

! 

mgcp behavior rsip-range tgcp-only 

mgcp behavior comedia-role none 

mgcp behavior comedia-check-media-src disable 
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mgcp behavior comedia-sdp-force disable 

! 

mgcp profile default 

! 

dial-peer voice 10 voip 

 description Incoming from CUCM 

 huntstop 

 session protocol sipv2 

 incoming called-number [0-9]T 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/1 

 voice-class sip bind media source-interface GigabitEthernet0/0/1 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 20 voip 

 description Outgoing to G12 

 huntstop 

 destination-pattern [0-9]T 

 session protocol sipv2 

 session server-group 100 

 voice-class codec 1 

 no voice-class sip conn-reuse 

 voice-class sip profiles 100 

 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 30 voip 

 description Incoming from G12 

 huntstop 

 session protocol sipv2 

 incoming called-number 206....... 

 voice-class codec 1 
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 voice-class sip bind control source-interface GigabitEthernet0/0/0 

 voice-class sip bind media source-interface GigabitEthernet0/0/0 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

dial-peer voice 40 voip 

 description Outgoing to CUCM 

 huntstop 

 destination-pattern 206....... 

 session protocol sipv2 

 session target ipv4:10.80.11.2 

 voice-class codec 1 

 voice-class sip bind control source-interface GigabitEthernet0/0/1 

 voice-class sip bind media source-interface GigabitEthernet0/0/1 

 dtmf-relay rtp-nte 

 fax-relay ecm disable 

 fax-relay sg3-to-g3 

 fax nsf 000000 

 fax protocol t38 version 0 ls-redundancy 0 hs-redundancy 0 fallback pass-through g711ulaw 

 no vad 

! 

sip-ua 

! 

line con 0 

 exec-timeout 0 0 

 transport input none 

 stopbits 1 

line aux 0 

 stopbits 1 

line vty 0 4 

 logging synchronous 

 login local 

! 

ntp server time-pnp.cisco.com 

! 

end 
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Configuring Cisco Unified Communications Manager 

Cisco UCM Version 

 

Figure 8: Cisco UCM Version 

Cisco Call Manager Service Parameters 

Navigation: System  Service Parameters 

1. Select Server*: Clus21Pub--CUCM Voice/Video (Active) 

2. Select Service*: Cisco CallManager (Active)  

 
Figure 9: Service Parameters 
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Figure 10: Service Parameters (Cont.) 



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 27 of 50 

  

 

 
Figure 11: Service Parameters (Cont.) 
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Figure 12: Service Parameters (Cont.) 
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Figure 13: Service Parameters (Cont.) 
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Figure 14: Service Parameters (Cont.) 
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Figure 15: Service Parameters (Cont.) 
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Figure 16: Service Parameters (Cont.) 
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Figure 17: Service Parameters (Cont.) 
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Figure 18: Service Parameters (Cont.) 
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Figure 19: Service Parameters (Cont.) 



 
 

© 2016 Cisco Systems, Inc. All rights reserved. 
 Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com 

Page 36 of 50 

  

 

 
Figure 20: Service Parameters (Cont.) 
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Figure 21: Service Parameters (Cont.) 
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Figure 22: Service Parameters (Cont.) 
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Figure 23: Service Parameters (Cont.) 
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Offnet Calls via G12 Communications SIP Trunk 

Off-net calls are served by SIP trunks configured between Cisco UCM and the G12 

Communications network and calls are routed via CUBE. 

SIP Trunk Security Profile 

Navigation: System  Security  SIP Trunk Security Profile 

1. Name*: Non Secure SIP Trunk Profile, for example 

2. Description: Non Secure SIP Trunk Profile authenticated by null String, for example 

 
Figure 24: SIP Trunk Security Profile 

   Explanation 

Parameter Value Description 

Incoming Transport 

Type 

TCP + UDP  

Outgoing Transport 

Type 

UDP SIP trunks to G12 SBC should use UDP as a 

transport protocol for SIP. This is configured 

using the SIP Trunk Security profile, which is 

later assigned to the SIP trunk itself. 
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SIP Profile Configuration 
SIP Profile will be later associated with the SIP trunk 
 
Navigation: Device  Device Settings  SIP Profile 

1. Name*: G12 sip profile, for example 

2. Description: G12 sip profile, for example 

 
Figure 25: SIP Profile 
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Figure 26: SIP Profile (Cont.) 
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Figure 27: SIP Profile (Cont.) 

Explanation 

Parameter Value Description 

Default MTP Telephony 

Event Payload Type 

101 RFC2833 DTMF payload type 

Early Offer support for 

voice and video calls 

Best Effort (no 

MTP inserted) 

Enable early media 

Ping Interval for In-service 

and Partially In-service 

Trunks (seconds) 

60 OPTIONS message parameters- interval time 

Ping Interval for Out-of-

service Trunks (seconds) 

120 OPTIONS message parameters- interval time 
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SIP Trunk Configuration 
Create SIP trunks to CUBE 

Navigation: Device  Trunk 

 
Figure 28: SIP Trunks List 

 
Figure 29: SIP Trunk to CUBE 
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Figure 30: SIP Trunk to CUBE (Cont.) 
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Figure 31: SIP Trunk to CUBE (Cont.) 

 

Explanation 

 

Parameter Value Description 

Device Name G12 _Trunk Name for the trunk 

Device Pool G711pool Default Device Pool is used for this trunk 

Media Resource Group 

List 

MRGL_MTP MRG with resources: ANN, CFB, MOH and 

MTP 

Significant Digits 4 4 digits Extension for all CPE phones 

Destination Address 10.80.11.30 IP address of the Cisco UBE Virtual LAN 

SIP Trunk Security 

Profile 

Non Secure SIP Trunk 

Profile 

SIP Trunk Security Profile configured earlier 

SIP Profile G12 sip profile SIP Profile configured earlier 
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Dial Plan 

Route Pattern Configuration 
 

Navigation: Call Routing  Route/Hunt  Route Pattern 

 

Route patterns are configured as below: 

 Cisco IP phone dial “6”+10/11 digits number to access PSTN via Cisco UBE 

o “6” is removed before sending to Cisco UBE 

 For FAX call, Access Code “6”+10/11 digits number is received from Cisco Fax Gateway 

o “6” is removed at Cisco UCM 

o The rest of the number is sent to G12 network via Cisco UBE 

 Incoming fax call to 7025 will be sent to Cisco Fax gateway 

 

Figure 32: Route Patterns List 

 
Figure 33: Route Pattern for Voice  
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Figure 34: Route Pattern for Voice (Cont.) 

 

   Explanation 

Setting Value Description 

Route Pattern 6.@ for Voice Calls and 7025 for Fax Call  Specify appropriate Route 

Pattern 

Gateway/Route List Route Pattern 6.@  for call to G12 

Communications and 7025 for SIP Trunk 

To Fax Gateway. 

SIP Trunk name configured 

earlier 

Numbering Plan NANP for Route Pattern 6.@ North American Numbering Plan 

Use Calling Party's 

External Phone 

Number Mask 

Checked Send full external phone number 

for CLID 

Calling Party 

Transform Mask 

206395XXXX Send the CLID for FAX caller 

Discard Digits PreDot for Route Pattern 6.@ Specifies how to modify digit 

before sent to G12 

Communications network 
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Acronyms 
 

Acronym  Definition 

CPE Customer Premise Equipment 

Cisco UBE Cisco Unified Border Element 

Cisco UCM Cisco Unified Communications Manager 

MTP Media Termination Point 

POP Point of Presence 

PSTN Public Switched Telephone Network 

ESBC Enterprise Session Border Controller 

SCCP Skinny Client Control Protocol 

SIP Session Initiation Protocol 

 

 

Important Information 
 
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO 

CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL 

ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR 

IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. IN NO 

EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR 

INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA 

ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE 

BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
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