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Introduction

This document describes the steps and configurationgcessaryfor CiscoUnified Communications
Manager (Cisco UCM) releas25.1to interoperate withthe Skype for Businesz019on TLSusing the
following configuration:

The following items were tested:

T

=

=A =4 =4 =4 =4

Basic call between the two systems and verification of voice pathg lgith SIP anddegacy phones

on the Ciscaide, and SlBlient on the Skype for Business side (Refer to limitation section for more
info)

CLIP/CLIR/CNIP/CNIR featuredling partyNameand Number delivery (allowed and restricted)
(Refer to limitation setion for more info)

COLP/CONP/COLR/CONR feat@msnectedNameand Number ddivery (allowed and restricted)
(Refer to limitation section for more info)

Call Transfer: Attended and Early attended (Refer to limitation section for more info)
AlertingNameldentification(Refer to limitation section for more info)

Call forwarding: @ll Forward Unconditional(CFU), Calbiward Busy (CFB), ahCall Forward No
Answer (CFNA)

Hold and Resume with Music on Hold

Threeway conferencing (Refer to limitatiaection for more info)

Voice messagingnd MWI activatiordeactivation (Refer to limitation section for more info)
Extend and Connect (Refer to limitation section for more info)

Call Park (Refer to limitation section for more info)

Listed below are theighlighs of the integration issues

1

Basic calls work from Cisco U@M5kype for Businesmd vice versaDnly CiscoSIP phonegvere

used on Cisco UCM side SCCP phoneato not support 8ebit crypto attribute required bySkype

for Business

Skype for Business drops the call on HOLD after 30 seconds where the call hold inititated from Skype
for Business client.

Basic calls work from Cisco UCMsloype for Businessd vice versasing G711 ulaw and alaw

Caller name and number is napdated correctly for basiccalls,attended and earhattended
transfer scenarios

Video calls between th€isco UCM an8kype for Businessserswere not tested
REFER suppashould be disabled iBkype for Businedsr the CallPark scenari®

Skype fobusiness does natonsiderprivacy:id sentn 18x and 2xx message from Cisco UCM
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1 A-call placed on hold by the Skype client is dropped after 30 seconds when Skype for Business Server
2019 version 7.0.2046.123 is usedhe issue is resolved with the neweslease of Skype for
Business 2019 version 7.0.2046.151 and above.

Below are the key results:

1 Basic callCall Transfer,Call Forwarding,Conference @ll, andHold and Bsume tested successfully
with a few caveats and limitations.

1 Centralized voicemail, using Unity Connection server integraifdCisco UCM via Siused for
testing. Thisvoicemail solution can provide centralized voicemail services, suppdurtitigSkype
for Businessisers and Cisco engers.

Network Topology
Csco Unity
Conne ction s
R12.5 I
| Q Csco&a518IP
S|P ‘ g DN 2001
Test]; +5001

*4: -

l Dial Plan :
? ceco s
DR SIP—r Unified DN 7021
Communictions
" Coco 7841 5IP
DN 7013
O

Manager R12.5 g
Csco Unified C Jabber client DN
IM and Pres ence 7030 RD:5003

R12.5
Jabber client DN
7021 RD:S004

+5002
Slqrpe For Business P

2018

c'_

Test3,DN:+5003

&

Limitations

These are the known limitations, caveats, or integration issues:
1 Skype for Business dsnot support G729 codec. Truriksted with only G711 ulaw and alaw.

9 Disable MdiaBypass orskype for Businesl enabled, theHoldINVITEert by Cisco UCM
(without SDP) being rejected wi#88 onSkype for Business

1 Skype for Businessd Cisco UCM @snot support overlap dialing modem their SIP endpoints
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1 Skype for Busirss does not consider Privadip parametersent by Cisco UCM during 18dditing
or 200 OK when Connected Name/ID is resticted on Cisco UCM. Subsequently, Skype for Business
does not support updatinthe Connected Part display as Private

1 Skype for Business does natpdate the CLID in transfer/conference scenariodterA
transfer’conference is complet, Cisco UCM sendsid call INVITEBnd UPDATE messages that
contain PAI and RPBkype for Business does not update this informationhier client display.

1 Skype for Businesends incorrechumberin historyinfo during faward scenariosAs a work
aroundSkype foBusinessysers DN are configured with a prefix'.

1 Cisco UCNRemote Destinationis configured with grefixd bahid aRoute Pattern to route a DN
with a preix¥ is@dded. (Refer Cisco UCM configuration sectiGrsco Unified Communications
Manager Route Pattern to invoke Jabber client with Remote Destination configsi®klygpe for
Business Extensian)

1 Skype for Businestoesnot support MWI notification from Cisddnity Connection. Itesponds
GAGK | annp as$s toKaNRTIRY Méassdgebeivadizod fhé Cisco UCM that has
MWI information.

1 In Multiple Call Forwarding scenario between Skype for Business Users and Cisco UCM Users,
wherein both originator anderminator being Skype for Business Users, originator does not
display the Caller ID of terminator

1 When Cisco UCM User complethe conference the audio ison RTPPadlock symbol on the
Cisco phone disappears

1 When Skype for Business user makesléer ID, restricted call to Cisco Phone A, caller ID is
displayed as Private. However, when Cisco Phone A transfers the call to Cisco Phone B, the caller
L5 RAALIX ISR 2y [/ Aa02 tK2yS . A& {1@L)S ®&2NJ . dzaA

System Components

Hardware Requirements

The following hardwarare used
1 CiscdJCSC240M3SVMWareHost
9 CiscaB851and7841IP phones
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Software Requirements

The following softwarare used
1 Cisco UCSC246M3S VMware vSphere Image Profls8Xxb.5.01331820standard
9 Cisco Unified CommunicatioManagerreleasel2.5.1.1190a146
9 Cisco Unified Communications Manager&\®resense Serviceelease 12.5.1.1190a117
1 Cisco Unity Connection releat2.5.1.1900-57
i Cisco Jabbet2.6.1.34405Build 84405
1 Skype for Business Senz€19 version 7.0.2046.0
1 Skype for Business Client versid0.11328.20390

Features

Thissection listssupported and unsupported features. No deviation frim configuration presented in
thisdocumentwill be supported by Cisco. Please see the Limitations section for more information.

Features Supported

CLIR calling line (numér) identification presentation
CLIR calling line (nurher) identification restigtion
CNIR callingName identification presentation

CNIR callingName identification restriction

Attended call transfer

Early attended call transfer

CRJt call forwarding unconditional

CFB call fowarding busy

CFNA call forwarding no answer

COLLP connected line (numér) identification presentation
COLR connected line (nurer) identification restriction
CONP connectedName identification presentation
CONR connectedNameidentification restriction

Hold and resume

Conference call

=A =4 =4 4 4 4 -4 -4 -4 -4 -4 -4 -4 -4 -4

MWIt Message Waitig Indicator(only for Cisco Endpoints)
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1 Audio Codec Preference List

1 Call Park/Pickup(see limitation section)
1 Extend and Connect

9 Shared Line on Cisco Endpoints

Features Not Supported or Not Tested

G729 voice codec

Call completion (callb&g automatic callback)

Shared Line oB8kype for Business

Message Waiting Indicator ddkype for Busine€sndpoints
Blind transfer

Video calls

Scenarios that requirethird PBX
Scenario$nvolvingNon-SIP intefaces

Scenarios involving Cisco UCM SEi@ines

Scenarios involving NeBIP interfaces

=A =4 =4 =4 =4 4 4 -4 -4 -4 -4

Connectedparty restriction sends and receives on Skype for Business Server is not supported
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Configuration

The goal ofhis guide is to provide an overview of the integration between Cisco Unified Communication
Managerand Skype for BusinessThe deployment will interconnect the UC systamig SIP. No PSTN
connectivity has been tested witlthis integration. The followingsections provide the required
configurations for a successful integration.

Global Trunk Configuration Highlights:

Setting Value
Skype for Business Media Bypass DISABLED
Skype for Business Encryption Support OPTIONAL
Skype for Business REFRport DISABLED
Cisco UCM SIP Trunk MTP DISABLED
Cisco UCM PRACK ENABLED
Cisco UCM Early Offer ENABLED
Transport type Cisco UCM to Skype for Business TLS

Cisco UCM SRTP allowed Enabled

Configuring Sequence and Tasks:

Configuring theSkype for Business

Add Cisco UCM t8kype for BusineSopology
TrunkConfiguration

RouteConfiguration

Voice Policy and PSTN Us&gmnfiguration
Dial PlarConfiguration

Call Park range Configuration

Media Bypas€onfiguration

User Configuration

Client Configuration

=8 =4 =4 =8 -8 -8 8 4 9

Configuring theCisco Unifie€ommunication$lanager

SIP trunk security profile

SIP prafe

Media resource gropand media resource group list

Assign media resource group listR@L) in the defaultavice pool
Region configuration

Normalization script

=A =4 =4 =8 -8 -9
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SIP trunk tdSkype for Business

SIP Trunk to Cisco UniBpnnection

Assign User in Cisco Un@gnnection

SIPphones device configuration

RouteGroup, Routd.ist and SIP Route Pattern

Voice Malil

Route pattern toSkype for Busines$&Jnity Connection andskype for Businessll Park
Range

1 Extend and Connect Featused Userconfiguration

= =4 =4 =8 -8 -8 -9

Configuring theCisco Unity Connection:

1 Cisco Unity Connectiofelephony Integration
1 CiscdJUnity Connection User Configuration
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Configuring theSkype for Business

Add Cisco UCM tekype for Busineopology

Run theSkype for Busines$19 TopologyBuilder as a user in thESAdministrator group
Navigation:Skypefor Busines$ServeA CleanDefaultTopolody Shared ComponenggsPSTN gateways
wWAIKG Oft A0l YR aStSO0G abSé Ltkt{¢b DFiSgl &¢

L8 Skype for Business Server 2019, Topology Builder — O Pas

File Action Help

4 |_-‘§_ Skype for Business Server The properties for this item are not available for editing.
4[] SFB 2019 Standard Edition
[ Lync Server 2013
3 Skype for Business Server 2013
4 [ 4 Skype for Business Server 2019
3 Standard Edition Front End Servers
3 Enterprise Edition Front End pools
[ Director pools
3 Mediation pools
[J Edge pools
3 Trusted application servers
3 Video Interop Server pools
4 [ Shared Components

3 SOL Server stores
[J File stores
4 CAPSTN gat
2 clus2a | Mew IP/PSTN Gateway...
4[4 Trunks —— N
':'?—) clus23 pology
[ Cffice We Help
[3 Video g ¥

[ SIP Video trunks
3 Branch sites

Set FQDN =FQDN of the Cis¢dCMx, clus22pultekviziodabscomisused in this test.
Click Next.
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Skype for Business Add PSTNGateway(Continued)

L% Define New IP/PSTN Gateway

&) Define the PSTN Gateway FQDN
h i
Define the fully qualified domain name (FQDN) for the PSTN gateway.

FODM: *
clus22pub.tekvizionlab.com

(5]
[=1)
[
Fad

Mext | | Cancel
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Check the Enable IPv4 and Use all configured IP addresses radio button
Click Next.

=) Define Mew IP/PSTM Gateway x

. @ Define the IP address
\}'

(®) Enable IPwd

® Use all configured IP addresses.

() Limit service usage to selected IP addresses.

PSTM IF address

) Enable IPv6
® |se all configured IP addresses.
Limit service usage to selected IP addresses.

PSTH IP address

Back | | Mext | | Cancel

SetTrunk Name= FQDN of the Cisco UGMIus22pubtekvizionlabscomis usedfor this test
SetListening port for IP/PSTateway= TheListening portshouldmatch thelncoming Portsetting in
the CISCO UCIMEIP Trunk Security Profile5061is usedfor this test

SetSIP Transport Protoca TLS

SetAssociate Mediation ServerAssign this PSTN gateway to #rent End cdocated mediation server
¢ fe.sfblabtn.localis used for this test.

Click Finish.
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Skype for Business Add PSTN Gatewda{Continued)

Define New IP/PSTN Gateway

% Define the root trunk

Trunk name: *

clus22pub.lab.tevkizion.com

Listening port for IP/PSTM gateway: *

| 5061

SIP Transport Protocol:

TLS

Aszociated Mediation Serven

fesfblabtn.local SFB 2019 Standard Edition

Associated Mediation Server port: *

| 5068

Bock | |

Finish

|| Cancel |

Publish the topology so these new configurations take effect.
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Skype forBusiness; Add PSTNGateway(Continued)

Skype for Business Server 2013, Topology Builder _ O %
File Action Help

4 hl@l Skype for Business Server The properties for this item are not available for editing.
4 (1] SFB 2019 Standard Edition
[ Lync Server 2013
[ Skype for Business Server 2015
4 [ Skype for Business Server 2019
¢ [ Standard Edition Front End Servers
3 Enterprise Edition Front End pools
(1 Director pools
¢ 3 Mediation pools
[ Edge pools
[ Trusted application servers
[ Video Interop Server pools
4 [ Shared Components
b [ SOL Server stores
¢ [ File stores
4 [3PSTN
M cius2z New IP/PSTN Gateway..
4 [0 Trunks
%25 clus2] | I Topology ¥ New...
[ Office We
CVideo g
(3 SIP Video trunks
[ Branch sites Save A Copy..

Install or upgrade a database...

Open...

Help

Download Current Topology...

Remave Deployment...

Trunk Configuration

Open theSkype for Busines®19Control Panel.
Navigation:Voice Routing> Trunk Configuration

Select NewA Pool Trunk

) & for Business Server ontrol Panel -
Skype for Busi S 2018 C | Panel [m} X

Administrator | Signout
T.0.2046.0 | Privacy staternent

@ Skype for Business Server

Home DIALPLAN  VOICE POLICY  ROUTE  PSTM USAGE | TRUNK CONFIGURATIOM)  TEST VOICE ROUTING
Users
Topalogy Create voice routing test case information ™
IM and Presence
Persistent Chat 0
Voice Routing

dNew ¥ FEdit ¥ Adion ¥  Commit ¥ (2]
Voice Features .

Site trunk A  Srope State Media hypass PSTM usage Calling number rules Ca

Response Groups 3a Globa Committed 0 0

SetService=Trunk toCisco UCM that was created earlier as a PSTN gaiawlag topology builder,

clus2pub.tekvizionlabscomis used for the test.

SetMaximum early dialogs supported 23
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SetEncryption support levek Optional

SetRefer Support=None

UndheckEnable medidypass

CheclkCentralized media processing

UncheckEnable RTP latching

CheckEnable forward call history

UncheclEnable forward PAssertedldentity data* [Note: this is checked when test scenarios that involve
restrict ID need to be executed]

UndheckEnable outbound routing failover timer

Skype for Business Server 2019 Control Panel — O X

@ Skype for Business Server Administrator | Sign out

7.0.20460 | Privacy statement

Home DIALPLAN  VOICE POUCY ROUTE  PSTMUSAGE  TRUNK CONFIGURATIOM  TEST VOICE ROUTING

Users

Topology Create voice routing test case information v

IM and Presence
Edit Trunk Configuration - PstnGateway:clus22pub.tekvizionlab...

Persistent Chat
o ok XK Cancel (7]
Voice Routing A
Scope: Foo
Voice Features Name: *
R.ESpCII"ISe Groups IPstnGateway:c us2Zpub.tekvizionlzbs.com
Description:

Conferencing

Clients
Maximum early dialogs supported:

Federation and =
External Access I23 E’

Monitoring Encryption support level:

and Archiving I Ontional 'I
Security Refer support:

Network INDne v I

Configuration
|| Enable media bypass

@ Centralized media processing
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Skype for BusinessTrunk ConfigurationContinued

Skype for Business Server 2019 Control Panel - [m| x

Administrator | Sign out

@ Skype for Business Server 70.20460 | Privacy statement

Home DIAL PLAN  VOICE POLUICY ROUTE  PSTN USAGE  TRUNK CONFIGURATION  TEST VOICE ROUTING

Users

Topology Create voice routing test case information v
IM and Presence
Edit Trunk Configuration - PstnGateway:clus22pub.tekvizionlab...

f ok X Cancel (7]
Voice Routing E
|_| Enable RTP latching

Persistent Chat

Voice Features
|| Enable forward call history

Response Groups
P P |L_| Enable forward P-Asserted-Identity data |

Conferencing (/| Enable outbound routing failover timer

Clients # Associated PSTN Usages

Federation and 4 Select..

o 4
External Access

PSTN usage record Associated routes
Monitoring
and Archiving

Security

Metwork
Configuration
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Skype for BusinessTrunk ConfigurationContinued

= e for Business Server ontrol Panel -
[55) Skype for Busi S 2019 C | Panel O hed

Administrator | Sign out

@ Skype for Business Server 7020460 | Privacy statement

Home DIALPLAN  VOICEPOUCY ROUTE  PSTNUSAGE  TRUNK CONFIGURATIOM  TEST VOICE ROUTING

Users

Topalogy Create voice routing test case information v

IM and Presence
Edit Trunk Configuration - PstnGateway:clus22pub.tekvizionlab...

Persistent Chat
oKk X Cancel (7]

L3

Voice Routing

Voice Features Calling number translation rules

dNew [z B 8 select.. 7 &

Translaticn rule State Pattern to match Translation pattern

Response Groups
Conferencing
Clients

Federation and
External Access

Monitoring
and Archiving

- Called number translation rules
Security

Network FhNew g S| B select.. & &

Configuration Translation rule State Pattern to match Translation pattern
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Route Configuration

Navigation:Voice Routing> Route
Click New
Set Name=enter a name toidentify this Route CiscoRoutés used fothis test.

Addassociatedrunks = select the trunk configed earlier¢ PstnGateway: clus®ib tekvizionlabscom

e for Business Server ontrol Pane —
=) Skype for Busi S 09 ¢ | Panel O X

Administrator | Sign out

@ Skype for Business Server 70.2046.0 | Privacy statement

Home DIALPLAN  VOICEPOUCY ROUTE  PSTNUSAGE  TRUNK CONFIGURATION  TEST VOICE ROUTING

Users

Topology Create voice routing test case information v

IM and Presence
Edit Voice Route - CiscoRoute

Persistent Chat
o 0K K Cancel ®
Voice Routing ¢
Scope:
Voice Features Name: *
Response Groups ICiscoRoute I
Description:

Conferencing

Clients

Build a Pattern to Match
Add the starting digits that you want this route to handle, or create
the expression manually by dicking Edit.

Federation and
External Access

Monitaring Starting digits for numbers that you want to allow:
and Archiving - - ;
ype a valid number and then click Add. Add
Security
Exception
Metwork
Configuration Remove
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Skype for BusinessRoute Configuratior(Continued

Skype for Business Server 2019 Control Panel - [m| X

Administrator | Sign out
F0.2046.0 | Privacy statement

@ Skype for Business Server

Home DIAL PLAN  VOICEPCOUCY ROUTE  PSTNUSAGE  TRUNK CONFIGURATION  TEST VOICE ROUTING

Users

Topology Create voice routing test case information v
IM and Presence

Edit Voice Route - CiscoRoute
Persistent Chat

o ok K Cancel o
Voice Routing 6
: Match this pattern: *

Voice Features I
Response Groups

. — o =
Conferencing | Edit | Resst | @
Clients

|:| Suppress caller ID
Federation and

Alternate caller ID:
External Access

Monitoring

and Archiving Associated trunks:

Security I PstnGateway:clus22pub.tekyizi... I
Netwaork

Configuration
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Skypefor Business;Route Configuratior(Continued

Skype for Business Server 2019 Control Panel — [m| *

Administrator | Sign out
T.0.2046.0 | Privacy statement

@ Skype for Business Server

Home DIALPLAN  VOICEPOUCY ROUTE  PSTMNUSAGE  TRUNKCONFIGURATION — TEST VOICE ROUTING

Users

Topology Create voice routing test case information v

IM and Presence
Edit Voice Route - CiscoRoute

Persistent Chat

o ok X cancel @
Voice Routing I A
Voice Features

Response Groups

3 Associated PSTN Usages
Conferencing
Bqselect.. Remove p L

Clients
PSTM usage record Associated voice policies

Federation and

CiscoPSTMUsage Cisco
External Access

Menitoring
and Archiving
Security

Metwork
Configuration Translated number to test:

4

Page21 of 102



Voice Policy and PSTN Usage Configuration

Navigation:Voice Routing> Voice Policy
Click New
Set Name = enter a name teintify this voice policy Ciscasused in this test.

SetCallingFeatures:

=

Check Enable call forwarding

Check Enable delegation

Checkenable call transfer

CheckEnable call park

CheckiEnable simultaneous ringing of phones
Checkenable team call

CheckEnable PSTN reroute

UncheckEnable bandwidth policy override
UncheclkEnable malicious call tracing

Enable Busy options

=A =/ =4 =4 =4 4 4 -4 -4

Uncheck Enable busy options for Federation

Set Associated PSTNages:

1 Click New
1 SetName:enter a name to identifghe PSTNUsagerecord¢ CiscoPSTNUsaipeused in the test.

i Set Associated Routesselect the route created earlieGiscoRoute
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Skype for Business Server 2013 Control Panel - O X

Administrator | Sign out

@ Skype for Business Server 7020060 | Frivacy ststement

Home DIAL FLAN ~ VOICE POLICY  ROUTE  PSTM USAGE  TRUMK CONFIGURATION — TEST WOICE ROUTING

Users

T Create voice routing test case information v
opelogy

IM and Presence
Edit Voice Policy - Cisco

Persistent Chat
o ok R Cancel

oice Routing i
Scope: User —

oice Features Name:

Response Groups I Cisco I

Conferencing Description:

Clients

~ Calling Features

Federation and = =
External Access || Enable call forwarding |+ Enable simultanecus ringing of phones || Enable malicious call tracing
Manitoring || Enable delegation [+f] Enable team call | Enable busy options
and Archiving || Enable call transfer |+/] Enable PSTN reroute | Enable busy options for Federation
Security | Enable call park |__| Enable bandwidth policy override
Network Associated PSTN Usages 3
Configuration

#New Bselect. / Showdetsils.  Remove

PSTN usage record Associated routes

| CiscoPSTMUzage CiscoRoute |
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Dial Plan Configuration

Navigation:Voice Routing> Dial Plan

Default Dial plan used for this topology

Skype for Business Server 2019 Control Panel - O X

Administrator | Sign out

@ Skype for Business Server 7020460 | Privacy statement

Home DIALPLAN  WOICEPOLICY ROUTE  PSTM USAGE  TRUNK CONFIGURATION — TEST VOICE ROUTING

Users

T Create voice routing test case information v
opology

IM and Presence
Edit Dial Plan - Global

Persistent Chat

o ok K Cancel ®
Woice Routing -

Scope: Global -
oice Features Name: *
Response Groups IGlObal I
Conferencing Simple name: *

|pesauteprofi= ]
Clients

- Description:
Federaticn and
External Access
Mﬂni‘loﬁng Dial-in conferencing region:
and Archiving 7
Security External access prefix
?
Netwark
Iguration Associated Normalization Rules |
dhew 3 (5| B Select. . 8
Mormalization rule State Pattern to match Transkstion pattern
| Ke=pau Committed  A(\d+)$ 1 ]
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Call Park Range Configuration

Navigation:VoiceFeatures> Call Park

Click New.

SetName= enter text to identifythe callPark Range Orbit range is used in the test.

SetNumberRange= 4500 to 459% used in the test.

SetFQDN of destination serverselect the desired serverfe.sfblabtnlocal is used in the test

Skype for Business Server 2019 Control Panel

@ Skype for Business Server

Home

Users

Topology

IM and Presence
Persistent Chat
Voice Routing
Voice Features

Response Groups

Conferencing

CALL PARK  UNASSIGNED NUMBER

Edit Call Park Number Range - Cisco call park
H Commit X Cancel

Name: *

ICisco call park

Number range: *

f4s00 - 4509

FQDN of destination server: *

| fe.sfblabtn.local
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Global Media Bypass Configuration

Navigation:Network Configuration> Global
Edit Global Setting

1 Undeck Enable media bypass

Commit the configuration.

Skype for Business Server 2019 Control Panel

@ Skype for Business Server

GLOBAL  LOCATION POLICY

| || Enable media bypass I

Voice Routing
) Always bypass
Voice Features

Farees

BANDWIDTH POLICY

Home
Users
Edit Global Setting - Global
Uz sl kd Commit X Cancel
IM and Presence Scope: Global
Persistent Chat |_[ Enable call admission control

Use sites and region configuration

Response Groups Enable bypass for non-mapped sites

REGION

SITE

SUBNET

REGION LINK

REGION RC
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User Configuration

Login to theSkype for BusinegsctiveDirectory

Navigation: Active Directory Users and Compufgtdsers

Add a New User

File Action View Help

] Active Directory Users and Computers

& nE /B XER HEIARETE%

Description

All domain guests

All domain users

Designated administrato...

Members of this group ..

Members of this group ..

Mermbers in this group c...

Built-in account for gue...

Members of this group ..

Members of this group ...

: Active Directory Users and Com || pame Type
_— saved Queries EEDomain Guests Security Group...
v slf.blglzl'?:';rcal :%Domain Users Security Group...
z Computers :%Enterpr?se Admins . Secur?ty Group...
= Domain Controllers :%Enterpnse Key Admins Security Group...
: ForeignSecurityPrincipal :%Enterprise Read-only Domain... Security Group...
“ Managed Service Accout :%Group Policy Creator Owners  Security Group...
= U Dciees User
a Delegate Control... mins Security Group...
Find... sed Users Security Group...
I MNew >| Computer
All Tasks > Contact
0= 5 Group
InetOrgPerson
Refresh msD5-KeyCredential
Export List.. msDS-ResourcePropertylist
Properties msD5-ShadowPrincipalContainer
Help mslmaging-P5Ps
2 rTcu MSMQ Queue Alias
82 RTCU Printer
:%RTCUl I User I
%RTCU' Shared Folder
< > :%RTCUnl\rersa|u5erneauun|}rur... SECUMNTY WroUp..

ers in this group can...
nbers of this group ...
nbers can be used a...
abers can be used a...
abers can be used a...
abers have read acc...
nbers can participat...
nbers have read acc...
nbers have write acc...
nbers can only read ...
nbers have read acc...
nbers can manage a..
nbers have read acc...

nbers can manage R...

wiembers have read acc...

Creates a new item in this container,
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Skype for Business New User configuration (continued)

Follow the screenshots below to add a new user:

Mew Object - User

; Createin:  sfblabtn local/Users
dd

First name: |test1 | Initials: I:I

Last name: |

Full name: |test'|

|User logon name:
st || @sfblabtn ocal v

User logon name (pre-Windows 2000):
|5FE=LABTN\ | |test1

< Back Mext > Cancel
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Skype for Business New User configuration (continued)

Mew Object - User

J Create in:  sfblabtn local/Users

did
Password: TTTIIIY |
Confim password: |uuuu| |

[ ] User must change password at next logan
IUser cannot change passwond

Password never expires

[ ]Account is disabled

< Back Meat = Cancel
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Skype for Business New User configuration (continued)

MWew Object - User =

J Createin:  sfblabtn local/Users
{Ld

When you click Finish, the following object will be created:

Full name: test8
|User logon name: test3@sfhlabtn local

The user cannot change the password.
The password never expires.

< Back Cancel

Once the user is created, login to tB&ype for BusinesX)19Control Panel

Navigation: Use® Enable users

Click on the Add buttoand find the new user created earlier.
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Skype for Business New User configuration (continued)

Skype for Business Server 2019 Control Panel — O Y

@ Skype for Business Server

USER SEARCH
Home
Users .
New Skype for Business Server User
Topology 4 Enable ¥ Cancel
IM and Presence Users:
Persistent Chat Display name Status
Voice Routing Remove
Voice Features
Response Groups Assign users to a pool: *

Conferencing

Clients Generate user’s SIP URI:
(*) Use user's email address
Federation and

(_} Use the user principal name (UPN)
External Access

() Use the following format:

Monitoring )
2q <FirstName=>.<LastName> @
and Archiving
. LJ Use the following format:
Security 9

Set Assign users topmol=fe.sfblabtn.localfrom drop down menu

{ Si DSy S SIP RSpeiy % BIR BRI: sist1@sfbsp.localThisis used in this test
SetTelephonyEnterpriseVoice

Set LindJRI =tel: +5001is used for the test. This is the DN for the user.

Set Diaplan policy= Automatic (as configured earlier)

SetVoice policy Cisco(as configured earlier)

Click Enable.
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Skype for Business New User configuration (continued)

=) Skype for Business Server 2019 Control Panel — O s
kyp
- Administrator | Sign out
@ Skype for Business Server 740.20460 | Privacy statement
USER SEARCH
Home
Users

Edit Skype for Business Server User - test1
Topology I Commit K Cancel @

IM and Presence

| *

Display name:

Persistent Chat [testr |
Vpice Routing @ Enabled for Skype for Business Server
L%
Voice Features SIP address:
[siptesta | @ | stoisotniocal |
Response Groups
Registrar pool:
Conferencin
g | fesfolabtn.iocal |z
Clients Telephony:
Federation and I Enterprise Veice v I ?
External Access
Line URL:
Menitoring
= s+ 5 ?
and Archiving Itel.+5301 I !
Security Dial plan policy:
| <Automatics hd || Wi, |
MNetwork
Configuration Voice policy:
I Cisco v || view.. |
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ClientConfiguration

Download the latest version of tHekype for Businesdient and launch the same.
Navigation: Setting$ Tool# OptionsA Personay MyAccount

Set Sigrin-address= enter the sip uri of the user configured in username@domain format.
testl @sfblabtn.locais used for example.

Skype for Business - Options

General My account

Personal Sign-in address: I test1@sfblabtn.locall I Advanced...

Contacts List

Status Automatically start the app when I log on to Windows

My Picture Start the app in the foreground

Phones

Hlerts Personal information manager

1M ' )

Ringtones and Sounds Microsoft Exchange or Microsoft Outlook ~
Audio Device Update my presence based on my calendar information

Video Device sh ting subject and location to contacts in my W i lationshi

Call Forwarding ow meeting subject and location to con in my Workgroup privacy relationship

File Saving Show my Qut of Office info to contacts in my Friends and Family, Warkgroup, and Colleagues
Recording privacy relationships

Skype Meetings Save IM conversations in my email Conversation History folder

Save call logs in my email Conversation History folder

Location

[m] Share my location info with other programs I use

Show pictures
Mote: Clearing the box turns off all pictures in the app induding yours.

Show pictures of contacts

Cancel Help

ClickAdvanced. Seletflanual Configuration.

Set Internal Server Name= Enter tR@DN of the domain (fe.sfblablocalis used for example)

Page33of 102


mailto:test1@sfblabtn.local

Advanced Connection Settings

Select the method you want to use to corfigure your connection settings.

() Automatic configuration
(®) Manual corfiguration

Imtemal server name:

fe sfhlabtn local

Extemnal server name: |

Coce

Help
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Configuring the Cisco Unified Communicatidanager

Cisco Unified CommunicatioManagerSoftware Version

SIP Trunk Security Profitee Trunk toSkype for Business

Navigation System#y Securityh SIP trunk security profile
SetName'= SFB_ SECURITY_PROHE is used for the test

Set Device Security modeEncrypted
SetlncomingTransportType = TLS

St Outgoing Transport Type = TLS
SetX.509 Subject Name fe.sfblabtn.local
Setlncoming Port = 5061

CheckAccept Presenc8ubscription
CheckAccept out of dialog refer
CheckAccept unsolicited notification
CheckAccept Replaces header
ChecKTransmit security status

All other values are default.
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