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Introduction 
 

This document describes the steps and configurations necessary for Cisco Unified Communications 

Manager (Cisco UCM) release 12.5.1 to interoperate with the Skype for Business 2019 on TLS using the 

following configuration:  

 

The following items were tested:  
 

¶ Basic call between the two systems and verification of voice path, using both SIP and Legacy phones 
on the Cisco side, and SIP client on the Skype for Business side (Refer to limitation section for more 
info) 

¶ CLIP/CLIR/CNIP/CNIR features: Calling party Name and Number delivery (allowed and restricted) 
(Refer to limitation section for more info) 

¶ COLP/CONP/COLR/CONR features: Connected Name and Number delivery (allowed and restricted) 
(Refer to limitation section for more info) 

¶ Call Transfer: Attended and Early attended (Refer to limitation section for more info) 

¶ Alerting Name Identification (Refer to limitation section for more info) 

¶ Call forwarding: Call Forward Unconditional(CFU), Call Forward Busy (CFB), and Call Forward No 
Answer (CFNA) 

¶ Hold and Resume with Music on Hold 

¶ Three-way conferencing (Refer to limitation section for more info) 

¶ Voice messaging and MWI activation-deactivation (Refer to limitation section for more info) 

¶ Extend and Connect (Refer to limitation section for more info) 

¶ Call Park (Refer to limitation section for more info) 
 

Listed below are the highlights of the integration issues: 
 

¶ Basic calls work from Cisco UCM to Skype for Business and vice versa. Only Cisco SIP phones were 
used on Cisco UCM side as SCCP phones do not support 80-bit crypto attribute required by Skype 
for Business 

¶ Skype for Business drops the call on HOLD after 30 seconds where the call hold inititated from Skype 
for Business client. 

¶ Basic calls work from Cisco UCM to Skype for Business and vice versa using G711 ulaw and alaw 

¶ Caller name and number is not updated correctly for basic calls, attended and early-attended 
transfer scenarios 

¶ Video calls between the Cisco UCM and Skype for Business users were not tested 

¶ REFER support should be disabled in Skype for Business for the Call Park scenarios 

¶ Skype for business does not consider privacy:id sent in 18x and 2xx message from Cisco UCM 
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¶ A call placed on hold by the Skype client is dropped after 30 seconds when Skype for Business Server 
2019 version 7.0.2046.123 is used.  The issue is resolved with the newer release of Skype for 
Business 2019 version 7.0.2046.151 and above. 

 

Below are the key results: 
 

¶ Basic call, Call Transfer, Call Forwarding, Conference Call, and Hold and Resume tested successfully 
with a few caveats and limitations. 

¶ Centralized voicemail, using Unity Connection server integrated with Cisco UCM via SIP is used for 
testing. This voicemail solution can provide centralized voicemail services, supporting both Skype 
for Business users and Cisco end users. 

Network Topology 
 

 
 

Limitations 
 

These are the known limitations, caveats, or integration issues: 

¶ Skype for Business does not support G729 codec. Trunk tested with only G711 ulaw and alaw. 

¶ Disable Media Bypass on Skype for Business. If enabled, the Hold INVITE sent by Cisco UCM 
(without SDP) being rejected with 488 on Skype for Business. 

¶ Skype for Business and Cisco UCM does not support overlap dialing modes on their SIP endpoints 
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¶ Skype for Business does not consider Privacy: ID parameter sent by Cisco UCM during 180 Ringing 
or 200 OK when Connected Name/ID is resticted on Cisco UCM. Subsequently, Skype for Business 
does not support updating the Connected PartyΩǎ display as Private. 

¶ Skype for Business does not update the CLID in transfer/conference scenarios. After 
transfer/conference is completed, Cisco UCM sends mid call INVITE and UPDATE messages that 
contain PAI and RPI. Skype for Business does not update this information on thier client display. 

¶ Skype for Business sends incorrect number in history-info during forward scenarios. As a work 
around Skype for Business, users DN are configured with a prefix "+". 

¶ Cisco UCM Remote Destination is configured with a prefix άҌέ and a Route Pattern to route a DN 
with a preix ΨҌΩ is added. (Refer Cisco UCM configuration section - Cisco Unified Communications 
Manager Route Pattern to invoke Jabber client with Remote Destination configured as Skype for 
Business Extension). 

¶ Skype for Business does not support MWI notification from Cisco Unity Connection. It responds 
ǿƛǘƘ ŀ άплр aŜǘƘƻŘ bƻǘ !ƭƭƻǿŜŘέ for a NOTIFY Message received from the Cisco UCM that has 
MWI information. 

¶ In Multiple Call Forwarding scenario between Skype for Business Users and Cisco UCM Users, 
wherein both originator and terminator being Skype for Business Users, originator does not 
display the Caller ID of terminator. 

¶ When Cisco UCM User completes the conference, the audio is on RTP. Pad-lock symbol on the 
Cisco phone disappears. 

¶ When Skype for Business user makes a caller ID, restricted call to Cisco Phone A, caller ID is 
displayed as Private. However, when Cisco Phone A transfers the call to Cisco Phone B, the caller 
L5 ŘƛǎǇƭŀȅŜŘ ƻƴ /ƛǎŎƻ tƘƻƴŜ . ƛǎ {ƪȅǇŜ ŦƻǊ .ǳǎƛƴŜǎǎ ǳǎŜǊΩǎ ŎŀƭƭŜǊ L5 ƛƴǎǘŜŀŘ ƻŦ ŘƛǎǇƭŀȅƛƴƎ ŀǎ tǊƛǾŀǘe. 

 

System Components 
 

Hardware Requirements 
 

The following hardware are used: 

¶ Cisco UCS-C240-M3S VMWare Host  

¶ Cisco 8851 and 7841 IP phones 
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Software Requirements 
 

The following software are used: 

¶ Cisco UCSC-C240-M3S VMware vSphere Image Profile: ESXi-5.5.0-1331820-standard 

¶ Cisco Unified Communications Manager release 12.5.1.11900-146 

¶ Cisco Unified Communications Manager IM & Presense Service release  12.5.1.11900-117 

¶ Cisco Unity Connection release 12.5.1.11900-57 

¶ Cisco Jabber 12.6.1.34405 Build 284405 

¶ Skype for Business Server 2019 version 7.0.2046.0 

¶ Skype for Business Client version 16.0.11328.20390 
 

Features 
 

This section lists supported and unsupported features. No deviation from the configuration presented in 

this document will be supported by Cisco.  Please see the Limitations section for more information. 

 

Features Supported 
 

¶ CLIPτcalling line (number) identification presentation 

¶ CLIRτcalling line (number) identification restriction 

¶ CNIPτcalling Name identification presentation 

¶ CNIRτcalling Name identification restriction 

¶ Attended call transfer 

¶ Early attended call transfer 

¶ CFUτcall forwarding unconditional 

¶ CFBτcall forwarding busy 

¶ CFNAτcall forwarding no answer 

¶ COLPτconnected line (number) identification presentation 

¶ COLRτconnected line (number) identification restriction 

¶ CONPτconnected Name identification presentation 

¶ CONRτconnected Name identification restriction 

¶ Hold and resume 

¶ Conference call 

¶ MWIτMessage Waiting Indicator (only for Cisco Endpoints) 
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¶ Audio Codec Preference List 

¶ Call Park/Pickup(see limitation section) 

¶ Extend and Connect 

¶ Shared Line on Cisco Endpoints 
 

Features Not Supported or Not Tested 
 

¶ G729 voice codec 

¶ Call completion (callback, automatic callback) 

¶ Shared Line on Skype for Business 

¶ Message Waiting Indicator on Skype for Business Endpoints 

¶ Blind transfer 

¶ Video calls 

¶ Scenarios that required third PBX. 

¶ Scenarios involving Non-SIP interfaces 

¶ Scenarios involving Cisco UCM SCCP Phones 

¶ Scenarios involving Non-SIP interfaces  

¶ Connected party restriction sends and receives on Skype for Business Server is not supported 
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Configuration 
 

The goal of this guide is to provide an overview of the integration between Cisco Unified Communication 

Manager and Skype for Business.  The deployment will interconnect the UC systems using SIP.  No PSTN 

connectivity has been tested with this integration.  The following sections provide the required 

configurations for a successful integration. 

 

Global Trunk Configuration Highlights: 
 

Setting Value 

Skype for Business Media Bypass DISABLED 

Skype for Business Encryption Support OPTIONAL 

Skype for Business REFER Support DISABLED 

Cisco UCM SIP Trunk MTP DISABLED 

Cisco UCM PRACK ENABLED 

Cisco UCM Early Offer ENABLED 

Transport type Cisco UCM to Skype for Business TLS 

Cisco UCM SRTP allowed Enabled 

 

Configuring Sequence and Tasks: 
 

Configuring the Skype for Business: 

¶ Add Cisco UCM to Skype for Business Topology 

¶ Trunk Configuration 

¶ Route Configuration 

¶ Voice Policy and PSTN Usage Configuration 

¶ Dial Plan Configuration 

¶ Call Park range Configuration 

¶ Media Bypass Configuration 

¶ User Configuration 

¶ Client Configuration 
 

Configuring the Cisco Unified Communications Manager: 

¶ SIP trunk security profile 

¶ SIP profile 

¶ Media resource group and media resource group list 

¶ Assign media resource group list (MRGL) in the default device pool 

¶ Region configuration 

¶ Normalization script 
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¶ SIP trunk to Skype for Business 

¶ SIP Trunk to Cisco Unity Connection 

¶ Assign User in Cisco Unity Connection 

¶ SIP phones device configuration 

¶ Route Group, Route List and SIP Route Pattern 

¶ Voice Mail 

¶ Route pattern to Skype for Business, Unity Connection and Skype for Business call Park 
Range 

¶ Extend and Connect Feature and User configuration 
 

Configuring the Cisco Unity Connection: 
 

¶ Cisco Unity Connection Telephony Integration 

¶ Cisco Unity Connection User Configuration 
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Configuring the Skype for Business 
 

Add Cisco UCM to Skype for Business Topology 
 

Run the Skype for Business 2019 Topology Builder as a user in the CSAdministrator group. 

Navigation: Skype for Business ServerĄCleanDefaultTopologyĄShared ComponentsĄPSTN gateways 

wƛƎƘǘ ŎƭƛŎƪ ŀƴŘ ǎŜƭŜŎǘ άbŜǿ Ltκt{¢b DŀǘŜǿŀȅέ 

 
 

Set FQDN = <FQDN of the Cisco UCM>ς clus22pub.tekvizionlabs.com is used in this test. 

Click Next. 
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Skype for Business ς Add PSTN Gateway (Continued) 
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Check the Enable IPv4 and Use all configured IP addresses radio button 

Click Next. 

 

 
 
 
Set Trunk Name = FQDN of the Cisco UCM ς clus22pub.tekvizionlabs.com is used for this test 

Set Listening port for IP/PSTN gateway = The Listening port should match the Incoming Port setting in 

the CISCO UCMΩǎ SIP Trunk Security Profile ς 5061 is used for this test 

Set SIP Transport Protocol = TLS 

Set Associate Mediation Server: Assign this PSTN gateway to the Front End co-located mediation server 

ς fe.sfblabtn.local is used for this test. 

Click Finish. 
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Skype for Business ς Add PSTN Gateway (Continued) 
 

 
 

Publish the topology so these new configurations take effect. 
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Skype for Business ς Add PSTN Gateway (Continued) 
 

 

 

Trunk Configuration 
 

Open the Skype for Business 2019 Control Panel. 

Navigation: Voice Routing -> Trunk Configuration 

Select New ĄPool Trunk 

 

 

Set Service = Trunk to Cisco UCM that was created earlier as a PSTN gateway in the topology builder ς 

clus22pub.tekvizionlabs.com is used for the test. 

Set Maximum early dialogs supported = 23 
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Set Encryption support level = Optional 

Set Refer Support = None 

Uncheck Enable media bypass  

Check Centralized media processing 

Uncheck Enable RTP latching 

Check Enable forward call history 

Uncheck Enable forward P-Asserted-Identity data* [Note: this is checked when test scenarios that involve 

restrict ID need to be executed] 

Uncheck Enable outbound routing failover timer 
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Skype for Business ςTrunk Configuration (Continued) 
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Skype for Business ςTrunk Configuration (Continued) 
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Route Configuration 
 

Navigation: Voice Routing -> Route 

Click New 

Set Name = enter a name to identify this Route. CiscoRoute is used for this test. 

Add associated trunks = select the trunk configured earlier ς PstnGateway: clus22pub.tekvizionlabs.com 
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Skype for Business ςRoute Configuration (Continued) 
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Skype for Business ςRoute Configuration (Continued) 
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Voice Policy and PSTN Usage Configuration 
 

Navigation: Voice Routing -> Voice Policy 

Click New 

Set Name = enter a name to identify this voice policy ς Cisco is used in this test. 

Set Calling Features: 

¶ Check Enable call forwarding 

¶ Check Enable delegation 

¶ Check Enable call transfer 

¶ Check Enable call park  

¶ Check Enable simultaneous ringing of phones 

¶ Check Enable team call 

¶ Check Enable PSTN reroute 

¶ Uncheck Enable bandwidth policy override 

¶ Uncheck Enable malicious call tracing 

¶ Enable Busy options 

¶ Uncheck Enable busy options for Federation 

 

Set Associated PSTN usages: 

¶ Click New 

¶ Set Name: enter a name to identify the PSTN Usage record ς CiscoPSTNUsage is used in the test. 

¶ Set Associated Routes = select the route created earlier= CiscoRoute  
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Dial Plan Configuration 
 

Navigation: Voice Routing-> Dial Plan 

Default Dial plan used for this topology 
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Call Park Range Configuration 
 

Navigation: Voice Features -> Call Park 

Click New. 

Set Name = enter text to identify the call Park Range ς Orbit range is used in the test. 

Set Number Range = 4500 to 4599 is used in the test. 

Set FQDN of destination server= select the desired server ς fe.sfblabtn.local is used in the test 
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Global Media Bypass Configuration 
 

Navigation: Network Configuration -> Global 

Edit Global Setting ς 

¶ Uncheck Enable media bypass   

Commit the configuration. 
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User Configuration 
 

Login to the Skype for Business Active Directory 

Navigation: Active Directory Users and Computers ĄUsers 

Add a New User 
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Skype for Business ς New User configuration (continued) 

Follow the screenshots below to add a new user: 
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Skype for Business ς New User configuration (continued) 
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Skype for Business ς New User configuration (continued) 

 

 

Once the user is created, login to the Skype for Business 2019 Control Panel 

Navigation: UsersĄ Enable users 

Click on the Add button and find the new user created earlier. 
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Skype for Business ς New User configuration (continued) 

 

 

 

Set Assign users to a pool= fe.sfblabtn.local from drop down menu 

{Ŝǘ DŜƴŜǊŀǘŜ ǳǎŜǊΩǎ SIP URI: Specify a SIP URI: sip:test1@sfbsp.local .This is used in this test  

Set Telephony=Enterprise Voice 

Set Line URI: = tel: +5001 is used for the test. This is the DN for the user. 

Set Dial plan policy = Automatic (as configured earlier) 

Set Voice policy= Cisco (as configured earlier) 

Click Enable. 
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Skype for Business ς New User configuration (continued) 
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Client Configuration 
 

Download the latest version of the Skype for Business client and launch the same. 

Navigation: SettingsĄToolsĄOptionsĄPersonalĄMyAccount 

Set Sign-in-address= enter the sip uri of the user configured in username@domain format. 

test1@sfblabtn.local is used for example. 

 

 

 

Click Advanced. Select Manual Configuration. 

Set Internal Server Name= Enter the FQDN of the domain (fe.sfblabtn.local is used for example) 

mailto:test1@sfblabtn.local
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Configuring the Cisco Unified Communications Manager 
 

Cisco Unified Communications Manager Software Version 

 

 

 

SIP Trunk Security Profile for Trunk to Skype for Business 
 

Navigation: SystemĄ Security Ą SIP trunk security profile 

Set Name*= SFB_SECURITY_PROFILE.  This is used for the test. 

Set Device Security mode = Encrypted 

Set Incoming Transport Type = TLS 

Set Outgoing Transport Type = TLS 

Set X.509 Subject Name = fe.sfblabtn.local 

Set Incoming Port = 5061 

Check Accept Presence Subscription 

Check Accept out of dialog refer 

Check Accept unsolicited notification 

Check Accept Replaces header 

Check Transmit security status 

All other values are default. 








































































































































