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 SAFE Architecture and Design Guides 

More information about how Cisco SAFE simplifies security, along with this and other Cisco Validated Designs 

(CVD), can be found here. 

Business Flow and Threat Capabilities 

Business Flows: SAFE uses the concept of business flows to simplify the identification of threats, and this 

enables the selection of capabilities necessary to protect them. Secure Remote Worker has remote users 

accessing applications hosted in the secured environment.  

 

http://www.cisco.com/go/safe
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 The Secure Remote Worker (AWS) Business Flow 

Threat Capabilities: A secure remote worker is simplified using foundational, access, and business capability 

groups. Each flow requires the foundational group. Additional business activity risks need appropriate controls 

as shown in the Figure 5. User and Device capabilities are located where the flow originates from a remote 

worker to AWS VPC. For more information regarding capability groups, refer to the SAFE Overview Guide. 

 

 Threat Capabilities for business flows 

*ISE is not part of this design guide 

https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/safe-overview-guide.pdf
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Cisco Overview 
This Cisco validated design guide (CVD) covers the following devices and modules to extend security to remote 

workers. 

Devices / Modules  Functionality 

Cisco Secure AnyConnect Mobility Client VPN Client for endpoints 

Cisco Adaptive Security Appliance (Virtual) - ASAv VPN Gateway / VPN concentrator  

Cisco Firepower Next-Generation Firewall (Virtual) - 

NGFWv 

VPN Gateway / VPN concentrator 

Cisco Duo Multi-factor authentication 

Cisco Umbrella Roaming Security Module DNS layer security 

Cisco AMP Enabler  File/Malware/IPS Check 

Cisco AnyConnect Secure Mobility Client: Cisco AnyConnect Secure Mobility Client is available for Windows, 

Mac, and Linux (64-bit) OS. It provides secure connectivity using TLS, DTLS, and IPSec VPN terminated on 

Cisco ASAv and Cisco NGFWv for remote access VPN (RAVPN) 

Cisco Adaptive Security Virtual Appliance (ASAv): The Cisco adaptive security virtual appliance is a security 

appliance that protects the cloud environment. It provides users with highly secure access to cloud resources - 

anytime, anywhere. The remote users can use Cisco AnyConnect Secure Mobility Client on the endpoints to 

securely connect to the resources hosted in the Cloud. Cisco ASAv is available in AWS Marketplace and 

supports "Bring your own license (BYOL)" and "Pay-as-you-go (PAY-G)" licensing models 

Cisco ASAv provides a wide range of license entitlement options: 

ASAv Models 

ASAv5, ASAv10, ASAv30, ASAv50, ASAv100 

Cisco ASAv offers flexible management options: 

Management Options Detail 

Command Line Interface (CLI) On-box configuration 

Adaptive Security Appliance Device Manager (ASDM) On-box manager 

Cisco Defense Orchestrator (CDO)  Cloud-based (multi-device manager) 

Cisco Security Manager (CSM) On-premise (multi-device manager) 

Application Programing Interface (API) Configuration, monitoring and orchestration 

Cisco Next-Generation Firewall Virtual / Firepower Threat Defense Virtual (NGFWv): The Cisco Firepower 

NGFW Virtual (NGFWv) helps you prevent breaches, get visibility to stop threats fast, and automate operations 

to save time. A next-generation firewall virtual is a network security device that provides capabilities beyond a 

traditional, stateful firewall by adding capabilities like virtual private network (VPN) application visibility and 

control (AVC), Next-Generation IPS (NGIPS), URL filtering, and Advanced Malware Protection (AMP). Cisco 



https://duo.com/docs/cisco
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 Cisco Umbrella Roaming Security Module 

Cisco AnyConnect AMP Enabler: Cisco AnyConnect AMP Enabler is used as a medium for deploying Advanced 

Malware Protection (AMP) for Endpoints. It pushes the AMP for Endpoints software to a subset of endpoints 

from a server hosted locally within the enterprise and installs AMP services to its existing user base. This 

approach provides AnyConnect user base administrators with an additional security agent that detects potential 

malware threats happening in the network, removes those threats, and protects the enterprise from 

compromise. It saves bandwidth and time taken to download, requires no changes on the portal side, and can 

be done without authentication credentials being sent to the endpoint. AnyConnect AMP Enabler protects the 

user both on and off the network or VPN. 

 

 Cisco AMP Enabler 

License requirement to enable AMP Enabler: 

https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/package-comparison.html 

Product License 

Cisco AMP license Essential, Advantage or Premier 

Security Integration 

Let's look at the security integration covered in this design guide. We will start with a VPN configuration on the 

firewall. Once firewalls are ready to accept VPN connection, we will then integrate the Cisco firewall with the 

following security controls to get the desired security, visibility, and threat protection. 

https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/package-comparison.html




https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://aws.amazon.com/transit-gateway/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://aws.amazon.com/route53/


https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security-virtual-appliance-asav/datasheet-c78-733399.html
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AWS Instance Size Supported License Entitlement 

c3.2xlarge, c4.2xlarge, c5.2xlarge, m4.2xlarge ASAv50 

c5.4xlarge, c5n.4xlarge ASAv100 

Cisco Firepower Next-Generation Firewall supports the following mentioned instance types only (NGFWv 

datasheet) enable license to support throughput and the maximum number of VPN endpoints. 

AWS Instance Size Device 

c3.xlarge, c4.xlarge, c5.xlarge, c5.2xlarge, c5.4xlarge NGFWv 

Note: c5.2xlarge and c5.4xlarge can have upto eight interfaces.  

Cisco Firepower Management Center (FMCv) supports management of NGFWv provisioned in AWS or outside 

AWS. 

AWS Instance Size Device Maximum NGFWv firewall 
management support 

c3.4xlarge, c4.4xlarge, c5.4xlarge NGFWv 25 

Note: Refer to our datasheets for updated VPN numbers and throughput. 

https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw-virtual/datasheet-c78-742858.html
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 Outbound traffic (non-VPN traffic) uses AWS NAT gateway 

Remote access VPN key capabilities for traffic and threat management 

Static Split Tunnel versus Dynamic Split Tunnel 

The default behavior of a VPN client is to tunnel all traffic. The client sends everything through the tunnel unless 

the split tunnel is defined. Split tunnels are of two types static and dynamic. 
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 Remote employee accessing resources hosted in the data center (tunnel-all) 

Static Split Tunnel 

Static split tunneling involves defining the IP addresses of hosts and networks that should be included in or 

excluded from the remote access VPN tunnel. The limitation of the static split tunnel is that it is based on IP 

addresses defined in the split tunnel ACL. You can enhance split tunneling by defining dynamic split tunneling. 

 

The above configuration pushes the route for 10.1.0.0 255.255.0.0 network to the VPN client. The VPN client 

only sends traffic for 10.1.0.0/16 through the tunnel. Traffic not destined for 10.1.0.0/16 network is not part of 

the VPN tunnel. 

FTD configuration example for split tunnel: Link 

 

 Traffic destined for 10.1.0.0/16 is sent through the VPN tunnel, other traffic is exempted from 

VPN tunnel 

Dynamic Split Tunnel 

With dynamic split tunneling, you can fine-tune split tunneling based on DNS domain names. Because the IP 

addresses associated with full-qualified domain names (FQDN) can change or simply differ based on region, 

defining split tunneling based on DNS names provides a more dynamic definition of which traffic should, or 

should not, be included in the remote access VPN tunnel. If any addresses returned for excluded domain names 

are within the address pool included in the VPN, those addresses will then be excluded. Excluded domains are 

not blocked. Instead, traffic to those domains is kept outside the VPN tunnel. 

Example: you could send traffic to Cisco WebEx, salesforce and Office365 on the public Internet, thus freeing 

bandwidth in your VPN tunnel for traffic that is targeted to servers within your protected network. 

access-list stunnel standard permit IP 10.82.0.0 255.255.0.0 

group-policy vpn-user attributes 

split-tunnel-network-list value stunnel 

 

https://www.cisco.com/c/en/us/td/docs/security/firepower/621/fdm/fptd-fdm-config-guide-621/fptd-fdm-ravpn.html
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 Dynamic split tunnel applied (exclude traffic destined to exclude domains) 

Cisco ASA natively supports a "dynamic split-tunnel" feature. On the Cisco Next-Generation firewall, the 

dynamic split tunnel feature is configured using Flex-Config. 

VPN always on 

Always-On operation prevents access to Internet resources when the computer is not on a trusted network, 

unless a VPN session is active. Enforcing the VPN to always be on in this situation protects the computer from 

security threats. 

When Always-On is enabled, it establishes a VPN session automatically after the user logs in and upon 

detection of an untrusted network. The VPN session remains open until the user logs out of the computer, or the 

session timer or idle session timer (specified in the ASA group policy) expires. AnyConnect continually attempts 

to reestablish the connection to reactivate the session if it is still open; otherwise, it continually attempts to 

establish a new VPN session. 

When Always-On is enabled in the VPN Profile, AnyConnect protects the endpoint by deleting all the other 

downloaded AnyConnect profiles and ignores any public proxies configured to connect to the ASA. 
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Non- VPN Remote worker (Duo Network Gateway)  
Remote workers without Cisco Secure AnyConnect Mobility Client can use Cisco Duo Network Gateway to 

securely access internal web applications from any device, using any browser, from anywhere in the world. 

Users can also remotely SSH to configured hosts through Duo Network Gateway after installing Duo's 

connectivity tool, providing server access without a VPN. 

Users first authenticate to Duo Network Gateway and approve a two-factor authentication request before they 

may access your different protected services. Session awareness minimizes repeated MFA prompts as users 

access additional services and hosts via your gateway. 

 

 Non-VPN remote worker (Duo Network Gateway) 

Duo Network Gateway: DNG Documentation  

https://duo.com/docs/dng
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Create the three Transit Gateway attachment for hub and spoke model 

TG name VPC Name Attachment Type Subnets Associated 

TG-to-Hub HubVPC VPC attachment Hubinside01, Hubinside02, and 

Hubinside03 

TG-to-Spoke1 Spoke1VPC VPC attachment Spoke01-Web 

TG-to-Spoke2 Spoke2VPC VPC attachment Spoke02-Web 

 

 

Subnets for Transit Gateway attachment 

VPC Name Attachment Type 

TG-to-Hub Hubinside01, Hubinside02, and Hubinside03 

TG-to-Spoke1 Spoke01-Web 

TG-to-Spoke2 Spoke02-Web 
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Create route-table in Transit Gateway and associate route table with HubVPC, Spoke1VPC, and Spoke2VPC 

VPC Name Attachment Type 

HubVPC VPC attachment 

Spoke1VPC VPC attachment 

Spoke2VPC VPC attachment 

 

 

Add routes in the route table associated to the transit gateway, the route table has routes for the following 

subnets: 

Subnet Name Subnet VPC Attachment  

HubASA1 VPN pool  10.100.0.0/16 HubVPC 

HubASA2 VPN pool 10.200.0.0/16 HubVPC 

HubASA3 VPN pool 10.201.0.0/16 HubVPC 

Spoke1VPC 10.1.0.0/16 Spoke1VPC 

Spoke2VPC 10.2.0.0/16 Spoke2VPC 

Default Route 0.0.0.0/0 HubVPC 
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Spoke1-WebRT is associated to Spoke01-Web. 

 

Spoke2-WebRT has a default route pointing to AWS Transit Gateway. 

 

Spoke2-WebRT is associated to Spoke02-Web. 





https://www.cisco.com/c/en/us/td/docs/security/asa/asa96/asdm76/vpn/asdm-76-vpn-config/vpn-wizard.html#ID-2217-0000005b
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Under the VPN protocol, select SSL and then click next. 

 

Now upload and point to the latest AnyConnect, click next 
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Add DNS and Domain information, click next. 

 

Enable NAT exempt for VPN traffic, then click next on AnyConnect Client Deployment page. 

Click finish to deploy. 

Repeat VPN setup steps for HubASA02 and HubASA03, use the following VPN pool. 

Device Name VPN Profile Name VPN Pool VPN Type 

HubASA02 srwvpn 10.200.0.0/16 RAVPN (SSL) 

HubASA03 srwvpn 10.201.0.0/16 RAVPN (SSL) 

 

Step 8: Configure AWS route53 for VPN load balancing - AWS route53 provides a way to load balance remote 
access VPN sessions 






















































