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Solution Overview

Cisco Hosted Security Solution: Reduce Operating
Expenses for Managed Security Services
What You Will Learn
Cisco® Hosted Security Solution (HSS) allows service providers to deliver highly costeffective managed security services to enterprise customers who face challenges
with maintaining a secure infrastructure, complying with regulatory requirements, and
controlling costs—and who experience a shortage of security expertise. By adopting a
managed security service based on Cisco HSS, service providers can help customers
reduce their IT security costs and provide always-up-to-date security protection,
while offloading security management operations.
Cisco HSS is based on a Cisco Virtualized Multiservice Data Center (VMDC)
architecture, which allows the service provider to deliver bundles of cloud
services, including security, collaboration, infrastructure as a service (IaaS),
and application services.

Challenge
Cloud and communication service providers’ challenge: Communication service
providers are experiencing commoditization, revenue decline, and high customer
turnover from traditional connectivity and managed services. They are extending
their catalog of services with cloud services to generate higher average revenue per
user (ARPU) from new value-added services including security services.
Managed security service providers who use dedicated physical security appliances
have challenges related to infrastructure and service delivery costs, as well as slow
service delivery. Delivering services from a cloud infrastructure is needed to reduce
infrastructure and operational costs and accelerate service offering and delivery.

1

Overview

Cloud service providers face challenges in monetizing their cloud infrastructure
investment, and they increasingly demand easily deployable cloud services beyond their
existing compute and storage services. To improve their return on large investments,
they need additional services that can be offered quickly to enterprise customers, with
lower investment costs on cloud infrastructure.
Enterprise challenge: IT transformation is underway, promoted by the influx of new
devices, mobile workers, cloud-based computing, expanded use of public cloud
applications, and increased demands for productivity without increases in IT budgets.
The threat landscape is changing to take advantage of the IT transformation. For
example, according to the 2013 Cisco Annual Security Report, there has been
a 2700 percent increase in threats targeted at Android-based devices. Despite
the growing popularity of instant messaging and social media, email remains the
primary communications platform for businesses. Email is also one of the primary
vehicles hackers use to launch security attacks. In addition, users can inadvertently or
intentionally share sensitive company information and files in emails. These challenges
make email protection and data loss prevention (DLP) critical components of an
organization’s overall IT security policy.
Businesses rely on the Internet every day for communicating, conducting research,
monitoring trends and events, and many other business activities. As Internet use
increases, so does the risk that malware and viruses could get into company’s network
through the web. These threats can compromise and expose data, disable computers,
and crash the network, which can cripple companies. Web content protection that use
on-premises security gateway appliances do not address the challenges of mobility,
cloud applications, and social media. Businesses need to define their web security
policy once and provide the same consistent protection for any device used to connect
to the network, from any location.

Business Benefits
Cisco HSS provides the following significant benefits for both service providers
and customers.
For service providers:
• Mitigate financial, technology, and market risk by using virtual machines instead of
physical security appliances. Service providers avoid the risk associated with upfront
investment into specific hardware, as well as avoiding technology obsolescence.
• Accelerate time to revenue by offering services using virtual platforms in the cloud
infrastructure foundation.
• Increase average revenue base by bundling multiple service offerings to the same
customer. This approach helps increase spend with existing customers and increase
the number of enterprise customers through broadened service offerings.
• Take advantage of a proven technology solution built with industry-standard hardware
(Cisco VMDC) and enterprise-class virtual security software (email, web, firewall,
and more).
• Reduce capital expenditure (CapEx) and operating expenses (OpEx) when
offering the service, due to the lower initial price, as well as increased automation
and standardization.
• Gain competitive differentiation, with the ability to offer a variety of bundled services,
along with multiple service tiers and service-level agreements (SLAs).
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For the enterprise customer:
• Cloud-based consumption model, proven in the industry to provide value to
enterprise customers
• Flexibility for responding to changing business needs quickly by expanding or
decreasing services
• Agility, based on rapid provisioning of computer resources using standardized and
consolidated services and management
• Predictability of IT costs and savings by avoiding the acquisition of expensive IT
resources and, instead, outsourcing to a partner
• Evergreen services with up-to-date security protection, features, and functionalities

Cisco Hosted Security Solution
Solution Architecture
The Cisco HSS (Figure 1) uses virtual security appliances hosted in the service
provider’s cloud to deliver managed security services for business customers. The
Cisco HSS can offer multiple services to a single business customer, such as email
protection, web protection, and firewall services. The architecture allows for
on-premises service, at the customer location, or hybrid service to address a
customer’s specific requirements.
Customized security polices can be implemented for each enterprise customer to best
meet their business and security requirements, or small business customers can use
predefined security policies.
The service provider operates the services for all customers from a single multitenant
service delivery platform, enjoying significant economies of scale that can lead to lower
capital and operational expenses, competitive prices to customers, and new revenue.
Figure 1. Cisco HSS Overview
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Solution Products and Technologies
Cisco HSS is based on the Cisco VMDC architecture for creating and deploying
scalable, highly secure, and resilient infrastructure.
Figure 2. Cisco HSS Components

Security services can delivered using a combination of Cisco virtual security appliances
(Figure 2) and third-party virtual security appliance products:
• Email protection using a virtual Cisco Email Security Appliance
• Web protection with a virtual Cisco Web Security Appliance
• Firewall using Cisco Cloud Service Router1000v Series and Cisco Adaptive Security
Virtual Appliance (ASAv)
Security Services
A cloud-based model is the most common model for the delivery of firewall
and content security services. Service providers can us Cisco HSS to deliver email
protection as a service, web content protection as a service, and firewall as a service.
• Email security as a service – ES-aaS: The main components of this service
are illustrated, at a high level, in Figure 3.
Figure 3. ES-aaS components
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• Web security as a service – WS-aaS: The main components for this service are
illustrated, at a high level, in Figure 4.
Figure 4. WS-aaS components

• Firewall as a service – FW-aaS: The main components of this service are
illustrated, at a high level, in Figure 5.
Figure 5. FW-aaS components

The Cisco HSS works with partner products, such as UBiqube MSActivator platform,
for service provisioning, orchestration, and monitoring functionality.
Cisco Security Intelligence Operations (SIO) provides a constant view into global
traffic activity, allowing Cisco to analyze anomalies, uncover new threats, and track
traffic trends. It is one of the largest threat detection networks in the world. The
products in Cisco HSS gather threat intelligence feeds from Cisco SIO providing
proven threat protection to all users.
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Why Cisco?
• Architecture scalability and flexibility: Cisco HSS, based on Cisco VMDC
architecture, provides greater scalability and easier provisioning than competitive
offerings. The architecture allows for cloud, on-premises, or hybrid service delivery.
• Technology leadership: The solution is a result of the significant and ongoing
development investment Cisco has made in security through technology
development and acquisitions. Cisco uses best-in-class web security, with
contextual-awareness policy enforcement and threat detection prevention.
Gartner positions Cisco as a Leader in the Magic Quadrant for Secure Web
Gateway and Secure Email Gateway.
• Threat intelligence operations (Cisco SIO): Cisco SIO provides a continuous
view into global traffic activity, so Cisco can analyze anomalies, uncover new
threats, and track traffic trends. It is one of the largest threat-detection networks
in the world, providing proven threat protection to all users wherever they are.
• Go-to-market advantage: Through the Cisco Cloud and Managed Service
Program (CMSP), Cisco helps service provider partners differentiate their
portfolios and increase revenue through joint go-to-market support, financial
incentives and discounts, and Cisco Powered branding.

For More Information
Information about Cisco Security Product is available at:
http://www.cisco.com/en/US/products/hw/vpndevc/index.html
Information about Cisco Virtualized Multiservice Data Center is available at:
http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns743/ns1050/
landing_vmdc.html
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