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SAFE Guidance Hierarchy 

For more information on SAFE framework and architecture/design guides, check out the SAFE documentation 

(select architecture/design tab).  

Cloud Business Flows  
SAFE uses the concept of business flows to simplify the identification of threats. This enables the selection of 

very specific capabilities necessary to secure them.  

This solution addresses the following business flows for a typical tiered web application hosted in AWS: 

http://www.cisco.com/go/safe






https://talosintelligence.com/
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Threat Security Capability Security Solutions 

 

Network breach causing 
unauthorized access and 
malformed packets between and 
within application in the cloud.  

 

Segmentation Cisco Firepower NGFWv 

Cisco Tetration 

 

Zero-day malware attacks and 
other forms of covert threats. 

 

Threat visibility Cisco Stealthwatch 

Cisco Tetration 

Cisco AMP4E 

Cisco Firepower NGFWv 

 

Attacks using worms, viruses, or 
other techniques. 

 

Intrusion 
Prevention 

Cisco Firepower NGFWv 

Cisco AMP4E 

 

Infections, attackers using a 
compromised workload to 
spread the damage.  

Micro-
segmentation 

Cisco Tetration 

 

Malware distribution among 
workloads or between servers. 

 

Anti-malware Cisco Firepower NGFWv 

Cisco AMP4E 

 

Traffic, telemetry, and data 
exfiltration from successful 
attacks. Covert threats.  

Flow Analytics Cisco Stealthwatch 

Cisco Tetration 

Cisco Umbrella 

 

Exploiting privileged access to 
run shell code 

 

Process 
Anomaly 
Detection & 
Forensics 

Cisco Stealthwatch Cloud 

Cisco Tetration 

Cisco AMP4E 

 

Malware distribution across 
networks. 

 

Network Anti-
Malware 

Cisco Firepower NGFWv 

 

Exploiting unpatched or 
outdated applications. 

 

Vulnerability 
Assessment 
and Workload 
Inventory 

Cisco Tetration 

 

Redirection of session to 
malicious domains. 

 

DNS Layer 
Security 

Cisco Umbrella – DNS Layer Security 
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Threat Security Capability Security Solutions 

 

Exposed services and data theft. 

 

VPN Gateway or 
Concentrator 

Cisco ASAv 

Cisco Firepower NGFWv 





https://www.cisco.com/c/dam/en/us/solutions/enterprise/design-zone-security/srw-aws-design-guide.pdf


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html


https://www.cisco.com/c/en/us/products/security/tetration/index.html
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Cisco Advanced Malware Protection for Endpoints 

The AMP4E agents installed on the cloud workloads provide us protection against zero-day attacks. Powered 

by Cisco TALOS, AMP4E not only relies on antivirus, but also uses machine learning and file reputation to block 

both file-based and file-less attacks. It also enables you to isolate the infected host before the malware is 

spread onto the others in the network. Advanced Malware Protection also supports taking forensic snapshots 

that help immensely with the security investigations. 

 

 

Cisco Advanced Malware Protection for Endpoints 

In this specific architecture, just like the Tetration agent, the web and application workloads in Auto Scaling 

Group are auto-provisioned with AMP4E agents using User Data option available under Auto Scaling Group 

configuration. When the Auto Scaling Group deploys a new workload, a shell script will install the AMP4E agent 

on the workload as part of the initialization process.  

As soon as AMP4E agent on the new workload registers with the AMP cloud, the workload is continuously 

monitored and reported for any malicious activity. AMP’s host isolation feature comes in very handy to contain 

any spread of malware in the cloud workloads. 

https://talosintelligence.com/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
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AMP Dashboard - Threat monitoring 

Cisco Stealthwatch Cloud 

Stealthwatch Cloud (SWC) helps overcome the visibility challenge, especially in public cloud environments. It 

provides an agentless deployment in the AWS cloud. 

Stealthwatch Cloud pulls the VPC flow logs from the designated S3 bucket. It learns the AWS environment and 

baselines the resources. VPC flow logs have the flow information associated with various AWS resources, even 

for those that are not strictly tied to a static IP address. SWC is capable of correlating the IPs and then tying 

them back to their origin AWS service. In other words, SWC performs dynamic entity modeling and organizes all 

the AWS resources based on the functions that they’re performing. For example, the entity could be 

categorized as a firewall, an application server or a load balancer and so on. This type of resource profiling and 

modeling is extremely important to look for any suspicious activity within the cloud application environments. 

In addition to VPC flow logs, Stealthwatch Cloud also consumes other telemetry sources like AWS IAM, 

CloudTrail, EC2, ElasticCache, Inspector, GuardDuty, RDS, S3, Auto Scale, Elastic Load Balancing service for 

additional context and alerting.  
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Stealthwatch Cloud - Alerts 

Cisco Umbrella 

Cisco Umbrella offers flexible cloud-delivered security. It combines multiple security functions into one solution. 

Cisco Umbrella solutions provide DNS-layer security, secure web gateway, cloud-delivered firewall, cloud 

access security broker (CASB), and interactive threat intel. This document covers Umbrella DNS-layer 

protection for the workloads in the AWS Virtual Private Cloud (VPC). 

The Umbrella DNS policies allow you to dictate block policy for a variety of pre-defined web categories. More 

details on web categories can be found in Umbrella documentation. It also gives you the flexibility to apply the 

policies to specific identities. For example, you could have one set of rules for your AWS cloud application and 

another set for a different site. 

https://docs.umbrella.com/umbrella-user-guide/docs/manage-dns-security-settings
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Cisco Umbrella - DNS layer Security 

We deploy Umbrella Virtual Appliances (VA) in the Management tier of the AWS VPC. These VAs act as DNS 

forwarders to Umbrella. The AWS VPC offers the option to configure custom DNS settings (DHCP Options Set), 

allowing us to point the cloud resources in a given VPC to Umbrella VAs instead of AWS local DNS. Every 

resource, that is launched into the VPC, will use these Umbrella DNS forwarders, to provide a control knob for 

the DNS layer security. 

 

 

Umbrella - DNS Traffic Monitoring 

Next-Generation Firewall Virtual 

Cisco® Firepower Next-Generation Firewall Virtual (NGFWv) appliance combines Cisco’s network firewall with 

advanced next-gen IPS, URL filtering, AVC and malware detection (AMP) capabilities. In this design, we use 

NGFWv to secure the network perimeter from all sorts of threats from public Internet. This ensures that we have 

https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
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security controls like filtering, intrusion prevention and malware detection right at the gateway to the cloud 

application. 

To provide secure remote access to the workloads and database instance, we use Cisco ASAv as a VPN 

headend. Cisco ASAv offers secure remote access capabilities using Anyconnect VPN mobility client. You could 

also use NGFWv for this purpose. For detailed information on secure remote access deployments, refer to the 

Secure Remote Worker SAFE design guide. 

Cisco Defense Orchestrator (CDO) is used for management and policy orchestration. CDO provides one 

security policy, faster deployment, and smart configuration management. It eliminates the time-consuming 

complexity of managing policies across multiple FTDs and ASAs. 

If you choose to use AWS Security Groups alone for segmentation (without any next-generation firewalls), the 

reference design is shared in Appendix A of this document. Cisco also provides CloudFormation templates and 

scripts for deploying an auto-scaling group of FTDv appliances. This guide does not cover the auto scaling 

solution, please refer to the Cisco documentation for more details. 

Note:   The terms Next-Generation Firewall (NGFW) and Firepower Threat Defense (FTD) are used 

interchangeably throughout this guide. Both these terms refer to Cisco Firepower Next-Generation 

Firewalls in the context of this document. AWS marketplace offering is available under the name ‘Cisco 

Firepower NGFW Virtual (NGFWv)’.  

 

 

NGFWv - Traffic flow from Internet User to application 

User to application traffic flow 

When the user out on the Internet tries to browse the cloud-hosted web application, it lands on Outside 

Network Load Balancer after being scanned by WAF and DDoS protection system for any malicious activity. The 

destination IP at this point is the public IP of the Outside load balancer. Outside load balancer sits in the Outside 

tier (segmented using AWS Security Group) and load balances traffic onto the pool of outside interfaces of 

https://www.cisco.com/c/dam/en/us/solutions/enterprise/design-zone-security/srw-aws-design-guide.pdf
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/aws/ftdv-aws-gsg/ftdv-aws-autoscale.html#Cisco_Concept.dita_828f0291-fb7f-4de0-bdbd-c2186aea0904
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Firepower Threat Defense (FTD) appliances. The FTD appliance receives the request and then forwards the 

traffic to ‘Web’ Network Load Balancer, to be load-balanced on to the Auto-Scaled group of web servers. 

Before the traffic leaves the inside interface of the FTDv (in the Inside tier), the source of the web request is 

translated (Network Address Translation) to FTD’s inside interface IP and the destination is changed to ‘Web’ 

load balancer IP. The source IP is translated here to ensure traffic symmetry.  

Web server receiving this incoming request, after being load-balanced by the Web load balancer, fetches the 

content from app workloads and returns the final response directly to the firewall which forwarded the initial 

request. At this point, firewall routes this response back to the end-user via the outside interface. 

Web Application Firewall and DDoS Prevention 

Public cloud has become a common place to host critical applications and make these applications available to 

end-users (internal or external). As a result, it is essential to ensure these applications receive the same level of 

protection from distributed denial of service (DDoS) and advanced web attacks that on-premises applications 

do.  

Radware Cloud WAF service protects web applications from common web exploits. Radware’s Cloud Security 

Services offer easy-to-deploy cloud-based security that can be integrated with any cloud environments to 

provide proactive, automated protection from advanced threats. The Cloud WAF service provides full coverage 

against OWASP top 10 attacks along with protection against 0-day web attacks. In addition to web traffic 

protection, DDoS component provide network flow monitoring to protect against the full breadth of DDoS 

attacks with real-time mitigation and no added latency in peacetime. 

 

 

Radware Cloud - WAF and DDoS Prevention 
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Cisco SecureX threat response 

In this architecture, we are receiving information from Stealthwatch Cloud, Umbrella, AMP and Tetration to 

provide threat intelligence, contextual approach, and threat hunting capabilities. Integrations for and Radware 

Cloud WAF and DDoS service are also available. Refer to the Cisco SecureX documentation for more details on 

available Cisco and third-party integrations. 

 

https://www.cisco.com/c/en/us/products/security/threat-response/partners-integrations.html
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Cisco SecureX Dashboard 

 

 

Cisco SecureX threat response - Threat Hunting 

Design Implementation  
Now that we have established the design specifics of our tiered application in the AWS cloud, we will begin 

implementing and setting up the secure AWS application.  

We will start by setting up the AWS VPC (Virtual Private Cloud) as per the tiered architecture specifications. We 

will then integrate the Stealthwatch Cloud and onboard the VPC to CDO for Security Group management. After 

that we will set up the Umbrella VAs in the management tier and update the DNS server settings for the VPC. 

Once the AWS VPC and related integrations are finished, we will configure an RDS database instance and bring 

up the Auto Scaling Groups for the Application and Web workloads (with Tetration, AMP4E agents and Duo 

MFA plugin). We will then set up the Network Load Balancers for Web and Application Auto Scaling Groups. At 

this point we will have a fully functional application running in the AWS cloud. 

In the last step, we will configure the firewalls, enable WAF and DDoS protection and then conclude our set up 

with Cisco SecureX integration. 

Note:   Cisco Tetration, AMP, Cisco SecureX threat response, Stealthwatch Cloud, Umbrella, Duo and CDO 

offer EU based locations for customers having to follow EU rules.  

 



https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_access-management.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
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IPV4 CIDR Block  AWS Region Tier 

10.0.0.0/25 US-East-1a OutSubnet1a 

10.0.0.128/25 US-East-1b OutSubnet1b 

10.0.1.0/25 US-East-1a InSubnet1a 

10.0.1.128/25 US-East-1b InSubnet1b 

10.0.2.0/24 US-East-1a WebSubnet1a 

10.0.3.0/24 US-East-1b WebSubnet1b 

10.0.4.0/24 US-East-1a AppSubnet1a 

10.0.5.0/24 US-East-1b AppSubnet1b 

10.0.6.0/24 US-East-1a DbSubnet1a 

10.0.7.0/24 US-East-1b DbSubnet1b 

10.0.8.0/24 US-East-1a MgmtSubnet1a 

10.0.9.0/24 US-East-1b MgmtSubnet1b 

Go to VPC Dashboard > Subnets and create all these subnets and name them appropriately.  

 

Step 3.  Set up the Internet gateway– Navigate to VPC Dashboard > Internet Gateways to create an 
Internet Gateway for providing Internet access to Public resources in the VPC. 

Note:   We will use this Internet Gateway as the next hop for default routes in Firewall Route table (For 

Inside and Outside subnets) and the Management Route Table (For Management Subnets) respectively. 
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Follow the AWS documentation for more details on AWS Internet Gateway components. 

Step 4.  Set up the NAT gateways - Navigate to VPC Dashboard > NAT Gateway to create NAT 
Gateways for providing Internet access to all resources in private subnets. 

Note:   We will use these NAT Gateways as the next hop for default routes in Web, App and Db Route 

tables. 

 

Step 5.  Set up the Routing Tables - Go to VPC Dashboard > Route Tables and create the routing 
tables with subnet associations as per the table below. 

Route Table Name Subnets Default Route 

FirewallRT OutSubnet1a, OutSubnet1b InSubnet1a, InSubnet1b Internet Gateway 

WebRT1a WebSubnet1a  NAT Gateway1a 

WebRT1b WebSubnet1b NAT Gateway1b 

AppRT1a AppSubnet1a NAT Gateway1a 

AppRT1b AppSubnet1b NAT Gateway1b 

DbRT1a DbSubnet1a NAT Gateway1a 

DbRT1a DbSubnet1b NAT Gateway1b 

MgmtRT MgmtSubnet1a, MgmtSubnt1b Internet Gateway 

https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Networking.html
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webSG  

Port Reason 

TCP port 
80 

Allow HTTP access from the inside subnets to web servers 

TCP port 
22 

Allow SSH access from mgmtSG 

 

appSG  

Port Reason 

TCP port 
80 

Allow HTTP access from workloads within application tier subnets (allows load balancer health 
checks). 

Allow HTTP access from web tier subnets. 

TCP port 
22 

Allow SSH access from mgmtSG 

 

dbSG  

Port Reason 

TCP port 
3306 

Allow MYSQL/Aurora traffic from appSG 

 

mgmtSG  

Port Reason 

TCP port 
22 

Allow SSH access from internet 

UDP 53 Allow DNS traffic from appSG, webSG, dbSG and mgmtSG 

 

firewallSG  

Port Reason 

All traffic Allow all access from internet, we will control the traffic using firewall access lists. 

Note:   AWS Elastic Network Load Balancer (NLB) preserves the source IP of incoming connections from 

web tier workloads, hence we need to allow the source subnets specifically. We cannot use Security 

Groups to allow traffic from NLB, we must use subnets. Follow the AWS Documentation for more 

information on Security Group requirements for NLB. 

https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-register-targets.html
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Follow the AWS documentation for more details on AWS Security Groups. 

Integrating Stealthwatch Cloud 

Implementation procedure: 

Step 1.  Set up the VPC flow logs and integrate Stealthwatch Cloud. 

Step 1.  Set up the VPC flow logs and integrate Stealthwatch Cloud - Follow the steps illustrated in 
Cisco Stealthwatch AWS Quick Start Guide to create the VPC flow logs and other required 
AWS resources for Stealthwatch cloud monitoring. 

After the Stealthwatch cloud integration is done, click on the cloud icon on the top right hand 
side of the SWC portal and you should see an AWS sensor with a green check mark against it, 
indicating a successful integration. 

 

Onboard AWS VPC to Cisco Defense Orchestrator 

Implementation procedure: 

https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/cloud/configuration/SWC_PCM_AWS_Quick_Start_Guide_DV_1_2.pdf
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Step 1.  Onboard the AWS VPC to Cisco Defense Orchestrator  

Step 1.  Onboard the AWS VPC to Cisco Defense Orchestrator - Follow the steps illustrated in CDO 
Documentation to onboard the AWS VPC. Once the onboarding is complete, CDO can be used 
to manage the AWS Security Groups. 

 

Set up Umbrella DNS Security  

Implementation procedure: 

Step 1.  Set up the Umbrella Virtual Appliance (VA) image 

Step 2.  Create the Umbrella VA instances 

Step 3.  Configure the local DNS on Umbrella VA instances 

Step 4.  Set up the policies to exempt internal domains 

Step 5.  Update the DHCP Options Set for VPC 

Step 1.  Set up the Umbrella Virtual Appliance image - Follow the Umbrella documentation to deploy 
Virtual appliances (VA) in the AWS cloud. As per the documentation, create an AWS AMI and 
then use it to launch VA instances. 

 

Step 2.  Create the Umbrella VA instances - Create two VA instances using the AMI set up in Step1 
and place these appliances in the management tier. We assign the static IP addresses 
10.0.8.100 and 10.0.9.100 to these Umbrella Virtual Appliances. These VAs will act as DNS 
forwarders for the resources in our AWS application environment. 
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Once the appliances are fully up in AWS, login to the Umbrella portal and verify the green status 
under Deployments > Configuration > Sites and Active Directory. 

 

Optionally, you can create and assign a site name for your AWS VAs. This site name can be used as 
an identity to configure specific policies for AWS Cloud. Click on Settings on the same page to add 
site name and then update the VA entries above. 

 

Step 3.  Configure the local DNS on Umbrella Virtual Appliances - Follow the Umbrella documentation 
to configure local DNS on each VA. Based on the CIDR block chosen for lab VPC, the second IP 
address i.e. 10.0.0.2/24 is the local DNS. Set this IP as local DNS on both Umbrella VAs. 

Note:   We had set up Secure Remote Access to management tier using ASAv, we use the secure VPN 

connection to SSH into the VAs via a jump server hosted in the management tier. For more information on 

Secure Remote Access, refer to the Secure Remote Worker SAFE Design guide. 

   

Step 4.  Set up policies to exempt internal domains - Log on to the Umbrella portal, go to 
Deployments > Configuration > Domain Management and add the internal domains that 
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should be routed to the local AWS resolver. Based on your set up, the list of internal domains 
will vary. 

 

Step 5.  Update the DHCP Options Set for the VPC - Go to VPC Dashboard > DHCP Options Sets and 
create a new DHCP options set. Set the domain name servers to two IPs that we assigned to 
Umbrella VAs – 10.0.8.100 and 10.0.9.100.  

 

Go to VPC Dashboard > Your VPCs, select the newly created VPC above and update the DHCP 
options set from the drop-down list. This will ensure that any instance deployed in this VPC is 
assigned the Umbrella VAs as DNS forwarders. 

 

Follow the AWS documentation for more details on DHCP Options Sets. 

Setting up the RDS database 

Implementation procedure: 

Step 1.  Define the database Subnet Groups 

Step 2.  Set up the RDS database instance 

https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
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Step 1.  Define the database Subnet Groups - Go to RDS > Subnet Groups on the AWS console, 
create a DB Subnet Group and add to it the Database tier subnets defined in previous steps 
(‘dbSubnet1a’ and ‘dbSubnet1b’). 

 

Step 2.  Set up the RDS database instance – Set up the database instance as per your application 
requirements, follow the AWS documentation for further help. Use the Subnet Group defined in 
Step 1 above. The database instance is placed in Security Group ‘dbSG’. 

 

Make sure you note the username, password, endpoint hostname and port, we need these details to 
set up our cloud application later in this section. 

Setting up the App and Web Load Balancers 

Before we begin our implementation, please ensure you’re familiar with these components. For information on 

AWS Elastic Load Balancing and health checks, check out the AWS documentation here. Follow the AWS 

documentation for detailed configuration steps for Network Load Balancer (NLB). 

Per our tiered design, we will set up a ‘Web’ Network Load Balancer (NLB) for the Web Server workloads and 

an ‘App’ Network Load Balancer (NLB) for the Application workloads. We will create Target Groups for each 

NLB; the workloads register themselves with these Target Groups.  

We will not register any instances to the Target Groups at this point but in the next section when we create the 

Auto Scaling Groups, we will integrate the Auto Scaling Groups with each of these blank Target Groups that we 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Tutorials.WebServerDB.CreateDBInstance.html
https://docs.aws.amazon.com/elasticloadbalancing/index.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-network-load-balancer.html
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create in this section. When the Auto Scaling process spins new instances, they will automatically register with 

these Target Groups.  

The Load Balancers will be configured to run health checks for each instance that is launched into the Target 

Groups. As soon as an instance is marked healthy, the Load Balancer starts load balancing traffic to it. When 

the instance becomes unhealthy, it is removed from the pool. 

Implementation procedure: 

Step 1.  Set up the Web Network Load Balancer 

Step 2.  Set up the App Network Load Balancer 

Step 1.  Set up the Web Network Load Balancer - The Web NLB is used to load balance web traffic 
coming from the Internet to the Auto Scaled pool of Web workloads. This load balancer is 
placed in the ‘webSG’ Security Group in the subnets – ‘WebSubnet1a’ and ‘WebSubnet1b’. A 
new Target Group ‘WebServerPool’ is also created as part of load balancer configuration, this 
will be used later while setting up Auto Scaling Group for Web Servers. 

 

Assign static IP addresses in each availability zone. Make a note of these IP addresses, we will 
require these IPs while setting up the static NAT translations on FTD appliances in later section of this 
document. 
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Step 2.  Set up the App Network Load Balancer - This Load Balancer is placed in the ‘appSG’ Security 
Group in the subnets – ‘appSubnet1a’ and ‘appSubnet1b’. A new Target Group 
‘AppServerPool’ was also created as part of Load Balancer configuration, this will be used later 
while setting up the Auto Scaling Group for Application workloads. 

 

 

Setting up Web and App Auto Scaling groups 

In this section, we will set up a pool of workloads for the web and application tier. We will use the AWS Auto 

Scaling Groups to achieve this. As part of workload initialization, we install Tetration and AMP4E agents on the 

web and app workloads along with other application-specific packages, including the Duo plugin. 

Implementation procedure: 

Step 1.  Host the configuration files in an S3 bucket 

Step 2.  Set up Launch Configurations 

Step 3.  Set up the Auto Scaling Groups 

Step 4.  Configure the Auto Scaling policies 



https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://wordpress.org/support/article/how-to-install-wordpress/
https://duo.com/docs/duoweb
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-launch-config.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html#user-data-console
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Below are sample User Data scripts that we used. 

Web server initialization script: 

#!/bin/bash  

sudo yum install - y wget  

sudo yum install - y unzip  

sudo yum install - y lsof //     lsof utility is required for enforcing tetration policies  

sudo yum install - y ipset //    ipset utility is required for enforcing tetration policies  

sudo yum install - y nginx //    Installing nginx  

 

#Setting up the web server and updating it with hosted configuration file.  

sudo mv nginx.conf nginx.conf.backup  

sudo wget https://safelabfiles.s3.u s- east - 2.amazonaws.com/config/nginx.conf  

sudo systemctl restart nginx  

sudo systemctl enable nginx  

 

#Downloading the Tetration enforcement agent from AWS S3 bucket and installing it.  

sudo wget https:// safelabfiles.s3.us - east -
2.amazonaws.com/config/tetrati on_installer_intgssopov_enforcer_linux.sh  

sudo chmod 755 tetration_installer_intgssopov_enforcer_linux.sh  

sudo ./tetration_installer_intgssopov_enforcer_linux.sh -- skip - pre - check  

 

#Downloading the AMP4E agent hosted in an AWS S3 bucket and installing it.  

sudo wget https:// safelabfiles.s3.us - east - 2.amazonaws.com/config/cisco.gpg  

sudo rpm -- import ./cisco.gpg  

sudo wget https:// safelabfiles.s3.us - east - 2.amazonaws.com/config/AWS_rhel - centos -
7fireamplinux_connector.rpm  

sudo yum install - y AWS_rhel - centos - 7fireamplinux_connector.rpm  
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Application server initialization script: 

#!/bin/bash  

sudo yum install - y wget  

sudo yum install - y u nzip  

sudo yum install - y lsof //    lsof utility is required for enforcing tetration policies  

sudo yum install - y ipset //    ipset utility is required for enforcing tetration policies   

sudo yum install - y httpd //   Installing httpd  

#Setting up the HTT PD server and downloading the application code and Duo plugin hosted in 
AWS S3 bucket.  

sudo systemctl start httpd  

sudo systemctl enable httpd  

sudo setsebool - P httpd_can_network_connect 1 //Allow outbound connections from HTTPD daemon  

sudo wget https://saf elabfiles.s3.us - east - 2.amazonaws.com/wordpresscodefile.zip - P 
/var/www/html/  

sudo unzip /var/www/html/wordpresscodefile.zip  

sudo wget https://downloads.wordpress.org/plugin/duo - wordpress.2.5.4.zip - P 
/var/www/html/wp - content/plugins  

sudo unzip /var/www/htm l/wp - content/plugins/duo - wordpress.2.5.4.zip  

sudo systemctl restart httpd  

 

#Downloading the Tetration enforcement agent from AWS S3 bucket and installing it.  

sudo wget https://safelabfiles.s3.us - east -
2.amazonaws.com/config/tetration_installer_intgssopov_en forcer_linux.sh  

sudo chmod 755 tetration_installer_intgssopov_enforcer_linux.sh  

sudo ./tetration_installer_intgssopov_enforcer_linux.sh -- skip - pre - check  

 

#Downloading the AMP4E agent hosted in an AWS S3 bucket and installing it.  

sudo wget https://safelabfi les.s3.us - east - 2.amazonaws.com/config/cisco.gpg  

sudo rpm -- import ./cisco.gpg  

sudo wget https://safelabfiles.s3.us - east - 2.amazonaws.com/config/AWS_rhel - centos -
7fireamplinux_connector.rpm  

sudo yum install - y AWS_rhel - centos - 7fireamplinux_connector.rpm  

Step 3.  Set up the Auto Scaling Groups - Create two Auto Scaling Groups using the Launch 
Configurations created in the previous step, one for the Web servers and another one for the 
Application servers. For more information on creation of Auto Scaling groups, follow the AWS 
documentation. 

Once the Auto Scaling Groups are created, select each group and click on edit. In the edit 
menu, update the target groups and health check types. For Web Server Auto Scaling group, 
set the target group to ‘WebServerPool’ as created during the Web NLB set up. Also, update 
the health check type to ELB to integrate the Auto Scaling Group with Load Balancer. Repeat 
the same steps for the App Server Auto Scaling Group, use the target group ‘AppServerPool’ 
created during App NLB set up.  

https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/create-asg.html
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Step 4.  Configure the scaling policies - On the Auto Scaling Groups page, select each group and click 
on Scaling policies tab to add the scaling policies. For testing purpose, we used Simple Scaling 
of adding or removing one instance when average CPU Utilization exceeds 90% or remains 
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below a minimum value of 10%. The desired state was set to two instances at a given point of 
time.  

Click on Add policy and select Create a simple scaling policy. Fill in the policy name, alarm 
(you will need to create a new alarm) and action as per the requirement. 

 

Follow the AWS documentation for more further details on scaling policies. 

Setting up the Firepower Next-Generation Firewalls 

In this section, we will set up a pair of Cisco Firepower Next-Generation Firewalls at the network perimeter and 

onboard them to Cisco Defense Orchestrator for management. As an alternate option, you could also use Cisco 

FMC (Firepower Management Center) available via the AWS marketplace (or an on-premise FMC) for 

management purposes. 

Once the firewalls are set up, we will enable public access to the application via an ‘Outside’ Network Load 

Balancer. 

Implementation procedure: 

Step 1.  Set up the AWS Environment for NGFWv 

Step 2.  Deploy NGFWv EC2 instances 

Step 3.  Onboard the NGFWv to CDO 

Step 4.  Configure interfaces, routes, NAT and access control on NGFWv  

Step 5.  Set up the Outside Network Load Balancer 

Step 1.  Set up the AWS Environment for NGFW- To deploy Firepower Threat Defense Virtual we need 
to set up the Network Interfaces for the appliance and allocate Elastic IPs to be assigned to the 
Management and Outside Interfaces. We use the IP addressing as defined in table below. 

NGFWv Interface Name IPV4 Address AWS NIC Firepower 
Interface 

Safengfw1 Management 10.0.8.200 NIC0 Management 

https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-scaling-simple-step.html
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NGFWv Interface Name IPV4 Address AWS NIC Firepower 
Interface 

Safengfw1 Diagnostic 10.0.8.0/24 (DHCP) NIC1 Diagnostic 

Safengfw1 Outside 10.0.0.10 NIC2 Gig0/0 

Safengfw1 Inside 10.0.1.10 NIC3 Gig0/1 

Safengfw2 Management 10.0.9.200 NIC0 Management 

Safengfw2 Diagnostic 10.0.9.0/24 (DHCP) NIC1 Diagnostic 

Safengfw2 Outside 10.0.0.138 NIC2 Gig0/0 

Safengfw2 Inside 10.0.1.138 NIC3 Gig0/1 

Navigate to EC2 Dashboard > Network Interfaces and Create Network Interfaces for inside and 
outside interfaces of each FTDv appliance.  

 

Select the network interfaces that were created and right click on Change Source/Dest. Check to 
disable it. 

 

Navigate to EC2 Dashboard > Elastic IPs and click on Allocate New Address to allocate two elastic 
IPs. 
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Step 2. Select each of the newly assigned Elastic IP addresses and associate them with Outside Network 
interfaces created in previous step. 

 

Step 2.  Deploy NGFWv EC2 instances– Navigate to EC2 AWS console and click on launch and choose 
an AMI for Cisco Firepower NGFW virtual appliance. Choose the Instance Type. 

 

Click Next to configure the Instance: 
















































































