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Wireless FlexConnect Access Control using TrustSec

Introduction

Cisco TrustSec (TrustSec) provides software-defined segmentation to reduce the risk of malware propagation, simplify
security operations, and assist in meeting compliance goals. With TrustSec, controls are defined simply using endpoint
roles, not IP addresses. By classifying systems using human-friendly logical groups, security rules can be defined
using these groups, which are more flexible and much easier to manage than using IP address-based controls. IP
addresses do not indicate the role of a system, the type of application a server hosts, the purpose of an IoT device or
the threat-state of a system, but a TrustSec Security Group can denote any of these roles. These security groups can be
used to simplify firewall rules, web security appliance policies and the access control lists used in switches, WLAN
controllers and routers. This can simplify provisioning and management of network access, make security operations
more efficient, and help to enforce segmentation policy consistently, anywhere in the network.

FlexConnect is most widely used wireless solution for branch office and remote office deployments. It enables an
option to the wireless network administrator to configure and control access points in a branch or remote office from
the corporate office through a wide area network (WAN) link without the deployment of a controller in each office.
The FlexConnect access points (APs) can switch client data traffic locally and perform client authentication locally.
When these APs connect to the controller, they can even send traffic back to the controller.

FlexConnect APs are capable of supporting the following switching modes concurrently, on a per-WLAN basis. One is
Central Switched and other is Locally Switched. Central switched WLANS tunnel both the wireless user traffic and all
control traffic via CAPWAP to the centralized WLC where the user traffic is mapped to a dynamic interface/VLAN on
the WLC. This is the normal CAPWAP mode of operation. The traffic of a branch user, who is associated to a central
switched WLAN, is tunneled directly to the centralized WLC. If that user needs to communicate with computing
resources within the branch (where that client is associated), their data is forwarded as standard IP packets back across
the WAN link to the branch location. Locally Switched WLANs map wireless user traffic to discrete VLANs via
802.1Q trunking, either to an adjacent router or switch. If so desired, one or more WLANSs can be mapped to the same
local 802.1Q VLAN. A branch user, who is associated to a local switched WLAN, has their traffic forwarded by the
on-site router. Traffic destined off-site (to the central site) is forwarded as standard IP packets by the branch router. All
AP control/management-related traffic is sent to the centralized Wireless LAN Controller (WLC) separately via
Control and Provisioning of Wireless Access Points protocol (CAPWAP).

Cisco Wireless Release 8.3 extends the capability to simplify access control management using Cisco TrustSec
Security Groups to users connected to FlexConnect APs. Users connected to FlexConnect APs can now be classified
with a Security Group Tag (SGT) to simplify policy management. Cisco WLCs can now share Security Group
membership information over an SGT eXchange Protocol (SXP) connection with switches, routers, and firewalls to
simplify access control list management and firewall rule management elsewhere in the network. To use this
capability, Cisco Identity Services Engine would be required to authorize devices based on attributes such as the role
of the user and/or device and assign a Security Group Tag dynamically as part of an authorization rule. Other devices
receiving SGT information over SXP can then apply Security Group Access Control Lists and group-based firewall
rules, which are more flexible and much easier to manage than using IP address-based controls. This feature
complements existing support for Security Group-based policies for centrally switched user traffic in the earlier Cisco
Wireless releases.

Figure 1: Sample topology showing a typical FlexConnect deployment with Campus and Branch
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ISE Configuration

Cisco Identity Services Engine needs to be configured to assign a Security Group Tag dynamically as part of an
authorization rule. ISE can authorize devices coming through MAB or 802.1X based on attributes such as the role of
the user and/or device and assign a Security Group Tag dynamically.

Add Wireless LAN Controller in ISE

Step 1 Login to Cisco Identity Service Engine (ISE)

Step 2 Go to Network Devices in ISE by navigating to Administration > Network Resources > Network
Devices

Step 3 Click Add to add the new WLC in ISE

» Cortent \istdty » Operations » Poicy - AdTvralraton » Work Ceriors 1
» Systern 5 idertty Macagement ¥ Network lmmources  » Device Portal Managemenst  pelnid Services » Feed Servics  » PaaivelD  » Throat Conteic NAC

v Notwork Devices  Network Device Groups  Network Device Profiles Dxternal RADIUS Servers  RADIUS Server Sequences  NAC Managers  Extermad MOM  » Locaton Services
°
Networn Srvies Network Devices
5 o Seected 0 [T B & .
/ toe Ast (DyDusoe  (pivoen P boot v Qlereme MC ) Oclete v Show A8 %8
- IPMask Profie Name Location Type Descrigtion
P08 RACK 20842 28 Oso A Locations ANl Device Types Regressaon
0 Asass1sx INNBAYR 22 Osco AN Locations Al Device Types

Step 4 Type the Name of the WLC, IP Address and any Network Device Group information (optional) like
Device Type and Location
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o Network Devices Ust > WLC-5520
Network devices Network Devices
Default Device * Name | WLC-5520
Description |
* 1P Address: [ 100.40.6.2 IIE

* Device Profile 2% Cisco « €

el —
Software Version l .]
* Notwork Device Group
Device Type Al Device Types | | Set To Default
Location | Aj Locations % | | Set To Default

Step 5 Configure the Radius Authentication Settings by typing a new Shared Secret

Note: The same Shared Secret needs to be configured while adding the Radius servers on the WLC

)+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secrel | qeeeeeee l Show

Enable KeyWrap [}

* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format « ASCII HEXADECIMAL

CoA Port | 1700 | | set To Default

Step 6 Configure any SNMP configuration (Optional) and click Save

Active Directory Configuration in ISE

By retrieving the AD groups from the configured Active Directory in ISE the administrator would have an option to
assign a Security Group value based on the user role

Step 1 To add a new AD server in ISE navigate to Administration > Identity Management > External Identity
Sources > Active Directory

Step 2 Click Add for a new connection with a Join Point Name and Active Directory Domain name and Submit
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salnerlie aniihs Comdnn -
asce  lOENUy Services Engine Home » Context Visibdity

» System  ~ identity Management  » Network Resources

» Identities  Groups  Extemal identity Sources  Identity Source Sequences

External Identity Sources m
- v E: - .a,'
» L Certificate Authentication Profile
v . Active Directory
< AD1
» [ war
& ocec
i RADIUS Token
& RSA SecurlD
L SAML i Providers

Submit Cancel

Step 1
and Password

Join Domain

Please specify the credentials required 10 Join ISE node(s) 10 the Active Directory Domain

* AD User Name §
* Password

O Specify Organizational Unit ;

* Active Directory Domain

» Operabons

» Settings

» Work Centers

» Device Portal Management  pxGnd Services  » Feed Service

» PassivelD

llllclllo
CISCO.

» Threat Centric NAC

* Join Point Name | AD1

trustsec.com

Select all the ISE nodes and click Join to connect the nodes to the AD server. Provide the AD User Name

Administrator

Step 2 Click OK to see the status Operational and Save the connection
Authentication Domains Groups Attributes Advanced Settings
* Join Point Name | AD1 |G

* Active Directory Domain  trustsec.com i
(o= Jon | ocLeave § Tes o] £ Refresh Table
ISE Node a ISE Node Role Status Domain Controller Site
ise-20-mnt-sec_trustsec.com SECONDARY &4 Operational 2012r2ADO1 trustsec.com Default-First-Site-Name
ise-20-mnt. trustsec.com SECONDARY & Operational 2012r2ADO1 trustsec.com Default-First-Site-Name
ise-20-pap-sec_trustsec.com SECONDARY 4 Operational 2012r2ADO1 trustsec.com Default-First-Site-Name
ise-20-pap.trustsec.com PRIMARY &4 Operational 2012r2ADO1 trustsec.com Default-First-Site-Name
ise-20-psn1.trustsec.com SECONDARY & Operational 2012r2ADO1 trustsec.com Default-First-Site-Name
ise-20-psn2 trustsec.com SECONDARY i Operational 2012r2ADO01 trustsec.com Default-First-Site-Name
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Step 3 Now switch to the Groups tab and retrieve the AD groups from the AD server

Connection Authentication Domains Attributes Advanced Settings

cdit [efAdd v! “te Group  Update SID Values
[] Name - S

[C] trustsec.com/Users/Contractors S$-1-5-21-3505820481-1852518193-2762708172-1148
(] trustsec.com/Users/Employees S-1-5-21-3505820481-1852518193-2762708172-1116

Note: These AD Groups would be useful for the administrators in creating the Authorization policies based on user roles.

TrustSec Work Centers

Since ISE 2.0 in admin UI there is new Work Centers with TrustSec where we can configure all the TrustSec settings
in ISE. That is a one-stop shop for all the TrustSec related activity. There is a new TrustSec Dashboard to view all the
Alarms, Active SGT sessions, Security Groups and NADs

Step 1 From ISE to navigate to TrustSec Work Centers go to Work Centers > TrustSec
Step 2 To view the TrustSec Dashboard navigate from ISE to Work Centers > TrustSec > TrustSec Dashboard

thes  Mdentity Services Engine Home  »ConiedVisbilty » Oparsions  » Poicy  » Adminisvation BRECITS S G 2
» Network Access  » GuestAccess  ~TrustSec  » BYOD  » Profler  » Posture » Devics Adminatraton
vOvervew  » Componects  » TustSec Policy PolcySets  » SXP » Troublestoot  Reports  » Settings

]
Introduction SGT Sessicns | SGTs in Use | Alarms | NADs in Use | .
Tire Frame | Pa
35 [ o | 2 [ o | 6 =3 2 [ ow | we [
ITTTTTTITTTTEETTTT TP PR T T [T 1 1
Active SGT SesSionS i mestUsed | Least Used Alarms Quick View wao | sor
0000 I Name NAD Shew Lavest Logs
tmsopee G I © Trustsec PAC validation failed NOGs
Contraciae Crp I 2
1P Adcress
Active Sessions
PAC Expiry
Last Policy Refresh
Last Authentication
Actve SGTS
¢ ‘ ‘ N ‘ w | et Tt (A
Livelog  TrustSec Sessions | NAD Activiey
sow| 20 |1 %0 11100 seconss The finer works with comgent
Login Time v ldentity Details CoA Action  Security Group NAS 1P Address
2016-10-28 11:37:2.71 empb o "’ Employee_Grp 100.100.100.98
2016-10-25 11:35:31.181 empd o % Employes_Gp 100.100.100.98
2016-10-25 11:22:45.742 00:S0:S6:8A:11:5F o ”g 4000_PO 100.100.200.95
2016-10-25 11:22:45.75 £3:90-80- 18:AF:01 o % 4000_PO 100.100.100.95
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Configure Security Groups in ISE

Step 1 To view and add any new Security Groups in ISE navigate to Work Centers > TrustSec > Components >
Security Groups

Step 2 ISE 2.0 and above have pre defined Security Groups configured in ISE like Employees, Contractors etc.
and assigned a SGT value

tice’ ldentity Services Engine » Context Visibility » Operations » Policy » Administration m
» Network Access » Guest Access v TrustSec  » BYOD  » Profiler » Posture  » Device Administration
» Overview » TrustSec Policy Authentication Policy Autherization Polcy » SXP » Troubleshoot Reports » Settings
—
o
Security Groups

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

IP SGT Static Mapping

Security Group ACLs S Edt ofeAcd  @ulmport B Export v J€ Delete » ) Push

Network Devices Icon Name « SGT (Dec / Hex) Description

S O @ Auwditors 9/0009 Auditor Security Group
O @ svoo 15/000F BYOD Security Group
0O @ Contractors 5/0005 Contractor Security Group
O @ Developers /0008 Developer Security Group
O @ Deveiopment_Servers 12/000C Development Servers Security Group
0O @ eEmployees 4/0004 Employee Security Group
O @ Guests 6/0006 Guest Security Group
O @ Network_Services 3/0003 Network Services Security Group
O @ rci_Servers 14/000€ PCI Servers Security Group
00 @ Pont_of_Sale_Systems 10/000A Point of Sale Security Group
0 @ Production_Servers 11/0008 Production Servers Security Group
O @ Production_Users 7/0007 Production User Security Group
0O @ Quarantined_Systems 255/00FF Quarantine Security Group
O @ Test_Servers 13/0000 Test Servers Security Group
O @ TrustSec_Devices 2/0002 TrustSec Devices Security Group
(. ? Unknown 0/0000 Unknown Securty Group

Step 3 Click Add to add a new Security Group in ISE and Submit. ISE would automatically assign a Tag value

o
ity Groups Security Groups List > New Security Group
Security Groups
IP SGT Static Mapping o Name
Security Group ACLs | Interned |
Network Devices * lcon
Trustsec AAA Servers |®g‘&'¥do®
e 0w 2 > a ©
H e Em @ & 5
Description
Internet Security Group

[] Propagate to ACI
[ Security Group Tag (Dec / Hex): 16/0010 I
Generation 1d: 0

I ( Goncel )
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Authentication and Authorization Policies in ISE

Step 1 Navigate to Policy > Authentication for the Authentication Policy. Here is a sample Authentication
policy for both MAB and Dot1X

Identity Services Engine Home » Context Visibiity » Operations » Administration » Work Centers

wloesle,
cisco

Authentication  Authorization  Profiling Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication,
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Polcy Type (O Simple (&) Rule-Based

MAB i Wired_MAB OR
Wireless_MABAllow Protocols : Default Network Access  and
Default wuse Internal Endpoints
Dot1X (i Wired_802.1X OR
Wireless_802.1XAllow Protocols : Default Network Access  and
Default use All_User_ID_Stores
Default Rule (If no match) : Allow Protocols : Default Network Accass and use : All_User_ID_Stores

Step 2 Navigate to Policy > Authorization for the Authorization Policy. Here is a sample Authorization policy
for employees, Contactors and Guest users.

¥ Authorization Policy

» Exceptions (0)
Standard

Status  Rule Name Condiions (identity groups and other conditions) Permissions

Employees Wireless_802,1X AND AD1:ExternalGroups PermitAccess ANT{Employee_Grp Edit| v
EQUALS trustsec.comUsers/Employees

Contractors Wireless_802.1X AND ADY-ExtemalGroups Limited Access /" Edit v
EQUALS trustsec. com/Users/Contractors

Guest Users Wireless_MAB AND Network Internet AN Edit| v
Access:UseCase EQUALS Guest Flow

Step 3 Assign a security group to each of the Authorization rule based on the user role/device type like
Employee_Grp etc.

e
v Authorization Policy i T o
» Exceptions (0) Q Erolovee 6o
Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
» | Employees | [ Any > |a0d | wireless_802.... < || Permitac...
Contractors { (Wireless_802.1X AND AD1:ExternalGroups e
EQUALS trustsec.com/Users/Contractors [PermitAccess
Guest Users i (Wireless_MAB AND Network the
Access:UseCase EQUALS Guest Flow |Employee_Grp O =4
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SGACL Configuration in ISE

Security Group Access Control Lists (SGACLs) are the permissions that can control or restrict the operations that
users can perform based on the role of the user using the security group assignments instead of an IP address. We can
configure the SGACLs manually on the devices or on ISE administrative node by pushing to the respective network
devices through the TrustSec Policy Matrix. To configure the SGACLs on ISE:

Step 1 Navigate to Work Centers > TrustSec > Components > Security Group ACLs and click Add

‘tses’  Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy  » Administration

» Network Access » Guest Access ~TrustSec » BYOD » Profiler » Posture  » Device Administration

» Overview ~Components » TrustSec Policy Policy Sets » SXP  » Troubleshoot Reports  » Settings

(<]
Security Groups Security Groups ACLs
IP SGT Static Mapping -
_" Edit .4_‘_-: Duplicate )€ Delete @Push
Security Group ACLs
Name a Description 1P Version
Network Devices O Anti Malware IPv4
Trustsec AAA Servers [0 c3850XS_SG... 1Pv4

Step 2 Give it a Name and the IP Version if it is IPv4, IPv6 or Agnostic (both). Add the Security Group ACL
Content with Permit and Deny using Protocols and Port Numbers. Here is a sample SGACL for your
reference.

Securty Groups ACLs List > Anti_Malware
Security Group ACLs
* Name | Anti_Maare Generation IO 1

Security Groups

IP SGT Static Magping
Security Group ACLS
Network Devices

Description |

Trustsec AAA Servers

P Version Q) 1w PG Agrostic

* Security Group ACL conment

2

mit kmp

WP S7S g5t eq domain
S % gt o 3389
W0 S5 st e 1433
5P §75 dst o 1521
W0 5 Rt o 445
WD S5 g8t e 137
P Scdsteq 138
W0 oe gt eg 139
VIR §S g8t eq snmp
P 5% 9 oq tebnet
60 975 St 00 www
R §15 S 0 443
P S dst og 22

%0 S5 st eq popd
WP Edstog 123
$ep match-all -ack +fin -geh -08 -syn -urg

393383353 9888818

[ see B

Step 3 After adding the SGACL content click Save

Cisco Systems © 2016 Page 10
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TrustSec Policy Matrix in ISE

TrustSec Policy Matrix in ISE needs to be configured to enforce the policy on the access and datacenter switches
(Cat6k, N1kv, N7k etc.) using SGACLs. We can configure the SGACLs manually on the devices or on ISE by pushing
to the respective network devices. Through ISE you can centrally push the SGACLs to all the network devices instead
of typing manually on each and every switch. ISE also has a Policy Matrix view (customizable) with the Source group
tags and the Destination group tags where you can configure and push the SGACLs.

Step 4 Navigate to Work Centers > TrustSec > TrustSec Policy > Egress Policy and click Matrix to configure
the TrustSec policy Matrix in ISE

Here is a sample TrustSec Policy Matrix with Source, Destination groups and the SGACLs

Note: The below configured TrustSec Policy Matrix is just for your reference.

. Identty Services Engine Hore + Conteat Vigbity

» Notwork Access » Guest Access > TratSec  » BYOD  » Profler  » Poature 5 Device Adminatration
» Overview  » Components  ~ TrusiSec Policy  Pollcy Sets  » S0P » Troudleshoot  Reponts  » Setings
————

° S facs WOwr v O Oy ap Mosmor Mt -Of Polvoot Pboot I Vew * Saow| Coperse v
= Egress Policy i
§ §
Matra Destnations § 2 g e ot -
e Sorce « e ) ) ) @
Network Dewven Authonzaton @

(© Develcomentsery..

© ProcucsonSenve .
170011

Step 5 Once the TrustSec Policy Matrix is configured click Deploy to push the SGACLs and their permissions to
the network devices.

Cisco Systems © 2016 Page 11
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S identity Services Engine Mome  » Context Visibilty »Oporations  » Policy  » Administration

» Network Access  » Guest Access  ~TrustSec  » BYOD  » Profler  » Posture » Device Administration
» Overview  » Components  ~ TrustSec Policy Policy Sets  » SXP » Troubleshoot  Reports » Selings
B

O e s XOe--rwu-cn @oimeon Pobwpot 5 View * Show | Carporate v

~ Egross Policy
e § 8
Destrutions ¢ H g = a
et i g g g g = g g
Tf“ ; ~ ~ e - - -
Notwork Devics Authorization ® P

(© Contracior_Grp

Step 6 After the Matrix is deployed look for the notifications messages (CoA) on the upper right corner. Push to
send any configuration changes to the network devices or click OK to acknowledge the notification
messages

alaads.
cnce

Identity Services Engine Hore » Cortaxt Viutdity

» Opeestions » Policy » Adrminatrston

» Netwok Accoss  » GuestAccess = TnsiSec  » BYOD  » Profler  » Postre  » Device Administration poe= e
» Overvew  » Componerts  ~TrastSec Policy  Poicy Sets  » SXP » Teoutieshoct  Reports » Selings devices, out of e o
— 18 successAd notficaons.
° 20 taded rotfications
- Egress Polxy Production Matrix Populated cols: 1126 -
Matix JE Jeass WOew v Q) Omiey ap Monnr M-OF Bodvoort aBwent X Vew v Show Cosorn
There are TrustSec configuration
Source Tree hanges Pt has 1ot been notifed
8 5 fetwork devices. To nosy he relevan m
Oestnation Tree Destinascn » z g :.- . =
Neotwork Device Authortraton ® -3 g § g 8 , -
= 2 - S =
Source v @ (%) (=] [7] @
© Emcloyee Gp
20000700
@ Contracor_Grp

2000, 00a

Cisco Systems © 2016 Page 12
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WLC Configuration

In order to have TrustSec SXP support on FlexConnect APs, ensure that the WLC is running 8.3.102 or later code.

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Monitor Summary

Summary 1 Access Points Supported
» Access Points

» Port-2Pore-1

» Cisco CleanAir

» Statistics

» CDP

» Rogues

Clients Controller Summary
Sleeping Clients Management [P Address 100.40.6.2 , ::/128
Multicast Service Port IP Address 172.23.8.122, ::/128
» Applications I Software Version 8.3.102.0 I
P Lync Emergency Image Version 8.1.102.0
System Name WLC-5520
Local Profiling Up Time 40 days, 22 hours, 37 minutes

Radius Configuration on WLC
The ISE PSNs need to be added as the Radius Servers in the WLC to authenticate the user sessions against ISE

Step 7 From WLC navigate to Security > Radius > Authentication and Click New

Step 8 Add the Server IP address of the ISE PSN and use the same Shared Secret configured in ISE and Enable
the Support for CoA and click Apply

cthoanle,

ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New
-~ AAA
Server Index (Priort 1
General ( V) o
AT Server [P Address(1pva/lpve) 172.23.9.103
Authentication Al
Recounting Shared Secret Format scu B
Fallback Shared Secret esssssse
DNS
Downloaded AVP Confirm Shared Secret essnnns
» TACACS +
LDAP Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local Net Users
MAC Filtering Port Number 1812
w Disabled Chents Server Status Enabled B
User Login Policies =
AP Policies Support for CoA | _tnavies B |
Password Policies Server Tineout 2 seconds
* Local EAP Network Usar € tnable
Advanced EAP Management Enable
» Priority Order Management Retransmit Timeout 2 woconds
» Certificate Tunnel Proxy Enable
» Access Control Lists 1PSec Cnable

Wireless Protection
Policies

> Waeb Auth
TrustSec SXP
Local Policies
» Advanced

Cisco Systems © 2016 Page 13
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Step 9

Step 10
Apply

CiIsco

MONITOR

WLANs

CONTROLLER

From WLC navigate to Security > Radius > Accounting and Click New

Add the Server IP address of the ISE PSN and use the same Shared Secret configured in ISE and click

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security

* AAA
General
» RADIUS

Authentication
aliback

DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
w» Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP
» Priority Order
» Certificate

Server Index (Priority)

Server IP
Address(Ipva/Ipve)

Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Server Status

Server Timeout
Network User

Tunnel Proxy

1PSec

WLAN Configuration on WLC

Step 1
A AR AN
cisco

WLANs

* WLANSs
WLANS

» Advanced

Step 2

WLANSs > Edit

General

RADIUS Accounting Servers > New

1 B
172.23.9.102
asci |
esescnce
seessnee
1813
Enabled [
2 seconds
Enable
Enable

Enable

From WLC navigate to WLANs and Edit the Corporate SSID

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

‘Corp_WIFI'

| Security QoS  Policy-Mapping = Advanced

Profile Name
Type

5510

Status

Security Policies

Ragio Policy

Corp_ WIFL
WLAN

Corp_WIFI
Enabled

[WPA2][Auth(802.1X))
(Modifications done under security tab will appear after applying the changes.)

Interface/Inerface
Group(G)

Multicast Vian Feature

Broadcast SSID
NAS-ID

from the drop down

Al B
vian_405 [T] ]
Enabled
Enabled

none

Click on Security > AAA Servers and select the ISE PSN as the Authentication and Accounting Server

Cisco Systems © 2016
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CiIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANSs > Edit "Corp_WIFI'
* WLANs
WLANS  General | security | QoS | Policy-Mapping | Advanced |
» Advanced . Layer2  Layer3 I AAA Servers I
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface Etnabled
Authentication Servers Accounting Servers
Enabled Enabled
Server 1 | 1P:172.23.9.103, Port:1812 JEJ| 1P:172.23.9.102, Port:1813
Server 2 None B None
Server 3 None B None
Server 4  None B none
Server $ None B None
Server 6 None B none
RADIUS Server Accounting
Interim Update Interim Interval O
Step 3

NAC

COMMANDS HELP

EAP Paramaters

Enable

Seconds

FEEDBACK

Click Advanced tab and Enable Allow AAA Override and select NAC State from the dropdown as ISE

Note: Cisco TrustSec Security Group Tag is applied only when AAA Override is enabled on the WLAN

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'Corp_WIFI'
T WA |m|m|m|m|m.m|
» Advanced [ Alow AAA Override Enabled ] DHCP
Caoverage Hole Detection Enabled DHCP Server Override
Enable Session Timeout 1800
Session Timeout (secs) DHCP Addr. Assignment Required
Awonet 1E € Enabled OEAP
Diagnostic Channed 48 Enabled
Spiit Tunnel Enabled
Override Interface ACL ~ 1Pvé  None ) wve None B
Layer2 Adl None B ™ Frame P (MFP)
URL ACL none B
P2P Blocking Action Disabled B MFP Client Protection 4 Optional [}
Chent Exclusion 2 2 Enabled 60 DTIM Period (In beacon Intervals)
Timecut Value (secs)
Maximum Allowed Clients 0 802.11a/n (1 - 255) 1
2 B02.110/g/n (1 - 255) 1
Static 1P Tunneling ££ Cnabled
NAC
Wi-Fi Direct Clients Policy  Disabled B
NAC State ISE NAC B
Maximum Allowed Clients 200 None
Per AP Radio Load Illln(ll‘ SNMP NAC t:
Step 4 Scroll down in the Advanced Tab and Enable FlexConnect Local Switching to run WLAN in FexConnect
Local Switching mode
Step 5 Use ISE PSNs to profile the endpoints and users connecting to this SSID by enabling DHCP Profiling and
HTTP Profiling
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WLANs WLANS > Edit "Corp_WIFI'
* WLANs
Advanced
WLANS | General | Security | QoS | Policy-Mapping |
» Advanced ow_‘lm‘f ' Bytes Passve Olent
Voice
Racius NAL-Realm
118¢ MU-MIMO Media Session Snooping Enabled
Re-anchor Roamed Voice Chents Cnabled
Off Channel Scanning Defer
KTS based CAC Policy Enabled
Scan Defer Priority 01234567
(/] Radius Client Profiling
OHCP Profilng
S<an Defer Tima(msacs) 10
HTTP Prefiling
FlexConnect
Local Client Profiling
FlexConnect Local
Switching 2 Enabled OHG? Profiing
FlexConnect Local Auth 42 Enabled HTTP Prefiling
Learn Chent 1P Adaress ¥ Enabled PMIP
PMIP M by
Vian based Central obiity Type
Swiching 42 Enabled
PMIP NAL Type Hexadecimal B
Central DHCP Processing Enabled
Override DNS Enabled PMIP Profile None [

Step 6 Click Apply to save the changes to the SSID
Step 7 Repeat the steps 2 to 6 for the rest of the SSIDs in the network

Step 8 Here is an example of Guest SSID in the network with MAC Filtering enabled for the Guest user
authentication

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘'Guest_WIFI'
~ WLANs
| Policy-Mapping
G General Security | QoS | | Advanced |
» Advanced Layer2 | Layer3 | AAA Servers

Layer 2 Security & None
MAC Filtering®

Fast Transition

Fast Transition Adaptive B
Over the DS
Reassociation Timeout 20 Seconds

FlexConnect Configuration on WLC and AP

Step 1 From WLC navigate to Wireless > FlexConnect Groups and Click New and add a name to the
FlexConnect group
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alialn
cisco

Wireless

¥ Access Points

All APy

v Radics
802.11a/n/ac
802.11b7g/n

Duai-Band Rados

MONITOR

WLUANS

CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS

FlexConnect Groups > Edit 'Remote-Branch-Flex'

FEEDBACK

General | Local Authentication | Image Upgrade | ACLMapping | Central DHCP | WLAN VLAN mapping | WLAN AVC mapping

Remote-Branch-Flex

Global Configuration VLAN Template Name none [
» Advanced Enable AP Local Authentication?
Mesh PlexConnect AP
» ATF
RF Profiles HTTP-Proxy
19 Address 0000
FlexConnect ACLs
FlexConnect VLAN Port 0
Templates
OEAP ACLs Add |
Network Lists
Step 2 Add the existing AP in the branch to the newly created FlexConnect Group by Navigating to Wireless >
All APs
Step 3 Click the AP name for Details and from General Tab select the AP mode as FlexConnect
alvaln
ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs > Details for AP4403.a7a3.1de5
General | Credentials | Interfaces | High Availability = Inventory | FlexConnect = Advanced
—
802.11/nac General Versions
802.110/g/n
Dual-Band Radios AP Name AP4403.a0723.1¢e5 Primary Software Version 8.3.102.0
Global Configuration
Location default location Backup Software Version 0.0.0.0
P Advenced AP MAC Address 44:03:07:23:1d:e5 Predownioad Status Nome
Mesh Base Radio MAC 10:29:29:2a:04:90 Predownioaded Version None
P ATF Admin Status Predownload Next Retry Time  NA
RF Profiles AP Mode Predowrioad Retry Count NA
FlexConnect Groups AP Sub Mode Boot Version 12.4.23.0
FlexConmect ACLS L
FlexConnect VLAN Operaticnal Status Rogue Detector 105 Version 15.3(3)0%
Templates Port Number Sniffer Minl 105 Version 3.1.53
OEAP ACLs Venue Group IP Config
- Venue Type CAPWAP Preferrod Mode Ipvs (Global Conig)
» 8B02.11a/n/ac v v
Static 1P (Ipva/Ipv6)
» 802.11b/g/n Venue
Language Name
» Media Stream == Time Statistics
> Application Visibllity Interface Key e e e UP Time 00,05h00m48 s
And Control GPS Location Controller Associated Time 00,04hS8m3ls
Lync Server 208 Bracace Ma Controller Association Latency 0, 00 h 00 m 135
Step 4 Now switch to the FlexConnect tab and enable VLAN support and add the Native VLAN ID of that
network
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All APs > Details for AP4403.a7a3.1de5

| General | Credentials | Interfaces | High Availability = Inventory = FlexConnect = Advanced

VLAN
Support

Inheritance
Level

2 Native 1 VLAN Mappings I

VLAN 1D

FlexConnect \

Group Remote-Branch-Flex
Name

Make VLAN AP Specific Go |

AP-Specific

WLAN AVC
Mapping

VLAN Template Name none

VLAN Name Id Mappings

Step 5 Click VLAN Mappings to map the specific WLAN VLAN mappings used by the FlexConnect AP. Select
the specific WLAN ID used by the AP and click Apply

Wireless All APs > AP4403.a7a3.1de5 > VLAN Mappings
w+ Access Points
All APs AP Name AP4403.a7a3.1de5
« Radios

802.11a/n/ac Base Radio MAC 10:29:29:2a:e4:d0

802.11b/g/n

Dual-Band Radios WLAN VLAN Mapping
Global Configuration
Make AP Specific B o |
» Advanced
WLAN VLAN
R Id SSID 10 NAT-PAT Inheritance
» ATF
1 Corp_WIFI 405 no Wian-specific
RE Erofiies 2 Guest_WIFI 406 no Wilan-specifi
FlexConnect Groups
FlexConnect ACLs
FlexConnect VLAN
Templates Centrally switched Wilans
OEAP ACLs WLAN Id SSID VLAN ID

TrustSec SXP configuration on WLC

SXP is a control plane protocol for propagating IP-to-SGT binding information across network devices that do not
have the capability to tag packets natively on the Ethernet frame. SXP uses TCP as the transport protocol, and the TCP
port 64999 for connection initiation. SXP uses Message Digest 5 (MDS5) for authentication and integrity check. It has
two defined roles—speaker (initiator) and listener (receiver).

Note: Wireless LAN Controller always operates in SXP Speaker mode. It supports SXPv2

Cisco TrustSec filters packets at the egress interface. During endpoint authentication, a host accessing the Cisco
TrustSec domain (the endpoint IP address) is associated with an SGT at the access device through Dynamic Host
Control Protocol (DHCP) snooping and IP device tracking. The access device transmits that association or binding
through SXP to Cisco TrustSec hardware-capable egress devices. These devices maintain a table of source IP-to-SGT
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bindings. Packets are filtered on the egress interface by Cisco TrustSec hardware-capable devices by applying security
group access control lists (SGACLs). SXP passes IP-to-SGT bindings from authentication points to upstream devices
in the network. This process allows security services on switches, routers, or firewalls to learn identity information
from access devices.

Security Group Tag is a unique 16-bit tag that is assigned to a unique role. It represents the privilege of the source user,
device, or entity and is tagged at the ingress of the Cisco TrustSec domain. SGTs can be assigned through any of the
following Endpoint Admission Control (EAC) access methods:

* 802.1X port-based authentication
*  MAC Authentication Bypass (MAB)
*  Web Authentication

Step 1 To configure SXP on the controller navigate to Security > TrustSec SXP. The page lists the SXP
configuration details

. . .
Ccisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security SXP Configuration
- AAA Total SXP Connections 0O
General
- RADIUS SXP State Enabled B
Authaentication
I SXP Mode Speaker
coounting
Fallback Dofault Password  essssss
DNS
Downloaded AVP Default Source 1P 100,40.6.2
® TACACS+ Retry Period 120

LDAP
Local Net Usars
MAC Filtering

- Disabled Clients
User Login Policlies
AP Policies
Password Policles

Poar IP Address Source IP Address Connection Status

» Local EAP
Advanced EAP

» Priority Order

» Cartificate

> Access Control Lists

Wireless Protection
Policies

» Web Auth

I TrustSec SXpP l

Local Policies

» Advanced

Total SXP Connections—Number of SXP connections that are configured.
* SXP State—Status of SXP connections as either disabled or enabled.
*  SXP Mode—SXP mode of the controller. The controller is always set to Speaker mode for SXP connections.

*  Default Password —Password for MD5 authentication of SXP messages. We recommend that the password
contain a minimum of 6 characters.

¢ Default Source IP—IP address of the management interface. SXP uses the default source IP address for all
new TCP connections.
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* Retry Period —SXP retry timer. The default value is 120 seconds (2 minutes). The valid range is 0 to 64000
seconds. The SXP retry period determines how often the controller retries for an SXP connection. When an
SXP connection is not successfully set up, the controller makes a new attempt to set up the connection after the
SXP retry period timer expires. Setting the SXP retry period to O seconds disables the timer and retries are not
attempted.

* Peer IP Address—The IP address of the peer, that is the IP address of the next hop switch to which the
controller is connected. There is no effect on the existing TCP connections when you configure a new peer
connection.

* Source IP Address—The IP address of the source, that is the management IP address of the controller.

¢ Connection Status— Status of the SXP connection.

Step 2 Click New on the right to add a new SXP connection

SXP Configuration Apply New... |
Total SXP Connections 0
SXP State enabked B
SXP Mode Speaker
Defaut Password eenee
Defautt Source 1P 100.40.6.2
Retry Period 120

Peer IP Address Source IP Address Conmnection Status

Step 3 Add the Peer IP address to which the WLC can send the IP-SGT mappings and click Apply

CiIsSsCcoO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Security SXP Connection > New
== AAA Source IP Address 100.40.6.2
General
« RADIUS Peer 1P Address I 100.100.100.101| I
Authentication

Accounting
Fallback
DNS
Downloaded AVP
» TACACS +

LDAP

Local Net Users

MAC Filltering

« Disabled Clients
User Login Policles
AP Policies

Password Policies
» Local EAP
Advanced EAP
» Priority Order
» Certificate
» Access Control Lists

Wireless Protection
.
Policies

> Web Auth

[ TrustSec SXP ]
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Step 4 The Connection Status moves from OFF to On to form a successful SXP peering with the network device

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Security SXP Configuration

~ AAA
General
« RADIUS SXP State Enabled
Authentication

Total SXP Connections 1

Accounting SXP Mode Speaker
Fallback Default Password csssee
DNS
Downloaded AVP Default Source IP 100.40.6.2
S Retry Period 120
LDAP

Local Net Users
MAC Filtering

= Disabled Clients 100.100.100.101 100.40.6.2 Oon [~ |
User Login Policies
AP Policles
Password Policles

Peer IP Address Source IP Address | Connection Status

» Local EAP
Advanced EAP

» Priority Order

» Certificate

» Access Control Lists

Wireless Protection
Policies

» Web Auth

TrustSec SXpP

Use Cases on SXP Peering and Policy Enforcement

Depending on the policy goals of a given organization, different use-cases may call for SXP peering (with the WLC)
and policy enforcement. In this configuration guide couple of scenarios are included for reference based upon
customer experience and feedback.

Note: These use cases below are just for your reference.

Sample Use Case of FlexConnect with SXP Peering and SGACL enforcement on Cat6K

Cat6K is most widely deployed Campus Core / Data Center core network device. This use case will walk you through
the basic configuration showing SXP peering between the Cat6K and WLC. WLC would act as SXP (SXPv2) speaker
and Cat6K would act as SXP listener to form the SXP peering. All the IP-SGT binding information from the WLC
would be learned by switch. Since Cat6K supports SGACL enforcement, through TrustSec Policy Matrix, ISE would
centrally push the SGACLs to Cat6K switch. It can either enforce the policy locally or share the IP-SGT bindings to
other enforcement devices using SXP or Inline Tagging (SGT over Ethernet).

Figure 2: Topology showing a wireless FlexConnect deployment with SXP and enforcement on Cat6K
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Destination
Employee BYOD Contractor Source
Deny IP Permit ICMP Permit IP Permit IP
- Deny IP Permit IP Permit ICMP  Permit HTTP Deny IP
@ 4 SXP Speaker = = = =»
Flexkgmel Permit ICMP  Permit ICMP Permit IP Permit HTTP Deny IP 3
PermitlP  Permit HTTP  PermtHTTP  Permit IP permiticMp || SXP Listener ¢ « «
Permit IP Deny IP DenylP  PermitICMP  PermitIP SGACL g
Enforcement

A

& Listener .
ey S > K
WAN WAN v
. Enterpri
Enterprise D te c? ste wiLe
Branch ata Lenter
Development
| Server
ISE Speaker

The above topology shows three users Employee, Employee with Mobile device or BYOD device and a Contractor
connecting to an Access Point running in the FlexConnect mode in an enterprise Branch network. The enterprise
branch network is connected to the enterprise Data Center over the WAN. The Cat6K switch acting as the core device
in the data center is connected to the WLC. WLC would act as a SXP Speaker and Cat6K would act as an SXP
Listener to form the SXP peering. As soon as the endpoints connect to the network they would be authenticated and
authorized by cisco ISE and would be assigned an SGT dynamically based on their role. The IP-SGT information from
the WLC now would be shared with the Cat6K switch. Through the TrustSec Policy Matrix, ISE would push the
SGACLSs (shown in the topology) to the Cat6K switch. By looking at the Source and Destination Group Tag and the
downloaded SGACL policy Cat6k would enforce the policy and would allow or deny the network access to the

endpoints and servers in the data center.

Step 1
connection peering with the WLC

Configure SXP on the Cat 6K. Here are the commands which needed to enable SXP and forming a

6506E-VSS#show run | i
cts sxp enable

cts sxp
cts sxp
cts sxp
local listener hold-time 0 ©

SXp

retry period 10

default password <#####>

connection peer 100.40.6.2 source 100.100.100.101 password default mode

Note: The default password should be same on both Cat6K and the WLC
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Step 2 To configure SXP on the controller navigate to Security > TrustSec SXP

Step 3 Add the Cat6K IP address in the Peer IP address and click Apply

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Security SXP Connection > New
= AAA Source IP Address 100.40.6.2
General
« RADIUS Peer 1P Address I 100.100.100.101| I
Authentication

Accounting
Fallback

Step 4 One successful the Connection Status should be ON

Ccisco MONITOR WLANs CONTROLLER WJIRELESS SECURITY MANAGEMENT COMMANDS
Security SXP Configuration
e Total SXP Connections 1
General
« RADIUS SXP State enabled )
Authentication
Accounting SXP Mode Speaker
Fallback Default Password ssscee
DNS
Downloaded AVP Default Source 1P 100.40.6.2
» TACACS+ Retry Period 120
LDAP

Local Net Users
MAC Filtering

~ Disabled Clients 100.100.100.101 100.40.6.2 ©n 2
User Login Policies
AP Policies

Peer IP Address Source IP Address | Connection Status

Step 5 Validate the connection status on the Cat6K with the below command. The connection version is 2 since
WLC supports SXPv2

Note: Though 6K supports SXP version 4 it will negotiate to SXPv2 since WLC only supports SXPv2

6506E-VSS#show cts sxp connections
SXP : Enabled
Highest Version Supported: 4
Default Password : Set
Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is running

Peer IP : 100.40.6.2
Source IP : 100.100.100.101
Conn status : On

Conn version )

Local mode : SXP Listener
Connection inst# : 42

TCP conn fd ;10

TCP conn password: default SXP password

Cisco Systems © 2016 Page 23



TRUSTSEC CONFIGURATION GUIDES

l'l'l'l'l
CIsCO.

Duration since last state change:

0:00:30:28 (dd:hr:mm:sec)

Step 6 Now connect the Employee PC to the wireless SSID
Step 7 The employee should be assigned an Employee SGT (Employee_Grp) dynamically as per the
Authorization policy configuration earlier during the ISE configuration
Step 8 Once connected hop on to ISE and navigate to Operations > RADIUS > Live Logs to see the endpoint
details. Click on the Details icon below for all the session related information.
"dsco. Identity Services Engine Home  » Context Visibility
*RADIUS TC-NACLivelogs » TACACS Reports » Troubleshoot  » Adaptive !
Live Logs  Live Sessions
Misconfigured Supplicants © Misconfigured Network D
CRefresh  ©ResetRepeatCounts R ExportTow
Time Status Details Repeat ...
: E
Oct 27, 2016 02:12:03.320 PM II]
Step 9 The Live Logs Details shows the all the endpoint details including the Security Group it got assigned

duks identity Services Engine

Steps
Overview
11001
Event 5200 Authenticason succosded
11017
— s
. 15008
Endpoint id 02:80.6E:E1ET0 6

15048

Undpoint Profile Unknown +8008

Authentication Policy SXP >> Defaut >> Defaut
12500

Authorization Policy SXP >> Employeos

PormiAccost mployee_Gmp

11008
Authorization Result
11018
1250

Rocetved RADIUS Access-Rlequest

RADIUS created a new session

Evabaating Polcy Group

Evalsating Service Selecton Poloy

Quaried MP - Notwork Access Device I Addrens
Maichod Default Ride

Extracted EAP-Reaponseidentty

Proparod EAP-Requost proposing EAP-TLS with chalonge

Retumed RADIUS Access-Chalenge

1 Roceived RADIUS Access-Requost

RADIUS is re-wsing an existing session

Extracted EAP-fssponseNAK reguesting 10 use PEAP instasd
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Authentication Details

Sowrce Timestamp 2016-10-25 05:50:24 387
Recaived Timestamp 2016-10-25 06:50:24 387
Policy Seever is0-20-pan1

Event 5200 Authenscation succeeded

l Username empicyes ! l

Endpoint id 08:60 6E-EX1E:70

Calling Station Id 08-80-8e-03-10-70
Endpoint Profile Unknown

Authentication Identity Store AD1

Identity Group Unknown

Audit Session id 020628540000000270640058
Authentication Method dotix

Authentication Protocol PEAP (EAP-MSCHAPVZ2)
Service Type Framed

Network Device WLC-5520

Device Type Al Device Types

Location Al Locations

NAS IPv4 Address 1004062

NAS Port Type Wireloss - |EEE 802.11
Authorization Profile PermitAccess Employes_Gmp

I Security Group Emgloyee_Grp I
Result
State
Class

11018 RADIUS is reusing an isting session

12302 Extracied EAP-Resporse g PEAP PO-LBED and
accepting PEAP as negotated

12318 Successfully negotiated PEAP version 0

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS ClentHello message

12806 Propared TLS ServerHello message

12807 Propared TLS Conificate message

12808 Propared TLS ServerKeyExchange message

12810 Propared TLS ServerDore message

12305 Propared EAP-Request with ancther PEAP chalenge

11006 Retuned RADIUS Access-Challenge

11001 Received RADIUS Access-Request ([ Step latency=2383 ms)

11018 RADIUS Is reusing an existing session

11042 Received duplicate RADIUS request; retransmiting previous response
11001 Received RADIUS Access-Reguest

11018 RADIUS is reusing an existing session

12304 Extracted EAP-Resporse 9 PEAP o e

12305 Prepared EAP-Request with ancther PEAP chalenge

11006 Retumed RADIUS Access-Chalenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12304 Extracied EAP-Response 9 PEAP ot PO-ros
12318 Successfully negotiated PEAP version 0
12812 E LS Cs y Qe message

12813 Extracted TLS Centificate\Venly message
12804 Exiracted TLS Finished message

12801 Propared TLS ChangeCipherSpac message
12802 Prepared TLS Finshed message

ReauthSession:02062864000000027b640158

CACS:02062864000000027b640158:150-20-psn1/263187244/1565636

I cisco-av-pair

cts:security-group-tag=07d0-60 I

MS-MPPE-Send-Key
MS-MPPE-Recv-Key

LicenseTypes

Base license consumed

Step 10 Similarly look in the Live Sessions in ISE by navigating to Operations > RADIUS > Live Sessions

» Admuristration » Work Contors

Cheteah  Dlgotlow

Endpoint ID Identty IP Addross

(8 B08E EI1ETO 100.32.1.20

Retesr  Evey 1mnse  <[Show  LawstiDrecods  <|wen A -
Yrow~s O~

Session Source Server Auth Mewod Authorization Profiles NAS IP Address
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Step 11 Now look for the IP-SGT binding information on switch using the below command. The endpoints, which
are connected to the FlexConnect AP that got a Tag, would be seen in 6K since the WLC sends all the IP-
SGT mappings through SXP to Cat6K

6506E-VSS#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
2.2.2.2 2 INTERNAL
90.90.90.10 19 CLI
90.90.90.20 17 CLI
90.90.90.50 16 CLI
90.98.90.78 140 CLI
100.18.1.100 181 CLI
100.30.100.2 2 INTERNAL
100.32.1.1 2 INTERNAL
100.32.1.20 2000 SXP
100.32.1.21 2000 SXP
100.32.1.22 3000 SXP
100.32.1.23 3000 SXP
100.50.1.1 2 INTERNAL
100.50.1.12 501 CLI
100.50.1.20 501 CLI
100.50.2.1 2 INTERNAL
100.50.2.11 502 CLI
100.50.2.12 502 CLI
100.50.4.11 504 CLI
100.50.5.1 2 INTERNAL
100.50.5.11 505 CLI
100.50.6.1 2 INTERNAL
100.50.6.12 506 CLI
100.51.1.1 2 INTERNAL
100.60.1.1 2 INTERNAL
100.60.1.6 2 INTERNAL
100.70.1.11 70 CLI
100.78.7.2 2 INTERNAL
100.100.100.101 2 INTERNAL
100.102.1.11 70 CLI
100.202.1.254 2 INTERNAL
187.1.1.1 9 CLI
IP-SGT Active Bindings Summary

Total number of CLI bindings = 15
Total number of SXP bindings = 4
Total number of INTERNAL bindings = 13
Total number of active bindings = 32

The above command shows all the IP-SGT mappings. Look for the bindings from SXP. The Security Groups in this
use case of Employee and Contractor are 2000 and 3000. These IP-SGT mappings are sent by the WLC. The
Security Groups with a Tag 19 and 17 are Development Servers and Production Servers, which are configured
statically through the CLI on the switch
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Step 12

Step 13

Step 14

The below specific command on Cat6K shows all the SXP mappings it received.

6506E-VSS#show cts sxp sgt-map brief

SXP Node ID(generated) :0x64646465(100.100.100.101)
IP-SGT Mappings as follows:

IPv4,SGT: <100.32.1.21 , 2000:Employee_Grp>
IPv4,SGT: <100.32.1.22 , 2000:Employee_Grp>
IPv4,SGT: <100.32.1.23 , 3000:Contractor_Grp>
IPv4,SGT: <100.32.1.24 , 3000:Contractor_Grp>
Total number of IP-SGT Mappings: 4

On Cat6K Use the below command to view the role-based permissions between the security groups
downloaded from ISE through the TrustSec Policy Matrix

6506E-VSS#show cts role-based permissions
IPv4 Role-based permissions default:
Permit_IP Log-10
IPv4 Role-based permissions from group 13:BYOD to group 3000:Contractor_Grp:
Permit_ICMP_Log-30
IPv4 Role-based permissions from group 17:ProductionServers Grp to group
3000:Contractor_Grp:
Permit_HTTP-10
IPv4 Role-based permissions from group 19:DevelopmentServers_Grp to group
3000:Contractor_Grp:
Deny IP-00
IPv4 Role-based permissions from group 2000:Employee Grp to group
2000:Employee_Grp:
Anti_Malware-00
IPv4 Role-based permissions from group 2000:Employee Grp to group
3000:Contractor_Grp:
Deny IP-00
IPv4 Role-based permissions from group 3000:Contractor_Grp to group
3000:Contractor_Grp:
Permit IP-00
RBACL Monitor All for Dynamic Policies : FALSE
RBACL Monitor All for Configured Policies : FALSE

Type the below command to view the SGACL entries downloaded from ISE

6506E-VSS#show cts rbacl
CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPv6

name = Anti_Malware-00
IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit dicmp
deny udp src dst eq domain
deny tcp src dst eq 3389
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Step 15

Step 16

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

name

tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp

src
src
src
src
src
src
src
src
src
src
src
src
src

dst
dst
dst
dst
dst
dst
dst
dst
dst
dst
dst
dst
dst

eq 1433
eq 1521
eq 445
eq 137
eq 138
eq 139
eq snmp
eq telnet
eq Www
eq 443
eq 22
eq pop3
eq 123

tcp match-all -ack +fin -psh -rst -syn -urg

= Deny IP-00

IP protocol version = IPV4, IPV6

refcnt
flag
stale

4
0xC1000000
FALSE

RBACL ACEs:

deny

name

ip

= Permit_HTTP-10

IP protocol version = IPV4

refcnt
flag
stale

2
0x41000000
FALSE

RBACL ACEs:
permit tcp src eq 80
permit tcp src eq 443

name = Permit_ICMP_Log-30
IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit icmp log

6506E-VSS#

To validate the policy enforcement on the switch, Role-Based Enforcement needs to be enabled. Enable
enforcement on the switch with the below command

6506E-VSS(config)#cts role-based enforcement

Validate the policy enforcement on the switch with the counters command. To check the counters on the
switch use the following command.

6506E-VSS#show cts role-based counters
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Step 17

Step 18

For example if a Contractor (SGT 3000) tries to access the Development Server (SGT 19) he should be
denied access as per the configured policy and the deny counters on the switch need to be incremented.
Similarly if an Employee (SGT 2000) tries to access the Development Server (SGT 19) he should be
permitted access and the permit counters need to be incremented

6506E-VSS#show cts role-based counters
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-
Monitor

* * 0 0 533526 0 0 0
2 0 0 0 0 18377 0 0
(0] 2 0 0 622542 0 0 0
2 2 0 0 62376 0 0 0
2000 17 0 0 0 0 0 0
2000 19 0 0 0 34762 0 0
3000 17 0 0 0 0 0 0
3000 19 0 2485 0 0 0 0
4000 501 0 0 0 34758 0 0
13 3000 0 0 0 0 0 0
14 3000 0 0 0 0 0 0
17 3000 0 0 0 0 0 0
19 3000 0 0 0 0 0 0
2000 3000 0 0 0 0 0 0
3000 3000 0 0 0 0 0 0
6506E-VSS#

Cat6K switch even provides an option to view the counters between the specific security groups. To view
the counters between the specific security groups use the following command. The below example shows
the counters between the Contractor (SGT 3000) and the Development Server (SGT 19)

6506E-VSS#show cts role-based counters from 3000 to 19
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-
Monitor
3000 19 0 2485 0 0 0 0

An employee or a contractor connecting from a remote branch office wireless Access Point running in FlexConnect
Local mode now can be assigned a security group tag and are allowed or denied network access based on their roles
thus providing access control and wireless segmentation using TrustSec.

Sample Use Case Showing SXP Peering between ISE and WLC

Instead of running SXP peering between the network devices and WLC even ISE can be used to form the peering with
the WLC. For that the SXP service needs to be enabled on ISE. Since ISE 2.0, ISE can act as both SXP Speaker and
SXP Listener. The peers can also be configured in bi-directional mode where each of them can act as both SXP
Speaker and SXP Listener.

Figure 3: Topology showing a wireless FlexConnect deployment with SXP enabled on ISE
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The above topology shows the SXP peering between ISE and WLC. Since ISE is acting as both SXP speaker and
Listener it can not only receive the IP-SGT binding information from the WLC (SXP Speaker) but also can share the
IP-SGT bindings to other devices in the network. The above topology shows ISE as a SXP Speaker sharing the IP-SGT
binding information to an ASA. Here is the configuration to enable the peering between ISE and WLC.

Step 1 To enable the SXP service on ISE node navigate to Administration > System > Deployment

Step 2 Edit the Node and Enable SXP Service check box in General Node Settings page and specify the ISE
interface used for SXP service.

Note: It is recommended to run SXP service as a separate persona. ISE 2.1 can support up to four SXP nodes
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Step 3 Configure the SXP Settings in ISE by navigating to Work Centers > TrustSec > Settings > SXP Settings

duds’  Identity Services Engine Home » Context Visibility » Operations » Polioy » Admiristraton
» Neotwork Access * Guest Accoss * TrustSec » BYOD » Profier » Posture » Device Administration
» Overview » Components » TrustSec Polioy Policy Sets » SXP » Troubleshoot Reponts - Settings
L

General TrusiSec Settings SXP Settings

TrustSec Matrix Settings

Workflow Process Pubish SXP bindings on PxGria
Add radius mappings Into SXP IP SGT mapping table
ACI Settings Global Password

Global Password  sessess

Timers

Mrrmum Acceptable Hold 120
Time  geconds (1-65634, 0 t
Reconciliation Timer 120
84000)
Mirsmum Hold Time 020
3.65634, 0 10 disable)
Maximum Hold Time 180
1. 3)
Retvry Open Timer 120

ds (0-64000)

setDetautt L0

Step 4 Enable the Check Mark if intended to Publish SXP bindings on PxGrid nodes. Also Enable the Check
Mark to Add radius mappings into SXP IP SGT mapping table where the IP-SGT bindings derived
from radius session can be added under SXP mappings in ISE. Configure the Global Password to form the

peering instead of a typing a custom password while adding a new SXP peer every time. Configure the
Timers or can be left to default values.

Step 5 To add the WLC as the SXP Peer in ISE navigate to Work Centers > TrustSec > SXP > SXP Devices and
Click Add

il
asc

L Identity Services Engine Home  » ConlextVisbiity  » Operaions  » Policy  » Administration

» Network Access » Guest Access ~TrustSec  » BYOD  » Profiler » Posture  » Device Administration

» Overview » Components  » TrustSecPolicy PolicySets ~SXP  » Troubleshoot Reports  » Settings

(<]
SXP Devices
Rows/Page j 1 AL} Go 14 Total Rows
Al SXP Mappings
T Refresh @i Trashy (GEst  Assign SXP Domain Y Fiters &~
Name IP Address Status Peer Role Con... SXP Domain

Step 6 Provide the Name, IP Address, Peer Role Speaker as WLC is a SXP Speaker, Connected PSNs on
which the SXP Service is running, SXP Domain which could be default domain or a custom created one,
Status as Enabled, Password Type can be DEFAULT Global Password or a CUSTOM created and the
SXP Version it needs to be running which is V2 for the WLC.
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~ Add Single Device

Input fields marked with an asterisk (*) are required

SXP Devices
All SXP Mappings
Name WLC-5520
IP Address * 100.40.6.2

Peer Role * SPEAKER v

Connected PSNs * * ise-20-psn1

SXP Doman * default v
Status*  Enabled v
Password Type * DEFAULT v
Password
Version * v2 v

» Advanced Settings

coes D

SXP Domain provides a means to logically group network devices to which SXP mappings should be exchanged.
These “Domains” are arbitrarily defined and purely optional; if none are defined the system default VPN named
“default” is used. This allows for granular control of where specific SXP mappings will be advertised

Note: ISE 2.1 can support up to 100 SXP peers with a HA pair and 200 Peers without the HA pair

Step 7 Click Save

Step 8 Now hop on the WLC and add ISE as the new SXP peer under Security > TrustSec SXP and click Apply

alvaln Suye Configunstion  “Bing gt Beresh
cisco MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security SXP Connection > New < Back Apply
Seurce 1P Adcress 100.40.6.2
Poar [P Address 100.19.0.02

A

Step 9 The SXP Connection Status for ISE on the WLC moves to On
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v
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security SXP Configuration
= Total SXP Connections 2
General
» RADIUS SXP State Enabled [
Authentication P M
Accounting SXP Mode Speaker
Faliback Default Password sesnee
DNS
Downloaded AVP Default Source 1P 100.40.6.2
» TACACS+ Retry Period 120
LDAP
Local Net Users
MAC Fil Peer IP Address Source IP Address Connection Status
iltering
« Disabled Clients 100.19.0.102 100.40.6.2 Oon 2

Step 10 Now enable the SXP peering between ISE and ASA with ISE as SXP Speaker and ASA as a SXP Listener
to share all the IP-SGT mappings that ISE received from WLC to ASA.

SXP Devices > SXP Connection

» Upload from a CSV file

SXP Devices
Al SXP Mappings

~ Add Single Device

Input figlds marked with an asterisk (*) ane required

Name ASA-5515-X

1P Address * 100.1056.12
Peer Role * LISTENER v
Connected PSNs * * i50-20-psn1

SXP Domain * default -
Status * Enabled v
Password Type * DEFAULT v

Password
Version * v2 -

Step 11 Login to the ASDM of the ASA and navigate to Configuration > Firewall > Identity by TrustSec to
configure TrustSec

Note: ASA supports SXPv3 with version 9.6.1 and above. This ASA version is running 9.5.1 so it only support SXPv2

Step 12 Enable the SXP Service with the check mark Enable SGT Exchange Protocol (SXP)
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@Nome_@ Monitoring | [ Save Q¥ Refresn | ) Back () rorward | D Melp | Type topic bl

cisce
o Devce Ut i © 0 O Configuration > Firewall > Identity by TrustSec
000 Device List
®Add [ Delete & Connect | ¥ Enable SGT Exchange Protacel (5XP) |
find: Connection Peers
P8]172.23.8.47:443] Filter:  Peer IP Address : L) Filter Clear
8 sampg-vpn-gwl 444 Peer IP Address Source P Address Password Mode Role Add
100.19.0.102 Defauk Default  Local Ustener
[
000 Firewall ® o Edit Connection Peer
¥4 Access Rules Delete
£ NAT Rufes | Peer 1P Adaress: 100.19.0.102 |
Q Service Policy Rules .
P, Default ¢
of' AAA Rules ssword
& Fiver Rules Default Source
g 3:‘:::::;'“” [ Default Password. essee
& Threat Detection Confirm Password: eeeee
&7 Identity Opticers
Retry Timer: 120
" n Objects Reconcile Timer: 120
> ﬁ Unified Comenunications
> Ad: d
W Adance Server Group Setup
Server Group Name:  1SE2.1
Refresh Environment Data
f SGT Map Setup
& = e Setup SCY 1P Address  SCT Valoe Add
3%
Ldn
% Remote Access VPN
Oxlete
G site-to-site ven
a Device Management

» Reset Apply

Step 13 Click Add to add a new SXP peer. Add the Peer IP Address, Password — configured Default Password,
Mode Local and Role Listener (Since ASA is the Listener)

Step 14 Click Ok and Apply

Step 15  To validate the SXP Connection status on the ASA navigate to Monitoring > Properties > Identity by
TrustSec > SXP Connections

B Home o Confrgurae

L Sove O3 retresh ) sk

'?Mclp Type top

- Cevee e
000 Dwene Lint
® Add [ Oclete & Connect

SGT Exchange Prosocol (SXP) Connections:

ot J SXP: Enables
- R Wighest version: 2
B amgg-vpn-gwl 444 Default password; Set
Default local IP:  Not Set
Reconcile period: 120 secs
Retry open period: 120 secs
00 Properties Retry open timer: Running
& cri Total number of SXP connectices: 1
& ONS Cache Total nuaber of SXP connections shown: 1
v @ Vadover
@ sann
@ Craphs Peer Comnection Statux:
v & \Sermny Filter:  Peer IP Address : Filter
B AD Agem —
2 Cooups Poor Sowrce Status Wersien Aok Inatance # Password Reconcle Timer  Delete Hold-down Timer  Last Chasged
35 e Usage 100190102 10010512 On 2 Lissener 11 Detault  Not Kurming Nt Rurrvng © 00 00 10 10d v s seC)
8 Users
¥ &g \Sermry by Trustec
a8 Pac
~
8] P Audn
¥ W Sustem Resowces Graohs
Q!mﬂxn
&
Routsng
Loy

Refresh
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Step 16 Instead of ISE sending the IP-SGT mappings to ASA we can even have peering enabled between ASA and
WLC.

Note: Since ISE receives the IP-SGT mapping from all the network devices it is best practice to have SXP enabled between ISE and ASA

~ O O Confi ti Fi 11> Identity by Trusts

v/ Enable SGT Exchange Protocol (SXP)
Connection Peers

Filter: Peer IP Address $ L J Filter Clear
Peer IP Address Source P Address Password Mode Role | Add
100.19.0.102 Default Default  Local Listener
100.40.6.2 Default Default  Local Listener Edit
Delete
(&) [ J Edit Connection Peer

Default Source: Peer IP Address: 100.40.6.2

Default Password: Password: Default A
Confirm Password Mode: Local &
Retry Timer: Role: Listener A

Reconcile Timer:

Server Group Sewﬁ Help Cancel LOK

Server Group Nan

Refresh Environment st TR IBOrE PAC T —

SCT Map Setup
SGT W Address  SGT Value Add

Reset Apply

Step 17  Now hop on the WLC and add ASA as the new SXP peer under Security > TrustSec SXP and click Apply

MONITOR  WLANs CONTROLLER WIRELESS SPCURITY MANAGEMENT COMMANDS e FEIDOACK

Security SXP Connection > New _<back | Asoly |
A Source [P Address 1004062
General
» RADIUS Peer P Address

Authertication
Accounting

Step 18  The SXP Connection Status for ASA on the WLC moves to On

Cisco Systems © 2016 Page 35



TRUSTSEC CONFIGURATION GUIDES CISCO.

Security SXP Configuration __Aeply | mew.. |
v AMA Toral SXP Connections 3
Genersd
- RADIUS SXP Stace tnaties B
Authertication
Ao " SxP Mode Soeower
Fadack Defauk Pasyword esseee
oNS
Downloaded AVP Defauk Source [P 1004062
» TACACS + Retry Perad 120
LDAP
et Poer IP Address Source IP Address Comnection Stat
MAC Fitering nes us
v Disablod Chents 100.19.0.802 100406.2 on [+
User Loghn Pelicies 100.100.100.101 _100.40.6.2 On
AP Policses
Sussmend Pelivies | 10010522 100.40.6.2 On [~]

Step 19  To validate the SXP Connection status of WLC on the ASA navigate to Monitoring > Properties >
Identity by TrustSec > SXP Connections

SGT Exchange Protocol (SXP) Connections:

SXP: Enabled
Highest version: 2
Default password: Set
Default local IP: Not Set

Reconcile period: 120 secs
Retry open period: 120 secs
Retry open timer: Running

Total number of SXP connections: 2
Total number of SXP connections shown: 2

Peer Connection Status:

Filter:  Peer IP Address 4 U Filter
Peer Source Status Version Role Instance # Password Reconcile Timer Delete Hold-down Timer Last Changed

100.19.0.102 100.105.1.2 On 2 Listener 1 Default  Not Running Not Running 0:00:17:48 (dd:hr:mm:sec)
[100.40.6.2 100.105.1.2 On 2 Listener 1 Default  Not Running Not Running 0:00:00:22 (dd:hr:mm:sec) ]

Step 20  To validate the SXP Mappings received on the ASA navigate to Monitoring > Properties > Identity by

TrustSec > IP Mappings
9 Home %Conllquulm g.ﬁvt Glldruh o Back 0 '? Help Type topic
[ T N S S
000 Device List
@ Add [ Delete & Connect Security Group IP Mapping Table:
ind Total number of Security Group IP Mappings: 25053
I8Y172.23.5.47.443 | Total number of Security Group IP Mappings shown: 9
& sampg-vpn-gwl 444 Filter.  TAG : 2000 Filter Clear
Ty Name 1P Address
500 = 2000 Employee_Grp 100.32.1.25
Opertis 2000 Employee_Grp 192.168.43.11
& CRL 2000 Employee Grp 192.168.43.7
&1 ONS Cache 2000 Employee Grp 100,32.1.20
v @ Fadover 2000 Employee_Grp 100.98.7.3
@ sans 2000 Employee_Crp 192.168.43.9
@ Graphs 2000 Employee Crp 192.168.43.8
v g ernty 2000 t(mployee Grp 100.98.4.96
S5 AD Agert 2000 Employee Crp 100.98.7.19
& Croups
& Memory Usage
& Uners
v 85 Mdesnity by TrustSec
& PAC

g trwvronment Data

P Audit
v & Sustem Resowrces Graohs
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ASA can act as a Security Group Firewall (SGFW) with the policy enforcement based on security Groups. Instead of
ISE pushing the SGACLs for enforcement to the network devices, ASA has the capability to do the enforcement with
the firewall rules utilizing Security Groups

Step 21 To add the new Access Rules using TrustSec Security Groups navigate to Configuration > Firewall >
Access Rules and click Add to add a new rule

O Configuration > Firewall > Access Rules

& Edit (fDelete 4+ ¢ X G W - Q Find B3 Diagram | Export ~ @ Clear Hits £1] Show Log &% Packet Trace
o @ Add Access Rule

Interface: inside
I Action: () Permit Deny

Source Criteria

Source any

User

Security Group: | E]

Destination Criteria

Destination: any
Security Group:
Service: ip
Description:

o Enable Logging

Logging Level Default s

- More Options ¥,

Help Cancel 0K

Step 22 Under the Source Criteria look for Security Group and click on the Icon on the right most side of the
Security Group to Browse Security Groups

Step 23 Select the Existing Security Group or can even Filter and once selected click Add to populate the
Security Group on the right and once finished adding all the groups for the source criteria click OK
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_.-— L J —— — — — ‘ m’ Security Group
Existing Security Group Object Groups Selected Security Group:
@ Add . " . e QW Name Coumt  Security Type Descripton
Filter: FiltedClear
Name ~ ! Coumt Secwurity ... Description
() Existing Security Group: I Add >> I
Filter: employee 1o Cle << Remove
Security Name Security Tag
Create new Security Group member:
Security Tag/Name:
Security Type: Tag B
Help Cancel e |

Step 24  Repeat the same steps for the Destination Criteria Security Group

Step 25  Once added the SGFW Access Rules should look something similar to the one in below

@Nome_u Monitoring QSueGRdmh omt o ? Help Type topic "'!""':l",
- ~Device Ut uiaiaiia, O Configuration > firewall > AccessRules

| Device List
.O&Ounm: s . ®Add - F edie B + 4 LWMB - QFind B Dugan g Expon - @ shor Q
Sowrce Crinerix Criveria
Find: ’ [nabled User r——— Service Acton My Loggieg Time  Descript
) -
B ampg-wpn-gwl 444 o & Employee_Grp & ProductionSer...
o & Employee_Grp & Developmens...
4 & Contractor_Grp & DevelopmentsS... fe
| 000 fresat 4 & Contractor_Grp
ﬁ_
£ NAT Rules
¥ B inside (2 outgoing rules)
R
}S:::u:ky ey N o Sy 81000 @ any = lp  Per... 0
B9 Fiver Rukes 2 o Dy 8 50 @ any ®ip v Per... 0
B Peblic Servers S management (0 implicit incoming rules)
B URL Filering Servers S outside (0 Implicit incoming rules)
B Threat Derection v 5 Cobal (1 implicit rule)
& Wentry Opticns ! D any @any = Ip © Deny Implicit
§§ dentry by TrustSec
> uObm
» (& Unfied Communications
» B3 Advanced
&,Qﬁi(e Setup
2%
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The above access rules shown in the screenshot have the policies based on Security Groups like Employee,
Contractor on the source with the Production Server and Development Server on the destination. Permit and Deny
actions now can be taken using SGFW rules.

Step 26

being incremented on the Access Rules page

- Configuration > Firewall > Access Rules

To validate the enforcement on the Security Group Firewall (SGFW) look to see if the number of Hits

Security Group

Q Find B3 Diagram [ Export = )

Destination Criterix
Destination

Securty Group

Service

0gging | Time Descripe

*Add - T Edit + ¢
- Enabled | S0Urce Criterix
Source User
1 v @any
2 v @any
3 v Pany
4 v @ any

v B inside (2 outgoing rules)
1 v Pany
2 v @ any

H* management (0 implicit incoming rules)

5% outside (0 implicit incoming rules)
v B Global (1 implicit rule)
1 @ any

& Employee_Grp
& Employee_Grp
8 Contractor_Grp
& Contractor_Grp

& 2000
& 501

@ any
@ any
@ any
@ any

@ any
@ any

@ any

& ProductionSer... =

& Developments
& Developments

© Deny Implicit

As soon as an Employee tries to access the Development Server, as per the Permit action configured on the access
rule of the SGFW policy he would be granted network access and the number of Hits would be incremented. Similarly
when a Contractor tries to access the Development Server, as per the Deny action configured on the access rule he

would be denied network access and the number of Hits would be incremented.

Sharing Security Groups of FlexConnect Users to other Security Products

The Security Groups of the wireless users coming from both Central and FlexConnect deployments can be shared to
other security products like FirePower Threat Defense (FTD), StealthWatch and WSA through Cisco Platform
Exchange Grid (PxGrid). Cisco PxGrid feature enables sharing of context and security groups information from ISE.
This configuration guide will not go into the details of the PxGrid capabilities but shows how the Security Group
information from ISE could be used by different security products like WSA to apply the access policies based on
Security Groups, simplifying security rules using security group tags with FTD, StealthWatch to monitor the traffic
flows and quarantine the endpoints based on SGTs.

Note: PxGrid node needs to be deployed as a separate persona in ISE

Figure 3: Topology showing FlexConnect users Security Groups being shared with different security products
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WSA Access Policies based on Security Groups

WSA could block the access of the wireless users (both Central/FlexConnect) to certain sites through URL Filtering
based on Security Groups. Here is a sample screenshot showing the WSA access policies being created based on the
TrustSec Security Groups. We could simplify the access polices on the WSA with the security groups. The security

groups below are received by WSA through ISE PxGrid.

alialn Cisco SO00V O Upgrace A

CISCO Web Security Virtual Appliance

A Reporting Web Security Manager Security Services Network System Administration

Access Policies

Add Policy... '
Protocols and
Order Group User Agents URL Filtering = Applications Objects Anti-Malware and Reputation  Delete

BYOD Policy )

1 dentification Profile: All  (global policy) Slockt 16.3 (global policy)  (global policy) (global policy) -1
1tag (BYOD) onitors &
Guest Policy L

2 dentification Profile: All  (global policy) E‘Ior:Lt r176'-‘ (global policy)  (global policy) (global policy) - ]
1 tag (Guests) cner e
Employee Policy .
dentification Profile: All  (global policy) ﬁ'frfl‘m;3s°. (global policy)  (global policy) (global policy) -]
1 tag (Employees) )
Contractor Policy en

4 deatification Profile: All  (global policy) Slgrf: :527 (global policy)  (global policy) (global policy) - ]
1 tag (Contractors) onitors <
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For more information on the integration between ISE and WSA click the below link.

https://communities.cisco.com/servlet/JiveServlet/previewBody/68290-102-1-125507/How-
To 104 Integrate Cisco WSA using ISE and TrustSec through pxGrid.pdf

Simplifying Security Rules on FTD with Security Groups

Here is a sample screenshot showing the security policies on FirePower Threat Defense (FTD) with Security Groups.
We could simplify the security rules using trustsec security group tags on the FTD instead of IP based rules.

Note: Security Groups on FTD currently supports Source Criteria only

m Security Intelligence  HTTP Responses  Advanced

#A Filter by Device © Add Category  © AddRule | Search R

w Mandatory - TsecPolicy (1-2)

= #HTTP d evon
1 Allow Employee E E any &8 Prod-Svr-10.0.0.0-8 JHTTPS ‘,] Employees o Allow
2 Allow Developer ;-:_] DevSvrs any any any any any * Developers | Allow

w Default - TsecPolicy (3-3)

___ #HTTP (" Adult and Pornography (Any Reputation)

3 Block Bad Sites X Block

' #HTTPS [ Gambling (Any Reputation) o
Default Action Intrusion Prevention: pxGrid Intrusion Policy

Additionally FTD provides Rapid Threat Containment (RTC) capability by detecting the threat and sharing that
information over Cisco PxGrid to ISE and ISE could quarantine that endpoint using the TrustSec Security Group Tags.

For more information on the integration between ISE and FirePower click the below link.

https://communities.cisco.com/servlet/JiveServlet/previewBody/68292-102-1-125510/How-
To_Firepower ISE pxGrid.pdf

Monitoring TrustSec Security Groups with StealthWatch

StealthWatch solution leveraging NetFlow from the network infrastructure like switches and firewalls provides deeper
visibility into the network through the collection, aggregation and analysis of NetFlow data. Since NetFlow records
now aware of TrustSec Security Groups, StealthWatch could actively monitor the TrustSec policy segmented traffic.
Here is a sample screenshot showing TrustSec ID (Security Group Tag) information in StealthWatch.
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(# Search Subtyect Z Poer
------ " *
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° PortProtocol
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TrustSec 10 TreatSec Mame +
:I +
TrustSec Name +
Omertation
3

Additionally even StealthWatch can provide Rapid Threat Containment (RTC) and Network as a Sensor and
Enforcer (NaaS/E) capability by detecting the threats through policy violation and sharing that information over Cisco
PxGrid to ISE and ISE could quarantine that endpoint using the TrustSec Security Group Tags.

# Custom Event: Empiloyee 10 Production Violation

Rule/Event Name

& Object (r -
t . Host *
s Jse
waces ence
t t | +* VProt
- +
TrustSec ID —
- *
TrustSec 1D
» - 1 +
TrustSec Name - -
Apphic at +*
TrustSec Name -+
ont at
Applic atic +*
-

For more information on the integration between ISE and StealthWatch click the below link.

https://communities.cisco.com/servlet/JiveServlet/previewBody/68288-102-1-125505/How-
To 101 Deploying Lancope_StealthWatch with pxGrid.pdf
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Debug SXP on ISE, WLC and Switch
Debug SXP on ISE

To Debug SXP connections and bindings in ISE, the debug needs to be turned on the dedicated SXP node.

Step 1 In ISE, navigate to Administration > System > Logging > Debug Log Configuration
Step 2 Select the ISE SXP node
Step 3 Edit to enable the ‘Log Level’ to debug for the following Components: SXP and Replication Tracker

Debug Log Configuraion ) profier INFO profier debug messages
INFO Clert Provisioning clent debug messages
R INFO prrt policy decision request procesing liyer related messages
INFO paGrid messages
INFO Logoer related to Deployment Registeration, Deregistration, Sync and In
WARN
| DEBUG

report INFO Debug reg on MAT nodes

RubeEngine-Amrivutes INFO Additio evaluation attributes In audit logging at DEBUG

RuteEngine-Polkcy-IDGouUps INFO Additional policy vs i group audit logging at DEBUG

rustime-AAA WARN AMA nuntime messages (prrt)

rustime-confiy WARN ARA runtime configuration messages (pert)

runtime-ogging WARN Qustomer 10gs center messages (pert)

sami NFO SAML messages

cep NFO SCIP kg messages

sgthinding INFO SGY binding

sporsorportal INFO Sponscr portal debug Mmessages

WSS INFO Swiss protocol intemal messapes

[ s DEBUG SXP Uistoner messages |

TC-NAC WNro TC-NAC kg messages

va runtime INFO Vubnerabibty Assesament Rustine sesiages

va senvice INFO Vuinerabilty Assessment Senvice messages

ves INFO Conteat Grectiony detug messages

Step 4 To download the logs in ISE, navigate to Operations > Troubleshoot > Download Logs
Step 5 Select the ISE node (SXP)

Step 6 Select the Debug Logs tab and scroll down to the Debug Log

Step 7 Look for sxp debug log files

Debug SXP on WLC

To Debug SXP connection errors in WLC, enable the following debug commands.

(Cisco Controller) >debug cts sxp ?

all Configures debug of all CTS SXP messages.
errors Configures debug of CTS SXP errors.
events Configures debug of CTS SXP events.
framework Configures debug of CTS SXP framework.
message Configures debug of CTS SXP message.
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Debug SXP on Switch

To Debug SXP issues on the Switches, enable the following debug commands.

6506E-VSS#debug

conn CTS
error CTS
internal CTS
mdb CTS

message CTS

cts
SXP
SXP
SXP
SXP
SXP

sxp ?

connection

errors

internal information
mapping db

message

Additionally the following two commands are handy in troubleshooting SXP on the switches

6506E-VSS#debug ip tcp transactions

6506E-VSS#debug ip tcp packet
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