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2.2 Security and SD-WAN Products Evaluated  

 

Cisco Meraki and Catalyst WAN appliances deliver a wide array of enterprise 

security and SD-WAN capabilities and provide the building blocks of SASE 

architecture.  With a range of models for small branches to datacenters, feature 

highlights include: 

 

Security SD-WAN 

● Next-generation firewall (NGFW) 

● URL/content filtering 

● Advanced malware protection 

● Intrusion detection and 

prevention 

● Native Cisco Umbrella and 3rd 

party SSE integration 

● High quality application-based 

SD-WAN fabric technologies 

● Multicloud onramps with deep 

public cloud provider integrations 

● Advanced end-to-end visibility 

with ThousandEyes 

● 5G fixed wireless access 

 

Cisco Meraki and Catalyst WAN appliances together are recognized to address the 

most enterprise use cases on the market. 

 

Meraki WAN Appliances Catalyst WAN Appliances 

 

 
 
 

 

Enterprises looking to streamline 
branch operations and improve 

security with SD-WAN 

Enterprises looking to integrate 
SD-WAN and security into 

exacting environments 

 

https://meraki.cisco.com https://www.cisco.com/.... 

 

 

https://meraki.cisco.com/product-collateral/mx-family-datasheet/?file
https://www.cisco.com/site/us/en/products/networking/sdwan-routers/catalyst-8000-edge-platforms/index.html
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Remote Access Trojans (RATs) 

Malware an attacker uses to gain full administrative privileges and remote control 

of a target computer. RATs are often downloaded along with seemingly legitimate 

user-requested programs such as video games or via phishing email. 

Tor Trojan Exploit (TOR) 

Malware that interacts with TOR browser and/or uses the TOR network with 

multi-layer encryption that collects personal data and sends to a  C&C server. 

Advanced Evasion Techniques (AETs) 

Threats that are most obfuscated to block with conventional malware scanners 

and IPS.  The threats are often delivered in components that work together once 

they reestablish connection at the infected host. 

Advanced Persistent Threats (APTs) 

Threats that allow for continuous hacking with payloads opened at the 

administrative level.  Even after first discovery and attempts to remove, the 

malware persists on the infected hosts and elsewhere in the network. 

Modified Malware 

Original malware, detectable by public repositories, but is modified with 

techniques that allow it to now evade most signature-based detection 

countermeasures. 

Polymorphic, Zero-Day Malware 

Malware that self-mutates, presenting as new threat as if modifies itself.  This 

constantly changing effect makes this malware strain more difficult to fully detect 

the new strains of malware. 
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Cisco Meraki features a graphical user interface that was 

extremely easy to use including setting up for web/URL 

filtering.  Their breadth and ease of this interface allow for 

quicker more effective time to deploy as well as reduction of 

human error bottom line leading to more effective secure 

protected network and QOE. 
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Cisco Catalyst also features a graphical user interface that was extremely easy to use 

including setting up for web/URL filtering.  Their breadth and ease of this interface 

allow for quicker more effective time to deploy as well as reduction of human error 

bottom line leading to more effective secure protected network and QOE. 
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7.0  Cisco Meraki Malware Detection Efficacy  

Miercom conducted Security Efficacy Malware Protection tests by exploit type on 

the Cisco Meraki DUTs. Cisco Meraki WAN appliances proved 98% effective at 

Malware Detection Efficacy, 25% better overall compared to the competitive 

industry average of other NGFW security products tested.  Cisco Meraki WAN 

appliances prevented 100% of AET, Backdoor, Malicious Docs, RAT, and TOR 

exploits. It had excellent protection against both active and modified threats. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Cisco Meraki proved 98% Malware Detection Efficacy, 25% better 
overall compared to competitive industry average of other NGFW 
security products tested . Cisco Meraki prevented 100% of AET, 

Backdoor, Malicious Docs, RAT, and TOR exploits. It had excellent 

protection against both active and modified threats. Active threat and 

modified malware are fresh 2023 malware samples likely not in any 

signature databases. 
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Cisco Meraki features a graphical user interface that was 

extremely easy to use including setting up for intrusion 

detection prevention and Advanced Malware Protection (AMP).  

Their breadth and ease of this interface allow for quicker more 

effective time to deploy as well as reduction of human error 

bottom line leading to more effective secure protected network 

and overall exceptional customer quality of experience. 
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8.0  Cisco Catalyst Malware Detection Efficacy 

Miercom conducted NGFW Security Efficacy Malware Protection tests by Exploit 

Type on the Cisco Catalyst DUTs. Cisco Catalyst WAN appliances proved 98% 

Malware Detection Efficacy, 25% better overall compared to competitive industry 

average of other NGFW security products tested.  Cisco Catalyst WAN appliances 

prevented 100% of AET, Backdoor, Malicious Docs, RAT, and TOR exploits. It had 

excellent protection against both active and modified threats.    

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Cisco Catalyst proved 98% Malware Detection Efficacy, 25% better 
overall compared to competitive industry average.  Cisco Catalyst 

prevented 100% of AET, Backdoor, Malicious Docs, RAT, and TOR 

exploits. It had excellent protection against both active and modified 

threats.  Active threat and modified malware are fresh 2023 malware 

samples not likely to be found in any signature databases. 





Cisco SD-WAN Evaluation 19 DR230809S 

Copyright ©2023 Miercom  20 Sept 2023 

9.0  Cisco Meraki Performance 

Miercom conducted Performance Throughput tests on the Cisco Meraki DUTs. 

Cisco Meraki MX68, MX85, MX95, and MX105 WAN appliance performance test 

results shown below provided excellent throughput with both SD-WAN scenarios. 

1) Direct Internet Access (DIA) and 2) Secure SD-WAN Overlay.  

 

The DIA use case has all security features enabled including NGFW with Application 

Control, Advanced Malware Protection, URL Filtering, Intrusion Protection and NAT. 

The Secure SD-WAN overlay has IPsec enabled, QoS, Application Control, Deep 

Packet Inspection, and Intrusion Prevention Service.  Traffic mix for testing was 

default delivered using the Keysight BreakingPoint test system. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Cisco Meraki MX68 , MX85, MX95 and MX105 performance test results 
shown above prove excellent throughput with both SD -WAN scenarios : 

1) Direct Internet Attached (DIA) and 2) Secure SD-WAN Overlay, Cisco 

Meraki proved exceptional throughput performance for both encrypted 

and unencrypted testing. This test employed an enterprise application 

mix (EMIX) of traffic was used and there was ZERO application 

transaction failures.  The overlay performance outperformed DIA due to 
malware protection being disabled.  






