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Goal of this Document  

  
The primary goal of the document is to provide technical guidance on the steps needed to 
successfully migrate DigiCert (Symantec) certificate to Cisco PKI certificate on the Cisco SD-
WAN controllers solution. It includes automated and manual methods for obtaining signed 
controller certificates from Cisco Plug and Play portal.   
  
 
This guide assumes that the vBond, vSmart and vManage controllers are already 
deployed with certificate provided by DigiCert (Symantec).   
 

Pre-requisites  
  

• Recommended software version to migrate to Cisco PKI certificate are SD-WAN 
controllers and vEdge routers to run 19.2.3+ and XE SD-WAN routers to run 16.12+  

 
• You will need a Smart Account and Virtual Account at http://software.cisco.com to 

use the automated or manual method.  The Smart Account credentials should be 
configured in the vManage GUI under Administration>Settings>Smart Account 
Credentials  

 
• It is important that the Virtual Account in the Cisco PnP portal has a controller profile 

defined, and the organization name in the profile must match the organization name 
in the vManage GUI  

 
• To check if DigiCert is installed, go to configured settings on vManage dashboard under 

Administration – Settings. If Symantec Automated/manual option is chosen, then it indicates 
that DigiCert certificates are installed.  

 
• Ensure that Cisco root certificates are loaded on the WAN Edge devices before 

converting to Cisco PKI else the WAN Edge devices will not come up onto the 
network   

 
• For XE SD-WAN routers, verify using the command: show sdwan certificate root-ca-

cert | inc Cisco    
  

C8Kv_Router# show sdwan certificate root-ca-cert | inc Cisco   
Issuer: OU=Arcturus, O=Cisco, CN=Internal Customer Root CA Subject: O=Cisco, 
OU=Albireo, CN=Viptela SubCA Issuer: OU=Arcturus, O=Cisco, CN=Internal Customer 
Root CA Subject: OU=Arcturus, O=Cisco, CN=Internal Customer Root CA  
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• For vEdge routers, verify using the command: show certificate root-ca-cert 
| inc Cisco    

  
     vEdge# show certificate root-ca-cert | inc Cisco   
     Issuer: OU=Arcturus, O=Cisco, CN=Internal Customer Root CA Subject: O=Cisco,         
OU=Albireo, CN=Viptela SubCA Issuer: OU=Arcturus, O=Cisco, CN=Internal Customer    
Root CA Subject: OU=Arcturus, O=Cisco, CN=Internal Customer Root CA  

  
  
Note:   
  

1. For Cisco XE SD-WAN and Viptela Edge (vEdge) routers (running 19.2 or 
higher), Cisco PKI root certificate are bundled in the software by default or distributed 
by the PnP or ZTP server when the WAN edge is automatically provisioned  
 

2. Reach out to TAC support if there are any issues with migration or if Cisco SD-WAN 
controllers run on version below 19.2.3 to get support on upgrade/migration process  

 

Migration Steps to Install Signed Cisco PKI Certificate to 
Controllers 

Option1: Automated certificate signing through Cisco Systems 

 
       With this option, certificate signing requests are automatically sent to the Cisco PnP 

cloud service where the certificate is signed. The vManage then automatically retrieves 
the certificate and installs on itself and vBond, vSmart controllers as well. 
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Key Considerations:  
 

• Time taken to complete automated migration process (for vManage, vSmart & vBond 
controllers): ~ 15 minutes 

 

• Control Connection expected to flap during certificate migration process 
 

• vBond & vSmart controller downtime during migration: ~ 1 minute  
 

• No service impact on WAN Edge routers 
 

Step1: Verify Cisco Plug and Play (PnP) portal connectivity 
 

1. A DNS server needs to be configured to resolve the hostname cloudsso.cisco.com 
and subsequently apx.cisco.com and swapi.cisco.com using ping command.  

 
2. To validate if vManage can reach the Cisco PnP server, go to the vManage CLI, type in 

vshell, then type “curl  https://cloudsso.cisco.com”. You should see a message that 
the host is live.  

 
3. Type in “curl https://apx.cisco.com” and you should get an html response from the 

server that the service unavailable. If the servers are not reachable, you should see 
“Failed to connect” messages. If they both succeed, then the automated process 
should work. Type in exit to end vshell mode. 
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Note: Try curl -k “Cisco PnP Server URL” if you see SSL root certificate issue. 

Step 2: Configure Smart Account credentials  
 
Before you can enable automatic signing of Cisco certificates, Smart Account credentials 

must be configured. h 
1. On the vManage GUI, Go to Administration>Settings.  
2. At the bottom of the page, go to the right of Smart Account Credentials and click Edit. 
3. Enter the Username and Password that gives you access to your Smart Account 

information at https://software.cisco.com.  
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4.  Click Save. 

Step 2: Configure vManage certificate settings  
 
1. On the vManage Administration > Settings page, go to the right of Controller Certificate 

Authorization and click Edit. 
2. Select Cisco Automated (Recommended). If you change the setting, you will get a popup 

window asking to confirm the Certificate Authorization change. Click Proceed. 
3. Select the Validity Period. Minimum is 1 year and maximum is 2 years.   
4. Set the Certificate Retrieve Interval. This is the interval the vManage will check on whether 

the signed certificates are available after the CSR has been submitted. The default is 60 
minutes, so you may want to decrease this value. Minimum is 1 minute, and maximum is 
60 minutes.  
 

Note: Recommended minimum interval is 3-4 minutes for successful certificate retrieval. 
 

 

 
 
 
 
 
 
 
 
 

5.  Click the Save button.  

 Step 3: Generate certificate signing requests  
 
Next, generate and submit certificate signing requests.  
 
1. Navigate to Configuration > Certificates and click the Controllers tab  
2. On the right side of vManage, click three dots (…) and select Generate CSR from the 

drop-down box.  
3. A pop-up window states that the generated CSR has been sent to Cisco for signing. Click 

Close.  
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4. Repeat the process for the vSmart and vBond controllers.  

 
 
 
 
 
 
 
 
 
 
 

Step 4: Sign and install certificate signing requests  
 
The signing and installation of the Cisco certificates are completely automated. To view 

the status:  
 
1. Go to https://software.cisco.com and login if prompted.  
2. Click on Manage Devices under the Network Plug and Play section.  
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3. Ensure the proper Virtual Account is chosen in the upper right-hand corner. This is the 

Virtual Account with the controller profile of the organization name used for the SD-
WAN overlay.  

 
4. Click Certificates 
When a CSR is generated, you will see an enrollment request and the Status changes to 
In Process. When the request is signed, the Status changes to Completed.  
 

The vManage will automatically check at the configured interval for the signed certificates 
and install them.  
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Option 2: Manual certificate signing through Cisco Systems 
 
With this option, certificate signing requests are manually submitted by the administrator 
to the Cisco PnP portal, where the certificate is signed. The administrator can then 
download the resulting certificates from the PnP portal and manually install them in 
vManage.  

 

Step 1: Configure vManage certificate settings  
 

1. On the vManage GUI, go to Administration>Settings 
 

2. To the right of Controller Certificate Authorization, Click Edit 
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3. Select Manual if it is not already selected. If this is a change from the current 
configuration, you may get a pop-up window asking to confirm that you want to 
change the certificate authority which is used for authentication. Click Proceed 

4. Click the Save button 
 

Step 2: Generate Certificate Signing Requests 
 

1. Navigate to Configuration > Certificates and click the Controllers tab  
 

2. On the right side of vManage, click three dots (…) and select Generate CSR from the 
drop-down box 

 
3. A pop-up window appears with the certificate signing request. Copy the certificate 

signing request to submit for signing 
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4. Click Close. You can always view or download the CSR again by clicking three dots 

(…) to the right of the controller and selecting View CSR from the drop-down menu 
 

5. Repeat the process for the vSmart and vBond controllers 

 

Step 3: Submit and sign the certificate signing requests 
 
Next, the CSRs will be submitted to the Certificate Authority to be signed. This needs to 
be done for each controller.  
 

1. Go to the Certificate portal at: https://software.cisco.com and login if prompted 
 

2. Click Plug and Play Connect under the Network Plug and Play section 

 
3. Ensure the correct Virtual Account is chosen in the upper right-hand corner. This is the 

Virtual Account with the controller profile of the organization name used for the SD-
WAN overlay 

 
4. Click Certificates  

 
5. Click the Generate Certificate button. The Generate Certificate window is displayed 

 
6. Next to Certificate Name, enter a name for the certificate (VMANAGE) 7. Next to 

Certificate Signing Request, paste the CSR copied from the vManage GUI. Be certain 
to include the “---BEGIN CERTIFICATE REQUEST---” and “---END CERTIFICATE 
REQUEST---” wording.  
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7.  Next to Validity Period, choose a timeframe for how long you want the certificate to 
be valid. Minimum is 1 month, and maximum is 2 years.  
 

8. Optionally, next to Description, type a description of the certificate (Certificate for 
vManage) 
 

9.  Click the Next button 
 

10. On the next screen, review and click Submit 
 

11. A message will indicate that a certificate was successfully requested. Click Done 

 
12. When the processing is complete, the status will show as Completed. Refresh the 

page if required 

 
13. To the right under the Actions column, click the down arrow to download the 

certificate 
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14. Repeat Step 3 for the vBond and vSmart controllers  
 

Step 4: Install the signed certificates  

Signed certificates are downloaded directly from the Plug and Play Connect portal in the 
previous procedure. The resulting certificates are uploaded and installed manually in 
vManage. 

1. Go to Configuration > Certificates and click the Controllers tab 
2. In the top right of the screen, click the Install Certificate button. No specific controller 

needs to be selected. vManage applies them to the proper controller 
3. Paste the contents of the certificate into the window or click Select a file and choose 

the certificate to upload. Note that vManage looks for a .pem file, but the certificate 
may have been downloaded with a .cer extension instead. The difference in extension 
names does not cause any issues 

4. Click Install to get the certificate installed  
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5. Repeat the procedure for all the additional controllers 

 
Verification: 

1. Go to the vManage dashboard. You should now see vSmart, vBond, and vManage 
icons with a green up arrow. This indicates that the control connections from the 
vManage to the other controllers are up. The Control Status box indicates the control 
connection of the vManage to the vSmart. Control connections cannot be completed 
without valid certificates. Any warnings or invalid certificates associated with control 
connections are also shown on the dashboard.  
 

2. Go to Configuration > Certificates and click the Controllers tab. The Operation Status 
shows Installed for the vBond and vBond Updated for the remaining controller types 
 

3. Other CLI commands to check certificate details on Cisco SD-WAN Controllers via 
SSH connection: 

• show control local-properties 
• show certificate validity  
• show certificate installed 
• show certificate root-ca-cert 

Note: If you encounter any issues with certificate migration or if control plane/data plane 
restoration doesn’t happen, please reach out to TAC support to create a service 
window.  
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Additional Resources: 
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-
controller-cert-deploy-guide.html

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-controller-cert-deploy-guide.html



