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Customer name:  
Arab Potash

Industry:  
Mining

Employees:  
2,200

Revenues:  
370m Jordanian Dinar

Summary:
With the constant threat of cyber-attacks that all organisations face, Arab Potash wanted to 
enhance its security and ensure the safety of its devices matched its excellent reputation for the 
safety of its employees. Deploying Cisco AMP for Endpoints meant that the high number of remote 
and onsite employees at Arab Potash can work with the confidence of knowing that their devices 
are safe and secure from attacks. The Cisco Customer Success Team helped the organisation to 
fully understand the capabilities and functionality of the technology, and has led to the company 
deploying an enhanced security strategy, safeguarding its devices across the network. 

More 
employee productivity 

as flexible working   
now supported
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With a greater understanding of the capabilities of the Cisco platform, Arab Potash 
has already started benefitting from functionality such as Advanced Customer 
Detection, exclusion lists and auto-analysis. The platform, which constantly tracks 
and analyses files and traffic across the network, conducts retrospective security 
and analysis on where, how and why breaches have occurred to prevent them 
reoccurring in the future. This means Arab Potash is not only more proactive with 
its security policy, but that by using the dashboard views it is able to contain and 
control any breaches more quickly and efficiently.  This is helping to increase 
productivity because employees working remotely have greater confidence 
that their mobile devices are secure enabling them to work more flexibly. 

With the help of the Cisco Customer Success Team, Arab Potash is also 
looking to more fully adopt the analysis and reporting features to establish 
rules and KPIs for measuring cyber security and ROI. As well as rolling the 
security platform out to all of its devices as soon as possible, the company 
is already looking to implement a wider security strategy, which includes 
the future adoption of Cisco’s cloud security platform, Umbrella.

The Impact

Deploying AMP for Endpoints alongside other AMP deployments has helped my organization to 
uncover threats faster and improve overall security effectiveness. The customer success engagement 
is a great asset as it helps us to maximize the usage and get benefits of the tool’s features.

Sufyan Adaileh 
IT Infrastructure Superintendent, Arab Potash

The Challenge
As one of the world’s largest mining companies, Arab Potash 
has a global remote workforce of more than 2,200 employees.  
The organisation, which celebrated its 60th year last year, is 
the sole producer of potash in the Arabic region and the only 
organisation to be granted exclusive access by the Jordanian 
government to extract, manufacture and market minerals from 
the Dead Sea.  Arab Potash has a reputation for employee 
safety and good governance, and with many of its employees 
working on mining sites or remotely, protecting those people 
and the devices they use for work is vital. However, detecting 
and preventing cyber-attacks on such as dispersed workforce 
was proving challenging for the IT team at Arab Potash.

The Solution
After initial discussions, Arab Potash began working with 
Cisco to deploy its Advanced Malware Protection (AMP) 
for Endpoints platform. An initial roll out of 250 devices 
was successful in helping to protect employee devices, 
however, additional features within the platform were 
being underutilised. The Cisco Customer Success Team 
worked with the IT department to increase adoption 
rates and help the department further augment its 
security strategy.  The Success Team ran a series of 
workshops and training sessions to raise awareness 
of the range of functionality within the platform and 
help Arab Potash take advantage of the enhanced 
security features that AMP for Endpoints offers. 

“
“

More user adoption

More functionality activated
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manage risk
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through flexible working


