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Introduction

Ciscois Secure Data Center Solution includes effective and intent based security that follows the
workload across physical data centers and multicloud environments to protect applications,
infrastructure, data, users Ciscoy solution continuously learns, adapts, and protect s. As the network
changes and new threats arise in the data center, Cisco Security Solutions dynamically detect and
automatically adjust, mitigating threats in real- time.

Domains

Compliance @
Threat Defense
Secure Services @
Segmentation @

Visibility @

Management

YOU ARE

HERE

Places in the Network (PINs)

The Key to SAFE organizes the complexity of holistic security into Places in the Network (PINs) and Secure
Domains.
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SAFE Design Guide Secure Data Center Design Guide | Introduction December 2020

5

SAFE simplifies end- to- end security by using views of complexity depending on the audience needs.
Ranging from business flows and their respective threats to the corresponding security capabilities,
architectures and designs, SAFE provides guidance that is holistic and understan dable.

THE KEY TO Sapg

Design Guides : Design Guides

v

«

Architecture Guides QOperations Guides

PLACES IN THE NETWORK SECURE DOMAINS

More information about how Cisco SAFE simplifies security, along with this and other Cisco Validated
Designs (CVD), can be found here: www.cisco.com/go/safe

This design guide is based on the Secure Data Center Architecture Guide , which can be found with the
other PIN Architecture Guides here:
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Revision History

Date \ Description

December 2018 Initial Input

June 2019 Updated images for Hyperflex, APIC, MSO, Nexus 9000, Fabric
Interconnects, FTD, FMC and regression tested Test Case 1.
Maintenance update rewrote Appendix C APIC initial configuration for

better flow.

August 2019 Combined Appendix C and D and included them in Test Case 1.
Added link to APIC tested config files on Github .

June 2020 Added Test case 8 | Tetration and ISE integration

December 2020 Added Test case 9 | TrustSec: ISE, APIC and FMC

Data Center Business Flows

SAFE uses the concept of business flows to simplify the identification of threats . This enables the
selection of capabilities necessary to protect them .

This solution addresses the following Data Center business use cases:

1 Secure applications and servers that are present on network
1 Secure remote access for support
1 Securing east- west traffic

Secure applications for PCI: Clerk processing credit card transaction

Payment

Clerk
Application

Secure remote access for employees: Field engineer updating work order
Field Workflow
Application

Engineer

Secure east-west traffic for compliance: PCI compliance for financial transactions

Database

Payment
Application

O Return to Contents
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Data Center Attack Surface

The Secure Data Center solution protects systems by applying security controls to the attack surface
found in the data center. The attack surface in data center spans the business flows used by humans,
devices, and the network.

Threats include; rogue identity, infections , and advanced persistent threats allow ing hackers the ability
to take control of your devices and networks. Legacy remote administration access to devices (such

as modems) adds additional risk. Zero - day vulnerability attacks can bypass existing controls and infect
systems.

Secure applications for PCI: Clerk processing credit card transaction

Clerk Payment
Application
s Sl
i I % L
ROGUE INFECTION NETWORK BREACH INFECTION

Secure remote access for employees: Field engineer updating work order

Field Warkflow
Engineer Application

INFECTION NETWORK BREACH ROGUE

Secure east-west traffic for compliance: PCI compliance for financial transactions

Payment Database
.Appllcat\on Q g:a !:! Q l

INFECTION NETWORK BREACH ROGUE INFECTION
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Solution Overview

Ciscos security approach for the modern data center allow companies to achieve:

December 2020

1 Improved resiliency to enable data center availability and secure services

1 Operational efficiency from automated provisioning and flexible, integrated security

1 Advanced threat protection from Cisco Talos - industry leading threat intelligence to stay up to

date, informed, and secure

The integrated product workflow enables:

1 Visibility - Complete visibility of users, devices, networks, applicatio ns, workloads, and

processes

1 Segmentation - Reduce the attack surface by preventing attackers from moving laterally, with
consistent security policy enforcement, application allowed/blocked | isting and micro -

segmentation

91 Threat Protection - Stop the breach by deploying multi - layered threat sensors strategically in
the data center to quickly detect, block, and dynamically respond to threats

The top priorities for securing data centers are:

Visibility
“See Everything”
Complete visibility of
users, devices, networks,

applications, workloads
and processes

O Return to Contents

Segmentation
“Reduce the Attack Surface”

Prevent attackers from
moving laterally east-west
with application
allowed/blocked listing and
micro-segmentation

Threat protection
“Stop the Breach”

Quickly detect, block, and
respond to attacks before
hackers can steal data
or disrupt operations
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Security Capabilities

Specific capabilities are necessary to protect the data center and build the appropriate layers of
defense. These capabilities work together to create severa | layers of defense protecting the data
center. The following sections describe the security capabilities required for each of the priorities.

Visibility

Visibility is critical in the data center. Companies need to see every user, device,
network, application, workload and process.

You cannot protect what you cannot see. Visibility across the network and connected devices is
achieved via several methods. Within the enterprise , each capability provides an increasing breadth of
visibility and context. They provide visibility and security intelligence across an entire organization
before, during, and after an attack. They continuously monitor the network and provide real -time
anomaly detection and Incident response forensics .

These capabilities are required to achieve visibility in the data center .

Icon Capability Function
Application Provides deep packet inspection of application flows .
Visibility
Control

, Analyzes normal network behaviors, creating a
Analysis ) . .
and baseline for operations and known devices connected
@ to the network.

Anomaly Analyzes normal application and process behavior.

Detection Generates alerts when abnormal activities start.

Provides historical representation of all process and
: file related activities on the endpoint/server. This
Device . o . . .

Trajectory mcludes visibility into binary executions with command
line arguments, copy and move events, as well as
network connections tied back to those executions.
Provides file- centric visibility, including file propagation

File across the enterprise and the data center in a single

Trajectory view. Used for efficient threat investigations and

incident response.

O Return to Contents
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Capability Function

Monitor data center communications flows | Uses

the information to better pinpoint nuisances in the

Flow & Process network, and identifies and alerts on abnormal
Analytics device traffic flows.

Monitor process behavior for detecting anomalies,

and sends alerts on abnormal behavior.

Provides visibility of the users and the servers at
|dentity the start and end of the data flow.

Segmentation

Segmentation reduces the attack surface by preventing hackers or unintended data
from moving laterally (east - west) across the network. Once you have implemented
visibility, you can enable segmentation in new and more effective ways. These
capabilities provide segmentation across the data center.

Segmentation reduces the scope of an attack by limiting its ability to spread t hrough the data center
from one resource to another. For servers on delayed patch cycles, segmentation is an important tool,
reducing the potential for vulnerability exploitation until adequate patch qualification and deployment
into production is complete . For legacy systems, segmentation is critical to protect resources that
donyt receive maintenance releases or patch wupdates.

Segmentation plays an important role in audit and compliance scenarios. For industry requirements

such as the Payment Card Industry Data Security Standard (PCI DSS), regulations like the General Data
Protection Regulation (GDPR), and Health Insurance Portability and Accountability Act (HIPAA).
Segmentation can be used to help reduce the number of systems that require controls, as well as the
scope of an audit.

These capabilities provide segmentation across the data center.

Icon Capability ‘ Function

. Firewall for North/South segmentation of flows into
Firewall
and out of the data center.
Host- based Provides micro- segmentation between all
Firewall application and services.
@ Taqain Software- defined segmentation between groups
gging East/West within the data center.

O Return to Contents
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Threat Protection

Threat Protection is a multi - layered threat sensor deployment. It is able to quickly
detect, block and respond dynamically when threats arise preventing breaches

from impacting the business.

All data centers have something in common: the y need to protect their applications and data from an
increasing number of sophisticated threats and global attacks. All organizations are under threat of
attack; many have been breached but are unaware of it. Protecting the modern data center is a

challenge for security teams. Workloads are constantly moving across physical data centers and multi -

cloud environments. These capabilities enable threat protection in the data center.

‘ Function

Icon Capability
Anti- Identify, block, and analyze malicious files and
Malware transmissions.
A Identify and block known malicious files and
@ Anti- Virus . fy
signatures.
Apply automatic static and dynamic analysis for
% File Analysis unknown files to improve security efficacy and
understand behaviors
. Block traffic from quarantine groups.
% Firewall a group
Flow & Network traffic metadata identifying security
Process incidents enables automatic quarantine response.
Analytics
Host- based Automatically quarantine a host to rapidly contain a
Firewall threat.
Intrusion Initiate quarantine request based on anomalous
Prevention activity.
Posture Corrective action to fix vulnerabilities.
Assessment

and Patching

Software based segmentation to automatically to

Tagging guarantine hosts to rapidly contain the threat and
prevent further lateral movement.
Threat Protect against newly identified threats via a global
Intelligence threat information service.

O Return to Contents
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Solution Architecture

Developing a defense - in- depth architecture requires identifying existing threats and applying
appropriate security capabilities to thwart them.

The three business flows defined earlier are shown with the necessary security capabilities.

Secure applications for PCI: Clerk processing credit card transaction

Client-Based Identity Posture Firewall  Intrusion Flow Threat Anti-  Tagging Web  saper-
Security Assessment Prevention Analytics Intelligence Malware Application gageq
Firewall Security

Clerk

Payment
Application

Secure remote access for employees: Field engineer updating work order

)

Client-Based |dentity Posture  yppy Firewsall  Intrusion Flow Threat Anti-  Tagging Distributed Web

- == Server-

Security Assessment Prevention Analytics Inteligence Malware Denial of  Application gaceq

Service Firewall  Secrity
Field Protection Workiflow
Engineer Application

Secure east-west traffic for compliance: PCI compliance for financial transactions

Server- Firewall Intrusion Flow Threat Anti- Tagging Server-
Based Prevention Analytics Intelligence Malware Based
Payment Security Security Database

Application

These capabilities are implemented through product features . The following sections briefly describe
each area and the products selected that implement the needed capabilities.

O Return to Contents
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Visibility

Cisco provides complete insight into workloads and application behavior. The
following products contain the capabilities needed to gain that visibility.

December 2020

Capability Solution Component
A{)/Fi)s“izﬁgon Cisco Firepower Next Generation Firewall (NGFW) or
h y Cisco Firepower Next Generation IPS (NGIPS)
Control
- Analysis and Cisco Stealthwatch with Cognitive Intelligence
(o)) Anomaly and
Detection Cisco Tetration
D?VICe Cisco Advanced Malware Protection for Endpoints
Trajectory

File Trajectory

Cisco Advanced Malware Protection for Endpoints

Flow & Cisco Stealthwatch, network switches, firewalls , and
Process : . .
. routers sending NetFlow . Cisco Tetration
Analytics
Cisco Identity Services Engine (ISE),
Identity Cisco Application Centric Infrastructure (ACI),

Cisco Tetration

O Return to Contents
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Segmentation

Cisco provides multilayer segmentation. The following products contain the
capabilities needed to achieve segmentation.

Capability

Solution Component

Firewall Cisco Firepower Next Generation Firewall
Host- based Cisco Tetration agent configuring native host firewalls.
Firewall
Cisco ACI Endpoint Groups (EPGSs),
Tagging Cisco TrustSec Security Group Tags (SGTs)
Traditional VLANSs

O Return to Contents
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Threat Protection

Strategically placed sensors enable companies to quickly detect, block, and
respond to attacks before hackers can steal data or disrupt operations. The
following products contain the capabilities needed to enable threat protection.

Capability

December 2020

Solution Component

Anti- Cisco Advanced Malware Protection for Endpoints and
Malware Cisco Advanced Malware Protection for Networks
Anti- Virus Cisco Advanced Malware Protection for Endpoints and
Cisco Advanced Malware Protection for Networks
File Analysis Cisco Threat Grid
Firewall Cisco Firepower Next Generation Firewall
Flow &
Process Cisco Stealthwatch and Cisco Tetration
Analytics
Host- based Cisco Tetration
Firewall
Intrusion Cisco Firepower Next Generation Intrusion Prevention
Prevention System
Posture
Assessment Cisco Tetration

and Patching

Tagging ACI, TrustSec and VLANs
Threat Cisco Talos Security Intelligence
. Cisco Cognitive Intelligence and Encrypted Traffic
Intelligence

Analytics

O Return to Contents
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Cisco Secure Data Center Reference Architecture

The Cisco Secure Data Center reference architecture is a solution that includes the best of Cisco) s
products for a modern data center.

1 The data center network is based on a Multi - Site Application Centric Infrastructure (ACI).
1 Firepowerd Next Generation Firewall (NGFW) is used to protect the workloads.

1 Tetration and Stealthwatch are used to provide visibility and threat protection .
1

Advanced Malware Protection for Endpoints (AMP4E) on the servers for endpoint threat
protection.

1 Cisco Hyperflex is the hyperconverged data center platform which includes compute, storage
and network.

Product information details will be discussed in the Implementation section below. The capabilities that
each architectural component needs to provide are included.

Hybrid cloud is included in this architecture by supporting an application in Amazon Web Services and
protected with Firepower NGFW Virtual (NGFWv), AMP4E, Tetration agent, and Stealthwatch Cloud .

The Intersite Network is a network where different Application Policy Infrastructure Controller ( APIC)
domains are interconnected through generic Layer 3 infrastructure . Intersite Network is used for Multi-
Site ACI deployment and provides data center interconnect. The Edge, WAN and Intersite Network are
places in the network (PINs) that are outside of the data center. Refer to the SAFE Architecture Guides
for other PINs.

Internet WAN
TO EDGE TO WAN TO IPN
Secure Data Center
_ oL
@
=) © (=
ACI Multi-Site Tetration AC| Controller AC| Spine HyperFlex Payment
Orchestrator Analytics Switch Server Application
: oo @L OO0 6.0 (&
B, e 8 -
0% s) QO = =) o (=)
Firepower Firepower Distripution L3 Switch ACI Leaf Fabric HyperFlex Workflow
Management Center NGFW Switch Switch Interconnect Server Application
(e =)
= = "
o B il
Q< 0 fee] =)
Stealthwatch F?[ealg“;\l"at‘ih Fl;fggmer HyperFlex Dg;‘:egie
ow Collector
Magﬁ:;‘;;”‘ . Server Business
Services Core Software Defined Use Cases

The clerk depicted by t he green token could be at a branch office connected to the dat a center via the
WAN. The field engineer depicted in blue is connected to the Internet and needs to connect to the
data center securely to file a work order.
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The first business flow is to secure a payment application for PCI compliance. The clerk is connec ted
to the WAN from a branch office. She is processing a credit card transaction and accessing the
payment application in the data center. The data flow enters the core zone of the data center typically
on a layer 3 switch. The Software Defined zone refers to the software defined segmentation, which is
delivered by ACI. The flow continues to the Software Defined zone to the ACI Leaf and redirected with
a contract to the Firepower NGFW for firewall, IPS and segmentation services. The data flow then
proceeds back to the ACI leaf switch, to the Fabric Interconnect and then connects to the payment
application.

Internet

TO EDGE TO WAN

Secure Data Center

B
ACI Mutti- Site eration ACI Spine Payment
Orchestrator Analytics Switch Server Application
: 60 (L | 3
Firepower Firepower Distribution L3 Switch HyperFlex Workflow
Management Center NGFW Switch Interconnec Server Application
Ce% o))
Firepower Database
Stealthwatch Stealthwatch HyperFlex
Flow Callectar NGFW Server
Ma(r;gﬁ:ggnt . Server Business
Services Care Software Defined Use Cases

O Return to Contents
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The second business flow secure s remote access for employees . A field engineer is accessing the
data center submitting a work order to the workflow application. The data flows from the Internet edge
to a Distribution switch in the Services zone. VPN termination is handled by the Internet Edge
architecture . The flow proceeds to the L3 switch in the Core zone and then to the Software Defined
zone. The flow continues to the ACI Leaf and redirected with a contract to the Firepower NGFW for
firewall, IPS and segmentation services. The data flow will then proceed back to the ACI leaf switch to
the Fabric Interconnect and then connects to the Workflow application.

@.

TO WAN TOIPN

Internet

Secure Data Center

| -

8 | | 5 | M |

(i) (o5
ACI Multi-Site Tetration ACI Controller AC| Spine HyperFlex Payment
Orchestrator Analytics Switch Server Application

B, <8e [

Firepower Firepower L3 Switch Workflow
Management Center NGFW Switch Swil Interconnect Server Application
Cp% Yoo 1)
Stealthwatch Stealthwatch FIEGDI?‘YXIH HyperFlex Dgtabase
Management Flow Caollector Server Bl.;es[;lr':!erss
Console Services Core Software Defined Use Cases
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The third business flow secure s east- west traffic . In this case the database server and payment
application are both communicating with each other within the data center .

Internet @

TO EDGE TO WAN TOIPN

Secure Data Center

‘-‘ |

ACI Multi-Site

Tetration | ACl Splne HyperFIex Payment
O.rt_:hestra_l'.::r A 'JE ics ) ) : Application
S
El
Ce%
Firepower Flrepamr Dlstnbuuon Workflow
Management Center NGFW Switch Application
Cee e/ o8
Steslthwatch Stealthwatch Firepower HyperFlex Database
Management Flow Collector NGFW ysps:ver le.]esr;.:erss
Console i
Services Core Software Defined Use Cases

Additionally, the third business flow secure s east- west traffic across data centers. In this case the
database server and payment application are communicating between two data centers.

Internet I @
\U/ —)\_

TO EDGE TO WAN TOIPN TO EDGE TO WAN TO IPN
Secure Data Center 1 | Secure Data Center N |
N @ N A = @7\
| \ @ e ) )
orchm. mr

é’g@ By (280 <) (1) & @)1 6

epower  Distibuton L3 Swich i Fabric nmmr»e, iarkfiow Firepomer Firepawsr  Distribution L3 Switch ¢ Fabric - werkflaw
Mmaqemzm Dan e NGFW Switch Intereanne: ' Management Center  NGFW Suileh _ e Apzlggion
— a N h A
e ) s R :

00 olgl

o Firamawar
Stwalthwarch Stealthwatch NEPW

Hipere -, vt St n;sg:::; s
ipigamert Pl Colisio Business Henagement Flew Golector Business
UR ansole use
Services Core Software Defined Cases Services Core Software Defined Cases
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Implementation

The Cisco Secure Data Center Reference Design is built based on the Secure Data Center Reference
Architecture. For lab testing purposes virtual machines were used for the Multi - Site Orchestration
Cluster, Firepower Management Center, Stealthwatch Management Console and Stealthwatch Flow
Collector. For production environments these services (and others) should be deployed on properly
customer s

sized appliances for the
TO EDGE TO WAN TO Intersite Network
Secure Data Center
/. —
: @
Tetration APIC
ACI Multi-Site Analytics Cluster
Orchestrator Cluster Appliance
-
-
——
AN &
Firepower Firepower Distribution
Management
Cegnter NGFW Switch L3 Switch
@ :
Stealthwatch Stealthwatch Identity
Management Flow Collector Services
Console Services Engine Core

Secure Data Center Design Guide | Implementation

Intersite
Network

’
Fire
|-

==

Firepawer
NGFW

Interconnect

ACI

HyperFlex
Cluster

envi

December 2020

ronment

Web Zone Servers
Tetration Agent &

\ AMPAE / Server

App Zone Servers
Tetration Agent & Application

\ AMPAE / Server

Database Zone
Servers Tetration

Database

Agent & AMP4E Server

Business Use Cases

The purple design icons illustrate the product selected to provide the capabilities required. Solid purple
icons refer to physical appliances, and the icons with the white ba ckground represent a virtual

appliance or software .
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The following figure shows the redundant nodes in the ACI fabric for ACI Spine, ACI Leaf, Firepower
NGFW and Fabric Interconnect. The APIC cluster is connected across the redundant leaf switches. A

secure overlay management only network is implemented for out of fabric accessibility as a best
practice, but is not depicted.

! .

TO EDGE TO WAN

Intersite
Network

TO Intersite Network
Secure Data Center

Firepower
NGFW
|
- L
| —
Tetration AC Fabric Web Zone Servers
ACI Multi-Site Analytics ACI Spine Leaf Interconnect Byrr Tetration Agent &
AMP4E
Orchestrator Cluster ) Server L /
[P) / =\ \
=
() e | H
5= L L7 E
- b, A 2, A}
" ) App Zone Servers
Firepower Firepower a i
istributi Tetration Agent &
Management NGFW DISVIL‘_!UUOH L3 Switch & HyperFlex
fagem Switch B . < ey \__AMP4E__J
ACI Spine ACI Fabric [ =
Leaf Interconnect Al =
- A
Firepower ! a Database Zone
Stealthwatch Stealthwatch Identity NGFW ! Servers Tetration
Management Flow Collector Services
Console

H‘é”e’“e" \_Agent & AMP4E /
Services Engine C et i
ore ACI Biz Use Cases
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The Cisco ACI Multi- Site Reference Design is a recent evolution in ACI architectures. The need for
complete isolation (both network and tenant change domain levels) across separate ACI networks led
to the Cisco ACI Multi- Site architecture. The Cisco Multi- Site Orchestrator (MSO) is responsible for
provisioning, health monitoring, and managing the full | ifecycle of Cisco ACI networking policies and
stretched tenant policies across ACI sites around the world. MSO is paired with our extensive

cybersecurity portfolio creating Cisco) s

TO EDGE
Secure Data Center 1
© @
ACI Multi-Site Tetration

Orchestratar Analytics
Cluster

LA 4

Firepower  Firepower  Distribution
Management NGFW  Switch
Center

Steatthwatch Steafthwatch  Identity

Management Flow Collector Services

Console  Services  Engine
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hneclads offering for the modern data center.

Intersite
Network

TO WAN TOISN

L3 Switch

Core

San Francisco

Firepower
NGFW

ACI

Ty
Wieb Zone:
ervers Tetration

\igent & AMPAE/
P ——
('H'e)

App Zone
Servers Tetration

\agent & AMPIE/

TO EDGE
Secure Data Center 2

@

Tetration
Analytics

Firepower  Firepower Distribution
it NGPW Switch

’ )
Database Zone

Servers Tetration)

\fgent & AMP4ES

Biz Use Cases

Center

@ @

Stealthwatch Stealthwatch  Identity
Management Flow Collector Services
Console  Services Engine

TO WAN TOISN

New York

)
&y E (D)
Web Zone

arvers Tetration

\Agent & AMPAE
=@

HyperFlex
Cluster

Ao Zane
| Servers Tetration|
\agent & AMPAE)

=2
Firepawer Database Zona
N Servers Tetration|
\Agent & AMPAE/
Biz Use Cases

Fabric
Interconnect

Core ACI
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The following secti ons describe the products in detail and their applicability in the data center .

A tabular listing of all products and the versions tested is available in the Appendix.

ACI

Cisco Application Centric Infrastructure ( Cisco ACId ) technology enables customers to integrate virtual
and physical workloads in a programmable, multi - hypervisor fabric to build a multiservice or cloud data
center. The Cisco ACI fabric consists of discrete components that operate as routers and switches,

but it is provisioned and monitored as a single entity. ACI is a holistic architecture with centralized
automation and policy - driven application profiles. ACI delivers software flexibility with the scalability of
hardware performance.

Key characteristics of ACI include:
1 Simplified automation by an application - driven policy model
1 Centralized visibility with real- time, application health monitoring
1 Open software flexibility for DevOps teams and ecosystem partner integration
I Scalable performance and multi - tenancy in hardware

The future of networking with ACI is about providing a network that is deployed, monitored, and
managed in a fashion that supports DevOps and rapid application change. ACI does this through the
reduction of complexity and a common policy framewor k that can automate provisioning and managing
of resources.

The following ACI terminology is used in this document. For a complete list, refer to ACI terminology.

Cisco ACI Description
Term
Application The Cisco APIC, which is implemented as a replicated synchronized
Policy clustered controller, provides a unified point of automation and
Infrastructure management, policy programming, application deployment, and health
monitoring for the Cisco ACI multitenant fabric. The minimum
Controller recomm ended size for a Cisco APIC cluster is three controllers.
(APIC)
Application An application profile defines the policies, services, and relationships
Profile between endpoint groups (EPGSs).
Contract The rules that specify what and how communication in a network is

allowed. In Cisco ACI, contracts specify how communications between
EPGs take place. Contract scope can be limited to the EPGs in an
application profile, a tenant, a VRF, or the entire fabric.
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Cisco ACI
Term

Endpoint
Group (EPG)
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December 2020

Description

A logical entity that contains a collection of physical or virtual network
endpoints. In Cisco ACI, endpoints are devices connected to the network
directly or indirectly. They have an address (identity), a location, attributes
(e.g., version, patch level), and can be physical or virtual. Endpoint
examples include servers, virtual machines, storage, or clients on the
Internet.

Fabric

A fabric is the set of leaf and spines nodes under the control of the same
APIC domain. Each fabric represents a separate tenant change domain,
because every configuration and policy change applied in the APIC is
applied across the fabric. A Cisco ACI fabric thus can be considered an
availability zone.

Intersite
Network (ISN)

A network where different APIC domains are interconnected through
generic Layer 3 infrastructure. ISN requires plain IP routing to allow the
establishment of VXLAN tunnels.

L30ut

A routed Layer 3 connection uses a set of protocols that determine the
path that data follows in order to travel across multiple networks from its
source to its destination. Cisco ACI routed connections perform IP
forwarding according to the protocol selected, such as BGP, OSPF, or
EIGRP.

Microsegment
ation(uSeg)
EPGs

Microsegmentation with the Cisco Application Centric Infrastructure (ACI)
provides the ability to automatically assign endpoints to logical security
zones called endpoint groups (EPGs) based on various attributes.

Multipod

A Multipod design consists of a single APIC domain with multiple leaf - and-
spine networks (pods) interconnected. As a consequence, a Multi - Pod
design is functionally a fabric (a single availability zone), but it does not
represent a single network failure domain, because eac h pod runs a
separate instance of control - plane protocols. For more details, refer to the
Multipod White Paper:

https://www. Cisco.com/c/en/us/solutions/collateral/data - center-

virtualization/application- centric - infrastructure/white - paper-c11 -
737855.html

Multi- Site

A Multi- Site design is the architecture interconnecting multiple APIC
cluster domains with their associated pods. A Multi - Site design could also
be called a Multi- Fabric design, because it interconnects separate
availability zones (fabrics), each deployed either as a single pod or multiple
pods (a Multi- Pod design). For more details, refer to the Multi - Site White
Paper: https://www. Cisco.com/c/en/us/solutions/collateral/data - center-

virtualization/application- centric - infrastructure/white - paper- c11 -
739609.html .
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Cisco ACI Description

Term

Pod A pod is a leaf- and- spine network sharing a common control plane
(Intermediate System ltolintermediate System [ISIS], Border Gateway
Protocol [BGP], Council of Oracle Protocol [COOP], etc.). A pod can be
considered a single network fault domain.

Policy- Based PBR is a primary feature of the service graph. The service graph must
Redirect (PBR) have a contract between.two. EPGs attachgd. Traffic redirection is based
on the source EPG, destination EPG, and filter (protocol, source Layer 4
port, and destination Layer 4 port) confi guration in the contract. For more
details, refer to the PBR Service Graph Whitepaper,
https://www. Cisco.com/c /en/us/solutions/data - center-
virtualization/application- centric - infrastructure/white - paper- c11 -
739971.html

Service Graph A service graph is a concept where Cisco ACI can insert Layer 4 through
Layer 7 services into the fabric. Cisco ACI can redirect traffic between
security zones to a firewall or a load balancer without the need for the
firewall or the load balancer to be the default gateway for the servers.

Tunnel The TEP Address pool is used by the Cisco ACI fabric which automatically
Endpoint (TEP) discovers the fabric switch nodes, assign the infrastructure TEP addresses
to the switch nodes. It is a critical part of the configuration and should
Address Pool
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The design described in this document is based on the ACI Multi- Site reference design. We tested
with two sites: San Fran Cisco and New York, each with a s ingle pod. The hardware components
tested for each site are represented in the following table.

Hardware Data Center 1 Data Center 2
Component San FranCisco New York
APIC- SERVERL1 (3), recommend APIC- SERVERM1(3),
moving to APIC- CLUSTER L2 (1), recommend moving to APIC -
Cluster of 3 Cisco APIC devices CLUSTER M2 (1), Cluster of 3
with large CPU, hard drive, and Cisco APIC devices with medium
memory configurations (more than CPU, hard drive, and memory
1000 edge ports) , dual attached to configurations (more than 1000
APIC fabric, edge ports) , dual attached to
https://www. Cisco.com/c/en/us/pr fabric,
oducts/collateral/cloud - systems- https://www. Cisco.com/c/en/us/p
management/application - policy- roducts/collateral/cloud - systems-
infrastructure - controller- management/applicati on- policy-
apic/datasheet- c78-739715.html infrastructure - controller-
apic/datasheet- c78- 739715.html
Nexus 9500 Platform, N9K - C9504 Cisco Nexus 9364C Switch, N9K -
(2), Each Chassis: Supervisor C9364C (2), Cisco NX- OS Fixed
Module N9K- SUP- A (2), Line Spine Switch,
module N9K- X9736C - FX (1), https://www. Cisco.com/c/en/us/p
Spi Fabric module N9K- C9504 - FM- E roducts/collateral/switches/nexus -
pines 3), 9000 - series- switches/datasheet -
https://www. Cisco.com/c/en/us/ pr Cc78-739886.html
oducts/collateral/switches/nexus -
9000 - series- switches/datasheet -
c78-732088.html
Nexus 9300 - FX Platform Leaf Nexus 9300 - FX Platform Leaf
Switch (2), N9K- C93180YC - FX, Switch (2), N9K- C93180YC - FX,
48 x 1/10/25 - Ghps fiber ports 48 x 1/10/25 - Ghps fiber ports
and 6 x 40/100 - Gbps QSFP28 and 6 x 40/100 - Gbps QSFP28
ports. Note: Includes built- in ports. Note: Includes built- in
Leafs Tetration hardware sensors, dual Tetration hardware sensors, dual
attached to spines, attached to the spines,
https://www. Cisco.com/c/en/us/pr https://www. Cisco.com/c/en/us/p
oducts/collateral/switches/nexus - roducts/collateral/switches/nexus -
9000 - series- switches/datasheet - 9000 - series- switches/ datasheet-
Cc78-738259.html Cc78-738259.html
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Hardware Data Center 1 Data Center 2
Component San FranCisco New York
UCS 5108 Blade Server Chassis, HyperFlex HX240c M5 All Flash
UCS B- Series (1), each chassis Four Node cluster, deployed with
has UCSB- B200- M4 blade VMware ESXi hypervisor by
servers (4), deployed with VMware vCenter, dual attached to fabric,
ESXi hypervisor by vCenter, dual https://www. Cisco.com/c/dam/en
C attached to fabric, [us/products/collateral/hyperconv
ompute https://www. Cisco.com/c/ en/us/pr erged- infrastructure/hyperflex -
oducts/collateral/servers - unified- hx- series/datasheet- c78-
computing/ucs - 5100 - series- 736784.pdf
blade- server-
chassis/data_sheet_c78 -
526830.html
Cisco UCS 6248UP (2), 48 - port Cisco UCS 6332 16UP (2), 40 -
fabric interconnect, UCS - FI- port fabric interconnect, UCS - FF
6248UP, 6332-16UP,
https://www. Cisco.com/c/en/us/pr https://www. Cisco.com/c/en/us/p
Fabric oducts/collateral/servers - unified- roducts/collateral/servers - unified-
Interconnects computing/ucs - 6200 - series- computing/ucs - 6300 - series-
fabric- fabric- interconnects/datasheet -
interconnects/data_sheet_c78 - c78-736682.html
675245 .html
Firepower 9300 Security Firepower 4110 (2), deployed as
Appliance (2), each chassis with an unmanaged PBR service graph
one SM- 36 Module, deployed as with a one- arm interface for
an unmanaged PBR service graph North- South and East- West
Next with a one- arm interface for traffic, clustering, dual attached to
Generation North- South and East- West traffic, the fabric,

Firewalls clustering, dual attached to fabric, https://www. Cisco.com/c/en/us/p
https://www. Cisco.com/c/en/us/pr roducts/collateral/security/firepow
oducts/ collateral/security/firepowe er- ngfw/datasheet - c78 -

r- ngfw/datasheet - c78- 736661.ht ml
736661.html
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HyperFlex

CiscoHyper Fl exd systems with Intel® Xeon® Scal abl
power and simplicity for any application, on any cloud, and at any scale. Engineered on the Cisco

Uni fied ComputdiscodJCSw),€iscelmydpdér FI exd systems deliver

and pay- as- you- grow economics of the cloud with the benefits of on - premises infrastructure.

Our platform includes hybrid or all - flash configurations, an integrated network fabric, and powerful data
optimization features that bring the full potential of hyperconvergence to a wide range of workloads

and use cases, from validated enterprise applicat ions to edge computing. Our solution is faster to
deploy, simpler to manage, and easier to scale than the current generation of systems. It is ready to
provide you with a unified pool of infrastructure resources to power applications as the business needs
dictate.

Cisco HyperFlexd HX Series Datasheet,
https://www. Cisco.com/c/dam/en/us/products/collateral/hyperconverged - infrastructure/hyperflex - hx-

series/datasheet- c78- 736784.pdf

This solution meets high availability design requirements and is physically redundant across the
computing, network, and storage stacks. All the common infrastructure services required by this
solution, such as Microsoft Active Directory, Domain Name System (DNS), Network Time Protocol
(NTP), and VMware vCenter, are hosted on common management infrastructure outside the Cisco
HyperFlex system.

Management

Cisco ACI Fabric

Cisco Nexus
NI9K-C9364C Spines

Active
Directory

Cisco Nexus
MN9K-C3180YC-FX Leafs

o
v

N

Cisco HyperFlex System

Fabric Interconnects
UCS 6332-16UP

=

(=]
Sa2IAIDS paJieys

T

h-l

vCenter
Cisco HyperFlex Nodes
HX220C-M5

Cisco
HyperFlex
Installer

The diagram above illustrates a small deployment of the Hyperflex system. The system consists o f two
Cisco Fabric Interconnects and four Cisco Hyperflex nodes. It connects to the infrastructure via the leaf
switches and utilizes the existing shared services.
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We followed this installation guide to setup a four node HyperFlex HX240c M5 All Flash cluster. Cisco
HyperFlexd Systems Installation Guide for VMware ESXi, Release 4.0(1a),

https://www. Cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex HX_DataPlatformSoftw
are/Installation_VMWare ESXi/4_0/b_HyperFlexSystems_Installation_Guide_for VMware ESXi_4 0.h
tml. Wesetupthe Hy per FIl exd c¢cl ust elrNewYorkDat a Center 2

Additionally, we started with the Pre- Installation Checklist for VMware with Cisco HX platform,
https://www. Cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftw
are/HyperFlex_Preinstall_Checklist/b_HX Data_Platform_Preinstall_Checklist.html .

To install or expand the HyperFlexd cluster you need to log into the Cisco HX Data Platform Installer
and then select the desired workflow .

lllllllll
Cisco

Cisco HX Data Platform Installer

@l | accept the terms and conditions
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il HyperFlex Installer

Warkflow

Select a Workflow

@ @. @
/B, O, N
¥ 9 ¥ 9 a7

Cluster Creation with HyperFlex (Fl) Cluster Creation with HyperFlex Edge Cluster Expansion

To Monitor and Manage the HyperFlexd cluster you

ll'llllll
cisco

Cisco HyperFlex Connect

HyperFlex

2.6(1d)

1 local/root
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The figure below is the Dashboardfor Hy per FIl exd Connect .

SDC2-HX-Cluster

December 2020
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The HyperFlexd platform supports self - encrypting drives (SEDs) as well as additional security
recommendations for VMware ESXi, Cisco UCS and HyperFlexd hardening that are covered in the
HyperFlexd Hardening Guide 3.5, refer to

https://www. Cisco.com/c/dam/ en/us/support/docs/hyperconverged
platform/HX- Hardening_Guide_v3_5_v12.pdf for details.

- infrastructure/hyperflex - hx- data-

There is a Cisco Validated Design (CVD) based on the data center design used in this Secure Data
Center CVD, refer to Design and Deployment Guide for Cisco HyperFlex 3.0 with VMware vSphere
6.5U2, Cisco UCS Manager 3.2, Cisco ACI 3.2, and Cisco UCS 6300 Series Fabric Interconnects ,
https://www. Cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS CVDs/hx_30_vsi_aci_32.pdf

Firepower Next Generation Firewall

Most next- generation firewalls (NGFWSs) focus heavily on enabling application control, but little on their
threatdefensecapabi |l ities. To compensate, some NEErdtipns
intrusion prevention with a series of non - integrated add - on products. However, this approach does
little to protect your business against the risks posed by sophisticate d attackers and advanced
malware. Further, once you do get infected, they offer no assistance in scoping the infection,

containing it, and remediating quickly. What you need is an integrated, threat - centric next - generation
firewall. One that not only deliv ers granular application control, but also provides effective security
against the threats posed by sophisticated and evasive malware attacks.

The Cisco Firepower Next-Gener ati on Firewall (NGFW) is the |
focused NGFW. It delivers comprehensive, unified policy management of firewall functions, application
control, threat prevention, and advanced malware protection from the network to the endpoint.

TheCiscoFi repower NGFW includes t he i ntfulfirewalyapdsprovides t
granular control over more than 4,000 commercial applications. Its single management interface

delivers unified visibility from the network to the endpoint. Firepower NGFW enables comprehensive

policy management that controls a ccess, stops attacks, defends against malware and provides

integrated tools to track, contain and recover from attacks that do get through.
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Firepower 4110 and Firepower 9300 have been have been tested in the Multi - Site reference design
providing protection for North- South and East- West traffic between the data center servers. The
FP4100/FP9000 platforms have been tested as an unmanaged device with a Policy Based Redirect
(PBR) service graph implemented as a one - arm interface. Firepower Threat Defense (FTD) intra- site

clustering was tested.

The management components tested for each site are represented in the following table.

Management
Component

Multi- Site
Orchestrator

Description

Cluster of three ACI Multi- Site Orchestrator (MSO) virtual machines. MSO
is responsible for provisioning, health monitoring, and managing the full
lifecycle of Cisco ACI networking policies and stretched tenant policies
across all ACI sites. For more information on Cisco ACI Multi- Site
Architecture, refer to the whitepaper here:

https://www. Cisco.com/c/en/us/solutions/collateral/data - center-

virtualization/application- centric - infrastructure/white - paper-c11 -
739609.html.

December 2020

Firepower
Management

Firepower Management Center (FMC) is the administrative nerve center
for select Cisco security products running on a number of different
platforms. It provides complete and unified management of firewalls,
application control, intrusion prevention, URL filtering, and advanced
malware protection. Security administrators will use FMC to mana ge the
security policy of Firepower Threat Defense (FTD) software that is running
on the Firepower 9300 and 4110 in this reference architecture.

https://www. Cisco.com/c/en/us/products/collateral/security/firesight -
management- center/datasheet - c78- 736775.html

Firepower

Firepower Chassis Manager is a web interface that makes it easy to
configure Firepower 2100/ 4100/ 9300 platform settings and interfaces,
provision devices, and monitor system status.

UCS Manager

Cisco UCS® Manager provides unified, embedded management of all
software and hardware components of the Cisco Unified Computing

Sy st e@sfo YCS)andCiscoHy per Fl exd Systems
chassis and rack servers and thousands of virtual machines.

https://www. Cisco.com/c/en/us/products/collateral/servers - unified-

computing/ucs - b- series- blade- servers/data_sheet_c78 - 520522.html

ac

1

VMware vCenter Server® provides a centralized and extensible platform
for managing VMware vSphere® environments,

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/pr
oducts/vCenter/vmw - datasheetvcenter.pdf

The following cybersecurity solutions for the data center: Stealthwatch, Tetration and Advanced
Malware Protection for Endpoints (AMP4E) were also tested with the ACI Multi - Site reference des ign.

However, all of these solutions can also be used in ACI Multipod or non- ACI data center environments .
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Stealthwatch

Cisco Stealthwatchd provides continuous real - time monitoring of, and pervasive views into, all
network traffic. It dramatically improves visibility across the extended network and accelerates
response times for suspicious incidents. It creates a baseline of normal web and network activity for a
network host, and applie s context- aware analysis to automatically detect anomalous behaviors.
Stealthwatchd can identify a wide range of attacks, including malware, zero - day attacks, distributed
denial- of- service (DDoS) attempts, advanced persistent threats (APTs), and insider th reats.

Stealthwatchd Enterprise dramatically improves:

Real time threat detection

Incident response and forensics

Network segmentation

Network performance and capacity planning

Ability to satisfy regulatory requirements

For more information on Stealthwatch refer to
https://www. Cisco.com/c/en/us/products/security/stealthwatch/index.html

We deployed Stealthwatchd Management Console (SMC) and Stealthwatchd Flow Collector as virtual
appliances in our secure data center solution. We deployed the minimum SMC configuration for one
Flow Collector with only 2 concurrent users, as well as the minimum Stealthwatch d Flow Collector

configuration.
Stealthwatch E VMware vSphere Settings Tested
Management
Console Virtual
Edition (SMC
VE)
 ESXi6.0
1 3vCPUs
Release 7.0
f 16 GB of RAM
f 50 GB disk
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Stealthwatch E VMware vSphere Settings Tested

Flow Collector
Virtual Edition

ESXi 6.0

2 vCPUs
Release 7.0

16 GB of RAM

= =4 =4 =4

50 GB disk

To deploy these two virtual machines, we followed the Stealthwatch d Installation Guide 7.0,
https://www. Cisco.com/c/dam/en/us/td/docs/security/stealthwatch/system_installation_confi guration/
SW_7_0_Installation_and_Configuration_Guide_DV_1_0.pdf .

Tetration

The Cisco Tetration platform enables holistic workload protection for multicloud data centers by using:

A Allowed/Blocked list- based segmentation, allowing operators to control network
communication within the data center, enabling a zero - trust model

A Behavior baselining, analysis, and identification of deviations for processes running on servers

A Detection of common vulnerabilities and exposures associated with the software packages
installed on servers

A The ability to act proactively, such as quarantining server(s) when vulnerabilities are detected
and blocking communication when policy violations are detected.

The Cisco Tetration platform is powered by big - data technologies to support the scale requirements of
data centers. It can process comprehensive telemetry information received from servers in ne ar- real
time (up to 25,000 servers per cluster). Tetration can enforce consistent policy across thousands of
applications and hundreds of millions of policy rules. And it is designed for long - term data retention to
enable powerful forensics for such things as identifying incidents and operational troubleshooting.

The Tetration platform addresses important data center security challenges by providing behavior -
based application insight, automating allowed/blocked policy generation, and enabling zero - trust
security using application segmentation.

The Tetration enforcement layer ensures that policies move with workloads, even when application
components are migrated from a bare - metal server to a virtualized environment. In addition, the
platform helps ensure scalability through consistent policy imp lementation for thousands of applications
spanning tens of thousands of workloads.

The platform is designed to normalize and automate policy enforcement within the application

workload itself, track policy - compliance deviations, and keep the application s egmentation policy up to
date as application behavior changes. With this approach, Tetration provides stateful and consistent
enforcement across virtualized and bare - metal workloads running in private, public, and on - premises
data centers.
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Tetration agents

Tetration agents are software sensor agents that runs within a host operation system, such as Linux or
Windows. An agenty s core functionality i sandtegforcmoni t or
micro- segmentation policies . Agents collect other host information such as network interfaces and

active processes running in the system. Information collected by agents is exported for further

analytical processing to a set of collectors running within the Tetration Analytics cluster. In addition,

software agents also have capability to set firewa Il rules on installed hosts (enforcement agents).

Tetration supports a wide range of sensors for both visibility and enforcement. For details, refer to the
Tetration Platform support and compatibility information.

Follow the Deploying Cisco Tetration Software Agents  Installation Guide.

We deployed the Tetration enforcement agent on all application servers, which when possible is the
ideal deployment scenario for maximizing Tetration capabilities. We tested the Windows Server 2016
for Data Center and CentOS 7.4 enforcement agents.

Tetration Edge Virtual Appliance

The Tetration Edge is a control appliance that streams alerts to various notifiers and collects inventory
metadata from network access ¢ ontrollers such as Cisco ISE. In a Tetration Edge appliance, all alert
notifier connectors (such as Syslog, Email, Slack, PagerDuty and Kinesis) and ISE connector can be
deployed. The function of the ISE Connector is to connect to ISE using pxGrid and prov ides Tetration
with endpoints contextual information , such as MDM details, authentication, Security Group tags, etc
as seen by ISE. The information is regularly updated and can be used in Tetration filters and policies .
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Advanced Malware Protection

Advanced Malware Protection (AMP) comprises three components that were tested as part of the
Secure Data Center design:

1 Cisco Advanced Malware Protection for Endpoints
M Cisco Advanced Malware Protection for Networks
i Cisco Threat Grid

Cisco Advanced Malware Protect ion for Endpoints (AMP4E) is a cloud- managed endpoint security
solution that provides the visibility, context, and control to prevent breaches, but also rapidly detect,
contain, and remediate threats if they evade front - line defenses and get inside, all cost- effectively and
without affecting operational efficiency.

Prevent: Strengthen defenses using the best global threat intelligence and block malware in real time.
Detect: Continuously monitor and record all file activity to quickly detect stealthy malware.
Respond: Accelerate investigations and automatically remediate malw are across servers.

Host- based anti- malware is the last line of defense, and often the only defense for communications
encrypted end - to- end (password protected archives, https/sftp, chat file transfers, etc.). AMP
analyzes all files that reach the server's system. If the file is known to be malicious, it is quarantined
immediately. We deployed AMPA4E on all application servers including the application server s in AWS.

Cisco Advanced Malware Protection for Networks (AMP4N) delivers network - based advanced
malware protection that goes beyond point - in- time detec tion to protect your organization across the
entire attack continuum J before, during, and after an attack. Designed for Cisco Firepower® network
threat appliances, AMP for Networks detects, blocks, tracks, and contains malware threats across
multiple threat vectors within a single system. It also provides the visibility and control necessary to
protect your organization against highly sophisticated, targeted, zero - day, and persistent advanced
malware threats.

Cisco Threat Grid combines static and dynamic malware analysis with threat intelligence into one
unified solution. It provides in - depth information to protection against malware of all types. It integrates
real- time behavioral analysis and up- to- the- minute threat intelligence feeds with existing security
technologies, protecting from both known and unknown attacks.
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Identity Services Engine (ISE)

The Cisco Identity Services Engine (ISE) is a one- stop solution to streamline security policy
management and reduce operating costs. ISE provides visibility to users and devices and controls
access across wired, wireless, and VPN connections to the corporate networ k.

Cisco ISE offers a holistic approach to network access security. There are many advantages when ISE
is deployed, including:
9 Highly secure business and context- based access based on company policies
1 Streamlined network visibility through a simple, flexible, and highly consumable interface
I Extensive policy enforcement that defines easy, flexible access rules that meet ever - changing
business requirements
1 Robust guest experiences that provide multiple levels of access to the network
1 Self- service device onboardingf or t he ent eYoprrOws-Bgvise (BYOD)orguest
policies

Platform Exchange Grid (pxGrid)

The Cisco pxGrid (Platform Exchange Grid) is an open, scalable and IETF standards- driven data-
sharing and threat control plat form. It allows multiple security products to work together. Security
operations teams can automate to get answers faster and contain threats faster.

pxGrid primary benefits are:
Simpler integration: Use one API for open, automated data sharing and control between more than
50 security products
Instant visibility: Have all contextual and relevant data on a single screen
Fast investigations: Conduct a full analysis on one system for fast answers
Even faster responses: Stop threats instantly using the network as an enforcer

pxGrid Components:

pxGrid controller: The controller orchestrates connections between platforms. It authorizes what
contextual information gets shared between those platforms. The control function is provided by ISE .

pxGrid connection agent: A connection agent is integrated into Cisco platforms as well as many
partner platforms. The platform decides which information it wants to share with other platforms. In this
design guide, the px Grid connection agent tested was in the Tetration Edge Virtual appliance.
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Validation Testing

>
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>

Segmentation
Threat Protection
Orchestration and

Management

Integration BENEIS
ACI Multi- Site A Enables Firepower Threat Defense (FTD) to be
automated by MSO and inserted between
1 (MSO) and applications in an ACI Multi- Site fabric
Firepower Threat A MSO simplifies configurations to multiple APIC

Defense (FTD) domains deployed globally

Orchestrator

Firepower A Enables Firepower Threat Defense (FTD) to be
Management automated by APIC and inserted between
2 Center (FMC) and applications in an ACI Multipod fabric
APIC
A Provides protection for east - west traffic in VMware
_ vCenter environments
Tetration and A Enables richer context for analysis by Tetration
3 VMware vCenter oo Analytics Appliance
(VM attributes) A Provides Zero trust or allowed/blocked list model
A Reduces the impact of policy changes
A Monitors network behaviors for threat indicators
Stealthwatch and breaches
4 Enterprise and o A Continuous device discovery and classification
Tetration A Incident response and forensics
A Network performance and capacity planning
AMP and A Provides a single pane of glass for visibility and
5 Firepower Threat o o analytics for Advanced Malware Protection (AMP)
Defense for NGFW, NGIPS and AMP4E
FTD Rapid Threat A Automated Response
e Containment and o A Prevents further lateral movement of infection by
APIC protecting other hosts in Endpoint Group (EPG)
FTD Rapid Threat A Automated Response _ _
7 Containment and o A Preven.ts further Iatera! moyement of infection by
Tetration protecting other hosts in microsegment
Tetration and A Extends User. Access Policy for enhanced
. \dentity Services oo enforcement in the Data Center
Engine (ISE) A Provides Zero trust or allow/block list model
A Extends User Access Policy for enhanced
9 TrustSec, ISE, oo enforcement in the Data Center
APIC and FMC A Provides Zero trust or allow/block list model
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Test Case 1 1 ACI Multi- Site Orchestrator and Firepower
Threat Defense

This test case involve d building out the secure data center reference architecture for ACI Multi-
Site. FTD is deployed as a one arm cluster in each data center. FTD is the L4 - L7 service
providing threat defense services for north - south and east- west traffic in the data center fabric.

Test case overview:

1. Setup initial configuration in the APIC clusters in each site (NTP, Timezone, L30OUT, Add
FTD device, etc).

Internet Intersite
Network Setup initial
configuration in the
APIC clusters in
each site (L30UT,
Virtual Machine
Manager (VMM),
NTP, Time Zone,
etc.)
TO EDGE TO WAN TOISN TO EDGE TO WAN| TOISN
Secure Data Center 1 San Francisco Secure Data Center 2
@ . @ ﬂ
ACIM-St6 Teraton Totsn
Orchestrator Analytics HyparFiex Analytics HyperFlex \dgent & AVPAL/
Cluster Cluster Cluster Cluster —\

. " A Fane
Firepower  Firepower Distribution .
Mansgement  NGFW  Switch L3 Switch e e
Gentar

Firapower  Firepower  Distrbution Fapric
Management  NGFW  Swich L3 Swhch Leaf Interconnect
Canter

Firepower Firepowar A
Stealirwatch Stealthwalch NeFw Stoatimaich Steathwatch NGFW Servers Terarion
Management Fiow Calestor Management Flow Gollectar

Console  Services Core ACI Biz Use Cases Conscle  Services Core Al Biz Use Cases

2. Add Sites and configure Intersite connection between sites in ACI Multi - Site Orchestrator.

Internet Intersite
Network
Add Sites and
Configure Intersite
connection between
sites in Multi-Site
Crchestrator
TO EDGE TO WAN TOISN TO EDGE TO WAN TOISN
Secure Data Center 1 San Francisco Secure Data Center 2 New York
@ @
Tetration Frors e
Deeer vty = Anaiyics iy =

Firapower  Firepower  Distribution
Management  NGFW  Switch
Center

Firepower  Firepower  Distribution

Management  NGFW  Switcn L3 Swich Leaf Interconnect
Center

. @ Firepower

é
Firepower
NGFW

NCFW Catatioms Zone
Stealthwateh Stealifwatch Stealthwatch Steathwatch Sers Torse
Management Flow Colector 2 Management Flow Collector

Console  Services Core ACI Biz Use Cases Console  Services Core ACI Biz Use Cases
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3. Add a Schema for a three tier application, EPGs, Bridge Domains and one- arm Policy
Based Redirect service graph for FTD.

Int t WAN Intersite
eme Network Add Tenant, Schema
for Application,
™~ Endpoint, Bridge
Domains and one-arm
Policy Based Routing

service graph for FTD,
etc. in Multi-Site
Orchestrator

TO EDGE TO WAN TOISN TO EDGE TO WAN TOISN
Secure Data Center 1 San Francisco Secure Data Center 2 New York

& @
L
Tetration
APIC HyperFiox o perFiex
Cluster I Cluster Andlyica B
7 =

Firepower  Firepower  Distribution
Mansgement  NGFW  Switch
Conter

Ed ACH

Firepower  Firepower Distrbution Fabrc
Management  NGFW  Swich L3 Sukch Leaf Interconnect
Canter

Firepower
NG/

Stealthwatch Steakthwatch Stealthwatch Stealthwatch
Management Flow Collector Management Flow Collector
Console  Services Core ACI Biz Use Cases Console  Services Core ACH Bz Use Cases
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Implementation Procedure
Step A: Determine the ACI Multi- Site deployment configuration details
Step B: Setup the ACI Fabric

Step 1: APIC Initial Configuration

Step 2: Out- of- Band Management

Step 3: Pod Date and Time Policy

Step 4: VLANs

Step 5: Initial L30Out

Step 6: Fabric Interconnect Interfaces

Step 7: VMM Domain

Step 8: FTD Cluster Control Link (CCL) and Data Interfaces
Step 9: Overlay Tunnel Endpoint (TEP) for Intersite

Step 10: Multi - Site Orchestrator (MSO) Admin Account

Step C: Install and Setup initial Multi- Site Orchestrator (MSO)

Step 1: Install MSO

Step 2: Setup Day 0 Operations in MSO GUI

Step 3: Configure Fabric Connectivity Infrastructure (Infra) in MSO GUI
Step 4: Validate Intersite Policy with the MSO Dashboard

Step 5: Add Tenants using MSO GUI

Step D: Create one-arm FTD cluster, PBR and an L3Out on Tenant in APIC GUI

Step 1: Deploy one- arm Firepower Threat Defense cluster as a L4 - L7 Device in APIC GUI
Step 2: Create Policy Based Redirect (PBR) policy in APIC GUI
Step 3: Create initial L30Out policy in APIC GUI

Step E: Add Schema with MSO GUI

Step 1: Create Schema

Step 2: Add Sites

Step 3: Create or Import VRF

Step 4: Create Service Graph

Step 5: Create External EPG

Step 6: Create Filters

Step 7: Create Bridge Domains

Step 8: Create Contracts

Step 9: Create Application Profile

Step 10: Add Contracts to External EPG

Step F: Verify Schema in APIC GUI
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These are the steps we followed to implement the ACI Multi- Site reference design. Refer to
Appendix A for the Secure Data Center Lab Diagram.

The APIC cluster configuration backup and the Tenant configuration files in XML and JSON for
both data centers are available here: https://github.com/ Cisco- security/ Cisco- Validated-
Designs/tree/master/Secure - Data- Center/APIC.

Step A: Determine the ACI Multi- Site configuration details
a. Determine configuration details for the design that you plan to deploy. The following table
represents the common configuration details.

object \ value

MSO nodel IP address

10.18.1.11/24

MSO node?2 IP address

10.18.1.12/2 4

MSO node3 IP address

10.18.1.13/24

OSPF Area

b. Determine the site- specific configuration details.

Data Center 1 1 San

FranCisco

Data Center 2 ] New York

APICI1IP 10.16.1.11/24 10.17.1.11/24
address

APICI 2 IP 10.16.1.12/2 4 10.17.1.12/2 4
address

APICI 3 IP 10.16.1.13/24 10.17.1.13/24
address

APIC site id 1 2

BGP Route 65001 65002
Reflector:

Autonomous

System Number

External Routed SDC1-L30uUT SDC2- L30UT

Domain

Leaf 1
Management IP
Address

10.16.1.17/24

10.17.1.17/24
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Leaf2
Management IP
Address

10.16.1.18/24

10.17.1.18/24

Spine 1:
Management IP
address

10.16.1.19/24

10.17.1.19/24

Spine 1:
Port ID

1/35

1/47

Spine 1: ISN
address

10.16.1.130/30

10.17.1.134/30

Spine 1: Control
Plane IP address
(BGP- EVPN
ROUTERID)

10.21.100.1

10.22.100.1

Spine 2:
Management IP
address

10.16.1.20/24

10.17.1.20/24

Spine 2:
Port ID

1/35

1/47

Spine 2: ISN
Address

10.16.1.134

10.17.1.134

Spine 2: Control
Plane IP address
(BGP- EVPN
ROUTERID)

10.21.100.2

10.22.100.2

Data Center 1 1 San

FranCisco

Data Center 2 1 New York

TEP Address Pool

10.21.0.0/16

10.22.0.0/16

Data Plane
Unicast TEP IP
address

10.21.100.100

10.22.100.100

Data Plane
Multicast TEP IP
address

10.21.100.200

10.22.100.200

Multipod Data
Plane TEP

10.21.200.200/32

10.22.200.200/32

Address pool for
BD multicast
addresses (GIPO)

255.0.0.0/15

255.0.0.0/15
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Intersite Network overview

ISN-1 ISN-2
10.16.1.133/30 - 10.17.1.133/30
E1/47 ":: E1/53 E1/53 a [ E17435 |

E1/48 * E1/54 u 4

10.16.1.129/30 10.17.1.129/30

San Francisco Pod 1 New York Pod 1
APIC Site ID: 1 APIC Site ID: 2 10.17.1.134f
10.16.1.130/30 10.16.1.134/30 TEP Pool: 10.21.0.0/ 16 TEP Pool: 10.22.0.0/16 0 173]6 10 . 30
m m Overlay Unicast TEP: Overlay Unicast TEP: | E J'EE | E .-Ei
10.21.100.100/32 10.22.100.100/32
BGP-EVPN BGP-EVEN S
o T Infra Network VLAN: 1999 Infra Netwark VLAN: 2999 BGREVEN S AR BeP-EVPN
Router ID ) Router ID 5 Router ID Router ID
BD Multicast Address: BD Multicast Address | I_‘
10.21.100.1 h h 10.21.100.2 10.22.100.1 10.22.100.2
@] ® 255.0.0.0/15 255.0.0.0/15 ® 3]
BGP AS: 65001 BGP AS: 65002
SDCA-SP-1 SDCA-SP-2 OSPF Area: 0 OSPF Area: O FLEEER] S

Step B: Setup the ACI fabric

Prepare the ACI fabric for the Multi- Site Orchestrator deployment. APIC configuration is
required which includes setting up the L30ut s, Fabric Interconnects, and Firepower Threat
Defense clusters.

The following ACI references were used to determine the steps we followed:

Cisco APIC Getting Started Guide, Release 4.1, Section: Initial Setup and Fabric Initialization and
Switch Discovery https://www. Cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4 -
x/getting - started/b - Cisco- APIC- Getting- Started- Guide-411/b - Cisco- APIC- Getting- Started-
Guide- 411 chapter_010.html

Cisco APIC Basic Configuration Guide, Release 4.x
https://www. Cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4 - x/basic-
configuration/ Cisco- APIC- Basic- Configuration- Guide- 411.html

Cisco APIC Layer 2 Networking Configuration Guide, Section: Creating Domains, and VLANS to
Deploy an EPG on a Specific Port Using the GUI,

https://www. Cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2 -

x/L2_config/b_ Cisco_APIC_Layer_2_Configuration_Guide/b_ Cisco_APIC_Layer_2_Configurati
on_Guide_chapter_011.html#task A47A972D56A34061A5EQ0709F8AACB675

Cisco Community, Factory reset APICs and Nodes
https://community. Cisco.com/t5/application - centric/factory - reset- apic- and- nodes/td -

p/3408371

Cisco APIC Layer 3 Networking Configuration Guide, Release 4.1(X), _Section: MP- BGP Route

Reflectors https://www. Cisco.com/c/ en/us/td/docs/switches/datacenter/aci/apic/sw/4 - x/L3-
configuration/ Cisco- APIC- Layer- 3- Networking- Configuration- Guide- 411/ Cisco- APIC- Layer-

3- Networking - Configuration- Guide- 411 chapter_01010.html

Cisco ACI Best Practices Guide, Section;: VMM Integration with UCS- B Series

https://www. Cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/l -
x/ACIl_Best_Practices/b_ACI|_Best_Practices/b_ACI|_Best_Practices_chapter_0101.html

Configure VMM Domain Integration with ACI and UCS- B Series

https://www. Cisco.com/c/en/us/support/docs/cloud - systems- management/application - policy-
infrastructure- controller- apic/118965 - config- vimm- aci- ucs- 00.html

Cisco ACI Virtualization Guide 4.1, Chapter Cisco ACI with VMWare VDS Integration
Cisco UCS Manager Network Management Guide, Release 4.0, Section LAN Pin Groups

O Return to Contents


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/getting-started/b-Cisco-APIC-Getting-Started-Guide-411/b-Cisco-APIC-Getting-Started-Guide-411_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/getting-started/b-Cisco-APIC-Getting-Started-Guide-411/b-Cisco-APIC-Getting-Started-Guide-411_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/getting-started/b-Cisco-APIC-Getting-Started-Guide-411/b-Cisco-APIC-Getting-Started-Guide-411_chapter_010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/basic-configuration/Cisco-APIC-Basic-Configuration-Guide-411.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/basic-configuration/Cisco-APIC-Basic-Configuration-Guide-411.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#task_A47A972D56A34061A5E0709F8AACB675
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#task_A47A972D56A34061A5E0709F8AACB675
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#task_A47A972D56A34061A5E0709F8AACB675
https://community.cisco.com/t5/application-centric/factory-reset-apic-and-nodes/td-p/3408371
https://community.cisco.com/t5/application-centric/factory-reset-apic-and-nodes/td-p/3408371
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/L3-configuration/Cisco-APIC-Layer-3-Networking-Configuration-Guide-411/Cisco-APIC-Layer-3-Networking-Configuration-Guide-411_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/L3-configuration/Cisco-APIC-Layer-3-Networking-Configuration-Guide-411/Cisco-APIC-Layer-3-Networking-Configuration-Guide-411_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/L3-configuration/Cisco-APIC-Layer-3-Networking-Configuration-Guide-411/Cisco-APIC-Layer-3-Networking-Configuration-Guide-411_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/ACI_Best_Practices/b_ACI_Best_Practices/b_ACI_Best_Practices_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/ACI_Best_Practices/b_ACI_Best_Practices/b_ACI_Best_Practices_chapter_0101.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/118965-config-vmm-aci-ucs-00.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/118965-config-vmm-aci-ucs-00.html
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https://www. Cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs - manager/GUI- User-
Guides/Network - Mamt/4 -

0/b_UCSM_Network Mamt_Guide_4 _0/b_UCSM_Network Mamt__ Guide 4 0_chapter_0101.
html

The following steps will guide you through the setup of Secure Data Center 1 (SDC1) | San
FranCisco. Repeat Step 1 through 8 to setup the Secure Data Center 2 (SDC2) 1 New York.
Replace the names and IPs in these steps with appropriate values . Examples Names: SDC2-
LF1 and IP:10.17.x.X.

Section Summary:

Step 1: APIC Initial Configuration

Step 2: Out- of- Band Management

Step 3: Pod Date and Time Policy

Step 4: VLANs

Step 5: Initial L30ut

Step 6: Fabric Interconnect Interfaces

Step 7: VMM Domain

Step 8: FTD Cluster Control Link (CCL) and Data Interfaces
Step 9: Overlay Tunnel Endpoint (TEP) for Intersite
Step 10: Multi- Site Orchestrator (MSO) Admin Account

Step 1: APIC Initial Configuration
a. Connect to the APICs console with a monitor and keyboard or CIMC/KVM (recommended).

b. (Optional) If you need to factory reset your APIC controllers and switches issue the
following commands.

apic#
apic#
This command will wipe out this device. Proceed? [y/N]

Simultaneously reboot all APICs.

apic#
This command will restart this device, Proceed? [y/N]

While the APICs are rebooting, connect to each switch and run setup - clean- config.sh and
reload.

c. Once the APICs have booted, the Cluster Configuration will start automatically.
Complete the Cluster Configuration with the following information.

Fabric name: SDC1 Fabric

O Return to Contents
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Number of controllers in the fabric: 3

Controller ID: 1 (APIC2: 2, APIC3: 3)

Controller name: SDC1- APIC1 (APIC2: SDC1- APIC2, APIC3: SDC1- APIC3)
Address pool for TEP addresses: 10.21.0.0/16

VLAN ID for infra network: 1999

Address pool for BD multicast addresses (GIPO). 255.0.0.0/15

Management IPv4 addr: 10.16.1.11/24 (APIC2:10.16.1.12/24 , APIC3: 10.16.12/24 )
Management default gateway: 10.16.1.1

Enable strong passwords? Y

Enter the password for admin: XXXXXXXX

Reenter the password for admin: XXXXXXXX

Repeat this step for SDC1- APIC2 and SDC1- APIC3

Example of a completed Cluster Configuration

luster configuration ...

Enter the fabric name [ SDC1 Fabricll:

Enter the fabric ID (1-128) [11:

Enter the number of active controllers in the fabric (1-9) [3]1:

Enter the POD ID (1-12) [11:

Is this a standby controller? L[HOI]:

Is this an APIC-X7 [HOI:

Enter the controller ID (1-3) [11:

Enter the controller name [SDC1-APIC11:

Enter address pool for TEP addresses [10.21.0.0/16 1:

Hote: The infra VULAN ID should not be used elsewhere in your environmnent
and should not overlap with any other reserved VLANs on other platforms.

Enter the VLAH ID for infra network (1-4094) [19991:

Enter address pool for BD multicast addresses (GIPO) [225.0.8.8-/151:

Jut-of-band management configuration ...
Enable IPv6 for Out of Band Hgmt Interface7 L[H]:
Enter the IPv4 address [10.16.1.11/24 1:
Enter the IPv4 address of the default gateway [10.16.
Enter the interface speed/duplex mode [autol:

pdmin user configuration ...
Enable strong passwords? [Y]:
Enter the password for admin:
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Step 2: Out- of- Band Management

a. The simplest method to configure the Out - of- Band (OOB) Management is to use Quick
Start. Navigate to Tenants (1)- >mgmt. (2)- >Quick Start (3), Right click Out- of- Band
Management Access (4) and Select Configure Out - of- Band Management Access (5).

ey APIC “n @ @ © ©

System Tenants [Nt Virtual Networking L4-L7 Services Admin Operations Apps Integrations
ALLTENANTS | AddTenant | TenantSearcn: [ENEEIEEE-SNN | common | infa | mgmt

mgmt

Qut-of-Band Management o 0
~ (C» Quick Start

Bl in-8and Ma tA Node & IP Addresses External Hosts Access
n-Band Management Access
| E Out-of-Band Management Acc O +
E mgmt Configure Out-of-Band Management Access 5
> [ Application Profiles Nodes +
Mode P4 Address IPV4 Gateway  IPVE Address IPVE Gataway

> [l Networking

> [l IP Address Pools

> |l Contracts

> [l Policies

> [l Services

> [l Node Management EPGs

> [ External Management Network
s = Node Management Addresses
> [ Managed Nede Connectivity Gr|

b. Follow the steps to configure the Out - of- Band Management. Click Start to begin.

Create Out-of-Band Management Access [ ]x]

STEP 1 > Overview m 2. Nodes 3. IP Addresses 4. External Hosts 5. Access

E Create External Ma
the subnets that are

= Qut-of-Band Contract
d EPG. This provides the commur

be under the mgmt Tenant and can be 2

Access List( contract )

L4L7,
ane
et
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Select the switches to assign Management IPs and click Next.
Create Out-of-Band Management Access [2]x]
Select Nodes By: RE\‘CJEi)
Nodes:
[ select il
Select ID Name Role
(=] 1 SDC1-ARICT
(=] 2 SDC1-ARPIC2
= 2 SDC1-APIC3
101 SDC1-LF1 leaf
102 SDC1-LF2 leaf
201 SDC1-8P1 spine
202 SDC1-8P2 spine
Enter the Starting Out - of- Band IPV4 IP (1) and Gateway (2) . Click Next.
Create Out-of-Band Management Access [-Tx]
STEP 3 > IP Addresses 2. Nodes 4. External Ho: 5. Acce 6. Confirmation
Starting Qut-Of-Band IPV4 §10.16.1.17/24 1 Starting Out-Of-Band IPV6
Address: oe - AdAress: sggrassimask
Out-Of-Band IPV4 Gateway- 2  Out-Of-Band IPV6 Gateway
Node Id Name IPvd Address IPv4 Gateway IPv6 Address IPv6 Gateway
101 SDC1-LF1 10.16.1.17/24 101611
102 SDC1-LF2 1 10,1611
201 SDC1-5P1 10.16.1.1
202 SDC1-5P2 10.16.1.1
Specify the management hosts or subnets. Leave blank to allow a |I. Click Next.
Create Out-of-Band Management Access 00
STEP 4 > External Hosts 2. Nodes 3. IP Addresses 5. Acce 6. Confirmation
External Hosts: o +
P
Specify the management protocols and ports. Leave blank to allow all. Click Next.
Create Out-of-Band Management Access [2]x]
STEP 5 > Access 2. Nodes 3. IP Addre 4. External Hosts m 6. Confirmation
Filters: 4L
EtherType IP Protocal Source Port Destination Port
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g. Review and click Finish.

December 2020

Create Out-of-Band Management Access

2. Nodes 3. IP Addre

STEP 6 > Confirmation

6. Confirmation

«" Here is the list of policies this wizard will create, you can change these names if needed

Contract Subject:
Inband EPG!

Out-Of-Band Consumer Contract:

Out-Of-Band Contract:

Out-0Of-Band Management EPG:

Step 3: Pod Date and Time Policy

a. Navigate to Fabric (1)- >Fabric Policies (2)->Policies (3)->Pod (4)- >Date and Time (5)
and select Policy Default (6). In the work pane, click the + sign (7) in the NTP Servers

section.

i
€clsco

APIC

System Tenants Fabric  [RIVEROE] Netwarking L4-L7 Services Admin Operations

Inventory | Fabric Policies | Access Policies

P TEEE: Date and Time Policy - Policy default

C» Quick Start
> [l Pods

[ Switches
> [ Modules
> [l Interfaces
- [l Policies

~ [ Pod

[ Date and Time

Name: default

Description: | optio|

. 'd
Administrative State: {
h.

Server State:

N
Authentication State: /\

Authentication Keys:

> E Policy default
> [ SNMP
[ Management Access D Key
Bl 1sis Policy default :

> [ Switch

> [l Interface
> [l Global

> [ Monitoring

> [ Troubleshooting
> [ Geolocation NTP Servers:
[ Macsec
> [ Analytics
[ Tenant Quota

> [ Tags

Host Name/IP Address Preferred

Apps

Trusted

Minimum

Polling Interval

Integrations

@ COO

Qe

Authentication Type

7

Maximum
Polling Interval

Management EPG

Show Usage
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Enter the IP address (1) of your NTP server, select default for the Management EPG (2)

and click Submit (3).

Create Providers

2 1>

Name: §10.9.255.1

1 |

Description: [optional

Preferred: []
Minimum Polling Interval: |4

Maximum Polling Interval: |8

Management EPG:IceTauI (Out-of-Band) 2 ~

IE<} <>

3

Navigate to System (1)- >System Settings (2) and select Date and Time (3) in the menu
pane. In the work pane, select America/Los_Angeles (4) as the Time Zone and click

Submit (5).
disco e @) @ © ©
nguyen
deen APIC guy
TS G | Tenants Fabri Virtual Networking L4-L7 Services Admin Operations Apps Integrations
QuickStart | Dashboard | Confrollers System Settings Smart Licensing | Faults | ConfigZones | Events | AuditlLog | Active Sessions
System Settings
¥ g Datetime Format - Date and Time 0 o
Quota
B Quo o +
E APIC Connectivity Preferences
E System Alias and Banners e ~
Display Format: m )
E Global AES Passphrase Encryption.... vy
Time Zone: | America/Los_Angeles| ks

Bl BD Enforced Exception List
E Fabric Security

Bl BGP Route Reflector

B control Piane MTU

B coop Group

Bl Endpoint Controls

Bl Fabric Wide Setting
Bl Load Baiancer
Bl Port Tracking
E Precision Time Protocol
B Svystem Giobal GIPo
I E Date and Time
E APIC Passphrase

Offset State: | America/lnuvik
America/lgaluit
America/Jamaica
America/Juneau
America/Kentucky/Louisville
America/Kentucky/Monticello
America/Kralendijk
AmericaflLa_Paz

America/Lima

America/Los_Angeles .

5

e e :
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d. Create POD Policy Group. This step is required before setting up the infra tenant in MSO.
Navigate to Fabric (1)- >Fabric Policies (2)->Pods (3)->Policy Group (4), Right- Click and
select Create Pod Policy Group (5).

iy APIC - Q@ O O

System

Tenants 1Virtual Networking ~ L4-L7 Services ~ Admin  Operations  Apps Integrations

Inventory |  Fabric Policies Access Policies

Policies .
Pods - Policy Groups
C» Quick Start

- [l Pods

o + %K.

= Name Date Time ISIS COOP Group BGP Route Management SNMP MACsec
= Policy Groups: 5 Palicy Palicy Policy Reflector Access Palicy Policy
Create Pod Policy Group Palicy Policy

> [l Profiles

> [ Switches
> [l Modules

e. Setup the Pod Policy Group . Enter the Name SDC1- Policy- Group (1), select the default
Date Time Policy (2) and click Submit (3).

Create Pod Policy Group [21x]

Name: ISE:-C‘—:J:Ii:'-,:—gr:u;: 1 I

Description: | optiona

Date Time Policy: GEEM 2 o i

ISIS Policy: | select a value ~

COOP Group Policy: | select a value P

BGP Route Reflector Policy: |select a value e
Management Access Palicy. |select a value ~
SNMP Policy: | select a value e

MACsec Policy: |select a value e

3

Lo o
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f.  Setup the Fabric Policy Group in the default POD Profile Selector . Navigate to Fabric (1)-
>Fabric Policies (2)->Pods (3) - >Profiles (4)- >Pod Profile default (5)->default (6). In the
work pane, select the SDC1- policy - group (7) and click Submit (8).

niin
ClsCco

APIC

System Tenants

Inventory |
Palicies

(C» Quick Start
[ Pods
> [ Policy Groups
- [ Profiles
~ [ Pod Profile default
E default

> [l Switches
» [ Modules

> [l Interfaces
> [l Policies

> [l Tags

Step 4: VLANSs

Fabric

1virtual Networking

Fabric Policies | =~ Access Policies

Pod Selector - default

L4-L7 Services

Admin

Name: default
Description: | optional
Type: ALL

Fabric Policy Group:

SDGC1-policy-group

SDC1-policy-group
fabric/funcprof

Create Pod Policy Group

- Q@ O O

Operations Apps Integrations
Policy Faults History
o+ ®.
~ (@
7
8

a. Setup the Dyanamic and Static VLAN pools. Navigate to Fabric (1)- >Access Policies (2)-
>Pools (3). Right click VLAN (4) and select Create VLAN Pool (5).

CIsCO

APIC

System Tenants Fabric

Inventory | Fabric Policies

Policies

» (C» Quick Start
> [l Switches
> [ Modules
> [ Interfaces
> [l Policies
- [l Pools
> [ VLAN
> B VXLAN
> [l VSAN

Create VLAN Pool

> [ VSAN Attributes

> [ Multicast Address

> [ Physical and External Domains

O Return to Contents

1 Virtual Networking

L4-L7 Services

Admin

Access Policies

Pools - VLAN

+ Name Allocation Encap Blocks
Mode

- XXX

Operations Apps Integrations
VLAN Operational
O X %,
Description
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b. Create the Dynamic VLAN pool. Enter the VLAN range from 1000 (1) to 1099 (2), select
Dynamic Allocation (3)and click OK (4).

Create Ranges 0

Type: VLAM 1 2

S ] oo ST om—

3 I

Allocation Mode | Dynamic Al ‘ Inherit allochode from parent
LI External or On the wire encapsulations Interna )

4

c. Create the Static VLAN pool. Repeat Step a. Enter the VLAN range from 1100 (1) to 1199
(2), select Static Allocation (3) and click OK (4).

Static Allccati-:n’/)

Create Ranges (2 I']

Type: VLAN 1

2
S B o MU B —

Allocation Mode: ( ‘ Inherit aliochMode from parent Static Allocation] 3
61 External or On the wire encapsulations  EEINEGE] ;\)
4

= ED

Step 5: Initial L3OUT

a. Create the L30ut External Routed Domain in each data center. Navigate to Fabric (1)-
>Access Policies (2)- >Physical and External Domains (3)- >External Routed Domains (4),
Right- Click and Select Create Layer 3 Domain (5).

FETCTS -~ Q@ CO O

clisco

1 virtual Networking L4-L7 Services Admin Operations Apps Integrations

System Tenants

Inventory | Fabric Policies Access Policies

Policies

External Routed Domains
> C» Quick Start
> [ Switches -
> [l Modules
> [l Interfaces
> [l Policies
> [ Pools
~~ [ Physical and External Domains
> [ Physical Domains
> [l External Bridged Domains

|+

.

« External Routed Domain Name VLAN Pool

> [l Extemal Routed Domains

Create Layer 3 Domain 5

> [ Fibre Channel Domains
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b. Enter the name SDC1-L30UT (1) and select the VLAN Pool SDC1- VLAN- POOL2(static)
(2) from the dro p- down menu

Create Layer 3 Domain (7 Ix]

1

Associated Attachable [caaet 5 yalue —
Entity Profile:

VLAN Pool:| SDC1-VLAN-POOL2(static) | 2 [~ @

Security Domains: O +

o

Select Marme Description

Create the Attached Entity Profile for the L30ut. Navigate to Fabric (1)- >Access Policies
(2)- >Policies (3)- >Global (4)- >Attachable Access Entity Profiles (5), Right- Click and
Select Create Attachable Access Entity Profile  (6).

S APo XX

CIsco

C.

1 Virtual Networking L4-L7 Services Admin QOperations Apps Integrations

System Tenants

Inventory | Fabric Policies | Access Policies

R Attachable Access Entity Profiles

e 0

» (C» Quick Start O o+ %

> [ Switches n c— .
Infrastructure VLAN  Policy Groups Description

> [ Modules Enabled

> [ Interfaces

~ [l Policies

> [ Switch
> [l Interface
~ [ Global

> [l Afttachable Access Entity Profiles

> [ QOS Class Create Attachable Access Entity Profile I}

> [l DHCP Relay
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d. Enter the name SDC1-L30UT (1) and click the + sign (2). Select the SDC1- L30OUT profile
from the drop - down menu and click Update (4). Select Next (5) to continue.

Create Attachable Access Entity Profile 0

STEP 1 > Profile m 2. Association To Interfaces

Name:§ spci-L30uT | 4

Description: | optional

Enable Infrastructure VLAN: []

Domains (VMM, Physical or W
External) To Be Associated

ToInterfaces:  Domain Profile Encapsulation

HSDC‘\ -L300T (L3) | 3

[+ |~

B

Application EPGs Encap Primary Encap Mode

5

e. Leave Select Interfaces as None (1 and 2) and click Finish (3)

Create Attachable Access Entity Profile (2 1]
STEP 2 > Association To Interfaces 1. Profile 2. Association To Interfaces
Interface Policy  Type Associated Switches / Interfaces  Select
Group Attachable Fexes Interfaces
Access
Entity
Profile
All
~ mSDC1-FI-A VPC oo e
1
101,702 147
All
v p=2SDC1-FI-B VPG Saacioc
2
101,102 /48

3
<D S
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Create the L3Out interface policy group as an individual Leaf Access Port Policy Group.
Navigate to Fabric (1)- >Access Policies (2)- >Interfaces (3)- >Leaf Interfaces (4)->Policy
Groups (5)- >Leaf Access Port (6), Right- Click and Select Create Leaf Access Por t Policy

December 2020

CISCO

Group (7).
admin @ @ @ e

alualn Aplc
1 Virtual Networking L4-L7 Services Admin Operations Apps Integrations

System Tenants

Inventory | Fabric Policies | Access Policies

Feliess Policy Groups - Leaf Access Port o

> (C» Quick Start

O+ %
> [l Switches - o
Link Level CDP LLDP STP Monitoring
> [l Modules Policy Policy Policy Interface Policy

Polic
~ [@l Interfaces v

> [ Spine Interfaces
~ [l Leaf Interfaces
> [ Profiles

~ [ Policy Groups

> [ Leaf Access Port
= PC Interface Create Leaf Access Port Policy Group ?
> [l VPC Interface

Page 1 of 1 Objects Per Page: |15 |+ Displaying Objects

> [ PC/VPC Override

Enter the Policy Group name SDC1-L30OUT (1), select a Link Level Policy 1G (2), select
the CDP Policy CDP- Enable (3), the Attached Entity Profile SDC1 - L30OUT (4) and click
Submit.

Create Leaf Access Port Policy Group 00
Description: | optiona
Link Level Policy: ~ @
COP Poiicy: | cDP-Enable ~ @
MCP I30Ii<:'y':I select a value ~
CoPP Policy: | select a value ~
LLDP Policy: | select a value ~
STP Interface Policy: |select a value ~
Storm Control Interface Policy: | select a value i
L2 Interface Policy: |select a value e
Port Security Policy: | select a value e
Egress Data Plane Policing Policy: | select a value ~
Ingress Data Plane Policing Policy: | select a value ~
Monitoring Policy: | select a value ~
Pricrity Flow Control Policy: | select a value w
Fibre Channel Interface Policy: |select a value ~
PoE Interface Policy: | select a value e
Slow Drain Policy: | select a value ~
MACsec Policy: |select a value ~
802.1x Port Authentication Policy: | select a value ~
DWDM Policy: | select a value e
Attached Entity Prc-ﬁle: 4 . | 5 M
Lo oo
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h. Setup switch interfaces for L30ut connection. In APIC, Navigate to Fabric (1)- >Access
Policies (2) - >Quick Start (3) . Select Configure an interface, PC, and VPC (4) under Steps.

i. Create a switch profile by clicking the + sign (1) under Configured Switch Interfaces. The
switch profile configuration wizard will appear on the right. From the drop - down menu (2),
select switch 10 1 (3) and click Save (4).

j. Create a port profile by selecting the switch 101(1) and click the + sign (2) in the work pane.

k. To setup the interface, For the Interfaces enter 1/9 (1). Select Choose One (2) for the
Interface Policy Group, from the Policy Group Name drop - down menu select the SDC1-
L30OUT (3) and click Save (4).
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