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1 Executive Summary

NetApp® Validated Architectures (NVAs) describe systems and solutions that are designed, tested, and
documented to facilitate and improve customer deployments. These designs incorporate a wide range of
technologies and products into a portfolio of solutions that NetApp developed to address the business
needs of customers.

This document describes a reference architecture for Microsoft SQL Server 2014 with AlwaysOn
Availability Groups built on the All Flash FAS (AFF) FlexPod® model. This solution includes Cisco UCS
B200 M4 blade servers and NetApp AFF8080 EX storage arrays. The other major highlights of this
solution are the use of NetApp SnapCenter® enterprise software for application-integrated database
backup and recovery, VMware vSphere 6.0 virtualization, and Cisco Nexus 9000 Series switches for
client traffic.

This document also discusses design choices and best practices for this shared infrastructure platform.
These design considerations and recommendations are not limited to the specific components described
in this document and are also applicable to other versions.

1.1 FlexPod Program Benefits

FlexPod is a predesigned, best practice data center architecture built on the Cisco Unified Computing
System (Cisco UCS), the Cisco Nexus family of switches, and NetApp FAS and AFF storage systems.
FlexPod is a suitable platform for running various virtualization hypervisors as well as bare-metal
operating systems (OSs) and enterprise workloads. FlexPod delivers a baseline configuration and can
also be sized and optimized to accommodate many different use cases and requirements. Figure 1
depicts the component families of the FlexPod solution.

Figure 1) FlexPod component families.
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FlexPod provides a uniform approach to IT architecture, offering a well-characterized and documented
shared pool of resources for application workloads. FlexPod delivers operational efficiency and
consistency with the versatility to meet a variety of SLAs and IT initiatives, including the following:
Application rollouts or migrations

Business continuity and disaster recovery (DR)

Desktop virtualization

Cloud delivery models (public, private, and hybrid) and service models (laaS, PaaS, and SaaS)
Asset consolidation and virtualization

Data center consolidation and footprint reduction

=A =4 =4 4 4 4

Cisco and NetApp thoroughly validated and verified the FlexPod solution architecture and its many use
cases. In addition, they created a portfolio of detailed documentation, information, and references to
assist customers in transforming their data centers to this shared infrastructure model. This portfolio
includes, but is not limited to, the following items:

1 Best practice architectural design

Workload sizing and scaling guidance

Implementation and deployment instructions

Technical specifications (rules for what is and what is not a FlexPod configuration)

Frequently asked questions (FAQS)

NVAs and Cisco Validated Designs (CVDs) that focus on a variety of use cases

=A =4 =4 4 4

Cisco and NetApp have also built a robust and experienced support team focused on FlexPod solutions,
including customer account and technical sales representatives, professional services personnel, and
technical support engineers. This support alliance provides customers and channel services partners with
direct access to technical experts who collaborate with cross vendors and have access to shared lab
resources to resolve potential issues.

FlexPod supports tight integration with virtualized and cloud infrastructures, making it the logical choice
for long-term investment. As a key FlexPod Cooperative Support partner, VMware provides the
virtualization hypervisor and management tools for this verified design with VMware vSphere and
VMware vCenter.

2 Solution Overview

The FlexPod architecture is designed to help manage infrastructure complexity with proven guidance and
measurable value. By introducing standardization, FlexPod helps customers mitigate the risk and
uncertainty intrinsic to planning, designing, and implementing a new data center infrastructure. The result
is a more predictable and adaptable architecture capable of meeting and exceeding IT demands.

This FlexPod design describes the deployment of Microsoft SQL Server 2014 with AlwaysOn Availability
Groups in a VMware vSphere virtualized environment. This AFF design demonstrates that, with the
addition of flash storage, FlexPod architectures can meet the most demanding performance requirements
and still deliver the values of a standardized shared infrastructure.

2.1 Target Audience

The intended audience of this document includes, but is not limited to, sales engineers, field consultants,
professional services personnel, IT managers, and partner engineers. It also includes customers who
want to take advantage of an infrastructure built to deliver high-performance and high-availability
database services.
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2.2 Solution Technology

Traditionally, Microsoft SQL Server databases relied on Microsoft Windows clustering with shared storage
to achieve a high-availability (HA) configuration. Microsoft database technology has come a long way
since then and is now composed of highly efficient technology based on Windows Server 2012 R2 and
AlwaysOn Availability Groups.

This solution is based on SQL Server 2014 AlwaysOn Availability Groups implemented on Windows
Server 2012 R2 virtual machines (VMs). SQL Server instances are deployed as VMware vSphere VMs on
NetApp AFF storage arrays.

Figure 2 shows the high-level solution architecture, with the association between the primary and
secondary database replicas on separate storage.

Figure 2) High-level solution architecture.

Microsoft Windows
Failover Cluster
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DC1 Center VSsC

DB Snapshot Copies

This design enables OLTP workloads to be serviced from the primary database replica while database
writes are synchronously committed to the secondary database server. The secondary replica provides
near-site disaster recovery and enhances the overall availability of the solution by providing database-
level failover. Because AlwaysOn replication enables readable database secondaries, the secondary
database replica can be used to offload backup and reporting jobs.

The secondary database replica is hosted on equivalent storage and compute resources to provide
consistent performance in the event of a failover. As part of NetApp integrated data management
capabilities, SnapCenter Server creates NetApp Snapshot® copies of secondary databases and creates
clones of databases for secondary processing or test and development activities.
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This solution uses NetApp AFF8080 EX storage arrays for both primary and secondary database copies.
Doing so provides the highest levels of performance for both copies during normal operations and failover
situations. When FCoE is used, LUNs are provisioned to ESXi servers to make vSphere Virtual Machine
File System (VMFS) datastores for SQL Server OS disks. In addition, separate dedicated LUNs are
provisioned to make datastores for each database. By using this technology, SQL Server 2014 databases
deliver excellent performance, and native application integration enables seamless backup, recovery, and
cloning.

Cisco UCS Fabric Interconnects (FI) and B-Series servers enhance this configuration by providing
flexibility and availability in the compute layer. Redundant hardware and software components eliminate
single points of failure and make sure that data traffic is uninterrupted in the event of a component failure.
Cisco UCS Service profiles ease deployment and maintenance activities by creating consistent
configurations that are easily updated and can be moved between physical blades as needed for
maintenance or upgrades.

Cisco Nexus 9000 switches act as the access layer for the primary and secondary database
environments. Cisco Nexus 9396PX switches are deployed in pairs, and the Cisco UCS Fabric
Interconnects are connected to virtual port channels for maximum availability. Cisco Nexus 9000 switches
provide 40Gb of switching capability and can participate in the Cisco Application Centric Infrastructure
(ACI). However, these switches do not support the FC or FCoE storage protocols. To enable FCoE in this
solution, storage controllers are connected directly to the Cisco UCS FI with redundant connections for
each controller.

When combined into a complete infrastructure, this solution delivers the following benefits:

1 Tier 1 SQL Server 2014 database performance on a standardized, shared infrastructure

1 Database-level availability by using a SQL Server AlwaysOn synchronous replica (near-site disaster
recovery)

1 Integrated backup and recovery of SQL Server 2014 databases with NetApp SnapCenter
1 Integrated cloning of databases for secondary processing or testing and development

1 Hardware-level redundancy for all the major components by using Cisco UCS, Cisco Nexus, and
NetApp availability features

2.3 Use Case Summary

The FlexPod Datacenter, Microsoft SQL Server 2014, and NetApp AFF solution is designed to provide
enterprises with the performance, manageability, and reliability necessary for tier 1 application databases.
To this end, the following use cases were configured and tested in the lab to demonstrate the
performance and functionality of this design:

1 SQL Server 2014 AlwaysOn Availability Groups with one primary database and one replica. This
configuration generates 150,000 to 200,000 IOPS with an average read latency below 1ms for a
typical OLTP workload while in a synchronized state. Secondary database copies run on separate
storage and compute resources that have capabilities equivalent to the primary.

1 Failover of the SQL Server 2014 AlwaysOn Availability Groups to the secondary copy. This use case
demonstrates database resiliency and the comparable performance of the secondary copy in a
synchronized AG configuration under a typical OLTP workload.

1 Backup and recovery of SQL Server 2014 databases with NetApp SnapCenter 1.1 and the
SnapCenter plug-ins for SQL Server. Backups are taken from the secondary database copy to offload
backup and validation processing from the primary infrastructure.

1 Cloning of SQL Server 2014 databases with NetApp SnapCenter for use in application testing and
development environments.

1 Failure testing of various infrastructure components while the environment is operating under a heavy
OLTP workload to verify the resiliency and reliability of the overall architecture.
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3 Technology Overview

3.1 FlexPod
FlexPod is a best practice data center architecture that includes three core components:

9 Cisco Unified Computing System (Cisco UCS)
9 Cisco Nexus switches
1 NetApp FAS and AFF storage systems

These components are connected and configured according to best practices of both Cisco and NetApp
and provide the ideal platform for running various enterprise workloads with confidence. FlexPod can
scale up for greater performance and capacity (adding compute, network, or storage resources
individually as needed). FlexPod also can scale out for environments that need multiple consistent
deployments (rolling out additional FlexPod stacks). FlexPod delivers a baseline configuration and has
the flexibility to be sized and optimized to accommodate many different use cases.

Typically, the more scalable and flexible a solution is, the more difficult it becomes to maintain a single
unified architecture capable of offering the same features and functionality across each implementation.
This capability is one of the key benefits of FlexPod. Each of the component families shown in Figure 1
offers platform and resource options to scale the infrastructure up or down. These families do so
supporting the same features and functionality that are required under the configuration and connectivity
best practices of FlexPod.

FlexPod addresses four primary design principles: availability, scalability, flexibility, and manageability.
These architecture goals are as follows:

1 Application availability. Makes sure that services are accessible and ready to use.

1 Scalability. Addresses increasing demands with appropriate resources.

1 Flexibility. Provides new services or recovers resources without infrastructure modification
requirements.

1 Manageability. Facilitates efficient infrastructure operations through open standards and APIs.
For details about the specific products used in this validation and the design factors considered when

creating this reference architecture, refer to NVA-0025-DESIGN FlexPod Datacenter with SQL Server
AlwaysOn Availability Groups and AFF.

3.2 FlexPod: FCoE Direct-Connect Design

As noted previously, flexibility is a key design principle of FlexPod. The Cisco Nexus 9396PX switches
used in this design support 10GbE and 40GbE networking and Cisco ACI, but the switches do not
support FC or FCoE protocols. FlexPod can still support these protocols by connecting the Unified Target
Adapter ports on NetApp storage controllers directly to the Cisco UCS Fabric Interconnects. Doing so
applies the FC features of the Fls to provide name services and zoning capabilities to enable Cisco UCS
servers to boot from and access FC or FCoE storage without additional FC switches. Figure 3 shows the
basic topology of the direct-connect design.
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Figure 3) FCoE direct-connect topology.
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4 Technology Requirements

4.1 Hardware Requirements

Table 1 lists the hardware components required to implement the solution as tested. The hardware
components used in any implementation of this solution might vary based on customer requirements.

Table 1) Solution hardware requirements.

Hardware Configuration

Cisco UCS 6200 Series Fabric Interconnects 2x Cisco UCS 6248UP Fabric Interconnects
Includes Cisco UCS Manager

Cisco UCS B200 M4 2x Xeon E5-2690 CPU (12 cores/each 2.6Ghz)
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Hardware Configuration

128GB RAM/blade, 1 VIC 1340/blade
Cisco UCS 5108 chassis Includes 2x Cisco UCS-IOM 2204XP
Cisco Nexus 9396PX No expansion modules
NetApp AFF8080 EX No additional PCI cards
NetApp DS2246 disk shelves 2x disk shelves with 800GB SSDs

4.2 Software Requirements

Table 2 lists the software components required to implement the solution as tested. The software
components used in any implementation of the solution might vary based on customer requirements.

Table 2) Solution software requirements.

Software/Firmware Version

Compute

Cisco UCS Manager 2.2(5d)
Networking

Cisco Nexus 9396PX NX-OS software release 7.0(3)11(3)
Storage

NetApp clustered Data ONTAP® 8.3.1
NetApp Windows PowerShell toolkit 4.1.0
NetApp System Manager 8.3.1
NetApp Virtual Storage Console for VMware vSphere | 6.2
(VSC)

NetApp SnapCenter Server 1.1
SnapCenter Plug-In for Microsoft Windows 1.1
SnapCenter Plug-In for Microsoft SQL Server 1.1

VMware vSphere

VMware ESXi 6.0.0 3380124
VMware vCenter Server 6.0.0 2656761
VMware vSphere PowerCLI 6.0 release 3 build 3205540

Database Server

Microsoft Windows Server 2012 R2 Standard

Microsoft SQL Server SQL Server 2014 Service Pack 1 Enterprise Edition
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4.3 Configuration Guidelines

This document provides details for configuring a fully redundant, highly available configuration for a
FlexPod unit with clustered Data ONTAP storage. Therefore, reference is made to which component is
being configured with each step, either 01 or 02 or A and B. For example, node01 and node02 are used
to identify the two NetApp storage controllers that are provisioned with this document. Cisco Nexus A or
Cisco Nexus B identifies the pair of Cisco Nexus switches that are configured. The Cisco UCS Fabric
Interconnects are similarly configured. Also, this document details the steps for provisioning multiple
Cisco UCS hosts. These examples are identified as VM-Host-Infra-01 and VM-Host-Prod-02 to represent
infrastructure and production hosts deployed to each of the fabric interconnects in this document. Finally,
to indicate that you should include information pertinent to your environment in a given step, <text>
appears as part of the command structure. See the following example for the network port vlan

create command:

Usage:
network port vlan create ?
[ - node] <nodename> Node

{[ -vlan - name] {<netport>|<ifgrp>} VLAN Name

| - port {<netport>|<ifgrp >} Associated Network Port
[ -vlan -id] <integer>} Network Switch VLAN Identifier
Example:
‘ network port vian - node <node01> -vlan - name i0a - <vlanid>

This document is intended to enable you to fully configure the customer environment. In this process,
various steps require you to insert customer-specific naming conventions, IP addresses, and VLAN
schemes as well as to record appropriate MAC addresses. Table 3 describes the VLANs used during the
validation of this solution. Customers should use values appropriate to their environment for all
configuration variables.

Table 3) Required VLANS.
VLAN Name VLAN Purpose ID Used for Validation in

This Document

In-Band Mgmt VLAN for in-band management interfaces 113
Native VLAN to which untagged frames are assigned 2
vMotion VLAN for VMware vMotion 3173
VM-Traffic VLAN for production VM interfaces 3174

4.4 Physical Infrastructure

FlexPod Cabling

The information in this section is a reference for cabling the physical equipment in a FlexPod
environment. To simplify cabling requirements, the tables include both local and remote device and port
locations.

The tables in this section contain the details for the prescribed and supported configuration of the NetApp
AFF8080 running clustered Data ONTAP 8.3.1.

Note: For any modifications of this prescribed architecture, consult the NetApp Interoperability Matrix
Tool (IMT).

14 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS © 2016 NetApp, Inc. All rights reserved.


http://support.netapp.com/matrix/mtx/login.do
http://support.netapp.com/matrix/mtx/login.do

This document assumes that out-of-band management ports are plugged into an existing management
infrastructure at the deployment site. These interfaces will be used in various configuration steps

The procedures in this document are based on the cabling as depicted below. Changes to the cabling
described here require changes to the deployment procedures that follow because specific port locations
are referenced.

The NetApp storage controller and disk shelves should be connected according to best practices for the
specific storage controller and disk shelves. For disk shelf cabling, refer to the Universal SAS and ACP

Cabling Guide.

In this document, the AFF8080 and Cisco UCS servers used to host one of the SQL replicas is referred to
as primary and the equipment used to host the other replica is referred to as secondary. Figure 4 shows
the connectivity between the primary NetApp AFF8080 and Cisco UCS 6248UP Fabric Interconnects and
the Cisco Nexus 9396PX network switches. The secondary AFF8080 and Cisco UCS are connected in an
identical configuration except for the Cisco Nexus switch ports, as noted in the illustrations and tables.

Figure 4) FlexPod cabling diagram.
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Tables 4 through 9 provide the details of all the connections in use. The secondary storage and Cisco
UCS systems use the same cabling as described in Tables 4 through 9 and Figure 4.
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Table 4) Cisco Nexus 9396-A cabling information.

Local Device Local Port  Connection Remote Device Remote
Port
Cisco Nexus 9396 A Eth1/1 10GbE Cisco UCS 6248UP FI A eth1/17
(primary replica)
Eth1/2 10GbE Cisco UCS 6248UP FI B eth1/17
(primary replica)
Eth1/15 10GbE NetApp AFF8080 EX controller 1 | eOe
(primary replica)
Eth1/16 10GbE NetApp AFF8080 EX Controller | eOe
2 (primary replica)
Eth1/17 10GbE Cisco UCS 6248UP FI A eth1/17
(secondary replica)
Eth1/18 10GbE Cisco UCS 6248UP FI B eth1/17
(secondary replica)
Eth1/31 10GbE NetApp AFF8080 EX Controller | eOe
1 (secondary replica)
Eth1/32 10GbE NetApp AFF8080 EX Controller | eOe
2 (secondary replica)
Eth1/47 10GbE Cisco Nexus 9396PX B Eth1/47
Eth1/48 10GbE Cisco Nexus 9396PX B Eth1/48
MGMTO GbE GbE management switch Any

Note: For devices requiring GbE connectivity, use the GbE copper SFP+s (GLC-T=).

Table 5) Cisco Nexus 9396-B cabling information.

Local Device Local Port Connection Remote Device Remote

Port

Cisco Nexus 9396 B Eth1/1 10GbE Cisco UCS 6248UP FI A 18
(primary replica)

Eth1/2 10GbE Cisco UCS 6248UP FI B 18
(primary replica)

Eth1/15 10GbE NetApp AFF8080 EX controller 1 | eOg
(primary replica)

Eth1/16 10GbE NetApp AFF8080 EX controller 2 | eOg
(primary replica)

Eth1/17 10GbE Cisco UCS 6248UP FI A 18
(secondary replica)

Eth1/18 10GbE Cisco UCS 6248UP FI B 18
(secondary replica)

Eth1/31 10GbE NetApp AFF8080 EX controller 1 | eOg
(secondary replica)
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Local Device Local Port  Connection Remote Device Remote
Port
Eth1/48 10GbE NetApp AFF8080 EX controller 2 | €0g
(secondary replica)
Any 10GbE Cisco Nexus 9396PX A Eth1/47
Eth1/48 10GbE Cisco Nexus 9396PX A
MGMTO GbE GbE management switch
Table 6) NetApp AFF8080 EX controller 1 cabling information.
Local Device Local Port  Connection Remote Device Remote
Port
NetApp controller 1 eOM 100MbE 100MbE management switch Any
Connections for secondary . .
replica noted in parentheses e0i GbE GbE management switch Any
eOP GbE SAS shelves ACP port
ela 10GbE NetApp AFF8080 EX controller 2 | eOa
eOb 10GbE NetApp AFF8080 EX controller 2 | eOb
eOc 10GbE NetApp AFF8080 EX controller 2 | eOc
e0d 10GbE NetApp AFF8080 EX controller 2 | eOd
Oe 10GbE Cisco Nexus 9396PX A Eth1/15
(eth1/31)
of 10GbE / Cisco UCS 6248UP FI A eth1/25
FCoE
0g 10GbE Cisco Nexus 9396PX B Eth1/15
(eth1/31)
Oh 10GbE / Cisco UCS 6248UP FI B eth1/25
FCoE

Note:

indicated by a wrench icon on the rear of the chassis.

Table 7) NetApp AFF8080 EX controller 2 cabling information.

Local Device

NetApp controller 2

Connections for secondary
replica noted in parentheses

When the term eOM is used, the physical Ethernet port to which the table refers is the port

Local Connection Remote Device Remote
Port Port
eOM 100MbE 100MbE management switch Any

e0i GbE GbE management switch Any

e0P GbE SAS shelves ACP port
ela 10GbE NetApp AFF8080 EX controller 1 | eOa

e0b 10GbE NetApp AFF8080 EX controller 1 | eOb
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Local Device Local Connection Remote Device Remote
Port Port
e0c 10GbE NetApp AFF8080 EX controller 1 | eOc
e0d 10GbE NetApp AFF8080 EX controller 1 | e0d
Oe 10GbE Cisco Nexus 9396PX A Eth1/16

(eth1/32)
of 10GbE / FCoE | Cisco UCS 6248UP FI A ethl/26
Og 10GbE Cisco Nexus 9396PX B Eth1/16
(eth1/32)
Oh 10GbE / FCoE | Cisco UCS 6248UP FI B ethl/26
Table 8) Cisco UCS6248 fabric interconnect A cabling information.

Local Device Local Connection Remote Device Remote
Port Port

Cisco UCS fabric Eth1/1 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/1

interconnect A ) )

Connections for secondary Eth1/2 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/2

replica noted in parentheses | gyy1/3 | 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/3
Eth1/4 10GbE Cisco UCS Chassis 1 2204 FEX A | IOM 1/4
Eth1/17 10GbE Cisco Nexus 9396PX A Eth1/1

(eth1/17)
Eth1/18 10GbE Cisco Nexus 9396PX B Eth1/1
(eth1/17)
Eth1/25 | 10GbE/ NetApp AFF8080 EX controller 1 eOf
FCoE
Eth1/26 10GbE / NetApp AFF8080 EX controller 2 eOf
FCoE
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6248UP FI B L1
L2 GbE Cisco UCS 6248UP FI B L2
Table 9) Cisco UCS6248 fabric interconnect B cabling information.

Local Device Local Connection Remote Device Remote
Port Port

Cisco UCS fabric Eth1/1 10GbE Cisco UCS Chassis 1 2204 FEXB | IOM 1/1

interconnect B ) -

Connections for secondary Eth1/2 10GbE Cisco UCS Chassis 1 2204 FEX B | IOM 1/2

replica noted in parentheses | pyn1/3 | 10GbE Cisco UCS Chassis 1 2204 FEXB | IOM 1/3
Eth1/4 10GbE Cisco UCS Chassis 1 2204 FEX B | IOM 1/4
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Local Device Local Connection Remote Device Remote

Port Port
Eth1/17 10GbE Cisco Nexus 9396PX A Eth1/2
(eth1/18)
Eth1/18 | 10GbE Cisco Nexus 9396PX B Eth1/2
(eth1/18)
Eth1/25 10GbE / NetApp AFF8080 EX controller 1 eOh
FCoE
Eth1/26 10GbE/ NetApp AFF8080 EX controller 2 eOh
FCoE
MGMTO | GbE GbE management switch Any
L1 GbE Cisco UCS 6248UP FI A L1
L2 GbE Cisco UCS 6248UP FI A L2

5 Network Switch Configuration

This section details the procedure for configuring the Cisco Nexus 9000s for use in a FlexPod
environment. Follow these steps precisely; failure to do so could result in an improper configuration.

5.1 Physical Connectivity

Follow the physical connectivity guidelines for FlexPod as covered in the section fFlexPod Cabling. o
5.2 Network Configuration Variables

Table 10 lists the variables used in the configuration of the Cisco Nexus 9396PX switches.

Table 10) Network configuration variables.

Variable Value

<<var_password>>

<<var_nexus_A_hostname>>

<<var_nexus_A_mgmt0_ip>>

<<var_nexus_A_mgmt0_netmask>>

<<var_nexus_A_mgmt0_gw>>

<<var_global_ntp_server_ip>>

<<var_nexus_B_hostname>>

<<var_nexus_B_mgmt0_ip>>

<<var_nexus_B_mgmt0_netmask>>

<<var_nexus_B_mgmt0_gw>>

<<var_ib-mgmt-vlan_gateway>>

<<var_ib-mgmt_vlan_id>>

<<var_native_vlan_id>>

<<var_vmotion_vlan_id>>

<<var_vm-traffic_vlan_id>>
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Variable Value

<<var_switch_a_ntp_ip>>

<<var_ib-mgmt_vlan_netmask_length>>

<<var_switch_b_ntp_ip>>

<<var_pri_ucs_6248_clustername>>

<<var_sec_ucs_6248 clustername>>

<<var_pri_node01>>

<<var_pri_node02>>

<<var_sec_node01>>

<<var_sec_node02>>

<<var_nexus_vpc_domain_id>>

5.3 FlexPod Cisco Nexus Base

The following procedures describe how to configure the Cisco Nexus switches for use in a base FlexPod
environment. This procedure assumes the use of Cisco Nexus 9000 7.0(3)I1(3).

Note: The following procedure includes the setup of NTP distribution on the in-band management
VLAN. The interface - vlan feature and ntp commands are used for this setup. This
procedure also assumes that the default VRF will be used to route the in-band management
VLAN.

Set Up Initial Configuration

Cisco Nexus 9396PX A
To set up the initial configuration for Cisco Nexus switch A, complete the following steps:
1. Configure the switch.

Note: On initial boot and connection to the serial or console port of the switch, the Cisco NX-OS setup
should automatically start and attempt to enter Power on Auto Provisioning.

Abort Power on Auto Pr ovisioning and continue with normal setup? (yes/no) [n]: yes
Do you want to enforce secure password standard (yes/no): yes

Enter the password for "admin": <<var_password>>

Confirm the password for "admin": <<var_password>>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read - only SNMP community string (yes/no) [n]: Enter

Configure read - write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <<var_nexus_A_hostname> >

Continue with Out - of - band (mgmt0) management configuration? (yes/no) [y]: Enter
MgmtO IPv4 address: <<var_nexus_A_mgmt0_ip>>

MgmtO IPv4 netmask: <<var_nexus_A_mgmt0_netmask>>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <<var_nexus_A_mgmt0_gw>>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter
Number of r  sa key bits <1024 - 2048> [1024]: Enter
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address: <<var_global_ntp_server_ip>>
Configure default interface layer (L3/L2) [L2]: Enter
Configure default switchport interface state (shut/noshut) [noshut]: shut
Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]: Enter
Would you like to edit the configuration? (yes/no) [n]: Enter
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2. Review the configuration summary before enabling the configuration.

Use this configuration and save it? (yes/no) [y]: Enter

Cisco Nexus 9396PX B
To set up the initial configuration for Cisco Nexus switch B, complete the following steps:
1. Configure the switch.

Note: On initial boot and connection to the serial or console port of the switch, the Cisco NX-OS setup
should automatically start and attempt to enter Power on Auto Provisioning.

Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
Do you want to enforce secure password standard (yes/no): yes

Enter the password for "admin": <<var _password>>

Confirm the password for "admin": <<var_password>>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read - only SNMP community string (yes/no) [n]: Enter

Configure rea  d- write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <<var_nexus_B_hostname>>

Continue with Out - of - band (mgmt0) management configuration? (yes/no) [y]: Enter
MgmtO IPv4 address: <<var_nexus_B_mgmt0_ip>>

MgmtO IPv4 netmask: <<var_nexus_B _mgmt0_netmask>>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <<var_nexus_B_mgmt0_gw>>

Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (ye s/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]: Enter

Number of rsa key bits <1024 - 2048> [1024]: Enter

Configure the ntp server? (yes/no) [n]: y

NTP server IPv4 address: <<var_global_ntp_server_ip>>

Configure default interfac e layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: shut

Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]:
Enter

Would you like to edit the configuration? (yes/no) [n]: Enter

2. Review the configuration summary before enabling the configuration.

Use this configuration and save it? (yes/no) [y]: Enter

6 FlexPod Cisco Nexus Switch Configuration

6.1 Enable Features

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To license the Cisco Nexus switches, complete the following steps:

1. Login as admin.
2. Run the following commands:

config t

feature interface -vlan
feature lacp

feature vpc

feature lldp
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6.2 Set Global Configurations

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To set global configurations, complete the following step on both switches:

1. Run the following commands to set global configurations:

spanning - tree port type network default
spanning - tree port type edge bpduguard default
spanning - tree port type edge bpdufilter default
port -channelload -balance sr c-dstl4port

ntp server <<var_ global _ntp_server_ip>> use - vrf management
ntp master 3
ip route 0.0.0.0/0 <<var_ib - mgmt vlan_gateway>>

copy run start

6.3 Create VLANSs

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To create the necessary virtual LANs, complete the following step on both switches:

1. From the global configuration mode, run the following commands:

vlan <<var_ib - mgmt_vlan_id>>
name IB - MGMTVLAN

vlan <<var_native_vlan_id>>

name Native - VLAN

vlan <<var_vmotion_vlan_id>>
name vMotion - VLAN

vlan <<var_vm -tra ffic_vlan_id>>
name VM- Traffic - VLAN

exit

6.4 Add NTP Distribution Interface

Cisco Nexus 9396PX A
1. From the global configuration mode, run the following commands:

ntp source <  <var_switch _a_ntp_ip >>

interface Vlan<<var_ib - mgmt_vlan_id>>

ip address <<var_switch_a _ntp_ip>>/<<var_ib - mgmt_vlan_netmask_length>>
no shutdown

exit

Cisco Nexus 9396PX B
1. From the global configuration mode, run the following commands:

ntp source <<var_switch_b_ntp_ip>>

interface Vlan<<var_ib - mgmt_vlan_id>>

ip address <<var_switch_b_ntp_ip>>/ <<var_ib - mgmt_vlan_netmask_length>>
no shutdown

exit

6.5 Add Individual Port Descriptions for Troubleshooting

Cisco Nexus 9396PX A

To add individual port descriptions for troubleshooting activity and verification for switch A, complete the
following step:
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1. From the global configuration mode, run the following commands:

interface Eth1/1

description <<var_pri_ucs_6248_clustername>>
interface Eth1/2

description <<var_pri_ucs_6248_clustername>>
interface Eth1/15

description <<var_pri_node01>>:e0e

inter face Eth1/16

description <<var_pri_node02>>:e0e

interface Eth1/17

description <<var_sec_ucs_6248_clustername>>
interface Eth1/18

description <<var_sec_ucs_6248_clustername>>
interface Eth1/31

description <<var_sec_node01>>:e0e

interface Eth1/ 32

description <<var_sec_node02>>:e0e

interface Eth1/47

description <<var_nexus_B_hostname>>:1/47
interface Eth1/48

description <<var_nexus_B_hostname>>:1/48
exit

-al/17

-b:1/17

-al/17

-b:1/17

Cisco Nexus 9396PX B

To add individual port descriptions for troubleshooting activity and verification for switch B, complete the

following step:

1. From the global configuration mode, run the following commands:

interface Eth1/1

description <<var_pri_ucs_6248_clustername>>
interface Eth1/2

description <<var_pri_ucs_6248_clustername>>
i nterface Eth1/15

description <<var_pri_node01>>:e0g

interface Eth1/16

description <<var_pri_node02>>:e0g

interface Eth1/17

description <<var_sec_ucs_6248_clustername>>
interface Eth1/18

description <<var_sec_ucs_6248_clustername>>
interface E th1/31

description <<var_sec_node01>>:e0g

interface Eth1/32

description <<var_sec_node02>>:e0g

interface Eth1/47

description <<var_nexus_A_hostname>>:1/47
interface Eth1/48

description <<var_nexus_A_hostname>>:1/48
exit

-a1/18

-b:1/18

-a:1/18

- b:1/18

6.6 Create Port Channels

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B

To create the necessary port channels between devices, complete the following step on both switches:

1. From the global configuration mode, run the following commands:

interface Po10

description vPC peer - link

interface Eth1/47 -48

channel - group 10 mode active

no shutdown

interface Po1l

description <<var_pri_ucs_6248_clustername>>
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interface Eth1/1

channel - group 11 mode active

no shutdown

interface Po12

description <<var_pri_ucs_6248_clustername>> -b
interface Eth1/2

channel -group 12 mode active

no shutdown

interface Pol15

description <<var_pri_node01>>
interface Eth1/15

channel - group 15 mode active

no shutdown

interface Po16

description <<var_pri_node02>>
interface Eth1/16

channel - group 16 mode active

no shutdown

interface Po21

desc ription <<var_sec_ucs_6248_clustername>> -a
interface Eth1/17

channel - group 21 mode active

no shutdown

interface Po22

description <<var_sec_ucs_6248_clustername>> -b
interface Eth1/18

channel - group 22 mode active

no shutdown

interface Po25

description <<var_ sec_node01>>
interface Eth1/31

channel - group 25 mode active

no shutdown

interface Po26

description <<var_sec_node02>>
interface Eth1/32

channel - group 26 mode active

no shutdown

exit

copy run start

6.7 Configure Port Channel Parameters

Cisco Nexus 9396PX A and Cisco Nexus 9396PX B
To configure port channel parameters, complete the following step on both switches:

1. From the global configuration mode, run the following commands:

interface Po10

switchport mode trunk

switchport trunk native vlan 2

switchport trunk al lowed vlan <<var_ib - mgmt_vlan_id>>, <<var_vmotion_vlan_id>>, <<var_vm -
traffic_vlan_id>>

spanning - tree port type network

interface Pol1l

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>, <<var_vmotio n_vlan_id>>, <<var_vm -
traffic_vlan_id>>

spanning - tree port type edge trunk

mtu 9216

interface Po12

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>, <<var_vmotion_vlan_id>>, <<var_vm -
traffic_vlan_id >>

spanning - tree port type edge trunk

mtu 9216
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interface Pol15
switchport mode trunk
switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>
spanning - tree port type edge trunk
mtu 9216

interface Po16
switchport mode trunk
switch port trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>
spanning - tree port type edge trunk
mtu 9216

interface Po21

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>, <<var_vmot ion_vlan_id>>, <<var_vm -
traffic_vlan_id>>

spanning - tree port type edge trunk

mtu 9216

interface Po22

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>, <<var_vmotion_vlan_id>>, <<var_vm -
traffic_vlan_ id>>

spanning - tree port type edge trunk

mtu 9216

interface Po25

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>
spanning - tree port type edge trunk
mtu 9216

interface P026
switchport mode trunk
swit chport trunk native vlan 2

switchport trunk allowed vlan <<var_ib - mgmt_vlan_id>>
spanning - tree port type edge trunk

mtu 9216

exit

copy run start

6.8 Configure Virtual Port Channels

Cisco Nexus 9396PX A
To configure virtual port channels (vPCs) for switch A, complete the following step:

1. From the global configuration mode, run the following commands:

vpc domain <<var_nexus_vpc_domain_id>>
role priority 10

peer - keepalive destination <<var_nexus_B_mgmt0_ip>> source <<var_nexus_A_mgmt0_ip>>
peer - switch

peer - gateway

auto - recovery

delay restore 150

interface Po10

vpc peer - link

interface Poll

vpc 11

interface Po12

vpc 12

interface Pol5

vpc 15

interface Po16

vpc 16

interface Po21

vpc 21

interface Po22
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vpc 22

interface Po25
vpc 25

interface Po26
vpc 26

exit

copy run star t

Cisco Nexus 9396PX B
To configure vPCs for switch B, complete the following step:

1. From the global configuration mode, run the following commands.

vpc domain <<var_nexus_vpc_domain_id>>
role priority 20
peer - keepalive destination <<var_nexus_A_mgmt0_ip>> source <<var_nexus_B_mgmtO_ip>>
peer - switch
peer - gateway
auto - recovery
delay restore 150
interface Po10
vpc peer - link
interface Po1l
vpc 11

interface Po12
vpc 12

interface Po15
vpc 15

interface Po16
vpc 16

interface Po21
vpc 21

interface Po22
vpc 22

interf ace Po25
vpc 25

interface P026
vpc 26

exit

copy run start

6.9 Uplink into Existing Network Infrastructure

Depending on the available network infrastructure, several methods and features can be used to uplink
the FlexPod environment. For an existing Cisco Nexus environment, NetApp recommends using vPCs to
uplink the Cisco Nexus 9396PX switches included in the FlexPod environment into the infrastructure. The
previously described procedures can be used to create an uplink vPC to the existing environment. Make
sure to run copy run start to save the configuration on each switch after the configuration is
completed.

7 Storage Configuration

7.1 NetApp Hardware Universe

The NetApp Hardware Universe (HWU) application provides supported hardware and software
components for any specific ONTAP version. The application provides configuration information for all of
the NetApp storage appliances supported by ONTAP software. It also provides a table of component
compatibilities.

Note: Confirm that the hardware and software components that you would like to use are supported
with the version of ONTAP that you plan to install by using the HWU application.
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http://hwu.netapp.com/Home/Index

1. Access the HWU application to view the System Configuration guides. Click the Platforms tab to view
the compatibility between different versions of ONTAP and the NetApp storage appliances with your
desired specifications.

2. Alternatively, to compare components by storage appliance, click Compare Storage Systems.
3. HWU also provides site requirement information, such as about:
- Site preparation
- System connectivity requirements
- Circuit breaker, power outlet balancing, system cabinet power cord plugs, and console pinout

requirements
7.2 Controllers

Follow the physical installation procedures for the controllers found in the AFF8000 series product
documentation at the NetApp Support site.

7.3 Disk Shelves

NetApp storage systems support a wide variety of disk shelves and disk drives. The complete list of disk
shelves that are supported by AFF80xx is available at the NetApp Support site.

When using SAS disk shelves with NetApp storage controllers, refer to the SAS Disk Shelves Universal
SAS and ACP Cabling Guide for cabling guidelines.

7.4 Clustered Data ONTAP 8.3.1

The following procedure documents the deployment of a single Data ONTAP cluster. For this reference
architecture, two clusters were deployed to host primary and secondary SQL replicas. After the primary
replica cluster is deployed, repeat this procedure to deploy the secondary cluster.

7.5 Complete the Configuration Worksheet

Before running the setup script, complete the cluster setup worksheet from the Clustered Data ONTAP
8.3 Software Setup Guide. You must have access to the NetApp Support site to open the cluster setup
worksheet.

Storage Configuration Variables
Table 11 lists the values that are required for configuration of the NetApp AFF8080 EX storage systems.

Table 11) Storage configuration variables.

Variable Value

<<var_node01l_mgmt_ip>>

<<var_node0l_mgmt_mask>>

<<var_node0l_mgmt_gateway>>

<<var_node02_mgmt_ip>>

<<var_node02_mgmt_mask>>

<<var_mgmt_gateway>>

<<var_url_boot_software>>

<<var_password>>

<<var_clustername>>

<<var_cluster_base_license_key>>
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Variable Value

<<var_clustermgmt_ip>>

<<var_clustermgmt_mask>>

<<var_clustermgmt_port>>

<<var_clustermgmt_gateway>>

<<var_fcp_license>>

<<var_dns_domain_name>>

<<var_nameserver_ip>>

<<var_node_location>>

<<var_node01>>

<<var_node02>>

<<var_node01_sp_ip>>

<<var_nodeOl_sp_mask>>

<<var_node0l_sp_gateway>>

<<var_node02_sp_ip>>

<<var_node02_sp_mask>>

<<var_node02_sp_gateway>>

<<var_timezone>>

<<var_snmp_contact>>

<<var_snmp_location>>

<<var_oncommand_server_fqdn>>

<<var_snmp_community>>

<<var_mailhost>>

<<var_storage_admin_email>>

<<var_cert_common_name>>

<<var_cert_country>>

<<var_cert_state>>

<<var_cert_locality>>

<<var_cert_org>>

<<var_cert_unit>>

<<var_cert_email>>

<<var_cert_days>>

<<var_infra_svm_mgmt_ip>>

<<var_infra_svm_mgmt_mask>>

<<var_infra_svm_mgmt_gateway>>

<<var_prod_svm_mgmt_ip>>

<<var_prod_svm_mgmt_mask>>

<<var_prod_svm_mgmt_gateway>>

Install ONTAP Nodes

Before running the setup script, review the configuration worksheets in the Clustered Data ONTAP 8.3
Software Setup Guide to learn about configuring ONTAP. Table 11 lists the information that you will need
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to configure two ONTAP nodes. Customize the cluster detail values with the information applicable to
your deployment.

Configure Node 01

To configure node 01, complete the following steps:

1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the
storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when the following message
displays:

Starting AUTOBOOT press Ctrl -C to aborteé

2. Allow the system to boot up.

autoboot

3. Press Ctrl-C when prompted.

Note: If Data ONTAP 8.3.1 is not the version of software being booted, continue with the following
steps to install new software. If Data ONTAP 8.3.1 is the version being booted, select option
8 and y to reboot the node. Then continue with step 14.

To install new software, select option 7.

Enter y to perform an upgrade.

Select eOM for the network port you want to use for the download.
Enter y to reboot now.

Enter the IP address, netmask, and default gateway for eOM.
Enter the URL where the software can be found.

© ©® N o g s

Note: This web server should be pingable.

<<var_url_boot_software>>

10. Press Enter for the user name, indicating no user name.

Note: When installing new software, the system might perform firmware upgrades to the BIOS and
adapter cards, causing reboots and possible stops at the Loader-A prompt. If these actions
occur, the system might deviate from this procedure.

11. Press Ctrl-C when you see the boot menu message:

Press Ctrl - C for Boot Menu

12. Select option 4 for Clean Configuration and Initialize All Disks.
13. Enter y to zero disks, reset config, and install a new file system.
14. Enter y to erase all the data on the disks.

Note: The initialization and creation of the root volume can take 90 minutes or more to complete,
depending on the number of disks attached. After initialization is complete, the storage
system reboots. You can continue with the node 02 configuration while the disks for node 01
are zeroing.

Configure Node 02
To configure node 02, complete the following steps:

1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the
storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when you see this message:

Starting AUTOBOOT press Ctrl -C to aborté

2. Allow the system to boot up.
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autoboot

3. Press Ctrl-C when prompted.

Note: If Data ONTAP 8.3.1 is not the version of software being booted, continue with the following
steps to install new software. If Data ONTAP 8.3.1 is the version being booted, select option
8 and y to reboot the node. Then continue with step 14.

To install new software, select option 7.

Enter y to perform an upgrade.

Enter eOM for the network port you want to use for the download.
Enter y to reboot now.

Enter the IP address, netmask, and default gateway for eOM.

© ©® N o g s

Enter the URL where the software can be found.

Note: This web server must be pingable.

10. Press Enter for the user name, indicating no user name.

11. Enter y to set the newly installed software as the default to be used for subsequent reboots.
12. Enter y to reboot the node.

Note: When installing new software, the system might perform firmware upgrades to the BIOS and
adapter cards, causing reboots and possible stops at the Loader-A prompt. If these actions
occur, the system might deviate from this procedure.

13. Press Ctrl-C when you see the boot message:

Press Ctrl - C for Boot Menu

14. Select option 4 for Clean Configuration and Initialize All Disks.
15. Enter y to zero disks, reset config, and install a new file system.
16. Enter y to erase all the data on the disks.

Note: The initialization and creation of the root volume can take 90 minutes or more to complete,
depending on the number of disks attached. When initialization is complete, the storage
system reboots.

Set Up Node

From a console port program attached to the storage controller A (node 01) console port, run the node
setup script. This script appears when Data ONTAP 8.3.1 boots on the node for the first time.

1. Follow the prompts to set up node 01:

Welcome to node setup.

You can enter the following commands at any time:

"help” or "?" - if you want to have a question clarified,
"pback" - if you want to change previously answere d questions, and
"exit" or "quit" - if you want to quit the setup wizard.

Any changes you made before quitting will be saved.

To accept a default or omit a question, do not enter a value.

This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify - support disable" within 24 hours.
Enabling AutoSupport can significantly speed problem determination and resolution should a
problem occur on your system.

For further information on AutoSupport, see:

http://support.netapp.com/autosupport/

30 FlexPod Datacenter with SQL Server AlwaysON Availability Groups and All Flash FAS © 2016 NetApp, Inc. All rights reserved.



















































































































































































































































































































