
Don’t Just Own It, Maximize It:  
Unlock More Value from Your Umbrella License

With Cisco Umbrella DNS-layer security, you’ve 
built a strong foundation with our industry leading 
threat defense. Now it’s time to take the next step. 
Cisco Secure Access is the modern evolution of 
that protection—delivering advanced capabilities 
and streamlined security. This migration keeps 
you ahead of emerging risks and provides greater 
value— without paying more.

Using the automated Secure Access 
Upgrade Manager, customers can 
typically migrate in under an hour. 
Umbrella customers can leverage 
the Upgrade Manager for no added 
cost. 
Cisco made upgrading to Secure 
Access incredibly simple. Whether 

your timeline is now, next month, or a 
few months out, start the process to 
secure your Elevate offer.
Elevate gives you access to both 
Umbrella and Secure Access during 
migration, for as long as you need—
ensuring continuous protection 
every step of the way. You also get 

investment credit for your entire 
unused Umbrella balance that’s 
applied to Secure Access. 
By acting now, you can renew early 
to Secure Access and lock in your 
current pricing before any increases 
at your next renewal. 

Stronger Protection for 
Business-Critical Cloud 
Apps

Respond to Threats, 
Faster and With More 
Confidence

Simplified Security 
Management

Upgrade to Secure Access – DNS Defense for the Same Investment

Everything You Love 
About Umbrella DNS, 
and More, Awaits—

Without Paying More.

Benefits You Can Expect

Fast and Simple Migration

Ready to Up  
Your Defense? 

*Access a long-term trial for up to 100 seats of the Cisco Secure 
Access – Secure Private Access (SPA) package, featuring the 
industry’s first unified client for seamless application access.

Cloud DLP (Data Loss Prevention)

Protect sensitive data in the  
cloud with integrated DLP.

With our exclusive Elevate offer, you get one extra year 
of Umbrella, free. Not only do you benefit from gaining 
more features for the same price, but if you upgrade 
now, you also get investment credit for the entire unused 
balance of your Umbrella subscription that’s applied to 
Secure Access. 

Tell your Cisco 
partner or account 
manager you want 
to move to Secure 

Access DNS.

Entitlement gets 
activated. If 

you need more 
time to migrate, 
Cisco will extend 

your Umbrella 
subscription.

Migrate in less 
than an hour using 

the automated 
upgrade manager.

Implement your 
improved cloud 

security, and 
elevate your 

defense.

Bonus: use your 
free trial of Cisco 
Secure Private 

Access to test out
Cisco’s ZTNA 
capabilities*

How to Achieve Modern Cloud Security with Cisco

Get started today 

Talk with your Cisco Partner or account manager  
and complete this brief form.

Cloud Malware Protection
Stop malicious content before it 
reaches your users or network. 

Unified ZTNA + VPNaaS*
Secure access to any application, 
anywhere, from any device — with 
a free trial.

Achieve enhanced protection for the critical apps that keep your business 
running, including, Microsoft 365, Box, Dropbox, Google Drive, Azure, and 
more. Secure Access scans files and content in these apps to prevent data 
loss and malware while blocking risky downloads from cloud applications, 
helping you stay compliant and infection-free.

Harness AI-powered innovations such as DNS tunneling mitigation and 
Domain Generation Algorithm (DGA) detection to block advanced threats 
earlier and more accurately. This reduces false positives and alert fatigue 
for security teams.

Enjoy an enhanced policy construct. Manage policies across networks, apps, 
devices, and categories with a simple, rule-based framework. Quickly create, 
update, and maintain policies over time—improving consistency and reducing 
administrative complexity.

“In Umbrella, exceptions require duplicating and maintaining separate policies, but in 
Secure Access you can simply add targeted rules on top of your base policy without 

duplication. The new policy model has created immediate management efficiency with 
the granular control we require.”

David Noble, Cyber Engineer, Arup

“Our migration from Umbrella DNS to Secure Access was completely seamless.  
It was a painless, smooth transition, due in part to the tremendous support from Cisco.” 

– David Noble, Cyber Engineer, Arup

Migration wizard translates policies 
to Secure Access rules

Full control of your migration

Provides a dual view so you can 
access both Umbrella and Secure 
Access from a single interface

Leading Secure Service 
Edge and ZTNA Solution

Miercom, a leading third-party security testing and 
certification facility, recently evaluated Cisco Secure 
Access across efficacy, manageability and performance 
metrics. The results? The Miercom SSE Benchmark 
Report called Cisco the leader in all three compared to 
other vendors.1   
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  https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-access/miercom-sse.pdf

*Secure Access is flexible by design. Stay DNS-centric or opt-in–on your timeline–to upgrade to additional integrated security capability, up to full SSE.

https://www.cisco.com/c/en/us/products/security/secure-access/talk-to-a-dns-expert.html

