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Organizations continue to prioritize security and security spending, but that 
spending is often at odds with a more pressing business priority: regulatory 
compliance. Regardless of the industry vertical, all businesses are required to 
deal with a certain amount of regulatory compliance or vendor due diligence. 
For technology leaders, the best solution is to partner with compliance/risk/
governance teams to address compliance control gaps while advancing the 
company’s security priorities. One of the best approaches to this solution is to 
implement security resolutions that directly address remediation items from a 
control gap list, or by finding dual-purpose security solutions that solve a com-
pliance-related challenge while augmenting security capabilities.

This report examines how companies are prioritizing information security and 
compliance priorities, including which leaders control information security 
spending, how compliance-related priorities have shifted the overall security 

strategy of the organization, and the solutions and tools on which organiza-
tions are focusing their technology spending. It also specifically looks at how 
data security/privacy-related regulations have influenced the direction of 
security priorities as more companies and governments enact data privacy 
controls. 

In this research study, Enterprise Management Associates polled 204 
technology and business leaders in North America, representing organizations 
from more than ten different industry verticals. Nearly 83% indicated that an 
employee in their organization was responsible for information security (as 
opposed to an outside consultant or third party), and 88% stated that their IT 
audit and compliance function is conducted internally as well. 
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were concerned that TLS 1.3 would disrupt existing network 
and security monitoring functions89%

76%

64%

85%

26%26%

44%

87%

96%

41%

94%

52%
believe that they have suffered a security breach due to 
visibility difficulties associated with TLS 1.3 

are using TLS 1.3 for the business traffic of remote employees 

require third-party vendors to connect using TLS 1.3

listed data security as the greatest benefit to their  
TLS 1.3 implementation

had to make changes to their network architecture to  
accommodate TLS 1.3

stated that the loss of visibility was the primary reason they 
did not implement TLS 1.3

indicated that the adoption of TLS 1.3 by other vendors will 
eventually cause them to also adopt it 

were concerned that TLS 1.3 would break existing security 
controls

had to roll back their TLS 1.3 implementation due to loss of 
visibility

saw TLS 1.3 adoption as a security issue, while 11% saw it as an 
operational issue
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Select Open-Ended Responses: 
Describe the challenges that your organization has with network security.

With increasing complexity and external sources of phishing 
malware and intrusion, it becomes more and more difficult 
to identify sources of threats and explain them to senior 
management in order to get proper funding and human and 
physical resources to address these issues.

There’re a lot of challenges starting with our employees 
for the misconfiguration, which is a security threat. 
There’s also the lax control of privileged access and the 
tool interoperability shortcomings. The network can be 
breached, especially now that a lot of employees work 
from home, and also the lack of visibility is there with some 
controls that are out of step with infrastructure changes. 
We need to automate our network with security programs 
to provide us with safe space around the web.

Our outside vendors account for 10% of our security  
breaches. We have invested additional funds from our  
budget to combat this.

My organization is facing some issues with network security. 
Sometimes it is hard to prevent outbreaks and security attacks 
from stealing digital information.

The main problem is keeping up with constantly changing 
environments. We implement a lot of bleeding edge technology, 
and it is difficult to ensure security due to the newness of these 
products. We also have the added security needs of protecting 
PHI. It is an enormous challenge, and we struggle to stay ahead 
of all the potential security vulnerabilities.
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The speed of technological transformation is currently taking 
place so fast that it makes it essentially impossible for anyone to 
keep pace with it. The threat landscape keeps changing faster 
than we can keep up.

A move to remote working and a greater reliance on cloud 
services has greatly increased our attack surface.

The biggest challenge my firm has with network security 
is endpoint security as our employees embark on a hybrid 
working environment.

At present, there is a lack of effective tools in network 
security management to help us deal with network risks. Our 
data protection ability is not good enough, and there is a 
lack of investment in new technologies.

Data sharing with encryption and decryption across 
departments is a challenge today in our organization, 
especially when many clients have sensitive data that 
cannot be shared elsewhere.

There is not enough staffing and/or budget, both on the 
application and network teams, to perform the exercise 
that is needed to get standardization for applications and 
security in place.

We are having regulatory issues that are hindering our ability 
to transform into more of a digital service company while 
remaining compliant.
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Security Trends 

Analysis:
The advancement of TLS 1.3 took no one by 
surprise, but the decision to implement or evaluate 
took many paths, from corporate mandates 
to a “normal” security update to addressing a 
compliance/regulatory control.

Commentary:
Most organizations that implemented TLS 1.3 
looked at it as another improvement update 
for their network security. Only about 10% of 
those surveyed implemented it due to vendor 
or regulatory pressures. Ironically, the greatest 
benefit – enhanced data privacy – was only a 
motivation for about 11.5% of those polled.

Sample Size = 208

What was the primary motivation to implement TLS 1.3 in your organization?

16.8%

15.9%

11.5%

9.1%

2.9%

1.0%

Critical security update

Improved network security

Improved performance

Upgrades to existing network infrastructure

Enhanced privacy

Regulatory/compliance requirement

Vendor requirement

Corporate mandate

21.6%

21.2%
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Security Trends 

Analysis:
Generally speaking, the greatest concern that most 
organizations had regarding the implementation 
of TLS 1.3 was the potential disruption of visibility 
and monitoring of data and network traffic. In this 
survey, almost 56% indicated that this was a sig-
nificant concern regarding their implementation.

Commentary:
Talking about the visibility concerns around 
TLS 1.3 is only part of the discussion. Most orga-
nizations have controls or requirements from 
regulators or vendors that mandate a certain level 
of visibility and security surrounding data trans-
mitted over networks, and in many cases, TLS 
1.3 rendered existing solutions less effective at 
addressing these controls.

11.1%

33.2%

22.6%

16.8%

16.3%

Not at all concerned

Somewhat concerned

Concerned

Very concerned

Extremely concerned

How concerned is your organization that TLS 1.3 may disrupt existing
network and security monitoring functions?
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Security Trends 

Analysis:
Most organizations understand that there are 
tradeoffs from encrypting network traffic, and 
they have factored in some of those challenges 
as part of their overall security strategy. Seventy-
three percent believe that implementing TLS 1.3 
improved security or privacy of their organiza-
tion’s communications.

Commentary:
Almost 20% realize that network encryption can 
also lead to increased malicious activity within 
their networks, since the tools and solutions 
previously deployed to address these types of 
attacks are not as effective when dealing with 
encrypted traffic. Despite the tradeoffs, nearly 8% 
implemented network encryption anyway, citing 
business requirements (generally compliance 
controls or vendor requirements).

41.3%

32.2%

18.8%

7.7%

Network encryption improves the security posture
of our organization's communications.

Network encryption improves the privacy
of our organization's communications.

Network encryption is a double-edged sword: it improves the
privacy of our organization's communications, but impedes

our ability to monitor for signs of malicious activity.

We are aware of the tradeoffs posed by encrypting network
traffic, but business requirements require network encryption.

Which of the following best describes your security team's view of network encryption?
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Organizations That Have Implemented TLS 1.3 

Analysis:
One of the more significant reasons that organiza-
tions were concerned about implementing TLS 1.3 
was the potential of infrastructure changes to their 
networks. In this survey, over 87% indicated that 
they had at least some changes in their network 
architecture due to the implementation.

Commentary:
Organizations are constantly working to improve 
their network infrastructure, but it usually due to 
updated or depreciated equipment, not because of 
a security update. As network and security become 
more intertwined, security- impacting network 
architectures and spending are going to become 
more prevalent.

19.9%

40.3%

27.1%

12.7%

Yes, it required a complete change in
our network/security architecture

Yes, it required a significant change in
our network/security architecture

Yes, it required a minor change in our
network/security architecture

Not, it did not require a change in our
network/security architecture

Did enabling TLS 1.3 on your organization's enterprise network require a change
in your network/security architecture?
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Organizations That Have Implemented TLS 1.3 

Analysis:
In this survey, of the many benefits that those that 
had implemented TLS 1.3 saw, the improvement 
of data security ranked the highest. Eighty-four 
percent indicated that data security was the 
benefit most realized by their TLS migration, with 
data privacy a close second at almost 77%.

Commentary:
With the emphasis on data privacy and data 
security regulations impacting organizations 
of every size, it is not surprising that the move 
to TLS 1.3 provided the greatest benefit in those 
areas, and it was often considered to be one of 
the primary motivations to move to TLS 1.3 in the 
first place.

84.5%

76.8%

28.7%

27.1%

Improved data security

Improved privacy for end-to-end security

Better user experience

Decreased latency/TLS session setup time

What benefits has your organization realized by implementing TLS 1.3 within your enterprise network? 
Select all that apply.
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Organizations That Have Implemented TLS 1.3 

Analysis:
With the increases of remote working, imple-
menting TLS 1.3 for a remote workforce to protect 
sensitive company data was an obvious use case. 
In this survey, over three-quarters of those orga-
nizations extended their TLS implementation to 
remote workers. Organizations also extended TLS 
1.3 requirements to third-party vendors – again, in 
an effort to protect their sensitive data. Sixty-three 
percent indicated that they require third-party 
vendors to use TLS 1.3.

Commentary:
Remote working is here to stay, and companies are 
still catching up on how to best deal with those 
workers and how they handle sensitive data and 
company intellectual property. One of the many 
solutions being evaluated is implementing TLS 
1.3 for all of those workers. At the same time, the 
regulatory bodies for financial services and health 
care organizations have mandated the implemen-
tation of stricter data security controls, and TLS 
1.3 is one of those requirements. Vendors doing 
business with a customer in those verticals are 
often expected to access sensitive data over con-
nections that are using the latest version of TLS.

76.2%

21.0%

Yes

No

63.5%

33.7%

Yes

No

Is business traffic for employees working remotely encrypted using TLS 1.3?

Do you require third parties/vendor/contractors connections to use TLS 1.3?
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Organizations That Have Implemented TLS 1.3 

Analysis:
Visibility is generally considered to be the greatest 
concern for those implementing TLS 1.3. In this 
survey, organizations that deployed TLS 1.3 had 
to roll back their implementation 44% of the 
time and believe that they experienced a security 
breach about one-quarter of the time (26%). Those 
organizations also had to address a negative user 
experience almost 30% of the time due to the 
latency involved with decrypting traffic over their 
networks.

Commentary:
Without question, the greatest concern for many 
organizations when considering their TLS 1.3 
implementation was visibility. In fact, those that 
did not implement TLS 1.3 listed visibility as their 
greatest reason for delaying their implementa-
tion. Even after making the strategic decision 
to implement to the latest TLS version, it is not 
surprising that almost half of the organizations 
surveyed had to roll back their implementa-
tion due to issues surrounding monitoring and 
visibility.

26.0%

72.4%

1.7%

Yes

No

Unknown

21.0%

23.2%

55.8%

Yes - once

Yes - multiple times

No

29.3%

67.4%

3.3%

Yes

No

Unknown

Has your organization experienced any security incidents/breaches 
as a result of the loss of visibility due to the implementation of TLS 1.3?

At any point during your organization's TLS 1.3 implementation,
were you forced to roll back the implementation due to lack of visibility?

Did enabling TLS 1.3 on your organization's enterprise network have a 
negative impact on the user experience from being forced to decrypt traffic?



Organizations That Have Not 
Implemented TLS 1.3
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Organizations That Have Not Implemented TLS 1.3 

Analysis:
Every organization in this survey that did not 
implement TLS 1.3 also indicated some level of 
concern regarding how the implementation would 
impact their security. Obviously, this factored into 
the strategic decision not to implement TLS 1.3 
at this time, but as we will see later in the survey, 
that was only part of the overall picture.

Commentary:
When every respondent of a survey expresses 
concern regarding a particular direction, it speaks 
to how seriously the various organizations take 
the impacts of implementing TLS 1.3. It does 
not indicate that they will never implement TLS 
1.3, but that they will likely wait for technologi-
cal advances to alleviate some of their concerns, 
especially around monitoring and visibility.

14.8%

29.6%

44.4%

11.1%

0.0%

Extremely concerned

Very concerned

Concerned

Somewhat concerned

Not concerned

How would you rate your organization's security concerns about implementing TLS 1.3?
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Organizations That Have Not Implemented TLS 1.3 

Analysis:
Just because organizations have not yet imple-
mented TLS 1.3 doesn’t necessarily mean they will 
not implement it eventually. Almost 41% indicated 
that third-party pressures will lead them to 
eventually adopt TLS 1.3, and one-third see it as an 
operational AND security issue, instead of one or 
the other. All respondents expressed at least some 
concern that adoption by their organization would 
break existing security controls.

Commentary:
While the additional privacy and security that TLS 
1.3 brings to an organization might be beneficial, 
most organizations still need to be able to address 
vendor due diligence and compliance controls. 
Addressing those controls is the priority over a 
perceived benefit of additional privacy. It was also 
important to note that one-third of those surveyed 
do not see this as strictly a security concern; they 
understand that the operational nature of the 
implementation has significant impacts outside 
of security. Lastly, the fact that implement-
ing TLS would break existing security controls 
was a concern - at least to some degree - of every 
respondent.

40.7%

59.3%

Yes - it will require our organization to eventually adopt TLS 1.3

No - our organization's plans remain the same

11.1%

51.9%

33.3%

3.7%

We see it as more of an operational issue

We see it as more of a security issue

We see it as a significant problem on both sides

We are not seeing this to be a significant issue
on either side

7.4%

40.7%

44.4%

7.4%

0.0%

Extremely concerned

Very concerned

Concerned

Somewhat concerned

Not concerned

Has the adoption of TLS 1.3 by most industry technology vendors impacted 
your plans not to adopt TLS 1.3?

Does TLS 1.3 create more of an operational or security issue for your organization?

How concerned are you that TLS 1.3 may break existing security controls?
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Organizations That Have Not Implemented TLS 1.3 

Analysis:
Most organizations are having difficulty finding 
security (and technology in general) talent. In this 
survey, 48% stated that the lack of security talent 
was a motivating factor in their decision to not 
implement TLS 1.3.

Commentary:
Finding qualified security practitioners continues 
to be an issue for companies of every size and 
in every vertical. Taking on additional security 
projects that might oversubscribe already busy 
security teams is not in the best interest of 
those looking to find resources to address basic 
security needs.

Sample Size = 27

Yes
48.1%

No
51.9%

Did the lack of security talent/lack of security resources impact your decision
to NOT implement TLS 1.3 in your organization?
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Organizations That Have Not Implemented TLS 1.3 

Analysis:
While the chart is busy, it does demonstrate that 
there is not one single reason that organizations 
chose not to implement TLS 1.3, with the highest 
ranked reason being the loss of visibility.

Commentary:
Between monitoring concerns, visibility concerns, 
and efficiency considerations, organizations had 
plenty of reasons to pass (at least for the moment) 
on implementing TLS 1.3, likely waiting for tech-
nological advances or additional budget to 
proceed with the implementation.

Concerning Somewhat Concerning Not Concerning

You indicated that your organization would not implement TLS 1.3.
Below is a list of potential issues with deploying TLS 1.3. 

Please rate each reason according to its relevance to your organization.

25.9%

44.4%

37.0%

48.1%

48.1%

51.9%

63.0%

22.2%

40.7%

44.4%

40.7%

33.3%

40.7%

33.3%

37.0%

37.0%

29.6%

70.4%

51.9%

51.9%

Headcount and/or additional resources
are unavailable

Current TLS deployment is adequate
for our needs

The percieved migration risk does not
justify the investment

No perceived business benefit

Lack of a business/compliance driver
for implementation

Implementation cost

It breaks current security and
performance monitoring

Reduced operational efficiency

Increased network latency

Lost visibility for security and troubleshooting

33.3%

22.2%

22.2%

18.5%

14.8%

11.1%

7.4%

7.4%

7.4%

3.7%
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When the Internet Engineering Task Force (IETF) announced the TLS 1.3 
standard in RFC 8446 in August 2018, plenty of tools and utilities were 
already supporting it (even as early as the year prior, some web browsers had 
implemented it as their default standard, only having to roll it back due to com-
patibility issues). Needless to say, the rollout was not perfect. Toward the end of 
2018, EMA conducted a survey of customers regarding their TLS 1.3 implemen-
tation and migration plans. In the January 2019 report, we concluded:

Some participants’ organizations may find they have to go back to the 
drawing board and come up with a Plan B to enable TLS 1.3 without losing 
visibility, introducing unacceptable performance bottlenecks and greatly 
increasing operational overhead. Whether they feel they have no choice 
but to enable TLS 1.3 because major web server and browser vendors have 
already pushed ahead with it or because they need to keep pace with the 
industry as it embraces the new standard is unclear. What is clear is that 
security practitioners see the new standard as offering greater privacy 
and end-to-end data security for their organizations, and that the long 
wait for its advancement is over.

Nearly all of the conclusions that were found in the 2018/2019 report still 
hold true in 2022. Here are three conclusions that we found from this most 
recent survey:

• Visibility and monitoring considerations remain the biggest 
obstacle to adoption. Even with vendor controls and regulatory require-
ments, many organizations have delayed implementing TLS 1.3 for the 
significant upheaval that it would cause with their security and monitoring 
plans within their environment. Even with improved technologies (since 
the first announcement of TLS 1.3), organizations still cannot overcome 
these challenges. Organizations are evaluating the risks and compensat-
ing controls when it comes to delaying the implementation and continue to 
evaluate stop-gap solutions that are easier an less intrusive to implement 
than TLS 1.3, while road mapping their eventual TLS 1.3 migration.

• Resource and implementation costs are significant. Eighty-seven 
percent that have implemented TLS 1.3 require some level of infrastruc-
ture changes to accommodate the update. As organizations update their 
network infrastructure and security tools migration to TLS 1.3 becomes 
more realistic, but it is a difficult pill to swallow for many organizations 
to revamp their network topology due to this update. Over time, organi-
zations will adopt TLS 1.3 for no other reason than existing technologies 
being deprecated – but that continues to be a slow process. There is also 
a real consideration about the human resources available to implement a 
project with very little perceived business value (81%) and causing workload 
increases to thinly stretched security staff. Again, this will likely change as 
the technology changes and improves, but competing business needs will 
take a higher priority.

• Remote work, regulatory and vendor controls, and improved data 
security are drivers. With all the attention paid to data security and 
privacy standards over the past few years, it is little wonder that improved 
data security and privacy were primary drivers for implementation and 
those goals were generally achieved with TLS 1.3. The push for remote 
working has also increased TLS 1.3 adoption because security teams are 
looking for better ways for remote workers (76% using) and third-party 
vendors (64% using) to access sensitive data.

TLS 1.3 is a story that continues to evolve. Regulatory frameworks and vendor 
controls continue to push the adoption of the TLS 1.3 standard, but adoption 
still comes with a significant price tag – one that many organizations are just 
not yet ready or able to consume. Technology improvements will increase 
adoption over time, and regulatory controls – which are still top of mind for 
most executives – will eventually prioritize the data security and privacy 
benefits that TLS 1.3 brings to their business.
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Sample Size = 181

0.5%

0.5%

0.5%

0.5%

0.5%

0.5%

1.0%
1.0%

1.0%

1.0%

1.4%
1.4%

1.9%

1.9%

2.4%

2.4%

2.4%

3.4%

4.3%

5.8%

6.3%

6.7%

11.1%

17.8%

24.0%

IT Service Manager/ITSM Team Leader

IT Generalist (other)

IT Consultant/Integrator

IT Business Analyst

Information Security Director

Database Administrator

IT Director/Manager (other)

Help Desk/IT Support

Director of IT Audit/Compliance

CISO/CSO

Data Security Analyst/Administrator

Chief Data Officer

Programmer/Developer/Engineer

Director of Cloud Computing/Cloud Resources

IT Consultant/Integrator

IT Architect

IT Administrator/System Administrator

IT Project/Program Manager

VP Information Security

VP IT

Corporate/Line of Business Vice President (VP/AVP/SVP/EVP)

Corporate/Line of Business CEO/President/Board of Directors

IT Manager/Supervisor (or equivalent)

CIO/CTO

IT Director

Which of the following BEST describes your specific role?
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Sample Size = 208 

0.0%

0.0%

0.0%

5.3%

7.7%

25.0%

25.5%

10.6%

6.3%

7.2%

6.3%

2.9%

1.9%

1.4%

Fewer than 100

100-249

250-499

500-749

750-999

1,000-2,499

2,500-4,999

5,000-7,499

7,500-9,999

10,000-19,999

20,000-49,999

50,000-99,999

100,000-499,999

500,000 or more

How many employees are currently working in your organization?
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Sample Size = 208

15.4%

14.9%

12.0%

11.5%

11.5%

10.6%

4.8%

3.4%

2.9%

2.4%

1.9%

1.4%

1.0%

1.0%

1.0%

1.0%

1.0%

1.0%

0.5%

0.5%

0.5%

Computer/Technology Services (IaaS, SaaS, MSP, MSSP, cloud provider)

Computer/Technology Software (mobile app, consumer, custom, web-based)

Retail/Wholesale/Distribution

Finance/Financial Services/Banking

Manufacturing

Healthcare/Medical/Pharmaceutical

Computer/Technology Hardware (devices, chip, computer/networking hardware)

Education (federal, state & local)

Telecommunications

Computer/Technology: Other

Government (federal, state & local)

Business Services/Consulting

Aerospace/Defense

Insurance

Professional Services (non-technical)

Transportation/Airlines/Trucking/Rail

Utilities/Energy

Other

Automotive

Ecommerce

Oil/Gas/Chemicals

Which of the following best describes your organization's primary industry?
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