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Organization of this Book

This book is best ead i  the o de  p ese ted. Ho e e , based o  the oles of the eade
a d thei  i te ests, so e chapte s ca  be e ie ed out of se ue ce. This book is
o ga ized i to sectio s, ith each sectio  ha i g ultiple chapte s.

This book i t oduces the Catal st  fa il , e ie s the busi ess d i e s fo  
e te p ises, a d illust ates ho  the Catal st  add esses the challe ges faced b  
e te p ise IT. Follo i g this, the a chitectu al fou datio s of the Catal st  
platfo , both f o  a ha d a e pe specti e ith Cisco's i o ati e U i ed Access Data 
Pla e UADP  ASIC, as ell as the cutti g-edge capabilities p o ided b  Cisco IOS XE 
soft a e, a e e plo ed. These fou datio al ele e ts e able the Catal st  fa il  to 
add ess the a  de a ds placed o  e te p ise et o ks toda .

Ho  the Catal st  platfo s eet these de a ds is outli ed i  the e t sectio s 
co e i g High A ailabilit , Secu it , Qualit  of Se ice, Applicatio  Visibilit  a d 
Co t ol, IoT a d Use -Ce t ic Platfo  Desig . Cisco IOS XE soft a e b i gs a  
ope , sta da d a d odel-based app oach to et o k a age e t i te faces, a d 
these capabilities a e e ie ed i  the P og a abilit  a d Auto atio  sectio . 
The  a  e a i atio  of Applicatio  Hosti g o  the Catal st  is p o ided. Fi all , 
this book e a i es the p ese t state a d futu e e olutio  of et o k desig , a d 
ho  Catal st  leads the a  to a ds the o goi g t a sfo atio  of 
e te p ise et o k a chitectu es.
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Intended Audience

Net o k ad i ist ato s, e gi ee s, a d a chitects a e al a s u de  p essu e to eet 
the busi ess eeds of thei  o ga izatio s. This book focuses o  Cisco's e  a d 
i o ati e Catal st  fa il  of s itches, a d ho  the  help to sol e the a  
challe ges that et o ki g p ofessio als face toda . The Catal st  p o ides state-
of-the-a t tech ologies d i e  b  ope , e ible, a d po e ful ha d a e a d soft a e. 
Net o ki g p ofessio als ill be able to utilize this book to u de sta d the Catal st 

 fa il , del e deep i to its a chitectu e, a d u de sta d ho  it p o ides a st o g 
fou datio  fo  e t-ge e atio  et o ks.

This book assists et o k p ofessio als, IT a age s, e ecuti es, a d a o e ith a  
i te est i  the latest a d g eatest et o ki g tech ologies to u de sta d a d e b ace 
the e  e a of intent-based et o ki g that the Catal st  e ables.
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Book Writing Methodology

Simplicity, consistency, and performance have been overriding themes in designing the
Catalyst 9000 family. The idea of this book is to present readers with the current
challenges in enterprise networking and explore how the Catalyst 9000 platform solves
those challenges. The Catalyst 9000 provides cutting-edge hardware and software
capabilities, easily adapting to future protocols and network architectures without
losing sight of simplicity. This book explores this powerful new networking platform -
the basis for the new era of networking.

A group of twelve Cisco Engineers from diverse backgrounds accepted the challenge of
writing a book about a platform that changes the paradigm of enterprise networking. At
the end of day one, the task seemed even more daunting, given the breadth of
capabilities that Catalyst 9000 brings to networks. However the team persisted, and
after hundreds of hours of diligent penmanship, this book was born! The Book Sprints
(www.booksprints.netwww.booksprints.netwww.booksprints.net) methodology captured each of our unique strengths, fostered a
team-oriented environment, and accelerated the overall time to completion.

#NetworkIntuitive 
#NewEraOfNetworking 

Fix your eyes on perfection and you make almost everything speed towards it 
- W.E. Channing
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Executive Summary

The o ld is apidl  cha gi g due to the de a d of e ol i g IoT, ubi uitous obilit ,
cloud adoptio , a d apidl  ad a ci g secu it  th eats. E te p ises of all sizes a ou d
the o ld a e eplaci g legac  s ste s ith digital tech ologies fo  co petiti e
ad a tage, highe  p oducti it , a d lo e  ope ati g costs. As o e busi esses e b ace
this cha ge, et o ks ha e to adapt. Busi ess ca ot build et o ks the sa e a  the
ha e fo  the past  ea s. O ga izatio s eed to c eate d a ic et o ks that ca
co sta tl  lea , adapt, p otect, a d e ol e.

The Net o k. I tuiti e.

Cisco's Digital Net o k A chitectu e DNA  a d Soft a e-De ed Access SD-Access
help o ga izatio s u lock oppo tu ities, e ha ce secu it , be o e agile, a d ope ate

o e ef cie tl . Desig ed to be i tuiti e, the et o k ecog izes i te t, itigates
th eats th ough seg e tatio  a d e c ptio , lea s a d adapts o e  ti e. Cisco's
Catal st  s itches a e the e t ge e atio  i  the lege da  Catal st fa il  of
e te p ise LAN access, dist ibutio  a d co e s itches. These a e the st pu pose-built
platfo s desig ed to take ad a tage of DNA a d SD-Access.

The e  Cisco Catal st  fa il  of s itches has bee  desig ed as the fou datio
fo  a  e ti el  e  e a of et o ki g - "The Net o k. I tuiti e." This book e plo es the
Catal st  fa il  of s itches a d e a i es ho  these platfo s eet the e e -
cha gi g eeds of the e te p ise et o k, toda  a d ell i to the futu e.

Fo  the st ti e i  the i dust , a si gle fa il  of ed, stackable a d odula
s itches ca  u  a si gle soft a e i age ith a co o  ASIC ac oss e e  platfo  i
ca pus a d b a ch et o ks. Desig  co side atio s ca  o  be focused e ti el  o
the scale e ui e e ts fo  diffe e t places i  the et o k. This p o ides sig i ca t
eductio  i  Total Cost of O e ship TCO  fo  e te p ise et o ks.
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The Catal st  se ies is based o  t o fou datio al aspects:

• Co o  ha d a e - built ith a e ible, p og a able ASIC a d CPU
a chitectu e.

• Co o  soft a e - built ith a  ope , Li u -based, odula  ope ati g s ste ,
ith si ple featu e lice ses.

The Catal st  fa il  is built o  a co o  ASIC a chitectu e po e ed b  U ified 
Access Data Pla e UADP  ASIC. This se es as a  i o ati e, p og a able a d 

e ible silico  fou datio  fo  the platfo . UADP e ables et o k i f ast uctu es to 
adapt to e  tech ologies, t e ds, a d busi ess eeds o e  ti e. Catal st  
platfo s a e also built o  a sta da d ulti-co e -bit  CPU a chitectu e. A 
co o  CPU a chitectu e p o ides p edictable soft a e p ocessi g a d co t ol-pla e 

a age e t, p o idi g the ho sepo e  to tackle e t-ge e atio  et o k 
a chitectu es a d aki g it easie  to diag ose a d esol e issues hile p o idi g a 
platfo  fo  applicatio  hosti g.

E e  Catal st  platfo  u s o  the ope  a d odula  I te et Ope ati g 
S ste  Cisco IOS XE. This i p o es po tabilit  ac oss Cisco e te p ise platfo s 
i cludi g Catal st s itches, ISR/ASR oute s, a d Wi eless LAN Co t olle s . It 

i c eases featu e de elop e t elocit , i p o es High A ailabilit , a d akes it 
easie  to co siste tl
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deplo  featu es ac oss the Ca pus et o k. Cisco IOS XE p o ides a ell-de ed set 
of APIs, i p o i g a age e t a d si plif i g auto atio  a d p og a abilit .

ᄂthe bottom line
Catalyst 9000, built on common hardware and software powered by Cisco's 
innovative UADP ASIC, x86 CPU and Cisco IOS XE software, is the foundation 
for the new era of networking.
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Industry Trends

The co o  t e ds see  i  the i dust  toda  fall i to fou  ai  catego ies - IoT,
obilit , cloud a d secu it .

IoT t e ds a d co side atio s

The digital t a sfo atio  of busi ess p ocesses a d ope atio s i cludes co ecti g
e  de ices, se so s, a d achi es i  a  effo t to i p o e p oducti it , educe isk,

a d i c ease secu it . Billio s of achi e-to- achi e co ectio s ill e e ge o e  the
e t se e al ea s that e ui e achi e lea i g i tellige ce based o  a al tics a d

busi ess polic . E te p ise ca pus et o ks ill be e ui ed to suppo t this i u  of
achi e co ecti it .

Cisco's I te et of Thi gs: Wo kloads a d Ke  P ojects  su e  p edicts
o ga izatio s ill u de take IoT data agg egatio , lte i g, a d a al sis at the et o k
edge. The p i a  d i e s fo  p ocessi g IoT data at the et o k edge a e to i p o e
secu it  a d speed up data a al sis. The et o k eeds to e ol e to suppo t the
cu e t a d futu e de a ds of IoT.

Mobilit  t e ds a d co side atio s

Wi eless a d obilit  a e d i i g the e te p ise et o k i f ast uctu e a ket. BYOD
a d obile applicatio s ake it possible fo  o ke s to access co po ate data f o
s a tpho es, tablets, a d pe so al laptops, c eati g challe ges fo  back-e d IT
i f ast uctu es a d g eate  de a d fo  e te p ise obilit  a o g o ke s. Mobilit  is

o  a st ategic asset. It is the p edo i a t a  o ke s a d isito s access the
co po ate et o k a d the I te et. Mobilit  ust be a  i teg al pa t of the futu e
e te p ise et o k.

Cloud t e ds a d co side atio s

E te p ises a e aug e ti g i te al IT ith cloud se ices, be it o -p e ises o
collocated p i ate cloud, o  public cloud se ices. Cloud i f ast uctu es i  i tual a d
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ph sical ele e ts, ith o kloads o i g bet ee  o -p e ises a d off-p e ises
esou ces. Ca pus et o ks ha e to ot o l  i te face ith off-p e ise a d public

clouds but e su e the sa e applicatio  pe fo a ce, secu it , a d polic  adhe e ce fo
those o kloads as if the  e e still o -p e ises.

Secu it  t e ds a d co side atio s

All of these e  co ectio s ope  up p ofou d secu it  i plicatio s. Each e
co ectio  is a pote tial attack ecto . Attacks a e beco i g o e a d o e
sophisticated, a d o se, the  a e ofte  obscu ed ia e c ptio . Ca pus et o ks

ust be able to secu e these e  co ectio s b  detecti g a o alies a d ecog izi g
pote tiall  alicious beha io s a d patte s i  eal-ti e at scale.

I t oductio 18



Business Use Cases

Catal st  s itches e te d Cisco's et o ki g leade ship ith b eakth ough
i o atio s i  IoT, obilit , cloud a d secu it .

E abli g the IoT Use Case

The e a e a  e  de ices bei g co ected to the et o k such as se so s, ala
s ste s, HVAC s ste s, badge eade s, a d so o  that ha e ot t aditio all  bee
co ected o  ha e bee  usi g p op ieta  p otocols. The Catal st  platfo s,
togethe  ith Cisco Ide tit  Se ices E gi e ISE , a e able to auto aticall  p o le
these de ices, p o ide secu it  a d seg e tatio , a d appl  policies to the .

De ices a e sta ti g to ad e tise thei  se ices usi g the Bo jou  DNS  p otocol. DNA
Se ice fo  Bo jou  deli e s isibilit  to these se ices ac oss locatio s a d seg e ts of
the et o k, assig s polic  based o  these se ices, a d o chest ates all of this f o  a
ce t alized poi t ith DNA Ce te .

So e IoT de ices, such as LED lighti g, e ui e al a s-o  po e . The Catal st 
suppo ts Pe petual PoE a d Fast PoE to keep the lights o  hile the s itch eloads.

I  o de  to suppo t p ofessio al edia a d audio applicatio s, Catal st  suppo ts
Audio Video B idgi g AVB  a d IEEE  ti i g.

ᄂthe bottom line
The Catalyst 9000 is the ideal platform for connecting the Internet of Things.

E abli g the Mobilit  Use Case

Wi ed a d i eless et o ks ha e histo icall  bee  built a d ope ated b  diffe e t
tea s. Catal st  ith SD-Access deli e s ce t al o chest atio  a d the assu a ce
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of a si gle, i teg ated i ed a d i eless et o k. This allo s the et o k to scale
sea lessl  ithout bottle ecks as o e i eless clie ts a e added to the et o k. The
APs co ect di ectl  to the Catal st  s itches fo  data pla e fo a di g di ectl  i
ha d a e.

The policies fo  i ed a d i eless a e the sa e i  this et o k a chitectu e. Net o k
seg e tatio  a d g oup-based policies a e co siste t bet ee  i ed a d i eless
t af c, aki g ope atio s si ple.

The SD-Access a chitectu e deli e s si pli ed a d sea less oa i g fo  de ices ac oss
the et o k.

The Catal st  deli e s the i dust 's highest Gig a d PoE capacit  allo i g
custo e s to build the de sest i eless e i o e ts, le e agi g . ac Wa e  a d
futu e i eless i o atio s.

ᄂthe bottom line
Catalyst 9000 o�ers the optimal foundation for converging wired and wireless
access.

E abli g the Cloud Use Case

I  o de  to ake deplo e t a d ope atio  of the et o k o e agile, Cisco has added
a p og a atic f a e o k a d tools to d i e use of auto atio  th ough NETCONF,
RESTCONF, a d gNMI APIs ith YANG odels.

St ea i g tele et  facilitates ea - eal-ti e isibilit  to ope atio al data.

The Catal st  suppo ts applicatio  hosti g ith local sto age e abli g fog
co puti g a d et o k fu ctio  i tualizatio . This suppo ts dist ibuted i tellige t
age ts i fused i to the et o k fo  a al tics, assu a ce, secu it , a d cloud-co ected
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applicatio s. Custo e s a e able to host thi d-pa t  applicatio s o  the Catal st 
platfo s, aki g this the ost e ible platfo  i  the i dust .

ᄂthe bottom line
Catalyst 9000 is an open and fully programmable platform for enabling the move
to cloud.

E abli g the Secu it  Use Case

The e a e a di e se a d g o i g set of de ices co ecti g to e te p ise et o ks.
Net o k seg e tatio  a  be used to co st ai  de ices a d use s so that
co u icatio  is o l  possible o ce allo ed. Catal st  platfo s suppo t

u e ous seg e tatio  capabilities at a ac o et o k seg e t  a d ic o use  o
de ice g oup  le el ith suppo t i  ha d a e fo  SD-Access, MPLS, VRF-Lite, a d
T ustSec.

As o e et o k t af c is beco i g e c pted, it is c itical that these th eats a e
detected a d itigated at the poi t he e it co ects to the et o k. The Catal st

 detects a d itigates al a e hidi g i  e c pted t af c usi g E c pted T af c
A al tics ETA . E e  bette , ETA detects a o alies i  e c pted t af c ithout
dec pti g it.

The platfo s collect etadata i  ha d a e about all the o s t a e si g the et o k,
usi g full Fle ible Net o . Co bi i g this ith Cisco Secu it  solutio s, such as Cisco
Stealth atch, p o ides detectio  of de ial-of-se ice attacks a d othe  alicious
acti it .

With the Catal st , the li ks bet ee  s itches ca  be e c pted usi g up to -
bit AES MACsec, ope ati g at li e ate. This e c ptio  ca  also be used fo
co ectio s bet ee  the s itch a d e dpoi ts.
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Fi all , Cisco T ust o th  S ste s secu it  solutio  p otects the et o k s itches
the sel es. A  holistic app oach p o ides co p ehe si e e i catio  of ha d a e a d
soft a e i teg it  b  secu i g the de ice, et o k co u icatio s, a d hosted
applicatio s.

ᄂthe bottom line
Catalyst 9000 provides the most secure switching environment in the network
industry.
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Catalyst 9000 Family



Overview

The e  Cisco Catal st  s itchi g platfo  is the e t ge e atio  i  the Cisco
Catal st fa il  of e te p ise LAN access, dist ibutio , a d co e s itches. It is the st
pu pose-built platfo  desig ed to take ad a tage of Cisco DNA a d SD-Access. This

e  s itchi g s ste  e te ds Cisco's et o ki g leade ship ith b eakth ough
i o atio s i  obilit , IoT, the cloud, a d secu it . Le e agi g the UADP ASIC, the
Cisco Catal st  platfo  deli e s uch highe  pe fo a ce a d adds a host of e
featu es a d fu ctio alit .

DIAGRAM  Catalyst 9000 Switches

The Catal st  s itchi g platfo s a e built o  a co o  a d st o g ha d a e a d
soft a e fou datio . The co o alit  a d co siste c  b i g si plicit  a d ease of
ope atio s fo  et o k e gi ee s a d ad i ist ato s, educi g total ope atio al cost,
a d c eati g a bette  e pe ie ce.
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Co o  Ha d a e

The ha d a e has a co o  desig , both i te all  a d e te all . I te all  the 
ha d a e uses a co o  ASIC, the U i ed Access Data Pla e UADP  ASIC, p o idi g 

e ibilit  fo  packet ha dli g. The ha d a e also has a othe  co o  co po e t, 
a el , the s itch CPU. Fo  the st ti e i  the histo  of Catal st s itches, the e is a  

-based CPU o boa d, allo i g it to host additio al applicatio s be o d those 
o all  possible o  a et o k s itch.

E te all  the ha d a e is desig ed b  o e of the best desig e s of the o ld -
Pi i fa i a, desig e  of the fa ous Fe a i. This le el of i dust ial desig  b i gs a  
e ha ced use  e pe ie ce fo  the Catal st  fa il . It p o ides e go o ic desig  
a d co o  att ibutes that si plif  de ice ope atio s. Mo e details a e p o ided i  
Chapte   Use -Ce t ic Platfo  Desig .

Co o  Soft a e

The Catal st  fa il  of s itches u  the e act sa e bi a  i age of Cisco IOS XE. 
Cisco IOS XE is a  e ha ced, ope  a d p og a able OS. With a  ea  histo  
behi d it a d thousa ds of featu es, Cisco IOS XE is a guabl  the ost featu e- ich 
OS i  the et o ki g i dust . Ha i g a si gle bi a  i age sha ed ac oss Catal st 

 platfo s e ables e d-to-e d featu e suppo t a d allo s featu e pa it  at a  
poi t i  the et o k. This also helps ith ualif i g soft a e eleases as o l  a 
si gle i age is eeded to be tested fo  the e ti e ca pus et o k.

The st o g ha d a e a d soft a e fou datio  of Catal st  e ables it to face the 
challe ges of e te p ise et o ks toda . At the sa e ti e, it b i gs co siste c  a d 
si plicit  fo  custo e s. The Catal st  fa il  has th ee e be s - Catal st  
stackable, Catal st  odula  chassis, a d Catal st  ed-co gu atio  co e. 
These platfo s a e discussed i  fu the  detail i  the follo i g chapte s.
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Catalyst 9300

The Cisco Catal st  Se ies is Cisco’s lead stackable e te p ise ed s itchi g
platfo . At  Gbps of stacki g ba d idth a d ith up to eight de ices i  a stack, it
is the i dust ’s highest-de sit  stacki g ba d idth solutio .

DIAGRAM  Catalyst 9300

Platfo  O e ie

All odels of Catal st  a e RU high ith dual po e  supplies a d edu da t fa s.
Diffe e t odels offe  a a iet  of co ecti it  a d scale. These odels ca  be
o ga ized i to fou  sub-fa ilies. E e  sub-fa il  has -po t a d -po t coppe

odels:

Data-o l  odels - Opti ized fo  de ices such as desktops a d p i te s that
just eed data co ecti it  f o   Mbps to  Gbps.

PoE/PoE+ odels - P o ide the sa e capabilit  as the data odels plus added
suppo t fo  W of Po e  o e  Ethe et PoE+ . All the po ts suppo t PoE /
PoE+ a d all po ts ca  be acti e si ulta eousl  ith PoE+.
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UPoE odels - These odels p o ide the sa e capabilit  as the PoE+ odels
ith the added suppo t of W of PoE. A  of the po ts ca  be co gu ed ith

UPoE, but the a i u  a ailable total PoE po e  pe  s itch is W.

Gig odels - P o ide co ecti it  at ultiple speeds up to  Gbps o  Gig
po ts. Wi eless access poi ts suppo ti g . ac Wa e  a e the ost co o
de ices e ui i g Gig co ecti it , but i ed co ectio s to desktops ca
also be e t. All po ts o  these odels suppo t UPoE, but the total a ailable PoE
pe  s itch is W. The e a e t o diffe e t odels i  this sub-fa il :

•  po t Gig: All  po ts suppo t  Mbps,  Gbps, .  Gbps,  Gbps, a d
 Gbps.

•  po t i ed Gig: The st  po ts suppo t  Mbps,  Gbps, a d .
Gbps. The last  po ts suppo t the full a ge of Gig speeds.

Net o k Modules

All Catal st  s itches ha e a  optio al slot fo  upli k et o k odules. The e a e
fou  a ia ts of upli k odules. I  additio , the po ts o  these odules a e ot li ited
to upli k co ecti it ; the  ca  be used to co ect to hosts as ell.

 G RJ-  po ts suppo ts  Mbps,  Mbps, a d  Gbps .

 Gig po ts o PoE .

 G SFP+ / SFP po ts.

 G QSFP+ po ts.

 G SFP  po ts.

Catal st  s itches a e co patible ith Catal st  upli ks odules. Ho e e ,
Catal st  upli ks odules a e ot co patible ith Catal st .

Catal st  Fa il 27



A chitectu e

The o - Gig odels of the Catal st  a e po e ed b  a si gle UADP .  ASIC. The
Gig odels a e e uipped ith t o UADP .  ASICs. All po ts o  the Catal st 

ope ate at li e ate fo  all packet sizes.

DIAGRAM  Catalyst 9300 Architecture

Stack ise-

Catal st  p o ides the abilit  to stack up to eight s itches, co bi i g the
togethe  to ope ate as a si gle, logical s itch. This allo s et o k e gi ee s to

a age, co gu e a d t oubleshoot the stack of s itches as o e. Chapte   High
A ailabilit  p o ides additio al details o  the ope atio  of StackWise- .

Po e  Suppl  a d Fa

Catal st  s itches suppo t dual edu da t po e  supplies. These po e  supplies
a e a ailable i  W AC, W AC, W AC, a d W DC optio s. The po e  supplies
ca  be i ed i  a  co bi atio , fo  e a ple, AC a d DC.
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Catal st  s itches a e e uipped ith th ee eld- eplaceable fa s. These fa s a e
ope ated i  a  N+  edu da t ode.

StackPo e

The Catal st  p o ides the abilit  to c eate a sha ed pool of po e  usi g dedicated
stack po e  cables. I  the e e t of po e  suppl  failu e o  o e PoE po e  d a , the
s itch ca  utilize the po e  f o  the sha ed pool to suppo t the e t a load. Stack
po e  ca  be deplo ed i  t o odes: po e -sha i g a d edu da t ode. Additio al
details a e p o ided i  Chapte   High A ailabilit .
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Catalyst 9400

The Cisco Catal st  Se ies is Cisco’s leadi g odula  e te p ise s itchi g access
platfo . It p o ides u pa alleled i est e t p otectio  ith a chassis a chitectu e
capable of suppo ti g up to  Tbps of s ste  ba d idth. It also offe s u atched
po e  deli e  fo  high-de sit  PoE deplo e ts, deli e i g W Po e  o e  Ethe et
to e dpoi ts. The  Se ies deli e s state-of-the-a t High A ailabilit  ith
capabilities such as dual supe iso s a d N+ /N+N po e  suppl  edu da c . The
platfo  is e te p ise-opti ized ith a  i o ati e dual-se iceable fa  t a  desig
a d side-to-side ai o  a d is closet-f ie dl  ith a ~ -i ch depth. A si gle s ste
ca  scale up to  access po ts.

DIAGRAM  Catalyst 9400 Family

Platfo  O e ie

Catal st  s itches p o ide up to G pe  slot ba d idth. The e a e th ee odels
that offe  diffe e t de sities to t diffe e t size e ui e e ts:  slot,  slot, a d  slot
chassis. All th ee chassis optio s p o ide dual supe iso  slots fo  a i u  a ailabilit .
The chassis is desig ed to suppo t o e tha  G of ba d idth bet ee  the t o
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supe iso  slots, hich ill e able a futu e supe iso  to suppo t ultiple G po ts.
With the g o i g eed fo  i c eased Po e  o e  Ethe et, the chassis has the
capabilit  of p o idi g o e tha  , W of PoE po e  pe  slot.

A chitectu e

The Catal st  is based o  a ce t alized a chitectu e, hich ea s all fo a di g,
se ices, a d ueui g a e do e o  the supe iso  hile the li e ca ds a e co side ed
t a spa e t, co tai i g o l  stub ASICs a d PHYs. The si plicit  of this ce t alized
desig  allo s eas  upg ade of featu es b  just upg adi g the supe iso  hile keepi g
the e isti g li e ca ds. This p o ides sig i ca t i est e t p otectio .

DIAGRAM  Catalyst 9400 Architecture

Supe iso s

The e a e cu e tl  t o e sio s of supe iso  a ailable fo  the Catal st : Sup-
a d Sup- XL. Both supe iso s a e po e ed b   UADP .  XL ASICs. The th ee ASICs
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a e i te co ected th ough a G ASIC i te co ect fo  packets passi g bet ee  the
ASICs.

The Sup-  p o ides  Gbps of ba d idth pe  slot fo  all chassis odels a d is
opti ized fo  access deplo e ts.

Sup- XL p o ides  Gbps of ba d idth pe  slot i  the -slot chassis,  Gbps of
ba d idth pe  slot fo  the -slot chassis, a d  Gbps pe  slot fo  the -slot chassis.
Sup- XL also adds suppo t fo  diffe e t e ible te plates to acco odate a ious
deplo e t odels such as access, dist ibutio , co e, SD-Access, o  NAT.

UADP has S itch Li k I te faces SLIs  co ecti g li e ca d stub de ices th ough the
backpla e. Each SLI, u i g at G ate ith Sup- /Sup- XL, agg egates a g oup of
f o t pa el po ts, k o  as a  SLI po t g oup. Futu e supe iso s ca  u  the SLIs at a
highe  speed a d p o ide o e ba d idth fo  the e isti g li e ca ds. This p o ides
additio al i est e t p otectio  fo  the e isti g li e ca ds.

DIAGRAM  Catalyst 9400 Supervisor-1XL Architecture

Supe iso  Upli ks

Both Sup-  a d Sup- XL ha e  SFP / SFP+ po ts a d  QSPF+ po ts o  the f o t. The
a chitectu e of Sup-  a d Sup- XL p o ides G total upli k ba d idth a d suppo ts
G / G / G i te faces. I te faces  -  suppo t G / G SFP / SFP+, a d i te faces
 a d  suppo t G QSFPs. 
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Li e Ca ds

Catal st  s itches offe  Gig, Cisco UPoE, data a d G li e ca ds fo  diffe e t
co ecti it  e ui e e ts.

• Coppe  RJ-  odules:

-po t data li e ca d: All  po ts o  this odule suppo t  Mbps, 
Mbps, a d  Gbps.

-po t PoE+/PoE li e ca d: All featu es suppo ted o  the data li e ca d
ith added suppo t fo  PoE+ W  a d PoE . W .

-po t UPoE li e ca d: All featu es suppo ted o  PoE+/PoE li e ca d
ith added suppo t of UPoE W . All  po ts ithi  the slot ca

p o ide UPoE si ulta eousl .

-po t Gig li e ca d: The st  po ts a e the t aditio al
/ /  coppe  RJ-  po ts a d the last  po ts a e Gig po ts

that suppo t  Mbps,  Gbps, .  Gbps,  Gbps a d  Gbps. All 
po ts o  this odule suppo t UPoE W , PoE+ W  a d PoE W .
All  po ts ithi  the slot ca  p o ide UPoE si ulta eousl .

• Fibe  SFP/SFP+ odules:

-po t SFP li e ca d: Suppo ts  Mbps a d  Gbps speeds.

-po t SFP li e ca d: Double the de sit  co pa ed to the -po t SFP
li e ca d.

-po t SFP+/SFP li e ca d: Suppo ts  Mbps,  Gbps, a d  Gbps.
These po ts p o ide co ecti it  to G hosts as ell as to upli k
de ices.

Li e Ca d Slot Ba d idth

The th ee diag a s belo  illust ate ho  the Sup- XL ba d idth is bei g utilized fo
li e ca d suppo t i  the -slot, -slot, a d -slot chassis a d also sho s the
dist ibutio  of the u be  of SLIs to each li e ca d.
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DIAGRAM  4 Slot Chassis

 slot chassis:  SLIs a e acti e fo  each li e ca d slot. Each UADP se ices  li e ca d.

DIAGRAM  7 Slot Chassis

 slot chassis:  SLIs a e acti e fo  each li e ca d slot. Each UADP se ices  li e ca ds.
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DIAGRAM  10 Slot Chassis

 slot chassis:  SLIs a e acti e fo  each li e ca d slot. Each UADP se ices  li e ca ds.

Li e Ca d O e subsc iptio

All a ia ts of G li e ca ds ope ate at li e ate fo  all packet sizes. The G be  li e
ca d a d Gig li e ca ds a e o e subsc ibed ith Supe iso -  a d - XL. Also i po ta t
to ote is that li e ca ds a e desig ed to take ad a tage of highe  pe -slot ba d idth

ith futu e supe iso s b  u i g o e u be  of SLIs at a highe  speed.

Li e Ca d Pe fo a ce ode

With the o e subsc ibed G odules, if G li e ate pe fo a ce is eeded, both the
-po t SFP / SFP+ a d Gig li e ca d ca  be e abled fo  a i u  pe fo a ce.

Whe  pe fo a ce ode is e abled, the s ste  uses o l  o e G po t i  each SLI
po t g oup.

The follo i g diag a  sho s the SLI po t g oup appi gs fo  the G be  li e ca d
ith the -slot a d -slot chassis.
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DIAGRAM 7-slot and 10-slot SLI Port Groups

Stateful S itcho e  SSO

Catal st  suppo ts edu da t supe iso s ith SSO. I  SSO ode, the edu da t
supe iso  e gi e is full  s ch o ized ith co gu atio  o  the acti e supe iso . It
subse ue tl  ai tai s states fo  diffe e t p otocols a d i i izes the ti e the s itch
is u a ailable du i g a supe iso  failu e o  s itcho e . Additio al details a e p o ided
i  Chapte   High A ailabilit .

I -Se ice Soft a e Upg ade ISSU

ISSU is a  upg ade p ocess a ailable o  the Catal st  to allo  upg adi g supe iso
soft a e hile t af c fo a di g co ti ues. This p ocess is built o  top of Stateful
S itcho e . ISSU i c eases et o k a ailabilit  a d educes do ti e caused b
pla ed soft a e upg ades. Additio al details a e p o ided i  Chapte   High
A ailabilit .

Po e  Suppl

The po e  supplies fo  the Catal st  co e i  s all fo  facto  hile p o idi g
high capacit  a d ef cie t output. The -slot a d -slot chassis p o ide eight po e
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suppl  ba s hile the -slot chassis p o ides fou  po e  suppl  ba s. The Catal st 
co bi es N+ , a d N+N edu da t optio s fo  po e  supplies. Additio al details a e
p o ided i  Chapte   High A ailabilit .

Fa  T a

The fa  t a  of the Catal st  co tai s ultiple i di idual fa s ope ati g i  a  N+
edu da t ode. Fa s ope ate at a iable speeds based o  the s ste  te pe atu e a d

altitudes. This akes ef cie t use of the po e  a d p o ides lo e  oise le els. The fa
t a  o  the Catal st  ca  be eplaced f o  the f o t o  the ea  of the chassis. This
is a t e e dous help ith ope atio s a d educes do ti e si ce the cable

a age e t fo  i i g i  a t pical i i g closet could ake it u ield  to e o e the
cables f o  the f o t of the chassis to se ice the fa  t a .

DIAGRAM  Catalyst 9400 Fan Tray
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Catalyst 9500

Catal st  Se ies s itches a e the i dust ’s st pu pose-built ed -RU co e a d
dist ibutio  la e  s itches. These s itches deli e  e ceptio al table scales MAC /
oute / ACL  a d buffe i g capabilities. This platfo  deli e s up to .  te abits pe

seco d of s itchi g capacit  a d up to  billio  packets pe  seco d of fo a di g
pe fo a ce. The platfo  offe s o -blocki g  Gigabit Ethe et QSFP , 
Gigabit Ethe et QSFP+ ,  Gigabit Ethe et SFP  a d  Gigabit Ethe et SFP+
s itches ith g a ula  po t de sities.

DIAGRAM  Catalyst 9500

Platfo  O e ie

The Cisco Catal st  platfo  co sists of ed co gu atio  s itches based o  the
Cisco U i ed Access Data Pla e UADP  ASIC a chitectu e. The platfo  u s o  the
Cisco IOS XE ope ati g s ste  that suppo ts odel-d i e  p og a abilit , has the
capacit  to host co tai e s, a d u  d-pa t  applicatio s a d sc ipts ati el  ithi
the s itch. The platfo  also suppo ts all the fou datio al high-a ailabilit  capabilities
i cludi g dual edu da t po e  supplies a d a iable-speed highl  ef cie t edu da t
fa s.

 Gigabit Ethe et S itches

• C - C - Cisco Catal st  Se ies high-pe fo a ce s itch ith 
GE po ts a d  UADP .  ASICs.
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• C - QC - Cisco Catal st  Se ies high-pe fo a ce s itch ith 
GE o   GE po ts a d  UADP .  ASICs.

 Gigabit Ethe et S itches

• C - Q - Cisco Catal st  Se ies s itch ith  GE po ts a d 
UADP .  ASICs.

• C - Q - Cisco Catal st  Se ies s itch ith  GE po ts a d  UADP
.  ASICs.

 Gigabit Ethe et S itches

• C - Y C - Cisco Catal st  Se ies high-pe fo a ce s itch ith 
GE + /  GE po ts a d  UADP .  ASIC.

•  C - Y C - Cisco Catal st  Se ies high-pe fo a ce s itch ith 
GE + /  GE po ts a d  UADP .  ASIC.

 Gigabit Ethe et S itches

• C - X - Cisco Catal st  Se ies s itch ith  / GE po ts a d 
UADP .  ASICs.

• C - X - Cisco Catal st  Se ies s itch ith  / GE po ts a d 
UADP .  ASIC.

A chitectu e

The Catal st  s itches ope ate at li e ate a d offe  co gu able s ste  esou ces
to opti ize suppo t fo  speci c featu es. The s itch a chitectu e co sists of th ee

ai  co po e ts:

• UADP ASIC,

•  CPU co ple , a d

• ASIC i te co ect.
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UADP ASIC

The Catal st  fa il  of s itches a e built o  t o a ia ts of UADP ASIC: UADP .
a d UADP . . The a chitectu e of both ASICs a e si ila , but the  diffe  i  s itchi g
capacit , po t de sit , po t speeds, buffe i g capabilit  a d fo a di g scalabilit .

UADP .  ASIC is built usi g - a o ete  tech olog  ith t o co es, ith each co e
capable of suppo ti g up to  Gbps of ba d idth fo  a total of  Gbps suppo ti g a

a i u  fo a di g capacit  of M packets pe  seco d. S itches e uipped ith the
UADP .  ASIC suppo t a total of up to K IP  / K IP  ha d a e tables, up to K
of secu it  ACL TCAM, a d   MB of sha ed buffe .

UADP .  ASIC is built o  - a o ete  tech olog  usi g t o co es, ith each co e
capable of suppo ti g up  Gbps of ba d idth fo  a total of .  Tbps suppo ti g a

a i u  fo a di g capacit  of B packets pe  seco d. S itches e uipped ith the
UADP .  ASIC suppo t a total of up to K fo  IP  / IP  ha d a e tables e t ies, up
to K of secu it  ACL TCAM, a d MB of u i ed buffe .

X  CPU Co ple

The Catal st  se ies s itches a e all e uipped ith the sa e CPU, s ste  e o ,
a d ash sto age. Catal st  se ies s itches co e ith a .  Ghz  uad co e
CPU, GB DDR  RAM, a d GB of i te al ash sto age. Fo  applicatio  hosti g o
ge e al pu pose sto age, these s itches suppo t USB .  SSD sto age, a d odels
e uipped ith UADP .  suppo t up to GB M  SATA SSD sto age optio s.

ASIC I te co ect

Catal st  s itches use high-speed ASIC i te co ect li ks fo  i te -ASIC
co u icatio . UADP .  has up to Gbps of i te co ect ba d idth a d UADP .
has up to Gbps of i te co ect ba d idth bet ee  t o ASICs. Packets desti ed to
local po ts ithi  the ASIC do ot use ASIC i te co ect li ks.
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DIAGRAM  Cisco Catalyst 9500 Switch Block Diagram - UADP 2.0
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DIAGRAM  Cisco Catalyst 9500 High-Performance Switch Block Diagram - UADP 3.0

Net o k Modules

The Cisco Catal st  Se ies suppo ts optio al et o k odules fo  upli k po ts o
the C - X a d C - X s itch odels. The default s itch co gu atio  does

ot i clude the et o k odules. All po ts o  the et o k odule a e li e ate a d all
soft a e featu es suppo ted o  s itch do li k po ts a e also suppo ted o  et o k

odule po ts. These s itches suppo t O li e I se tio  a d Re o al OIR  of the
et o k odules.
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DIAGRAM  Catalyst 9500 Network Modules

Po e  Suppl

The Catal st  s itch suppo ts up to t o AC o  DC s all fo  facto  plati u  ated
po e  suppl  u its fo  a total s ste  capacit  up to W, W & W. Po e
supplies ca  be i stalled i  the follo i g co bi atio s: t o AC, t o DC o  a i  of AC
a d DC po e  supplies. The po e  supplies o k togethe  i  edu da t load-sha i g

ode, i  hich each po e  suppl  ope ates at app o i atel   pe ce t of its capacit .
If o e po e  suppl  fails, the othe  po e  suppl  ca  p o ide po e  fo  the e ti e
s ste . These s itches suppo t OIR fo  po e  supplies.

Fa  a d Fa -T a

Cisco Catal st  s itches ha e a total of e i depe de t fa s o  dual fa  t a s
depe di g o  the SKU. Each i di idual fa  ope ates at a iable speeds. The ha d a e is
capable of acco odati g a failu e of up to o e i di idual fa  o  fa  t a . The
e ai i g fa s ill auto aticall  i c ease thei  RPM to co pe sate a d ai tai

suf cie t cooli g. These s itches suppo t OIR of the fa s o  fa  t a s fo  up to 
seco ds.
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25G and 100G - Enabling Higher Speeds in
Enterprise

Cisco has bee  pio ee i g se e al i itiati es to b i g e  Ethe et tech ologies to
a ket. These i clude GBASE Quad S all Fo  Facto  Pluggable QSFP  a d
GBASE S all Fo  Facto  Pluggable SFP . The GBASE optio s i clude dual- ate

optics G a d G  suppo ti g e te p ise ca pus dista ces to facilitate e t-
ge e atio  et o k speed a d a chitectu e t a sfo atio s. These i o atio s e able

e ible optio s a d back a d co patibilit  to d i e et o k speeds be o d the
cu e t G a d G capabilities hile i i izi g cost a d eal estate cha ges.

Cisco Catal st  G & G S itch Po tfolio

Catal st  s itches a e the fou datio  fo  the e t-ge e atio  G a d G-
e abled high-speed e te p ise ca pus et o k. To suppo t these e e  speeds i  co e
a d dist ibutio , Cisco offe s a full suite of s itch optio s ith i dust -leadi g po t
de sit  a d e ibilit .

Cisco G Optics Po tfolio

The Cisco GBASE SFP  po tfolio offe s custo e s a ide a iet  of high-de sit  a d
lo -po e   Gigabit Ethe et co ecti it  optio s fo  the e ol i g ca pus et o k.

Featu es a d Be efits of Cisco G Optics

• Suppo t fo  dual ate optics i  e te p ise et o ki g to p o ide u su passed
i est e t p otectio

• I te ope able ith othe  IEEE-co plia t G i te faces he e applicable

• Ce tified a d tested fo  supe io  pe fo a ce, ualit , a d eliabilit

• High-speed elect ical i te face co plia t to IEEE . b

Fo  o e i fo atio , efe  to Cisco GBASE SFP  optics a d copper odulesCisco GBASE SFP  optics a d copper odulesCisco GBASE SFP  optics a d copper odules
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Cisco G Optics Po tfolio

The Cisco GBASE QSFP  po tfolio offe s custo e s a ide a iet  of high-de sit
a d lo -po e   Gigabit Ethe et co ecti it  optio s fo  e te p ise co e a d
dist ibutio  la e s. I  a -tie  ca pus et o k, as the dist ibutio  la e  o es to G
o  G, it is desi able to ha e a G-e abled co e. It is i po ta t to ote that fo
facto s of G a d G optics a e co patible.

Featu es a d Be efits of Cisco QSFP  Optics

• Hot-s appable i put/output de ice that plugs i to a G Gigabit Ethe et
Cisco QSFP po t.

• I te ope able ith othe  IEEE-co plia t GBASE i te faces he e applicable.

• Ce tified a d tested fo  supe io  pe fo a ce, ualit , a d eliabilit .

• High-speed elect ical i te face co plia t to IEEE . b .

Fo  o e i fo atio , efe  to Cisco GBASE QSFP optics a d copper odulesCisco GBASE QSFP optics a d copper odulesCisco GBASE QSFP optics a d copper odules
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Packaging, Licensing and Support

Catal st  has a e  si ple lice si g odel. The p e ious ge e atio  of s itches
had diffe e t lice se t pes LAN Base, IP Base, IP Se ices, a d E te p ise Se ices  ith
the added co ple it  that the  e e ot the sa e ac oss the ultiple Catal st s itch
fa ilies. The Catal st  fa il  uses the sa e soft a e packagi g a d lice si g

odel ac oss all platfo s.

The e  odel p o ides the follo i g be e ts:

• si pli es the packagi g of featu es,

• deli e s a o e cost-effecti e solutio  fo  co su i g featu es, a d

• lo e s up-f o t costs b  addi g o e featu es a d suppo t

Soft a e Packages a d Lice ses

The Catal st  offe s t o soft a e packages:

• Esse tials - p o ides the baseli e et o k fu ctio alit  used to ope ate a
et o k.

• Ad a tage - i cludes all the fu ctio alit  i  the Esse tials package a d adds
ad a ced capabilities such as ad a ced secu it , a ailabilit , auto atio , a d
assu a ce.

Each soft a e package co es ith t o lice ses: a pe petual lice se that sta s ith the
ha d a e fo  the life of the de ice a d a subsc iptio  lice se that is e e able at the
e d of its te . The t o soft a e lice se t pes a e:

• Net o k - e ables a base set of et o k fu ctio s pe petuall .

• DNA - e ables a set of u i ue platfo  a d solutio  capabilities fo  a te  of
th ee, e o  se e  ea s.
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A package is the co bi atio  of  lice ses, ith a featu e le el:

• Esse tials package =  et ork-esse tials lice se +  d a-esse tials lice se

• Ad a tage package =  et ork-ad a tage lice se +  d a-ad a tage lice se

Whe  pu chasi g a Catal st  s itch, o e of these t o soft a e packages ust be
selected. As oted, the packages tightl  couple the t o lice ses. The lice ses a  ot
be bought i di iduall .

A high-le el g oupi g of fu ctio alit  i  each package is sho  i  the follo i g
diag a :

DIAGRAM  Advantage and Essentials Packages

Advantage Package Essentials Package

DNA Advantage (Includes DNA Essentials)

D
N

A
 L

ic
en

se

Advanced Automation
• SD-Access
• Application Policy
• Encrypted Traffic Analytics
• DNA Service for Bonjour
• Third-party App Hosting

Basic Automation
• PnP Application
• LAN Automation
• Embedded Event Manager

Element Management
• Software Image Management
• Discovery, Inventory, Topology

Telemetry
• Full Flexible NetFlow

Basic Assurance
• Health Dashboards – Network,
Client, Application
• Basic Switch & Wired Client
Health Monitoring

Element Management
• Patch Lifecycle Management

Telemetry & Visibility
• ERSPAN
• AVC (NBAR2)
• Wireshark

Assurance & Analytics
• Global Insights, Trends,
• Compliance, Custom Reports
• Switch 360 & Wired Client 360
• SD-Access and Switch Insights
• Application Health, Application 360,
Performance (Loss, Latency, Jitter)

3,5,7 Year Terms DNA Essentials 3,5,7 Year Terms

Network Advantage (Includes Network Essentials)

N
et

w
or

k 
Li

ce
ns

e

Enhanced Security Controls
• MACSEC-256

IoT & Mobility
• CoAP, AVB, PTP

High Availability & Resiliency
• NSF, GIR, Stackwise Virtual*,
ISSU/FSU, Patching (CLI)

Optimize Bandwidth Utilization with
Multicast
• MSDP, mVPN, AutoRP, PIM-BIDIR

Full Routing Functionality
• BGP, HSRP, OSPF, ISIS,GLBP

Flexible Network Segmentation
• VRF, VXLAN, LISP, SGT, MPLS

Essential Switch Capabilities
• Layer 2,
Routed Access(RIP, EIGRP Stub,
OSPF (1000 routes)),
PBR, PIM Stub Multicast (1000 routes)
PVLAN, VRRP, PBR, CDP, QoS, FHS,
802.1x, Macsec-128, CoPP, SXP,
IP SLA Responder
SSO

DevOps Integration
• Netconf, Restconf, gRPC
• Yang Data Models
• GuestShell (On-Box Python)
• PnP Agent, ZTP

Telemetry & Visibility
• Model-driven Telemetry
• Sampled NetFlow
• SPAN,RSPAN

Perpetual Network Essentials Perpetual

Note  Not all fu ctio alit  is a ailable ac oss all platfo s.

Fo  a co plete list of the featu es of each package, use the CiscoCiscoCisco Feature Na igator Feature Na igator Feature Na igator.
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Tech ical Support

Tech ical suppo t fo  the Catal st  fa il  co e s both the ha d a e a d the
featu e packagi g just discussed. Fo  tech ical assista ce t oubleshooti g ha d a e
p oble s a d p o idi g eplace e t co po e ts o  chassis, Cisco p o ides the
follo i g ge e al optio s:

• A  E ha ced Li ited-Lifeti e Wa a t  co e i g:

-  da s of Tech ical Suppo t begi i g o  the date of i itial pu chase  f o
Cisco's Tech ical Assista ce Ce te  TAC .

- Ha d a e t oubleshooti g a d eplace e t ho o ed fo  the life of the s itch

For ter s a d co ditio s, please refer to E ha ced Li ited-Lifeti e Warra tyE ha ced Li ited-Lifeti e Warra tyE ha ced Li ited-Lifeti e Warra ty o
.cisco.co .

• P e iu  se ices a ailable th ough Cisco o  a Cisco pa t e  i clude both
tech ical suppo t a d ha d a e eplace e t.

- Co sult ou  Cisco o  Pa t e  sales tea s fo  a ailable offe s.

Soft a e suppo t co es i  the follo i g fo s:

• The s itch base fu ctio alit  e abled b  its et o k lice se is alid fo  the
de ice's lifeti e. Soft a e updates fo  et o k lice sed co po e ts a e
pe petual.

•  da s of Tech ical Suppo t fo  the s itch base fu ctio alit  begi i g o  the
date of i itial pu chase  f o  Cisco's Tech ical Assista ce Ce te  TAC .

For ter s a d co ditio s, please refer to E ha ced Li ited-Lifeti e Warra tyE ha ced Li ited-Lifeti e Warra tyE ha ced Li ited-Lifeti e Warra ty o
.cisco.co .

• Soft a e suppo t fo  those featu es e abled th ough a s itch's DNA Esse tials o
DNA Ad a tage lice se is i cluded hile the subsc iptio  is alid. Suppo t fo
these featu es e ds o ce the subsc iptio  e pi es.
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Note that e e  though DNA lice se subsc iptio s a e te -based, o ce the  e pi e, a
featu es u locked b  the lice se ill co ti ue to fu ctio . Ho e e , o ce the lice se
te  e pi es, all tech ical suppo t fo  featu es suppo ted b  the e pi ed DNA lice ses
also e d.
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ASICs - The Power of
Programmable Silicon



What is an ASIC?

A  Applicatio  Speci c I teg ated Ci cuit o  ASIC  is a silico  ic ochip desig ed fo  a
speci c task e.g. b idgi g o  outi g packets , athe  tha  bei g used fo  ge e al-
pu pose p ocessi g such as a CPU. ASICs a e fu da e tal to ho  a  Ethe et s itch

o ks.

ASICs a e custo -desig ed fo  the p oducts the  a e pa t of a d the solutio s the
suppo t. I  a et o k s itch, a  ASIC ha dles packet ecog itio , a ipulatio  a d
L /L  fo a di g at e t e el  high speeds te s o  hu d eds of gigabits pe  seco d,
t e di g to a ds te abits pe  seco d , hile also allo i g a ich set of se ices fo  the
t af c, such as p io itizatio  e.g. QoS , accou ti g e.g. NetFlo , seg e tatio  e.g.
VRFs a d SGTs , t af c lte i g a d e fo ce e t e.g. ACLs , path selectio  e.g. PBR ,
a d uch o e.

ASIC ic ochips a e easu ed i  a o ete s billio ths of a ete . This is the size of
the a ious co po e ts, such as t a sisto s, that the ASIC is built f o . The th ee ai
ad a tages of s alle  ASICs a e:

• i c eased speed elect o s ha e sho te  dista ces to t a el .

• lo e  po e  co su ptio  a d less e e g  asted as heat.

• lo e  cost i p o ed chip ield b  dec easi g the cha ce of hitti g a silico
defect .

Mode  ASICs a e ge e all  a ufactu ed at sizes a gi g f o   to  a o ete s
ith so e e e  odels as s all as  a o ete s.
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DIAGRAM  Microchip Packaging

Wh  Do We Need ASICs?

A ge e ic CPU is too slo  fo  fo a di g t af c i  a s itch. While a ge e al-pu pose
CPU a  be fast at u i g a do  access applicatio s o  a laptop o  se e ,

a ipulati g a d fo a di g et o k t af c is a diffe e t atte . T af c ha dli g
e ui es co sta t lookups agai st la ge e o  tables e.g. L  tables fo  MAC

add esses, L  tables fo  IP outes, L  ACLs fo  Secu it  a d QoS, etc

I  a ge e ic CPU, all of these tables a e held i  off-chip e o ies ot located o  the
CPU itself  a d i cu  sig i ca t pe fo a ce pe alties fo  f e ue t e o  access.
The e a e also li ited data paths a d buffe s to ha dle i co i g packets e e be ,
this is illio s o  e e  billio s of packets pe  seco d . O ce packets ha e bee  ecei ed
a d ueued, the CPU ust pe fo  the actual p ocessi g fu ctio s, di g desti atio
lookups, e iti g packet fo ats, etc. Fo  these easo s, a CPU is ot ell-suited fo
this pu pose.
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DIAGRAM  Traditional CPU - More Flexibility, Less Performance, Cost Neutral

ᄂthe bottom line
CPUs are �exible but slow. ASICs are necessary to meet the requirements of
enterprise networks.

The follo i g chapte s e a i e both t aditio al t pes of et o k ASICs a d the latest
state-of-the-a t p og a able ASICs. Ad i ist ato s ill disco e  ot o l  h  ASICs
a e ce t al to ho  a s itch ope ates but also ho  ode  ASICs fo  the fou datio  of
the e te p ise et o k, o  a d i  the futu e.
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Why Programmable ASICs?

T aditio al ASICs

Ma  ASICs ha e bee  used i  Cisco s itches a d oute s o e  the ea s. Each of these
ASICs as desig ed a d de eloped fo  the speci c featu es a d scale eeded fo
diffe e t oles i  the ca pus et o k. Each also has diffe e t capabilities, speeds, a d
scali g p ope ties suitable fo  thei  oles i  the et o k.

Ho e e , the  all ha e so ethi g i  co o : this class of et o ki g ASICs is k o
as ed ASICs. All aspects of these ASICs beha io , speed, scale, etc.  a e 'baked i to'
the  as pa t of the a ufactu i g p ocess a d ca ot be cha ged ithout c eati g a

hole e  e sio  of the ASIC.

A othe  easo  the  a e called ed ASICs is thei  p ocessi g beha io . As the a e
suggests, all i co i g packets a e subject to a ed se ies of steps k o  as a
p ocessi g pipeli e. The t pical ed ASIC p ocessi g pipeli e stages a e ostl  si ila
to the follo i g:

Pa se i co i g packets e a i e heade s .

La e   p ocessi g e.g. MAC lookup .

La e   p ocessi g e.g. IP lookup .

Polic  p ocessi g e.g. ACL lookup .

Packet e ite a d t af c cou te s.

Queue scheduli g a d t a s issio .
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DIAGRAM  Traditional ASIC - Processing Pipeline

It is also o th oti g that due to the a  ed ASICs a e desig ed a d a ufactu ed,
alo g ith the ti e to i teg ate the ASIC i to a et o k s itch, ca  ofte  e ui e a
ea s befo e deli e i g the al p oduct. Fi ed ASICs a e e  cost-effecti e a d

ef cie t but a e ot e ible o  adaptable. The  a e o l  able to ha dle the t pes of
packets that the chip is ha d- i ed to p ocess.

DIAGRAM  Traditional ASIC - More Performance, Less Flexibility, Cost Neutral

Net o k a d P otocol E olutio

Wh  do ASICs eed to cha ge? To p o ide a  e a ple, the ASIC i  Catal st  ca
o l  fo a d IP  a d IP  packets i  ha d a e. It as desig ed befo e VXLAN as
de eloped, so it ca ot ha dle VXLAN i  ha d a e. Si ce it is a ed ASIC, it is ot
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possible to cha ge the p ocessi g pipeli e to ha dle e  p otocols such as VXLAN. A
e ti el  e  ASIC ould eed to be c eated.

This lack of e ibilit  a  ha e bee  acceptable he  et o ks, a d the elated
p otocols, did ot cha ge uch. I  the e  e a of et o ki g, ho e e , e e thi g is
"Soft a e-De ed", ith e e -e ol i g p otocols a d scale e ui e e ts. This e ui es
ASICs to suppo t e  packet fo ats a d e capsulatio s such as VXLAN-GPO, GPE,
a d NSH.

ᄂthe bottom line
Traditional �xed ASIC architecture, and thus the network itself, requires hardware
replacement to adopt advanced and innovative capabilities that our new
software-de�ned world demands.

P og a able ASICs

Ho  to get the best of both o lds? Ho  to get the speed e eed fo  ulti-gigabit o
ulti-te abit et o k de ices a d also the e ibilit  to keep pace ith e  et o k

i o atio s? These uestio s led to the co cept of p og a able ASICs - e ible
et o k ic ochips desig ed to adapt to e  capabilities as the eed e e ges, et still

offe  the pe fo a ce et o ks de a d.

Ea l  atte pts led to the de elop e t of the Field P og a able Gate A a  FPGA .
These a e esse tiall  si pli ed ASICs, ith ep og a able logic gates, that ca
cha ge the o igi al beha io  afte  a ufactu i g. Although FPGAs do p o ide a le el of

e ibilit , the  a e actuall  e  e pe si e to de elop a d suppo t. The  a e ot built
fo  a  pa ticula  task a d ha e little o  o o boa d e o  e ui i g othe  chips to
p o ide e o  access.

These li itatio s t picall  elegate FPGAs to a special-pu pose ole i  ost et o k
de ices. A  FPGA a  be used to aug e t the packet fo a di g capabilities of a ed
ASIC fo  that 'o e special featu e' the ed chip does ot ha e. Fo  e a ple, the
Catal st  Supe iso -  uses a  FPGA to p o ide VXLAN e capsulatio , hich the
s itch ASIC does ot suppo t. It is usuall  too e pe si e to use FPGAs as the p i a
fo a di g e gi e fo  a s itch desig  a d a ufactu i g costs, boa d space, heat, a d
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po e . Ulti atel , this aises the total cost of a s itch usi g co bi ed FPGA a d ASIC
desig s to achie e e ibilit .

DIAGRAM  FPGA - More Cost, Moderate Flexibility, Moderate Performance

I  su a , CPUs a e e ible but do ot scale fo  high-speed fo a di g; ed ASICs
a e fast a d scalable but i e ible, a d FPGAs a e e ible a d scalable but e
e pe si e. What is the a s e ?

Cisco sa  this eed co i g se e al ea s ago, a d as a esult of that fo esight, desig ed
a d de eloped the e ible, p og a able U ified Access Data Pla e UADP  ASIC.

The UADP ASIC co bi es the e ibilit  eeded to add ess e  a d e e gi g
et o ki g p otocols a d e capsulatio s, ith the speed of a ed ASIC, a d the

app op iate cost a d scalabilit  to add ess ultiple diffe e t a eas of the ca pus
et o k: co e, dist ibutio , a d access. With UADP, Cisco has t ul  begu  a  e ti el
e  e a of et o ki g.

The follo i g chapte s e plo e the U i ed Access Data Pla e ASIC, hich is at the
hea t of the Catal st  fa il  of s itches.
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UADP - Programmable ASIC Silicon

UADP - Cisco's Fle ible, P og a able S itchi g ASIC

The U i ed Access Data Pla e UADP  ASIC fo s the hea t of the Catal st  fa il
of s itches. Mo e speci call , the Catal st  s itches a e based o  the latest
ge e atio  of UADP ASIC hich a e e ol ed f o  ea lie  e sio s used i  the Catal st

/ .

Fle ibilit  is the ke  att ibute that akes UADP the ideal fou datio  fo  the o ld's
ost ad a ced s itches. This e ables the Catal st  fa il  to:

• ha dle e  f a e e capsulatio s, allo i g e  featu es a d p otocols.

• ep og a  thei  e o  tables, allo i g s itches to adapt to cha gi g eeds.

• suppo t ultiple i te face t pes a d chassis co gu atio s, to add ess e ol i g
et o k desig s.

• ai tai  co siste t high pe fo a ce, to add ess a g o i g di e sit  of
applicatio s.

• p o ide a ich, i teg ated set of e ible t af c ha dli g a d accou ti g se ices.

Fle ibilit  At E e  Stage

Fle ibilit  has bee  desig ed i to e e  aspect of UADP f o  the begi i g. I  UADP,
al ost e e  p ocessi g stage that ould be p ese t i  a ed-co gu atio  chip has
eplaced ith a e ible cou te pa t.

The job of the pa se  stage is to ecog ize packet t pes a d heade s a d a al ze the
fo  fu the  p ocessi g i  the ASIC pipeli e. I  t aditio al ASICs, the pa se  stage is

ed, aki g it i possible to upg ade the ed ASIC to ecog ize o  p ocess e
packet t pes a d heade s i  ha d a e. The UADP co tai s a ep og a able
Fle Pa se  that ca  pa se a packet fo  diffe e t t pes of heade s.
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U like the t aditio al ed-p ocessi g pipeli e, the UADP ulti-stage e ible pipeli e
L /L  Fo a di g, Polic , Re ite, Queui g, etc  is also co pletel  ep og a able
ia a e ic ocode . The e is a  i g ess pipeli e a d a  eg ess pipeli e, hich is
ot a ailable i  ost ed ASICs.

DIAGRAM  Programmable UADP - Processing Pipeline

Packet Reci culatio

T af c tu eli g is a co o  desig  i  ode  et o ks. GRE, MPLS, a d VXLAN a e
co side ed tu els because the  add a  additio al heade  to the oute  po tio  of a
packet he  se di g k o  as e capsulatio , a d e o e the heade  he  the
packet is ecei ed k o  as decapsulatio . A  ti e packets eed to be tu eled i  a
ASIC, the o igi al packet eeds to be p ocessed o e tha  o ce k o  as
eci culatio  to add the additio al heade s .

A uick e ie  of hat happe s du i g tu eli g e eals h . Whe  a packet a i es
a d the ASIC decides based o  the s itch co gu atio  that the packet eeds to be
se t th ough a tu el e.g. VXLAN , a e  tu el heade  eeds to be added i  f o t of
the o igi al packet ith the sou ce IP of the local side of the tu el, a d the desti atio
IP of the e ote side of the tu el. Si ce the desti atio  IP add ess has o  cha ged to
that of the e ote side of the tu el, the packet eeds to be eci culated th ough the
p ocessi g pipeli e to fo a d to this e  desti atio , alo g ith all of the policies that

a  appl  to the tu el.
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DIAGRAM  Programmable UADP - Packet Recirculation

I  UADP, a packet ca  be eci culated i  app o i atel   a oseco ds o  half a
ic oseco d . I  the e e t that tu eli g is e ui ed, the i pact to fo a di g

pe fo a ce is i i al. A packet ca  be eci culated up to  ti es, hile o l   to 
passes a e o all  e ui ed. The ba d idth a ailable fo  eci culatio  is e ible,

ea i g packet eci culatio  ca  also use the spa e ba d idth ot cu e tl  bei g
used b  the f o t-pa el s itch po ts.

This abilit  to eci culate packets a  ti es, if ecessa , e ables e e  co ple  use-
cases to be acco odated ia the UADP e ible pipeli e a chitectu e. No  that t af c
tu eli g is co o place, it is appa e t that UADP as built a d opti ized fo
tu eli g.

I teg ated Mic o-E gi es

Ce tai  ad a ced fu ctio s e ecuted b  UADP a  be e  p ocessi g-i te si e.
Se e al tasks, such as f ag e tatio  a d e c ptio , a e based o  ell-k o  ed
algo ith s, a d it a  ot ake se se to aste c cles ithi  the UADP pipeli e. I
such cases, a  o -chip ic o-e gi e is a ailable that ca  p ocess these ell-k o
fu ctio s i  pa allel, thus sa i g the aluable UADP pipeli e pe fo a ce fo  othe
fu ctio s.
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So e e a ples of ic o-e gi e fu ctio s built i to UADP i clude:

E c ptio  a d Dec ptio  - Secu it  a d data co de tialit  a e pa a ou t i
ode  et o ks. E e  UADP co es ith t o le els of ha d a e e c ptio  built i .

The st, ope ati g at the po t le el at li e ate o  all UADP po ts, is MACsec . AE .
MACsec p o ides li k-le el e c ptio  to gua a tee data co de tialit , ea i g
packets a e e c pted du i g t a s issio  to, a d dec pted he  ecei ed f o , a
MACsec-e abled li k.

UADP also p o ides a Datag a  T a spo t La e  Secu it  DTLS  ic o-e gi e hich
ca  e c pt t af c based o  packet fo ats such as CAPWAP a d VXLAN. This ca
se e as the basis fo  e c ptio  of tu el o e la  t af c. The UADP ha d a e also
allo s these t o fu ctio s MACsec a d DTLS  to be co bi ed o  t a sit if desi ed.
Both use the AES e c ptio  algo ith  ith up to -bit ke s, usi g Galois Cou te
Mode AES- -GCM .

F ag e tatio  - A  ti e the Ma i u  T a s issio  U it MTU  size of a li k is
e ceeded i  the et o k, the o igi al packet a  eed to be f ag e ted, a d the
easse bled at the othe  side. Fo  e a ple, he  t af c is tu eled a d the output

i te face MTU is too s all to acco odate the tu el heade  plus the o igi al packet.
UADP ca  ha dle f ag e tatio  actio s i  ha d a e, u like a  othe  ASICs. This
abilit  is i po ta t i  e i o e ts he e MTUs a  ot be easil  adjusted e d-to-
e d, a d ith the g o i g use of t af c tu eli g.

I teg ated NetFlo  - Accou ti g fo  all t af c o i g th ough the et o k is
i po ta t fo  ultiple use cases. The ost ob ious is fo  et o k baseli i g a d
capacit  pla i g. Usi g NetFlo , the e ti e state of the e d-to-e d sessio  TCP o
UDP  is t acked b  the s itch, allo i g i po ta t i fo atio  about the e ti e packet

o  to be e t acted a d a al zed. UADP i ple e ts full Fle ible NetFlo  FNF
collectio  capabilit  i  ha d a e. This Catal st  se ies is capable of collecti g
NetFlo  statistics fo  e e  packet t a siti g the s itch, as a  i he e t pa t of o e all
packet ha dli g.

Cisco E c pted T af c A al tics ETA  utilizes the NetFlo  capabilit  a d i spects
o s to e t act ital i fo atio  about the  such as the I itial Data Packet IDP
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e cha ge, as ell as i fo atio  about the Se ue ce of Packet Le gths a d Ti es
SPLT  fo  e c pted t a sactio s. B  i teg ati g this ith Cisco Stealth atch a d

cloud-based achi e lea i g capabilities usi g Cog iti e Th eat A al tics, a high-
accu ac  et o k ' ge p i t' a al sis ca  be pe fo ed to dete i e if the e c pted

o  ep ese ts ' o al' I te et-bou d t af c, o  hethe  it a  ep ese t a th eat
posed b  e c pted al a e.

Polic  a d ACL - Usi g i teg ated Te a  Co te t Add essable Me o  TCAM
blocks located o -chip fo  a i u  pe fo a ce, the UADP ASIC p o ides ultiple
optio s fo  t af c classi catio  a d polic  e fo ce e t. TCAM atchi g p o ides the
abilit  to atch t af c o s usi g IP  o  IP  add esses, special tags such as Vi tual
Net o k VN  ID a d Scalable G oup Tag SGT , QoS, CoS, o  DSCP alues, o  othe
packet a ki gs. UADP ca  appl  the app op iate policies co gu ed b  the et o k
ad i ist ato . E a ples i clude pe it/de , QoS e a ki g, path selectio , packet
cop , a d othe  actio s. The UADP e ible pipeli e ca  efe e ce up to t o packet

atches fo  ultiple pa allel actio s, ithout deg adi g pe fo a ce.

Packet Replicatio  - Ce tai  applicatio  t af c t pes a  e ui e packet eplicatio
c eatio  of ultiple copies . Fo  e a ple, a  i g ess ulticast st ea  a  e ui e
eplicatio  to ultiple ecei e s o  the s itch. The UADP a chitectu e is opti ized fo
eplicatio , because each packet is held i  a ce t al buffe  e o  du i g p ocessi g,

a d the  a si gle o  ultiple copies ca  be t a s itted to all ecei e s. This is a e
ef cie t eplicatio  app oach that i i izes late c  a d space-co su i g e o -
to- e o  packet copies.

I teg ated Stacki g Capabilit

UADP is a e  po e ful a d e ible ASIC. I  a  cases, based o  po t t pes a d
de sities, a  e ti e s itch a  be built a ou d a si gle UADP ASIC.

Ho e e , it a  be ecessa  to co ect ultiple UADP ASICs togethe  i to a
i teg ated s ste . UADP suppo ts the follo i g i te -ASIC co ectio  optio s:

• stacki g ultiple s itches togethe  ia e te al cables, to build a si gle
i teg ated stack;

• li ki g ultiple ASICs togethe  o  the baseboa d, i  a ed s itch; o

ASICs - The Po e  of P og a able Silico 62



• li ki g ultiple ASICs togethe  o  a Supe iso  odule, i  a odula  s itch.

UADP as desig ed ith a dedicated high-speed ASIC I te co ect i te face, i  
additio  to the f o t-pa el s itch po ts, to p o ide these e ible desig  optio s.

P og a i g UADP ith Mic ocode

Cisco IOS XE uses ultiple la e s of soft a e. So e of these soft a e la e s a e o e 
closel  associated ith the ha d a e tha  othe s. Fo  e a ple, featu es that a use  
i te acts ith e.g. ia the CLI  a e t picall  at a highe  la e  a d less depe de t o  the 
ha d a e. Ha d a e d i e s a d othe  i f ast uctu e pieces of the soft a e k o  as 

ic ocode  di ectl  i te act ith the ha d a e. This ic ocode la e  of the soft a e 
actuall  p og a s the ASIC. Please efe  to Chapte   Cisco IOS XE fo  o e details 
o  the a chitectu e of Cisco IOS XE.
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The UADP Family

The histo  of UADP ASIC bega  i   he  Cisco i t oduced the Catal st 
s itch. As discussed, the ASIC desig  a d a ufactu i g p ocess is e  co ple  a d
ca  take se e al ea s fo  a  i di idual co po e t o  p oduct. Se e al ea s of
i o ati e o k e t i to de elopi g UADP.

UADP .  took lo ge  to desig  tha  ost othe  ed ASICs at the ti e as a
co po e ts e e e ti el  e  a d desig ed to be e ible. UADP .  as the st
e sio  of a fa il  of UADP ASICs hich all sha e a co o  a chitectu e. UADP .  as

built o  a  a o ete   p ocess, hile the latest UADP .  as built o   .
UADP has p og essed sig i ca tl  i  te s of ASIC tech olog  a d has i co po ated

o e t a sisto s ith each ge e atio . Each additio al t a sisto  ea s additio al
pe fo a ce, scalabilit , featu es, a d fu ctio alities ca  be built i to the ASIC.

UADP . / .

UADP .  is a si gle co e ASIC ith .  billio  t a sisto s, capable of Gbps of
agg egate ba d idth. It as the st to deli e  a  of the p og a able featu es
discussed i  p e ious sectio s. Due to its e ible atu e, UADP .  as o e of the st
ASICs to e able suppo t fo  diffe e t, e ible t pes of packet e capsulatio s. The st
ge e atio  of Catal st  a d  used UADP . .

B  , a e e  e sio  of the sa e ASIC desig  e sio  .  as i t oduced. The co e
ele e t a d the a chitectu e of the ASIC e ai ed esse tiall  the sa e, but ith so e
i po ta t e  additio s. The ke  diffe e ce bet ee  UADP .  a d .  is the use of a
dual-co e a chitectu e i side the ASIC.

U like UADP . , the UADP .  has t o ASIC co es ith  billio  t a sisto s. The esult is
si ila  to usi g t o UADP .  chips i  a si gle ASIC package. UADP .  also p o ides
highe  agg egate ba d idth a d pe fo a ce of up to Gbps Gbps pe  co e , as

ell as so e e  a d updated ic o-e gi es. So e of the e  featu es that UADP .
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suppo ts i clude IEEE  ti esta ps a d MACsec -bit e c ptio  AES- -
GCM . The seco d ge e atio  of MultiGigabit a d SFP+ e sio s of Catal st  a d

 use UADP . .

UADP .

Catal st s a e built o  the e t ge e atio s of UADP - the UADP .  a d .  ASICs.

The UADP .  is a dual-co e ASIC si ila  to UADP .  ith .  billio  t a sisto s to
p o ide e e  highe  agg egate ba d idth up to Gbps. UADP .  also has la ge ,

o e e ible e o  tables that ca  be ep og a ed, gi i g the optio  to deplo  the
sa e de ice i  ultiple et o k a eas, as discussed i  Chapte   Ca pus Net o k
Desig .

DIAGRAM  Comparison of UADP 1.0, 1.1, 2.0, and 3.0

UADP .  ASICs ha e t o a ia ts: UADP .  a d UADP .  XL. Both ha e the sa e
a chitectu e, but the agg egate ba d idth, table scale a d o e all pe fo a ce of UADP

.  has bee  opti ized fo  Access la e  de ices. Catal st  platfo s utilize UADP

. .

UADP .  XL has bee  opti ized fo  odula  access a d/o  dist ibutio  la e  s itches.
It has la ge  e o  table sizes he ce the XL desig atio  ith g eate  agg egate
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ba d idth a d o e all pe fo a ce to suppo t the po t speeds a d de sit  of these
oles. UADP .  XL also has dual data paths of Gbps i te -ASIC co ecti it , aki g

it o e suitable fo  platfo s he e ultiple ASICs a  be e ui ed. The st Catal st
 platfo s a d the Catal st  Supe iso -  a d Supe iso - XL use UADP .

XL.

TABLE  UADP 2.0 and 2.0 XL Comparison

UADP 2.0 UADP 2.0 XL

Total Bandwidth Up to 160G Up to 240G

Table Sizes Standard XL Tables

TCAM Entries 20K 54K

Bu�ers 16MB 32MB

Stack Bandwidth 240G 720G

Stack Ring 1 2

UADP .

The eed fo  et o k speed is e e -e di g, d i e  b  e  i eless speeds, the
i c easi g u be  of attached de ices IoT  a d high-de itio  ideo co fe e ci g.
Ne  tech ologies a e appea i g e e  da  a d d i i g e  e ui e e ts fo  et o k
pe fo a ce a d scale.

The UADP .  is a dual-co e ASIC ith .  billio  t a sisto s, to p o ide a  agg egate
ba d idth up to . Tbps. UADP .  is the ost ece t e sio  of UADP, desig ed to
add ess the challe ges b ought o  b  e  i te face speeds e.g. G a d G  a d e

et o k desig s a d solutio s. A si gle UADP .  ASIC is capable of  po ts of G
li e ate.

I  additio  to i c eased ba d idth, UADP .  also i co po ates se e al e
i p o e e ts to ake it the ideal ASIC fo  ca pus co e a d dist ibutio . UADP .  has
la ge  sha ed packet buffe s MB  to suppo t the i te face speed i c eases. It has
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la ge  double- ide e o  table sizes to sto e both IP  bit  a d IP  bit
add esses i  a si gle e t . Ma  othe  ASICs a d p e ious ge e atio s of UADP o l
suppo t si gle- idth tables, e ui i g a  additio al lookup c cle to suppo t IP . The

st p oducts a ailable ith the e  UADP .  ASIC a e the e  / / / G
Catal st  platfo s.
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IOS Evolution

The histo  of the I te et o k Ope ati g S ste  IOS  goes back to Cisco’s st 
p oduct, the AGS Multi-P otocol Route s lau ched i  . At the ti e IOS as a p ett  
udi e ta , o olithic Ope ati g S ste  OS . It as o e of the e  st et o k 

ope ati g s ste s i  the i dust . Thousa ds of featu es ha e si ce bee  added to IOS 
a d o e  the last  ea s a d as the i dust  has go e th ough diffe e t t a sitio s, 
IOS has e ol ed i to a o e featu e ich OS.

O e  ti e, IOS has also b a ched out i to a  diffe e t e sio s fo  diffe e t 
p oducts, ith a ide a iet  of a iatio s. At the sa e ti e, Cisco's p oduct po tfolio 
has e pa ded i to s itches a d oute s of a ious ki ds. Pu pose-built et o k a eas 
ha e e ol ed, such as data ce te s a d se ice p o ide s a d e  ope ati g s ste s 

e e i t oduced fo  these a eas, such as NX OS a d IOS XR.

A fe  ea s ago, Cisco i t oduced IOS XE, desig ed to est uctu e the o olithic code 
of IOS i to a o e odula  a d ode  soft a e a chitectu e. With Cisco IOS XE, the 
OS as subdi ided i to ultiple co po e ts to achie e odula it  a d po tabilit  
of the featu es. A lo -le el Li u  Ke el as i t oduced to p o ide CPU load-
bala ci g, e o  a age e t, a d e ha ced ha d a e esou ce a age e t. IOS 

o  u s as a odula  p ocess o  top of the Li u  ke el k o  as IOSd . This 
app oach allo s othe  odula  fu ctio s to be i t oduced, such as Wi esha k a d 
a Wi eless LAN Co t olle  WLC . Mo e applicatio s ill be e bedded o  Cisco 
IOS XE i  the futu e, follo i g a si ila  app oach.

Cisco IOS XE is co ti uall  e ol i g. With e  applicatio s co ti uall  appea i g, 
the established odels fo  co gu atio  a d o ito i g, such as CLI a d SNMP, 
a e begi i g to be eplaced b  sta da dized APIs fo  co gu atio  a d o ito i g 
data odels.
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DIAGRAM  Classic IOS to IOS XE comparison

The latest Cisco IOS XE soft a e ca  add ess ke  custo e  eeds:

• p o idi g a co o  OS fo  e te p ise et o ks,

• apid i t oductio  of e  featu es a d tech ologies,

• a secu e OS to p otect the et o k,

• odula it  a d high a ailabilit ,

• p og a abilit  a d auto atio .

Co side i g these e ui e e ts, Cisco IOS XE .  as i t oduced o  the Catal st 
/  s itches hich use the p og a able UADP .  ASIC. Si ce the , 

othe  e te p ise et o k platfo s ha e also adopted Cisco IOS XE as it has the 
desi ed soft a e e ibilit  a d scalabilit  fo  custo e  eeds. This u i ed OS 
soft a e elease b i gs ultiple ad a tages:

• fe e  soft a e i ages to a age,

• faste  ce ti catio  of soft a e featu es,

• u i ed, co siste t e pe ie ce ac oss platfo s,

• abilit  to u  a  featu e a he e.

I  additio , if the e is a eed to b i g a featu e f o  a co e la e  platfo  to a  access
la e  platfo , this is uch easie  due to the use of a u i ed code elease. I  ost
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cases, i po ti g the featu e f o  o e platfo  to a othe  o l  e ui es platfo  
depe de t code cha ges.

Catal st  switches has take  this o e step fu the . The e ti e Catal st  
p oduct fa il  u s ot o l  the sa e soft a e elease e sio  but also uses the sa e 
bi a  soft a e i age. Custo e s do ot ha e to o  about a agi g ultiple 
bi a  les fo  diffe e t platfo s e.g. Catal st ,  a d  a d ca  
do load the si gle bi a  le fo  o e of the Catal st s a d u  it o  all the . This 
p o ides added alue a d sig i ca t si pli catio  fo  soft a e i age selectio , 
deplo e t, a d use.
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Cisco IOS XE Architecture

Cisco IOS XE is built o  top of Li u  OS. Va ious co po e ts of Cisco IOS XE 
u  as i di idual sub-p ocesses a d sha e a co o  i fo atio  database that 

sto es the ope atio al state of all the featu es i  a co siste t fo at. This 
odula  OS a chitectu e ot o l  p o ides ke  featu es such as p ocess esta tabilit  

a d patchi g but also e ables the use of Li u  Co tai e s o  Vi tual Machi es 
VMs  fo  hosti g Cisco a d thi d-pa t  applicatio s.

The Cisco IOS XE a chitectu e has th ee sig i ca t e ha ce e ts:

• IOS odula it ,

• Cisco IOS XE 
database,

• VMs a d co tai e s. 

Modula  OS

With Cisco IOS XE, the classic IOS code is di ided i to ultiple odules. The ajo it  of 
the base IOS code is hosted as a dae o  IOSd  hich is co p ised of t aditio al 
IOS featu es a d co po e ts such as s itchi g a d outi g p otocols.

IOSd is fu the  di ided i to ultiple IOS subs ste s, p o idi g the capabilit  to se ice
o e of the sub-s ste s ithout affecti g the e ai i g IOSd code. IOSd also p o ides
esilie c  i  case of i di idual subs ste  failu e as it is co pletel  seg e ted f o  the
e ai i g IOS code.

This pa ticula  OS odula izatio  helps ith updati g IOS b  appl i g soft a e
patches k o  as Soft a e Mai te a ce Upg ades, o  SMUs , ithout affecti g the
u i g s ste .

Cisco IOS XE 72



DIAGRAM  Cisco IOS XE

Cisco IOS XE Database

P e iousl , IOS sto ed all s itchi g a d outi g p otocol state a d elated fo a di g 
i fo atio  i  a dist ibuted a e . The p ocess state i fo atio  as sto ed i  a  
diffe e t pa ts of e o , i  diffe e t fo ats, aki g it o -opti al o  co su able 
outside the s itch.

The Cisco IOS XE a chitectu e decouples the data f o  the code. A e  featu e i  the 
OS is the IOS XE database that sto es the co gu atio  a d ope atio al state of the 
s ste . The sto ed data is i  a sta da dized fo at. Majo  be e ts of sto i g 
the state i fo atio  i  a ce t alized database i clude bei g able to sha e 
i fo atio  easil  bet ee  diffe e t co po e ts of IOS XE.

This sta da d IOS XE database akes s ste  data easie  to e p ess as data odels. IOS 
XE has a  i te face to co e t the database to co o  data odels such as YANG, a d 
p o ides ef cie t e po t usi g Model D i e  Tele et  MDT . MDT is e plai ed i  
g eate  detail i  Chapte   P og a abilit  a d Auto atio .

Cisco IOS XE 73



Co tai e s & VMs

Cisco IOS XE suppo ts LXC co tai e s a d VMs hosti g capabilit  o  the Catal st 
. Please efe  to Chapte   Applicatio  Hosti g.
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Cisco IOS XE Bene�ts

With the ode  e e -cha gi g soft a e-de ed e i o e t, it is i pe ati e that 
the OS soft a e fou datio  of Catal st  be ope , eas  to use, e ible, a d secu e. 
Cisco IOS XE is a  ope  a d odula  Ope ati g S ste  co o  ac oss ultiple 
e te p ise et o k p oducts a d b i gs a u be  of be e ts to custo e s. Cisco IOS 
XE's odula it , sta da d database, object-based odels, a d co tai e s p o ide ke  
capabilities that help et o k ad i ist ato s a d e gi ee s ith ope atio al 
tasks a d educe ope atio al costs.

Be e ts i clude a si gle soft a e i age ac oss Catal st  s itches, si plif i g 
et o k ad i ist atio  a d i p o i g soft a e lifec cle a age e t. This p o ides a 

co siste t fo at a d e pe ie ce, ith co siste t p o isio i g i te faces ac oss all 
de ices. A " u  a  featu e a he e" app oach ea s that featu es ca  be po ted e  

uickl  to othe  platfo s. Rece t e a ples of soft a e i po ted to Catal st platfo s 
i  a sho t a ou t of ti e a e MPLS, NAT, a d NBAR .

So e additio al ke  be e ts i clude Cisco IOS XE I stall ode, a e  WebUI, a d 
Cisco T ust o th  S ste s.

Cisco IOS XE I stall Mode co su es less e o  because the packages a e al ead  
e t acted f o  the .bi  le. With i stall ode, Catal st  s itches boot IOS faste  
co pa ed to bu dle ode. I stall ode is the eco e ded ode, a d ad a ced high 
a ailabilit  featu es such as ISSU, Patchi g, a d FSU a e o l  suppo ted ith i stall 

ode.

Cisco IOS XE WebUI as i t oduced to help custo e s a igate the de ice 
th ough a sta da d Web b o se . Use s ca  pe fo  si ple co gu atio s, 
t oubleshooti g, a d o ito i g high le els of CPU a d e o  utilizatio . Use s 
ca  also co gu e ad a ced featu e such as AVC to o ito  the a ious applicatio s.

Cisco built the Catal st  family of s itches to be t ust o th  to help p e e t 
attacks agai st a et o k. As a t ust o th  s ste , the Catal st  fa il  e i es 
the authe ticit  of the platfo , p e e ts alicious code e ecutio , establishes u -

Cisco IOS XE 75



ti e defe ses, a d secu es co u icatio . Fo  o e i fo atio , please efe  to
Chapte  .  T ust o th  S ste s.
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Overview

Buildi g et o ks a d et o k e uip e t ith high-a ailabilit  HA  is esse tial to 
e su i g busi ess co ti uit . Catal st  switches offe s se e al t aditio al 
tech i ues fo  achie i g HA a d e e  i t oduces so e e  o es. This sectio  e plo es 
these tech i ues:

• high-a ailabilit  o  the Catal st  - Stacki g, Po e , Fast Soft a e 
Upg ade;

• high-a ailabilit  o  the Catal st  - Chassis, Supe iso s, Po e , ISSU;

• high -a ailabilit  o  the Catal st  - Stack ise Vi tual, ISSU;

• G aceful I se tio  a d Re o al,

• Cisco IOS XE patchi g. 

 Catal st  switches utilizes t o HA tech i ues:

Stateful S itcho e

Stateful s itcho e  SSO  offe s i i al dis uptio  to La e   sessio s fo  edu da t 
de ice co gu atio . SSO eplicates fo a di g tables a d both the u i g a d sta t-
up co gu atio  bet ee  a  acti e a d a sta db  co po e t. I  the e e t that the 
acti e de ice fails, the s ste  i ediatel  s itches co t ol o e  to the sta db  de ice.

No -Stop Fo a di g

Usuall , he  a et o ki g de ice esta ts, all outi g pee s of that de ice detect that 
it e t do  a d the  ca e back up. This t a sitio  esults i  hat is called a outi g 

ap, hich could sp ead ac oss ultiple outi g do ai s. Routi g aps caused b  
esta ts c eate outi g i stabilities, hich a e det i e tal to the o e all et o k 

pe fo a ce. No -Stop Fo a di g NSF  helps to supp ess outi g aps i  SSO-
e abled de ices. NSF allo s fo  the fo a di g of data packets to co ti ue alo g k o
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outes hile the outi g p otocol i fo atio  is bei g esto ed follo i g a s itcho e .
With NSF, pee  et o ki g de ices do ot e pe ie ce outi g aps.

The sub-sectio s i  this chapte  e plai  ho  each s itch fa il  utilizes SSO a d NSF i
slightl  diffe e t a s fo  high-a ailabilit .
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High Availability on the Catalyst 9300

The Catal st  deli e s access la e  edu da c  ith featu es such as Stack ise-
, StackPo e  a d Fast Soft a e Upg ades FSU .

Catal st  S itch Stacks

The ed co gu atio  Cisco Catal st  se ies s itches i clude stacki g to e pa d
po t de sit , s itchi g capacit , a d e able edu da c  i  i i g closets. Mo eo e ,
stacki g deli e s ope atio al si plicit  b  co bi i g ultiple s itches togethe  to
fo  a si gle logical s itch.

Cisco IOS XE o  Catal st s suppo ts i ed stacki g bet ee  a   odels fo
up to eight e be s. The  a e ph sicall  co ected i  a i g ith special stacki g
cables co ected to the back of each s itch usi g thei  stacki g po ts.

Catal st  stacks deli e  dete i istic a d o -blocki g s itchi g pe fo a ce fo
up to  po ts. The s itchi g pe fo a ce deli e s ha d a e-accele ated, i teg ated

et o k se ices such as:

• PoE up to . W,

• PoE+ up to W,

• U i e sal PoE up to W,

• Qualit  of Se ice,

• Access co t ol lists,

• Fle ible Net o .

Note All s itches i  a stack ust u  the sa e e sio  of Cisco IOS XE a d lice si g.
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Stack ise-  A chitectu e

Catal st  s itches e able stacki g usi g a stack- i g fab ic k o  as Stack ise-
. Stack ise-  efe s to the total a ailable stack capacit :  Gbps. The fab ic

co sists of si  cou te - otati g i gs  Gbps/ i g , a d the s ste 's th oughput is a
fu ctio  of the agg egated th oughput of these i gs  Gbps . Th oughput doubles
b  e plo i g spatial euse o  the stack's i gs. Spatial euse is e abled b  desti atio
packet-st ippi g. No all , ithi  i g a chitectu es, packet st ippi g f o  the i g
happe s o  the sou ce s itch he e the packet o igi ated a d he  i g e be s a e
p ocessi g a packet, o othe  data a  be passed i to the i g. Spatial euse, ho e e ,
allo s ultiple o s to co-e ist. Spatial euse f ees a ailable ba d idth o  the i g as
the desti atio  s itch st ips the packet desti ed to itself allo i g i se tio  of
additio al packets o to the i g b  othe  stack e be s.

DIAGRAM  Stackwise-480 Architecture

Stack ise-  c eates a u i ed co t ol a d a age e t pla e b  electi g o e s itch
i  the stack as a  acti e s itch a d a othe  s itch as a hot-sta db . Re ai i g
s itches beco e stack e be s. The acti e s itch is espo sible fo  all La e   a d
La e   et o k co t ol p ocessi g a d fo  s ch o izi g all state i fo atio  ith the
hot-sta db . The acti e s itch u i es a age e t fo  the e ti e stack; ad i ist ato s
pe fo  all co gu atio  a d o ito i g ia the acti e s itch.

The fo a di g a chitectu e is desig ed to p o ide dist ibuted s itchi g ac oss all
e be  s itches i  the stack. Each s itch i  the stack opti izes data pla e
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pe fo a ce b  utilizi g its local ha d a e esou ces. This i cludes fo a di g tasks
a d et o k se ices such as QoS a d ACLs. Dist ibuti g stack p ocessi g deli e s

i e-speed pe fo a ce, i c eases o e all s ste  esou ce capacit , p e e ts
o e loadi g of the acti e s itch p ocesso  a d opti izes stack- i g ba d idth
capacit .

Stack ise-  SSO/NSF Suppo t

Catal st  s itches suppo t a ide a ge of La e   a d La e   stateful capabilities
to p o ide o -stop et o k co u icatio . The acti e s itch i  a stack s ch o izes
the p otocol state achi es, soft a e fo a di g tables, a d s ste  co gu atio  to
the stack's sta db  s itch. Suppo ted p otocols a e listed i  the table belo :

TABLE  Stackwise-480 Stateful Protocol Support

Layer HA-Aware Protocols

Layer 2 STP, VLAN, VTP, DTP, CDP, UDLD, SPAN and RSPAN, 802.1x, PAgP
and LACP, IGMP Snooping

Layer 3 – IPv4 ARP, EIGRP, OSPF, IS-IS, BGP, MPLS LDP

Layer 3 – IPv6 EIGRPv6, OSPFv3, IS-ISv3, BGPv6, ICMPv6

Services QoS, ACL, PBR, NetFlow, Port Security

StackPo e

Cisco StackPo e  agg egates all of the a ailable po e  ithi  a s itch stack i to o e
co o  po e  pool a d sha es po e  a o g stack e be s. Up to fou  s itches ca
be co gu ed i  a po e  stack. It e ui es the use of Cisco StackPo e  cables
co ected to a special po t o  the back of each s itch. Stack ise-  ust st be
e abled befo e StackPo e  a  be used. Thus, if the e is a  - e be  data stack, the
t o po e  stacks of fou  s itches each ca  be co gu ed to utilize the co plete -

e be  stack.
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Cisco StackPo e  educes the u be  of po e  supplies e ui ed pe  s itch stack a d
the u be  of outlets e ui ed i  the i i g closet. Additio al sa i gs acc ue f o

i i izi g e e g  asted due to i ef cie t po e -suppl  ope atio  at lo e  loads a d
f o  the eductio  i  cooli g ithi  a i i g closet. The tech olog  also eli i ates the

eed fo  e te al po e  shel es, thus f eei g up additio al space a d po e  outlets i
the i i g closet.

StackPo e  Ope atio al Modes

Cisco StackPo e  has t o odes of ope atio : sha ed a d edu da t.

I  sha i g ode, the default, all i put po e  is a ailable fo  use a he e i  the stack.
The total a ailable po e  is used fo  po e  budgeti g decisio s. If a po e  suppl  fails,
the  the e ai i g a ailable po e  f o  the budget is utilized a d the e is o i pact
o  eithe  the s ste  co po e ts o  the POE De ices. If the e is ot e ough po e  i
the budget the  POE de ices could be shut do , follo ed b  the s itches based o
the p io it . B  default, load sheddi g o de  is as follo s:

Lo  p io it  po ts,

High p io it  po ts,

S itches.

Po e  p io it  is co gu able. B  default, all po ts i  the s ste  a e co side ed lo
p io it .

I  edu da t ode, po e  f o  the la gest po e  suppl  is subt acted f o  the po e
budget. This educes the total a ailable po e , but it allo s backup po e  to be
a ailable i  the e e t of po e  suppl  failu e.
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DIAGRAM  Comparing Sharing and Redundant StackPower Modes

StackPo e  also ese es W i  case a e  s itch is added to the stack.

Cisco StackPo e  also allo s deplo e t of la ge  po e  pools b  usi g a Cisco
E pa dable Po e  S ste  XPS . This s ste  sha es po e  ith up to eight
s itches.

Fast Soft a e Upg ade

Du i g a egula  soft a e upg ade o  a Catal st  sta dalo e s itch o  stacked
s itch, use  t af c is dis upted u til the e  i age is full  loaded. This is due to the
co t ol pla e a d data pla e bei g eset si ulta eousl  hile the upg aded soft a e is
u de a .

The Fast Soft a e Upg ade FSU  featu e decouples updati g co t ol pla e a d data
pla e fu ctio s so that s ste  upg ades ha e less i pact. Via this p ocess, t af c
co ti ues to o  u i peded hile the s itch updates its co t ol pla e. The FSU
p ocess o l  i pacts fo a di g he  the data pla e is upg aded. FSU educes
upg ade do ti e b  al ost half he  co pa ed to the egula  upg ade p ocess.
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The FSU featu e is suppo ted o  both stacki g a d sta dalo e s ste s. Fu the , it ca
be used to a age s itch eloads as ell as soft a e upg ades.
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High Availability on the Catalyst 9400

The Cisco Catal st  Se ies p o ides se e al featu es to i i ize outages:

• Dual supe iso  stateful s itcho e  ith No -Stop Fo a di g,

• Supe iso  e gi e upli k edu da c ,

• I -Se ice Soft a e Upg ade,

• Po e  suppl  edu da c ,

• Po e  p io it .

Dual Supe iso  Stateful S itcho e  ith No -Stop Fo a di g

Supe iso  e gi e edu da c  is e abled b  default he  a seco d supe iso  odule
is i se ted i to the chassis. The edu da t supe iso  e gi e is auto aticall  s ced

ith the acti e supe iso 's u i g a d sta tup co gu atio . The s itch's cu e t
fo a di g state is also eplicated to the edu da t supe iso  a d is co ti uousl
updated. Stateful s itcho e  SSO  is t igge ed if the acti e supe iso  e gi e fails. If
No -Stop Fo a di g NSF  is co gu ed alo g ith SSO, the  outi g is ot i pacted
du i g the s itcho e ; othe ise, o l  La e   s itchi g is u affected.

Supe iso  E gi e Upli k Redu da c

DIAGRAM  Supervisor Uplink Port Groups
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Refe i g to the pictu e abo e, each supe iso  has   GE i te faces a d   GE
i te faces. I te faces -  a e  GE i te faces, a d po ts  a d  a e  GE i te faces.
The supe iso  fu the  co bi es these i te faces i to t o po t g oups: i te faces -
a d  belo g to the st po t g oup a d i te faces -  a d  belo g to the seco d.

Each po t g oup suppo ts a a i u  of  Gbps of t af c. The supe iso  p o ides
e ibilit  of usi g those  Gbps ith eithe    GE i te faces o    GE i te face.

The supe iso  is capable of suppo ti g i ed i te face t pes. The et o k
ad i ist ato  ca  choose to co ect the fou   GE i te faces i  o e po t g oup a d
also co ect the  GE i te face o  the othe  po t g oup.

DIAGRAM  Dual Supervisor Uplink Con�gurations

Whe  a Catal st  has dual-supe iso s i stalled, the s itch auto aticall  disables
the seco d po t g oup o  both supe iso s. Whe  the e is a supe iso  s itcho e , the
acti e upli k po ts o  the ebooti g supe iso  co ti ue to fo a d t af c ithout
i te uptio .
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DIAGRAM  Uplinks Stay Active During a Stateful Switchover

I -Se ice Soft a e Upg ade

I -Se ice Soft a e Upg ade ISSU  allo s custo e s to eli i ate pla ed outages fo
full featu e soft a e upg ades. It p o ides upg ade, do g ade a d ollback of the
Cisco IOS XE soft a e ithout i cu i g a  outage. ISSU tech olog  uses SSO a d NSF
as au ilia  featu es.

ISSU is a  ad i ist ati e p ocess i ple e ted th ough a set of e ec-le el CLI
co a ds issued i  a speci c o de .

ISSU P e e uisites

Befo e a  ISSU ca  be pe fo ed o  a Cisco Catal st  s itch, the follo i g ust
be e i ed:

• The s itch ust be usi g a edu da t supe iso  e gi e of the sa e odel.
• The acti e supe iso  ust ha e access to the e  Cisco IOS XE i age o  p e-

load it i to ash. 
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• NSF is ot e ui ed but is eco e ded if the s itch is u i g outi g
p otocols.

• The s ste  ust be u i g i  the i stall ode.

ISSU Process

The ISSU p ocess has fi e steps:

A  ad i ist ato  sta ts ISSU. The e  i age is e pa ded o  both the acti e
a d sta db  supe iso s.

The sta db  supe iso  eloads ith the e  i age.

The s itch pe fo s a  auto-s itcho e  to the sta db  supe iso , hich o
beco es the acti e supe iso . The  the othe  supe iso  eloads the e
i age, a d it t a sitio s i to the sta db  ole.

O ce the ISSU p ocess co pletes successfull , the upg ade is co itted. If
ot, the  the ISSU p ocess auto aticall  olls back to the p e ious i age.

At this poi t, ISSU is co pleted.

The diag a  belo  p o ides fu the  details o  ho  the ISSU p ocess o ks:

DIAGRAM  ISSU Process Details
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Note  Du i g supe iso  s itcho e , the e ill be a sub-seco d t af c
eco e ge ce.

Po e  Redu da c  Mode

The Cisco Catal st  Se ies -slot chassis has fou  po e  suppl  ba s a d the -slot
a d -slot odels ha e eight ba s. The po e  supplies ca  ope ate i  a co bi ed o
edu da t ode.

Co bi ed ode is the default. I  this ode, all po e  supplies a e acti e a d sha i g
the s ste 's load. If a po e  suppl  fails, the e ai i g po e  supplies pick up the load.

Redu da t ode suppo ts t o co gu atio s: N+  a d N+N. N+  p o ides p otectio
agai st a si gle po e  suppl  failu e. N+N p o ides p otectio  agai st ultiple suppl
failu es as ell as a po e  i put ci cuit failu e.

N+  Po e  Redu da c  Mode

This is a use -co gu ed ode hich allo s the use  to desig ate a  o e of the po e
supplies as a backup. The desig ated backup po e  suppl  e ai s i  a sta db  ode.
If a  o e of the acti e po e  supplies fail, the backup po e  suppl  is acti ated.

DIAGRAM  N+1 Power Redundancy Mode

N+N Po e  Redu da c  Mode

This is also a use -co gu ed ode. He e, a  ope ato  di ides the po e  supplies i to
t o g oups: acti e a d backup. The po e  supplies i  the acti e g oup sha e the s ste
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load a d the backup po e  supplies e ai  i  sta db  ode. The t o g oups ca  be
co ected to the sa e o  diffe e t i put ci cuits. If the p i a  i put sou ce fails, o
a  o e of the acti e po e  supplies fails, all backup po e  supplies a e acti ated.

DIAGRAM  N+N Power Redundancy Mode

Po e  P io it

The Catal st  se ies suppo ts po e  p io it  fo  li e ca d slots. If the s ste
e ui es o e po e  tha  the a ailable s ste  po e , due to additio al PoE d a  o

sudde  failu es, the s ste  begi s sheddi g po e . Supe iso s a d fa  t a  al a s
ha e the highest p io it , a d this ca ot be odi ed. B  default, the s itch tu s off
li e ca ds sta ti g ith the botto  slots a d the  o ks its a  up to the top. Each li e
ca d's po e  p io it , ho e e , ca  be i di iduall  co gu ed.
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Stackwise Virtual

The Cisco Catal st  se ies Stack ise Vi tual featu e allo s the e gi g of t o
ph sical s itches togethe  i to a si gle, logical s itch. The t o s itches ope ate as
o e; the  sha e the sa e co gu atio  a d fo a di g state. This is a alogous to the
i tual s itch s ste  VSS  featu e i  the p e ious ge e atio  of the Catal st s itchi g

li e.

Note  Both Catal st  s itches eed to use ide tical ha d a e, soft a e a d
lice se le el fo  Stack ise Vi tual to o k.

Stack ise Vi tual g eatl  si pli es the desig  of a ca pus et o k. It e ables the
c eatio  of a loop-f ee topolog  because the t o s itches ope ate as o e. Thus, the
spa i g t ee do ai  t eats a Stack ise Vi tual pai  as o e b idge ode i stead of t o.

Stack ise Vi tual also i co po ates high-a ailabilit  featu es such as stateful
s itcho e , o -stop fo a di g a d I -Se ice Soft a e Upg ade, hich p o ides
De ice-Le el Redu da c  a d eli i ates the eed fo  La e   Redu da c  P otocols
such as HSRP a d VRRP. It also suppo ts MultiChassis Ethe Cha el MEC , hich
p o ides both li k edu da c  a d i c eased ba d idth.

DIAGRAM  Bene�ts of transitioning from Traditional Architecture to Stackwise Virtual
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Stack ise Vi tual A chitectu e

Withi  a Stack ise Vi tual pai , o e de ice is desig ated as the acti e i tual s itch; the
othe , the sta db  i tual s itch. The acti e i tual s itch a ages all co t ol pla e
fu ctio s a d dist ibutes the s ste 's cu e t state to its sta db  pee :

• Ma age e t e.g. u i g co g, sta tup co g, SNMP, Tel et, SSH ;

• La e   P otocols e.g. BPDU, LACP ;

• La e   P otocols e.g. EIGRP, OSPF, BGP, LDP .

DIAGRAM  A Stackwise Virtual Domain

F o  the data pla e o  t af c fo a di g pe specti e, both s itches i  a Stack ise
Vi tual pai  acti el  fo a d t af c. The  each pe fo  local fo a di g decisio s a d,

he  ecessa , fo a d t af c to eighbo i g s itches ia L /L  MEC o  th ough
La e   e ual cost ulti-pathi g ECMP .

Stack ise Vi tual Co po e ts

Stack ise Vi tual is fo ed b  le e agi g the follo i g co po e ts:

Stack ise Vi tual Li k,

Dual-Acti e Detectio  li k,

MultiChassis Ethe Cha el.
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Stack ise Vi tual Li k

The Stack ise Vi tual Li k SVL  is a ital pa t of fo i g a Stack ise Vi tual do ai . It
p o ides the sig alli g path used fo  s ch o izi g the t o s itch co t ol pla es, a d
it se es as the data path fo  a  use  data t af c hich eeds to pass bet ee  the t o
s itches. The SVL is a  Ethe Cha el a d ca  be co gu ed usi g a  / G
i te faces. Stack ise Vi tual suppo ts up to eight i te faces to fo  a  SVL. Cisco
eco e ds usi g o e tha  o e li k i  a  SVL fo  edu da c  bet ee  the t o

s itches a d to i c ease c oss-s itch ba d idth i  the e e t that a  upli k o
do li k fails o  o e of the pee s.

Dual-Acti e Detectio

If the SVL li k fails fo  so e easo , the co u icatio  is b oke  bet ee  the
Stack ise Vi tual pai . This could cause a dual-acti e sce a io i  hich both s itches
assu e the acti e ole thus causi g ad e se effects to both fo a di g a d et o k
topolog . To a oid a dual-acti e sce a io, Cisco eco e ds co gu i g Dual-Acti e
Detectio  DAD . DAD detects the dual-acti e sce a io a d the  disables po ts o  o e
s itch to p e e t blackholi g t af c. This sa e s itch is ebooted to esol e the dual-
acti e state. Dual-Acti e Detectio  ca  be deplo ed usi g eithe  a dedicated li k o  a
/ / G i te faces o  it a  be co gu ed usi g ePAgP. Up to fou  i te faces a  be

used fo  a DAD li k, a d it is eco e ded to ha e o e tha  o e fo  edu da c
pu poses.

Note  The a age e t i te face a  ot be used fo  DAD.

MultiChassis Ethe Cha el

MultiChassis Ethe Cha el MEC  si pli es the co ectio  bet ee  Stack ise Vi tual
s itches a d eighbo i g s itches b  allo i g dual-ho ed co ectio s to be
co gu ed as Ethe Cha el li ks as opposed to i di idual li ks. MEC p o ides eithe
La e   o  La e   ultipathi g esulti g i  i c eased ba d idth a d ph sical li k
edu da c . Stack ise Vi tual suppo ts  MECs a d it ca  be co gu ed usi g ode

"ON", LACP, o  PAgP.
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DIAGRAM  The Stackwise Virtual Components

Stack ise Vi tual High-A ailabilit

I  the e e t of a failu e o  the acti e Stack ise Vi tual s itch, the sta db  s itch
i ediatel  beco es acti e a d co ti ues fo a di g t af c. Stack ise Vi tual
le e ages NSF a d SSO to achie e a s itcho e  ithi  sub-seco ds.

Note  NSF should be e abled e plicitl  fo  the outi g p otocols

Stack ise Vi tual I -Se ice Soft a e Upg ades

Stack ise Vi tual suppo ts I -Se ice Soft a e Upg ades. ISSU helps et o k 
ad i ist ato s a oid a et o k outage he  pe fo i g a Cisco IOS XE soft a e 
upg ade o  a Stack ise Vi tual pai . ISSU suppo ts upg ades, do g ades, a d ollbacks.
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ISSU P e- e uisites

Befo e a  ISSU ca  be pe fo ed o  a Catal st  Stack ise Vi tual s itch, the
follo i g ust be e i ed:

• The acti e s itch ust ha e access to the e  Cisco IOS XE i age o  p e-load 
it i to ash.

• The s itch ust be u i g i  i stall ode.

• NSF should be e abled. 

ISSU P ocess

The ISSU p ocess has e steps:

A  ad i ist ato  sta ts ISSU. The e  i age is e pa ded o  both the acti e
a d sta db  s itches.

The sta db  s itch eloads ith the e  i age.

The sta db  s itch beco es the e  acti e s itch ith Auto-s itcho e . The
the othe  s itch loads the e  i age, a d it t a sitio s i to the sta db  ole.

O ce the ISSU p ocess co pletes successfull , it co its the upg ade. If ot,
the  the ISSU p ocess auto aticall  olls back to the p e ious i age.

At this poi t, ISSU is co pleted.

The diag a  belo  p o ides fu the  details o  ho  the ISSU p ocess o ks.
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DIAGRAM  The ISSU Process

Note  Du i g the s itcho e , the e ill be a sub-seco d t affic co e ge ce
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Graceful Insertion and Removal

O ce a s itch is fo a di g t af c, the e is o si ple a  to e o e it f o  the
et o k ithout i pacti g its acti e o s. This p ese ts a p oble  to ad i ist ato s
ho eed to pe fo  ai te a ce such as ha d a e eplace e t, soft a e upg ades,

a d t oubleshooti g. G aceful I se tio  a d Re o al GIR , sol es this p oble . GIR
le e ages edu da t paths a d e isti g outi g p otocols to g acefull  isolate a de ice

ithout i pacti g acti e o s. Co e sel , GIR also g acefull  ei se ts the de ice
back i to se ice he  the o k is co plete.

Esse tiall , GIR allo s the et o k ad i ist ato  to easil  a ipulate the outi g a d
st-hop gate a  et ics of a et o k de ice that is about to u de go ai te a ce to
ake it a e  u att acti e path. It does this b  i ati g et ics o  se di g essages to

i dicate to pee s that this de ice is o lo ge  the best path fo  t af c. O ce t af c
o es a a  f o  the de ice, ai te a ce actio s ca  be u de take . O ce the
ai te a ce is co plete, etu i g these et ics to thei  fo e  alues the  s oothl

esto es o al t af c o . Belo  is the sa ple outed access topolog  he e S  is put
i to ai te a ce ode a d all the t af c is di e ted g acefull  to the edu da t path:

DIAGRAM  Graceful Insertion and Removal in Action
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Note  GIR is i te ded fo  use i  the co e a d dist ibutio  la e s.

GIR offe s a t o-step co a d st uctu e to hat ould othe ise e ui e a ulti-
step, a ual a d isk  p ocess to achie e the sa e esults. The GIR co a d
st uctu e is si ple. The start maintenance co a d e o es a s itch f o
ope atio  a d the stop maintenance co a d etu s it to se ice.

GIR uses t o p o les, ai te a ce- ode p o le a d o al- ode p o le, to a age
e o al a d i se tio , especti el . The ai te a ce- ode p o le co tai s all the

co a ds that a e e ecuted to o e a s itch i to ai te a ce ode. The o al-
ode p o le, o  the othe  ha d, houses all the CLI co a ds to ei se t the s itch

i to the et o k.

The follo i g p otocols a e cu e tl  suppo ted b  GIR fo  both IP  a d IP :

TABLE  GIR Protocols and Removal and Insertion Methods

Protocol Graceful Removal Graceful Insertion

ISIS Refresh LSPs with Overload bit = 1 Refresh LSPs with Overload bit = 0

OSPF Send LSAs with max metric Refresh LSAs with original metric

HSRP Advertise the resign message Advertise the Hello Message

VRRP Advertise Priority 0 Restore the original priority

Catal st  s itches also p o ide the e ibilit  to de e custo  ai te a ce
p o les i  o de  to set site-speci c ethods fo  pe fo i g e o al o  i se tio . Fo
e a ple, if the de ice has VRRP o  HSRP co gu ed, b  default the GIR ai te a ce
shuts do  the La e   po ts co ecti g to the access la e  hile cha gi g the
acti e/sta db  oles. With a custo ized te plate, ho e e , a use  ca  de e the
isolatio  of just the HSRP/VRRP a d ot shut do  the La e   po ts.

Catal st  se ies s itches also p o ide s ste -ge e ated s apshots to eco d the
state of a s itch befo e a d afte  ai te a ce. S apshots a e useful fo  e if i g that a
s itch is ope ati g co ectl  he  it etu s to se ice.
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Patching Cisco IOS XE

Soft a e defects happe . It is a  u pleasa t t uth. Whe  a s itch e cou te s a  
ope ati g s ste  defect, it affects the et o k's beha io  a d, co se ue tl , the 
busi ess ope atio s. Fi i g a defect ca  be just as dau ti g as e cou te i g the . 
Ofte , e isti g code ust be e uali ed to e su e the p oble  is t ul  esol ed as ell 
as to p o e that the e  code does ot i t oduce e  issues. I  additio , dist ibuti g 

e  soft a e ac oss a et o k i f ast uctu e, a d appl i g it, ge e all  esults i  
eedi g to coo di ate s ste  do ti e.

Cisco IOS XE i t oduces patchi g to sol e this p oble . Bei g a odula  ope ati g 
s ste , Cisco IOS XE allo s poi t es ithi  the soft a e ithout ha i g to 
upg ade the e ti e i age. This ea s bugs a d secu it  ul e abilities ca  be 
esol ed ithout ha i g to e ualif  a  e ti el  e  i age a d pote tiall  ithout 

ha i g to eset a s itch a d i cu  do ti e.

Patchi g is also efe ed to as Soft a e Mai te a ce Upg ade SMU . The diag a  
belo  sho s the o k o . Whe  appl i g a SMU, a  ad i ist ato  st uploads the 
patch o to the s itch. The , the patch is acti ated so that the s itch u de sta ds a 

e  patch is a ailable. Acti ati g the patch applies it. At this poi t, the patch is acti e, 
but if ecessa , a  ad i ist ato  ca  ollback b  deacti ati g it a d the  e o e it to 
delete the SMU f o  local sto age. If ho e e , the  is acceptable, the ad i ist ato  
the  co its the patch, hich akes it pe siste t ac oss s ste  eloads.
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DIAGRAM  Sofware Maintenance Upgrade Work�ow

T o t pes of patchi g a e a ailable: cold a d hot. Applicatio  of a cold patch e ui es
eloadi g the s itch i  o de  to  the issue. Hot patches, ho e e , do ot e ui e a

s ste  eload. I stead, the s itch o l  eeds to esta t the p ocess bei g patched.

SMU patches ca  be deplo ed ia ultiple ethods. The s itch co a d li e i te face
ca  be utilized o  a s itch-b -s itch basis b  a  ad i ist ato . Fo  dist ibuti g
patches ac oss a la ge i f ast uctu e, Cisco eco e ds usi g sc ipts that le e age the
Catal st  APIs o  Cisco DNA Ce te  a d this i cludes a soft a e i age

a age e t utilit .
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Security and Identity



Overview

This sectio  focuses solel  o  the e  secu it  fu ctio alit  u i ue to the Catal st
 platfo s. Secu it  featu es f o  p io  Catal st s itchi g fa ilies ha e bee

ca ied fo a d i to Catal st  platfo s.
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Encrypted Tra�c Analytics

The apid ise of e c pted t af c is cha gi g the th eat la dscape. Fo  e a ple
bet ee   a d , e c pted t af c ea l  doubled, g o i g f o  % to %. B

, Ga t e  p edicts that % of all eb t af c ill be e c pted. The bad gu s k o
this, a d the  a e usi g it to thei  ad a tage b  aki g use of e c ptio  to e ade
detectio  a d hide ale ole t acti it .

Befo e the i t oductio  of the Catal st  se ies, detecti g attacks that hide i side
e c pted sessio s e ui ed u ield  a d e pe si e easu es. I  sho t, it ea t
i stalli g dec ptio  ha d a e i  the iddle of e c pted o s. Such s ste s ca
hi de  a use 's e pe ie ce b  i t oduci g u ecessa  late c , a d the tech i ue
e poses a co pa  to additio al legal obligatio s a d p i ac  issues.

Cisco sol es this p oble  b  deli e i g E c pted T af c A al tics ETA  o  Catal st
 s itches. ETA ide ti es al a e co u icatio s i  e c pted t af c ia passi e

o ito i g: o e t a e uip e t is e ui ed a d u atu al t af c edi ectio  eed ot
be pe fo ed. ETA achie es this ith the e t actio  of ele a t data ele e ts a d b
e plo i g achi e lea i g tech i ues that i clude cloud-based, global secu it  data.

ETA sta ts f o  a t ied-a d-t ue o ito i g tech olog : Fle ible NetFlo  FNF . FNF
u s locall  o  a Catal st  s itch a d t acks e e  co e satio , o  o , that

passes th ough it. It collects a a ge of i fo atio  about these e cha ges i  a o
eco d. Co o  eco d alues i clude sou ce a d desti atio  add esses, po ts, a d

b te cou ts.

ETA i t oduces e  o  etadata to help it ide tif  alicious acti it  hidi g ithi  a
e c pted o . These a e the I itial Data Packet IDP  a d the Se ue ce of Packet
Le gth a d Ti es SPLT .
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I itial Data Packet

I itial data packets IDP  a e the st packets bet ee  t o hosts. I  the case of ETA,
the  occu  du i g the ha dshake used to set up a secu e sessio . E e  fo  a  e c pted
sessio , the i itial t a spo t la e  secu it  TLS  e cha ge bet ee  t o e dpoi ts is
passed i  clea  te t. The ETA p ocess ca  see the TLS ha dshake a d epo t hat it
lea s, such as hich TLS e sio  is bei g used o  hich applicatio  is ca i g the
e c pted sessio . This ca  be e  helpful i fo atio  he  pe fo i g a secu it
audit.

Se ue ce of Packet Le gths a d Ti es

The se ue ce of packet le gths a d ti es SPLT  is the le gth a d i te a i al ti e
bet ee  packets i  a o . Le gth is easu ed i  b tes a d i te a i al ti e i

illiseco ds. The SPLT p o ides ETA isibilit  be o d the st packets of a  e c pted
o . ETA atches each o 's SPLT easu e e ts agai st k o  alicious beha io  i

o de  to ide tif  a  attack. Fo  e a ple, co side  the pictu e belo .

DIAGRAM  Comparison of SPLTs Between Normal and Malicious Behavior

The t o g aphs sho  co pa e SPLT easu e e ts bet ee  a co o  b o se
sea ch o  Google a d a Bestafe a attack. Bestafe a is al a e that acts as a t oja
ho se o  Wi do s achi es. I  both e a ples, the sou ce s c  is a use 's PC. I  the
Google sea ch e a ple, the desti atio  dst  is o e of Google's sea ch e gi es, a d o
the ight, it is a bad gu 's achi e. The li e bet ee  each sou ce a d desti atio  pai
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ep ese ts ti e. The e tical li es abo e the ti eli e sho  the a ou t of data se t
f o  the use  to eithe  Google o  the hacke , a d belo  the ti eli e is the a ou t of
data do loaded to the use 's PC.

The SPLT t ace i  the Google page sea ch tells the sto  of a use  b o si g to the site.
The use  the  t pes i  a sea ch te  hich t igge s Google's autoco plete fu ctio .
Upo  selecti g the desi ed sea ch st i g, the page eloads ith the sea ch's esults. The
Bestafe a g aph, b  co pa iso , sho s so ethi g uch diffe e t. He e, hile u i g
o  the use 's achi e, the Bestafe a p og a  eaches out to its co a d a d co t ol
se e  a d do loads a digital ce ti cate. With the ce ti cate i  ha d, the al a e
ope s a  e c pted cha el a d e lt ates se siti e data f o  its icti . It the  sits
idle a d pe iodicall  checks-i  o e  a co a d a d co t ol C  cha el fo  fu the
i st uctio s.

Cisco Cog iti e A al tics

ETA i teg ates ith Cisco Stealth atch a d Cisco's Cog iti e A al tics, a cloud-based
se ice, to appl  achi e lea i g i tellige ce to ETA's etadata. Cog iti e p ocesses
IDP a d SPLT o  data as p e iousl  desc ibed a d the  it co pa es the esults to
Cisco's Th eat I tellige ce Map. The th eat i tellige ce ap feeds Cog iti e A al tics'
e gi e ith secu it  data collected o ld ide b  Cisco Talos, Cisco's secu it  esea ch
di isio . Cog iti e uses the data to odel  diffe e t featu es ac oss  illio
k o  o  isk  e dpoi ts o  the I te et. The al esult is a o e accu ate
assess e t of a pa ticula  o  as be ig  o  alicious.

C ptog aphic Co plia ce

ETA also ide ti es the e c ptio  capabilities used b  e e  et o k co e satio . It
epo ts o  the diffe e t c ptog aphic pa a ete s i  use such as the TLS e sio , ke

e cha ge tech i ue, a d the authe ticatio  algo ith  used. This allo s a secu it
audito  to get a clea  pictu e of hich c ptog aphic algo ith s a d pa a ete s a e i
use o  the et o k to e if  o ga izatio al e c ptio  policies.
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ETA o  a Catal st  S itch

Catal st  s itches a e the ideal platfo s fo  suppo ti g ETA because the  collect
full e ible NetFlo  i fo atio . The collectio  is pe fo ed i  ha d a e di ectl  i
the UADP ASIC ithout a  et o k pe fo a ce deg adatio . Additio all , Catal st

 s itches le e age thei  o -boa d  ulti-co e CPU to deal ith the additio al
o e head eeded fo  collecti g IDP a d SPLT data.
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Trustworthy Systems

The e a e attacks agai st the et o k i f ast uctu e. Net o ki g e uip e t ca  eithe
be hijacked th ough the i stallatio  of u autho ized soft a e o  b  e ploiti g
de cie cies i  the u i g ope ati g s ste . E e  o se, a cou te feit de ice
co st ucted fo  eas  i lt atio  b  a hacke  could u k o i gl  be i stalled b  a
ad i ist ato . Whe  these e e ts happe , the et o k ode beco es a poi t he e a
ad e sa  ca  i te cept p i ate co u icatio s, e lt ate se siti e data, a d lau ch
othe  attacks agai st hosts, se e s, o  the et o k itself. To help p e e t attacks
agai st a et o k, Cisco built the Catal st  se ies of s itches to be t ust o th .

Cisco T ust A cho

All Catal st  s itches e plo  a local Cisco T ust A cho  CTA . The CTA is a
speciall -desig ed, ta pe - esista t chip used to po e  a de ice's built-i  p otectio s.
If this chip is e o ed, the s itch ill ot ope ate. The CTA p o ides a fe
tech ologies that d i e o -bo  secu it .

Ra do  Nu be  Ge e ato

Ra do  u be  ge e ato s RNG  a e fu da e tal to e c ptio . The CTA e plo s a
NIST-co plia t NIST SP - A a d B ce ti able  a do  u be  ge e ato  that
e t acts e t op  f o  a t ue a do  sou ce f o  ithi  the chip itself.

Secu e U i ue De ice Ide tifie

The s itch has a secu e u i ue de ice ide ti e  SUDI , a  X.  ce ti cate. It is
ge e ated a d i stalled du i g a ufactu i g a d it is chai ed to a publicl  ide ti able
oot ce ti cate autho it . The SUDI's elds co tai  the s itch's p oduct ide ti e  a d

its se ial u be . I cludi g these t o elds u i uel  bi ds the SUDI to the s itch so
that the de ice ca  be e i ed to be authe tic Cisco ha d a e.
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The CTA sto es the SUDI ce ti cate, its associated ke  pai , a d its e ti e ce ti cate
chai . Fu the o e, each SUDI public-p i ate ke  pai  is c ptog aphicall  bou d to a
speci c CTA chip. That p i ate ke  is e e  e po ted.

Secu e Sto age

A Catal st 's CTA additio all  p o ides a highl  secu e, o -chip sto age a ea.
Co o  ite s placed he e i clude e c ptio  ke s, pass o ds, LSC a d LDe ID.

Cisco T ust A cho  Tech ologies

B  buildi g upo  the CTA's co e co po e ts, the Catal st  se ies p o ides
ha d a e authe ticatio , OS i teg it  a d a secu e boot p ocess.

Authe tic Ha d a e Check

E e  et o k odule o  supe iso  has its o  CTA fo  ha d a e authe ticit . Whe
a odule is i se ted, a special lib a  is used to ead the odule's local CTA a d e if
its authe ticit . Usi g this akes it i possible to i stall cou te feit odules i to a
s itch.

I age I teg it

P o idi g i age i teg it  ea s a use  ca  be assu ed that the code the  a e about to
u  has ot bee  odi ed. It is a c itical step i  establishi g t ust i  a soft a e

e ecutable. The i teg it  p ocess i ol es c eati g a u i ue digital sig atu e fo  the
e ecutable ith a hashi g algo ith . If the i teg it  check succeeds, the  the code is
alid a d ca  be t usted.

Secu e Boot

Catal st  s itches follo  a secu e boot p ocess. It begi s b  st establishi g a
oot of t ust, a secu e sta ti g poi t. The CTA is the oot of t ust a d is used as the

basis to establish a t usted chai  of alid soft a e du i g the boot c cle.
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Ru -Ti e Defe ses

With a t usted ope ati g s ste  loaded, p otecti g the a e hile it u s is the last 
step i  setti g the s itch's t ust o thi ess. Ru ti e defe ses fo  the Cisco IOS XE ha e 
bee  e te ded i  a u be  of a s:

Add ess space la out a do izatio  ASLR  tech olog  has bee  added to a do ize 
the locatio s i  e o  he e diffe e t code o  data a e loaded. That disables the 
attacki g p og a 's abilit  to k o  he e to ju p to i ject code o  to steal sec ets.

Whe  buildi g the Cisco IOS XE code, Cisco used the Safe C Lib a . Cisco 
soft a e e gi ee s le e aged so e of the follo i g featu es f o  this alte ati e to 
libc:

• Bou ds-checki g e o  a d st i g fu ctio s as ell as object size checki g.

• E t a co pile ti e a i gs to stop de elope s f o  i jecti g secu it  isks.

• I se tio  of u ti e checks that detect buffe  a d i tege  o e o s.

• Ad a ced ke el p otectio  easu es.
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MACsec

Wh  as MACsec de eloped?

A  i di idual ith a  i te tio  to ha  the et o k could add a tap o  La e   / 
de ice bet ee  t o di ectl  co ected et o k de ices, a d the et o k
ad i ist ato  ight just see a li k disco ect a d eco ect - but ight ot e e  d
the added de ice. The i t ude  ould o  be able to liste  to the e ti e data that is
se t o e  the li k a d use this data fo  a  ha ful pu pose. To p e e t a  possible
i t usio  o  li ks, Media Access Co t ol Secu it  MACsec  as de eloped. MACsec
p o ides alue b  gi i g p otectio  agai st:

• de ial of se ice attacks,

• a  i  the iddle,

• passi e i etappi g,

• pla back attacks,

• as ue adi g.

DIAGRAM  Intruder Steals Data on Wire

MACsec, hich is i ple e ted i  Catal st  s itches, is full  co plia t ith IEEE
. AE a d . X-  sta da ds a d ope ates at La e   i  the OSI stack. La e  

deplo e t as used as it i ol es al ost e e  packet that is t a s itted o  the li k
ithout co p o isi g et o k pe fo a ce.
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To establish a MACsec sessio  bet ee  t o di ectl  co ected La e   pee s,
egotiatio  of ke s eeds to happe . The e a e t o Sessio  Ke  E cha ge p otocols

that ca  fo  the sessio  - MACsec Ke  Ag ee e t MKA  a d Secu it  Associatio
P otocol SAP .

Toda , MACsec is e abled bet ee  s itch-to-s itch, use  o  se e  host to s itches,
o  oute  to s itches, to e su e data is p otected.

Topologies

Host to S itch - usuall  these a e f o t pa el po ts.

A host is e ui ed to u  Cisco A co ect Clie t to do soft a e
E c ptio /Dec ptio  o  the host. Toda  A co ect suppo ts up to AES  Bit
e c ptio .

DIAGRAM  Host to Switch MACsec

Host to S itch Topolog :

• does ot suppo t a ual Ke  E cha ge.

• suppo ts Dot X ke  e cha ge ACS/ISE is e ui ed a d p o ides la ge scale .

• suppo ts pe -use  Authe ticatio /E c ptio .

S itch to S itch -usuall  uses the et o k odule upli k po ts o  Supe iso  upli ks
i  Catal st  chassis
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DIAGRAM  Switch to Switch MACsec

S itch to S itch Topolog :

• suppo ts a ual Ke  E cha ge co g.

• does ot suppo t Dot X ke  e cha ge ia RADIUS.

• suppo ts EAP-TLS fo  MKA he e dot  supplica t is e abled o  e e  s itch
a d .  ce ti cates a e used i stead of sha ed ke s. 

Suppo ted Platfo s

MACsec e ui es ha d a e suppo t o  the s itches to p ocess e c ptio /dec ptio
at li e ate. The Catal st  fa il  has a  i teg ated block i  the UADP ASIC hich
does li e ate MACsec e c ptio  a d dec ptio  at a  speed.
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TABLE  MACsec Support per Platform

MACSec Cat 9300 Cat 9400 Cat 9500

Switch to Switch

128 Bits SAP Line rate HW ready Line rate

128 Bits MKA Line rate HW ready Line rate

256 Bits MKA Line rate HW ready Line rate

Host to Switch
128 Bits MKA Line rate HW ready Line rate

256 Bits MKA HW ready HW ready HW ready

The easo  MACsec suppo t eeds to ha e ha d a e suppo t co es f o  the e
packet f a e fo at hich is used to establish the MACsec sessio . MACsec uses a e
Ethe t pe e  to diffe e tiate these packets.

DIAGRAM  MACsec Frame Format

• Authe ticatio  – uses o l  AE Heade   b tes.

• E c ptio  – uses AE Heade  a d ICV  +  b tes.

• No i pact to IP MTU/f ag e tatio .

• All the elds afte  the desti atio  a d sou ce MAC a e e c pted, hich i cludes
MPLS o  dot Q tags.
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• The e is o i pact o  dot Q Cos o  MPLS EXP Ma ki g as the  a e used afte
dec ptio  a d p io  to e c ptio .

• The Li e Rate calculatio  eeds to e clude the added O e head Heade  elds fo
packets. The Bit ate fo  po t is ot cha ged as it does ot depe d o  the packet
size.

• "i e  shi  heade " is  b tes a d is a co sta t.

• Li e Rate pe  Po t = packet size + i e  shi  heade  / packet size + i e  shi
heade  + o e head.

• Li e ate i  case of Authe ticatio  a d packet  b tes:  +  b tes /
 +  +  b tes = % of the ba d idth.

• Li e ate i  case of E c ptio  a d packet  b tes:  +  b tes /  +
 +  b tes = % of the ba d idth.

Secu it  a d Ide tit 115



QoS and Queuing



Overview

What is Co gestio ?

Co gestio  is a situatio  he e the desti atio  po t is u able to fo a d packets, a d
as a esult, so e packets bei g se t a e d opped o  dela ed o e tha  e pected.

Wh  Do We Ca e about Co gestio ?

At ti es of co gestio , packets a  be d opped if the ha d a e buffe s a e u able to
ha dle additio al i co i g packets. Whe  packets a e d opped, clie t applicatio s

ust et a s it. With a  applicatio  et a s issio s, et o k pe fo a ce a
actuall  dec ease, because the et a s issio s ill also e pe ie ce co gestio , a d the
p ocess co ti ues u til the co gestio  is esol ed.

Si pl  addi g o e ha d a e buffe s ill ot ecessa il  alle iate co gestio  p oble s
si ce late c -se siti e t af c eeds to be fo a ded to its desti atio  as uickl  as
possible.

QoS a d Co gestio  Ma age e t i  the Catal st 

Catal st  s itches use a odula  QoS CLI MQC  odel to co gu e police s,
shape s a d t af c e a ki g.

Modula  QoS Model

Catal st  s itches use the MQC odel because of follo i g alues:

• deli e s a co siste t QoS co gu atio  odel.

• based o  policies, classes a d t pes.
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• suppo ts t o-le el hie a chical policies.

• t af c ca  be classi ed b  class, ueue, po t o  VLAN.

• suppo ts class-based polici g a d shapi g

Fo  o e i fo atio  o  Cisco MQCMQCMQC o  Catal st , please efe  to Cisco.co .

QoS Ma ki g

The e a e th ee sta da d t pes of QoS a ki g, depe di g o  the t pe of p otocol:

• L  COS/Use  P io it  –  bits f o  - .

• MPLS EXP –  bits f o  - .

• L  DSCP, ToS fo  IP  T af c Class fo  IP  –  bits  to .

Fo  o e i fo atio  o  QoS arki gQoS arki gQoS arki g, please efe  to Cisco.co .
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Bu�ers and Queues

The UADP ASIC p o ides a sha ed PBC buffe  e o . The UADP .  co es each use
sepa ate o  split buffe  e o  a d a  i te al data path fo  packets bet ee  co es.
The UADP .  suppo ts a e  u i ed packet buffe  bet ee  its t o co es fo  faste

e o  access a d to i c ease bu st abso ptio  si ce a si gle packet buffe  is a ailable
to all po ts o  the ASIC.

TABLE  Bu�er Scale Information

UADP 2.0 UADP 2.0 XL UADP 3.0

Bu�er MB per Core 8 16 36

Bu�er MB per ASIC 16 32 36

Ha d a e Buffe  Allocatio

T aditio all , ha d a e buffe s a e staticall  allocated fo  each ueue; ho e e , this ca
lead to i suf cie t buffe s fo  all ueues i  the e e t of bu sti g. To e ed  this, the
Catal st  platfo s use D a ic Th eshold Scali g DTS .

The ha d a e buffe  is split i to ultiple seg e ts:

• I g ess buffe s %  a e used fo  packets scheduled to a ds the stack a d ASIC
i te faces.

• Eg ess stack buffe s %  a e used to ecei e t af c f o  the stack po ts.

- The buffe  is sized to acco odate up to eight stack e be s.
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• Eg ess po t buffe s %  a e the la gest buffe s a d a e used fo  the po t ueue
st uctu es.

- These buffe s ca  be sha ed bet ee  diffe e t ueues a d po ts usi g DTS.

DTS Shared Pools

DTS c eates a sha ed, d a ic pool of u used buffe s. Buffe s f o  the sha ed pool ca
be d a icall  assig ed to a  po t that eeds o e buffe  space due to bu sti g o
co gestio .

DIAGRAM  DTS Shared Pools

DTS p o ides the follo i g:

• Pe -po t buffe s a e split i to dedicated ha d  a d sha ed soft  catego ies:

- Sha ed buffe s a e good fo  abso bi g packet bu sts.

- Dedicated buffe s a e good fo  p edictable pe fo a ce.
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• Dedicated buffe s a e used st, follo ed b  the sha ed buffe s:

- D a ic Th eshold Algo ith  DTA  is used to a age the sha ed buffe s.

• The assig e t of buffe  sizes is e ible ac oss dedicated a d sha ed :

- The e is a co gu able dedicated th eshold pe  po t/ ueue.

- The e is a co gu able global a i u  sha ed th eshold.

- The sha ed pool is auto aticall  adjusted b  the DTS algo ith .

DTS Para eters

The pa a ete s used to tu e DTS a e:

• SoftMi  - Mi i u  sha ed buffe  space gi e  pe  po t.

• SoftMa  - Ma i u  sha ed buffe  that a po t ca  co su e f o  the sha ed pool.

• Po t Soft Sta t - Ti e he  the SoftMa  sta ts to dec ease.

• Po t Soft E d - Ti e he  the SoftMi  a d SoftMa  a e e ual.

DIAGRAM  DTS Parameters in Use

Fo  o e i fo atio  o  DTS bufferDTS bufferDTS buffer co gu atio , please efe  to Cisco.co .
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Hard are Queues

B  default, the Catal st  se ies i ple e ts a - ueue st uctu e ith  St ict
p io it  ueue hich atches DSCP , , , ,  a d  No al ueue hich

atches all othe  DSCP alues.

Use s a  e-co gu e ha d a e ueui g up to eight ueues ith th ee th esholds pe
ueue. T o ueues a  be used fo  diffe e tiated p io it  ueui g. Each po t o  a

Catal st  a  ha e its o  eg ess ueui g polic . The s itch uses Weighted
Rou d-Robi  WRR  to schedule eg ess t af c f o  its t a s it ueues.

Co gestio  Ma age e t

The Catal st  se ies adds the Weighted Ra do  Ea l  Disca d WRED  algo ith  to
its ueui g p ocess. WRED helps i i ize the i pact of d oppi g high p io it  t af c
du i g co gestio . O  a  po t, up to fou  ueues a  use WRED.

Note  The p io it  ueue ca ot use WRED.
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QoS and Queuing in the UADP ASIC

This sectio  desc ibes ho  the a ious QoS a d ueui g p ocesses a e applied to a
packet as it t a e ses the UADP.

The packet alk fo  QoS ca  be split i to fou  ai  pa ts:

I g ess classi catio , polici g a d a ki g.

Queuei g to the stack i te face.

Eg ess ueuei g a d scheduli g.

Eg ess classi catio , polici g a d a ki g.

The diag a  belo  depicts these fou  pa ts, a d the e ai de  of this sectio  e plo es
each step i  detail.

DIAGRAM  UADP ASIC QoS and QueuingPacket Walk
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I g ess Classificatio , Polici g a d Ma ki g

This subsectio  efe s to the st p ocessi g block i  the QoS a d ueui g packet alk
diag a  abo e.

QoS p ocessi g begi s he  a po t ecei es a packet a d checks its a ki gs. I g ess
packet a ke s a e t usted b  default. If the default t ust beha io  is u desi ed, the
UADP ca  classif  the packet a d appl  polici g o  e a ki g at li e ate.

The table belo  highlights the default t ust a d ueuei g beha io .

TABLE  Default Trust and Queuing Behavior

Incoming
Packet

Outgoing
Packet

Trust Behavior Queuing Behavior

Layer 3 Layer 3 Preserve DSCP/Precedence Based on DSCP

Layer 2 Layer 2 Not applicable Based on CoS

Tagged Tagged Preserve DSCP and CoS Based on DSCP (trust
DSCP takes precedence)

Layer 3 Tagged Preserve DSCP, CoS is set to 0 Based on DSCP

The Catal st  fa il  of s itches classi es t af c based o  the t pes belo  a d ca
use logical co st ucts, i.e. AND o  OR, bet ee  ultiple classi catio  pa a ete s:

• ACLs

• DSCP

• IP P ecede ce

• COS

• EXP

• TCP/UDP Po ts

• NBAR p otocols

• Pe  VLAN
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Police s a d Bu st Rates

Rate a d Bu st a e the t o ke  pa a ete s hich a e used i plicitl  i  the polici g
co gu atio . With a si gle- ate t o-colo  police , the ate, also efe ed to as the
Co itted I fo atio  Rate CIR , is de ed as the a i u  a ou t of data that ca
be fo a ded i  a gi e  i te al. The bu st is a  i dicatio  of ho  uch of a CIR ca  be
e ceeded. A dual- ate th ee-colo  police  a  also specif  Peak I fo atio  Rate PIR ,

hich is the peak ate allo ed abo e CIR. The a  bu st is a  i dicatio  of ho  uch
PIR ca  e ceed.

The Catal st  se ies suppo ts both R C a d R C police s.

DIAGRAM  Catalyst 9000 Policer Types

UADP ASIC I te co ect Queui g

This subsectio  efe s to the seco d p ocessi g block i  the QoS a d ueui g packet
alk diag a  abo e.

The UADP ASIC i te co ect is a poi t-to-poi t co ectio  bet ee  ultiple UADP
ASICs. These co ectio s ca  be o  the sa e s itch o  to a stack cable leadi g to a
sepa ate s itch. A  i g ess ueui g schedule  IQS  pe fo s co gestio  a age e t
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a d p o ides scheduli g a d ueui g fo  packets desti ed to othe  UADP ASICs.
Packets ith p io it  labels a e e ueued st o  to ASIC I te co ect.

Eg ess Queuei g a d Scheduli g

This subsectio  efe s to the thi d p ocessi g block i  the QoS a d ueui g packet alk
diag a  abo e.

As discussed ea lie , Schedule  is a fu ctio  of the EQS block hich p o ides ultiple
po t ueues, buffe s a d th esholds allocated to the ueues.

Po t Queues

With Catal st  s itches, each po t suppo ts up to eight eg ess ueues, t o of
hich ca  be co gu ed as p io it  ueues. Weighted Rou d Robi  WRR  tech i ues

a e e plo ed to e pt  the t a s it ueue i  p opo tio  to the assig ed eights. The
Catal st  a ages buffe s a d co gestio  usi g DTS a d WRED, especti el , as
desc ibed i  the p e ious sectio .

DIAGRAM  Port Queuing Parameters
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Queue Buffe s
Each ueue eeds to co su e a ce tai  a ou t of buffe  e o  space to sto e the
t a sit data. The deepe  the ueue, the o e t af c it ca  hold. Usage of buffe s
i duces late c  si ce the  a e ueui g the packets to be t a s itted.

Queue Th esholds
Th esholds a e a bit a  i te al le els assig ed b  the s itch po t that de e
utilizatio  poi ts i  the ueue at hich the co gestio  a age e t algo ith  ca  sta t
d oppi g data. The p io it  of the packet dete i es hich data is eligible to be
d opped he  a th eshold is eached. DSCP o  COS a e used to assig  t af c to each
th eshold. I  this a , he  the th eshold is e ceeded, the co gestio  a age e t
algo ith  i ediatel  k o s hich packets ith hich p io it  alues a e eligible to
be d opped. O  the Catal st  po ts, each ueue has th ee co gu able th eshold
alues.

Shape s
Shape s t picall  dela  e cess t af c usi g a buffe  o  ueuei g echa is  to hold
packets a d shape the o  he  the data ate of the sou ce is highe  tha  e pected. I
co t ast, police s ill d op the t af c ight a a  hile shape s ill t  to buffe  it st.
Shape s a e applied o  the ha d a e ueues i  the Catal st .

Eg ess Classificatio , Polici g a d Ma ki g

This subsectio  efe s to the fou th p ocessi g block i  the QoS a d ueui g packet
alk diag a  abo e.

Eg ess classi catio , polici g a d a ki g a e e actl  the sa e as i g ess p ocessi g
ith o e ke  diffe e ce: the o igi al heade  ca  be used o l  if the i g ess path has ot
odi ed the heade 's QoS a ke ; othe ise, the i g ess a ki g is used.
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Hierarchical QoS

Hie a chical QoS HQoS  allo s t o polic  le els to be co gu ed fo  QoS thus allo i g
fo  g eate  polic  g a ula it . Hie a chical policies ca  be ie ed as a pa e t polic  at
the top le el a d a child at the botto  le el. Ad i ist ato s ca  use HQoS to:

• Allo  a pa e t class to shape ultiple ueues i  a child polic .

• Appl  speci c polic  ap actio s to the agg egate t af c.

• Appl  class-speci c polic  ap actio s.

O e of the ke  ad a tages of Catal st  s itches is the suppo t fo  HQoS i
ha d a e.

The Catal st  suppo ts fou  HQoS co bi atio s:

Po t shape .

Agg egate police .

Pe -po t, pe -VLAN polic .

Pa e t usi g shape .

Po t Shape

A  HQoS po t shape  applies a shape  to all eg ess t af c usi g class-default. Withi
this shaped ba d idth, additio al child policies ca  be speci ed.

The follo i g CLI e a ple de o st ates a HQoS po t shape  co gu atio :

policy-map PARENT 
   class class-default    
    shape average percent 10 
    service-policy CHILD
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policy-map CHILD 
   class VOICE 
    priority level 1 
    police rate percent 20 
   class C1 
    bandwidth remaining percent 10 
   class C2 
    bandwidth remaining percent 20 
   class C3 
    bandwidth remaining percent 70

Notes on HQoS port shapers:

• O l  the class-default  class ca  be used i  the pa e t polic .

• O l  o e o  t o p io it  ueues a e allo ed i  the child polic .

• Diffe e t ba d idth pe  class i  the child polic  is pe itted.

Agg egate Police

A  HQoS agg egate police  applies to all eg ess t af c usi g class-default. Withi  this
policed ba d idth, additio al child policies ca  be speci ed.

The follo i g CLI e a ple de o st ates a HQoS agg egate police  co gu atio :

policy-map PARENT 
  class class-default   
   police cir percent 30 
   service-policy CHILD

policy-map CHILD 
  class C1 
   set dscp 10 
  class C2 
   set dscp 20 
  class C3 
   set dscp 30

Notes on the HQoS aggregate policer:  
A table- ap ca  be used as a set actio  i  the child polic .
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Pe -po t, pe -VLAN Polic

Multiple HQoS pa e t police s a e applied ith each police  atchi g a VLAN as its
classi e . Withi  each VLAN's i di idual policed ba d idth, additio al child policies

a  be applied.

The follo i g CLI e a ple de o st ates a HQoS pe -po t, pe -VLAN co gu atio :

policy-map PARENT 
  class vlan10  
   police rate percent 10 
   service-policy CHILD 
  class vlan20 
   police rate percent 20 
   service-policy CHILD 
  class vlan30   
   police rate percent 30 
   service-policy CHILD

policy-map CHILD 
  class C1 
   set dscp 10

Notes on the HQoS per-port, per-VLAN policy:

• A table- ap ca  be used as a set actio  i  the child polic .

• Multiple classes u de  a pa e t polic  a e pe itted.

• Shapi g ca  be used i stead of pe -VLAN classi catio .

Pa e t Usi g Shape

Multiple HQoS shape s a e applied u de  the pa e t polic , ith each shape  atchi g
a t af c class. Withi  each i di iduall -shaped ba d idth, additio al child policies a
be applied.
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The follo i g CLI e a ple de o st ates a HQoS Pa e t usi g Shape  co gu atio :

policy-map PARENT 
  class C1  
   shape average percent 10 
   service-policy CHILD 
  class C3  
   shape average percent 20 
   service-policy CHILD 
  class class-default  
   shape average percent 30 
   service-policy CHILD

policy-map CHILD 
  class C1 
   police rate percent 10 
   set dscp 10

Notes on the HQoS parent using shaper:  
Table- ap ca  be used as a set actio  i  the child polic .
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QoS for Stackwise Virtual

Catal st  se ies s itches u i g Stack ise Vi tual follo  the sa e ules as a
sta dalo e s itch, e cept fo  the special po ts used to fo  the Stack ise Vi tual Li k
SVL . The SVL is t eated as a  i te al s ste  li k. As a esult, its co gu atio , ode

of ope atio , esilie c , Qualit  of Se ice QoS  a d load sha i g, all follo  a special set
of ules. The SVL po t QoS a d ueui g echa is  a e ha d-coded. The SVL po t ill

ot appl  a  custo  QoS o  ueui g polic .

The follo i g diag a  illust ates the default polic  applied o  the SVL.

DIAGRAM  Stackwise Virtual Link QoS

Fo  o e i fo atio  o  QoS for Stack ise VirtualQoS for Stack ise VirtualQoS for Stack ise Virtual, efe  to cisco.co .
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QoS for Overlay Technologies

Mode  s itchi g et o ks use i tual et o k o e la s to suppo t obilit ,
seg e tatio , a d p og a abilit  at scale. O e la s a e a ke  e able  of SD-Access.

GRE a d VXLAN QoS

GRE a d VXLAN a e o e la  tech ologies hich e capsulate the o igi al IP packet /
f a e ith a  oute  IP packet heade  a d ithout odif i g the o igi al pa load.

GRE a d VXLAN E capsulatio  i  UADP ASIC

I  GRE e capsulatio , the o igi al IP packet is e capsulated ith the e  IP a d GRE
heade  a d the ToS b te alue f o  the i e  IP heade  is copied to the oute  IP heade .
GRE i te faces do ot suppo t QoS policies o  i g ess.

I  VXLAN e capsulatio , the o igi al L  f a e is e capsulated ith e  IP a d VXLAN
Heade  a d the ToS b te alue f o  the i e  IP heade , hich is pa t of the o igi al L
f a e, is copied to the oute  IP heade .

The eg ess ueui g is based o  the o igi al copied  heade  alues.
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DIAGRAM  QoS Marking for GRE / VXLAN Overlay Encapsulation

Note  The ueuei g actio s a e applied befo e eg ess polici g / a ki g actio s.
Refe  to the ea lie  sectio s fo  o e detail o  eg ess QoS beha io  i  UADP.

GRE a d VXLAN Decapsulatio  i  UADP ASIC

I  both cases, he  a QoS polic  is applied o  i g ess i te face he e packets a i e
e capsulated , o l  the oute  heade  is used fo  classi catio  a d QoS o l  affects the
oute  heade . The i e  packet ill ot be cha ged a d etai s the o igi al a ki g.
The actual GRE/VXLAN tu el i te faces do ot suppo t QoS Policies o  eg ess.

Whe  a QoS polic  is applied o  eg ess i te face he e the o igi al [decapsulated]
packet lea es , the polic  ill affect the o igi al packet.
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DIAGRAM  QoS marking for GRE / VXLAN Overlay Decapsulation

Fo  o e i fo atio  o  QoQoQoS o  GRE o erS o  GRE o erS o  GRE o erla sla sla s RFC RFC RFC , please efe  to cisco.co .

Fo  o e i fo atio  o  QoQoQoS o  VS o  VS o  VXLAN o erXLAN o erXLAN o erla sla sla s RFC RFC RFC , please efe  to cisco.co . 

MPLS QoS

MPLS o e la s use the MPLS e pe i e tal bits EXP  eld i  the MPLS heade  fo  QoS 
t eat e t. I  a  IP et o k, the DSCP -bit eld  de es a class a d d op p ecede ce. 
The EXP bits ca  be used to ca  so e of the i fo atio  e coded i  the IP DSCP a d 
ca  also be used to e code the d oppi g p ecede ce.

B  default, Cisco IOS XE copies the th ee ost sig i ca t bits of the DSCP o  the ToS 
eld of the IP packet to the EXP eld i  the MPLS heade . Ho e e , ou ca  also set 

the EXP eld b  de i g a appi g bet ee  the DSCP o  ToS a d the EXP bits.

The e a e th ee odes used to ap DSCP o  ToS to EXP:

• U ifo  ode default  – has o l  o e la e  of QoS, e d-to-e d.

The i g ess PE oute  copies the DSCP f o  the i co i g IP packet i to the
MPLS EXP bits of the i posed labels. As the EXP bits t a el th ough the co e, the
bits a  o  a  ot be odi ed b  i te ediate P oute s. I  case of

odi catio , the e  EXP alue is copied back to DSCP bits of the IP Packet.
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• Full Pipe ode – uses t o la e s of QoS -  a  u de l i g QoS fo  the data,
hich e ai s u cha ged he  t a e si g the ASIC co e; a d  pe -hop QoS,
hich is applied to the oute  heade , sepa ate f o  the u de l i g IP packets.

Whe  a  IP packet eaches the edge of the MPLS et o k, the eg ess PE oute
classi es the e l  e posed IP packets fo  outbou d ueui g based o  the EXP
bits f o  the e o ed MPLS label. The i e  IP packet DSCP bits a e ot

odi ed.

Belo  is a b ief desc iptio  of the a ious MPLS QoS odes:

TABLE  MPLS QoS Modes

Tunneling Mode IP to Label Label to Label Label to IP

Uniform

Copy ToS/DSCP
into MPLS EXP
(may be changed
by SP also)

MPLS EXP may
be changed 
by SP QoS policy

MPLS EXP copied to IP
ToS/DSCP

Pipe

MPLS EXP set by
SP QoS policy

Original ToS/DSCP
preserved 
(egress queuing based
on MPLS EXP)

Short-Pipe 
(Note: not
supported on
Catalyst 9000)

Original ToS/DSCP
preserved 
(egress queuing based
in ToS/DSCP)

Fo  o e i fo atio  o  MPLS QoSMPLS QoSMPLS QoS RFC RFC RFC , please efe  to cisco.co .
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Application Visibility  
& Control



Overview

Net o k e gi ee s a e asked to e fo ce e d-to-e d busi ess-alig ed policies to
achie e ta get pe fo a ce as ell as uickl  isolate a d esol e applicatio
pe fo a ce p oble s. Net o k e gi ee s eed detailed o e sight of the diffe e t
t pes of applicatio s u i g o  the et o k to opti ize busi ess- ele a t t af c
pe fo a ce.

The Cisco Catal st  S itches suppo t the Applicatio  Visibilit  a d Co t ol AVC
solutio  hich t ul  offe s i o ati e a d po e ful capabilities fo  applicatio
a a e ess fo  busi ess-c itical applicatio s i  e te p ise et o ks. The Cisco AVC
solutio  le e ages ultiple tech ologies to ecog ize, a al ze, a d co t ol o e tha

 applicatio s, i cludi g oice a d ideo, e ail, le sha i g, ga i g, pee -to-pee
P P , a d cloud-based applicatio s.

Cisco AVC has th ee ai  fu ctio s:

• ecog itio  fo  g a ula  detectio  of applicatio s i  the et o k be o d La e  ,

• abilit  to p io itize busi ess- ele a t e sus busi ess i ele a t t af c, a d

• co t ol b  p io itizi g applicatio  ba d idth, especiall  fo  busi ess- ele a t
t af c.
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Application Recognition

The tech olog  used i  AVC to ide tif  applicatio s is e t-ge e atio  Net o k-Based
Applicatio  Recog itio  NBAR .

NBAR

NBAR  p o ides ati e stateful deep packet i spectio  DPI  capabilities, e ha ci g the
applicatio  ecog itio  e gi e to suppo t o e   applicatio s i cludi g 
e c pted applicatio s .

NBAR  p o ides po e ful capabilities, i cludi g:

• Catego izi g applicatio s, such as catego , sub-catego , a d applicatio  g oup.

• Field e t actio  of data such as HTTP URL, SIP do ai , a d ail se e .

• Custo ized de itio  of applicatio s, based o  po ts, pa load alues, o  HTTP
URL/Host.

• Custo izable att ibutes fo  each p otocol.

AVC ca  be co gu ed o  i ed access po ts fo  both sta dalo e a d stacked s itches.
Catal st  s itches use pe fo a ce-opti ized NBAR  i  hich o l  a fe  packets
a e eeded to ide tif  the applicatio , educi g the i pact o  the s itch CPU. I  a
Catal st  stack, NBAR  detectio  u s o  each stack e be , scali g the solutio
as o e e be s a e added.

NBAR  ca  be acti ated fo  applicatio  isibilit  e plicitl  o  a  i te face b  e abli g
p otocol disco e , a d fo  applicatio  polic  b  attachi g a QoS polic  that co tai s a

atch p otocol classi e .
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Applicatio  Mo ito i g

Mo ito i g of applicatio s is a ailable th ough the CLI o  WebUI.

The CLI p o ides accu ulated statistics o e  ti e.

The CLI co a d is: sho  ip bar protocol-disco er  top-  

The S itch WebUI p o ides statistics fo  up to the last  hou s i  - i ute
g a ula it .

 DIAGRAM  Catalyst 9000 WebUI

AVC o ito i g ith Fle ible Net o .

Fle ible NetFlo  FNF  ca  be co gu ed o  a  i te face to p o ide applicatio
statistics fo  the i te face. The AVC solutio  is co patible ith NetFlo   a d IPFIX.

-
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FNF e ables custo izi g t af c a al sis pa a ete s acco di g to speci c
e ui e e ts.

I  Catal st  s itches, FNF collectio  is pe fo ed i  ha d a e ith the UADP
ASIC. I  a Catal st  stack of s itches, FNF collectio  u s o  each e be  of the
stack, scali g the solutio  as o e e be s a e added.
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Application Control

Cisco Qualit  of Se ice QoS  p o ides p io itizatio , shapi g, a d ate-li iti g of
t af c hich is used b  the co tol po tio  of AVC.

QoS ca  place desig ated applicatio s i to speci c QoS classes/ ueues. This e ables:

• Placi g high p io it , late c -se siti e t af c i to a p io it  ueue.

• Gua a teei g a i i u  ba d idth fo  a  i di idual applicatio  o  fo  a g oup
of applicatio s ithi  a QoS t af c class.

QoS ca  use applicatio  i fo atio  p o ided b  NBAR  i  a agi g et o k t af c.
The QoS class- ap state e ts e able atchi g to NBAR -suppo ted applicatio s a d
L  applicatio  elds such as HTTP URL o  Host , as ell as to NBAR  att ibutes. Class-

ap state e ts ca  coe ist ith all othe  t aditio al QoS atch att ibutes, such as IP,
sub et, a d DSCP.

I  Catal st  s itches, QoS e fo ce e t is pe fo ed i  ha d a e ith the UADP
ASIC.
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IoT



Overview

The I te et of Thi gs is o e of the fastest g o i g i dust  t e ds a d it is d i i g
i po ta t i o atio s i  e isti g tech ologies such as Po e  o e  Ethe et PoE  as

ell as e  tech ologies a d solutio s such as Audio Video B idgi g AVB , DNA Se ice
fo  Bo jou , a d Applicatio  Hosti g. Applicatio  Hosti g is co e ed i  a dedicated
sectio .

Fo  o e i fo atio  o  IoT, please isit .cisco.co /go/iot.cisco.co /go/iot.cisco.co /go/iot fo  o e details.
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Power over Ethernet Innovations

Po e  o e  Ethe et PoE  is used ubi uitousl  i  et o k deplo e ts toda .PoE
se es as a fou datio al tech olog  i  a  ode  et o k deplo e ts, allo i g
de ices such as IP Pho es, Access Poi ts, IP-based ca e as, a d othe  de ices. PoE ot
o l  p o ides data co ecti it  o e  thei  Ethe et co ecti g cable, but also ith the
po e  allo i g the de ice to ope ate. PoE e o es the eed fo  all sockets to po e
each PoE-e abled de ice a d eli i ates the cost of additio al elect ical cabli g a d
ci cuits.

F o  the o igi al Cisco p op ieta  I li e Po e  ILP  i ple e tatio , hich as
li ited to  atts W  of a i u  PoE po e , PoE has o  bee  sta da dized as IEEE

. af t picall  k o  si pl  as "PoE", suppo ti g up to . W  a d IEEE . at
k o  as "PoE+", suppo ti g up to W . The i c ease i  total a ailable PoE po e , as
ell as the sta da dizatio  of the PoE app oach, has allo ed the p olife atio  of a la ge

a d th i i g ecos ste  of PoE-po e ed de ices.

Toda , PoE po e  is t picall  used th oughout all e te p ise et o k e i o e ts, big
a d s all. The co e ie ce that PoE p o ides fo  de ice attach e t a d use, alo g

ith the esilie c  it c eates fo  the po e ed de ice i f ast uctu e. Fo  e a ple, o e
UPS backup po e  suppl  i  a ce t al i i g closet o  p otects all do st ea
po e ed de ices f o  i te uptio .

Catal st  a d  s itches suppo t both PoE a d PoE+. Depe di g o  the
capacit  a d de sit  of po e  supplies i  use, these le els of po e  a  be a ailable o
all o  a subset of the po ts. Cisco's i o atio  ith StackPo e  i  the Catal st 
platfo  also allo s fo  sha i g PoE po e  ac oss ultiple stackable s itches. This
p o ides a sig i ca t be e t i  the u be  of po e ed de ices a d high a ailabilit  o
the et o k.

Cu e t de elop e ts ith PoE - UPoE

Cisco has pio ee ed PoE si ce its i ceptio , d i i g e  ad a ces to the sta da d a d
setti g the stage fo  the e t phase of PoE i o atio . As po e ed de ice e ui e e ts

IoT 145



push be o d the W a i u  po e  de ed b  . at, Cisco has led the a  ith
the de itio  a d deplo e t of UPoE U i e sal PoE . UPoE p o ides fo  up to W of
PoE po e . While UPoE is a Cisco-p op ieta  solutio , it e e theless is a e  useful
i o atio  fo  po e ed de ices that e ui e o e PoE po e , such as i tual desktop
te i als, IP tu ets, co pact s itches, buildi g a age e t gate a s, LED lights,

i eless access poi ts, a d IP pho es.

Both Catal st  s itches a d Catal st  li e ca d odels that suppo t UPoE
po e  optio s a e a ailable. Cisco p o ides fo  PoE, PoE+, a d UPoE po e  optio s, ot
just o  G coppe  s itch po ts but also o  Gig po ts, allo i g de ices to be
acco odated that eed both highe  th oughput a d a highe  le el of PoE po e .

Fo  o e details o  PoE, please isit .cisco.co /go/poe.cisco.co /go/poe.cisco.co /go/poe fo  o e details.

Note  The PoE ha d a e o  the Catal st  s itches a d Catal st  a e
. bt capable.

Ne  I o atio s - Fast PoE a d Pe petual PoE

As the use of PoE has p olife ated, so ha e the uses cases i  hich it is used. O e of the
e e  a d o e i o ati e uses of PoE is actuall  to po e  buildi g lighti g tu es.

Fo  e a ple, usi g PoE+ o  UPoE po ts as the si gle po e  sou ce fo  co e cial a d
i dust ial lighti g.

Wh  ould o e do this e sus the t aditio al ethod of p o idi g po e  fo  lights?

• Lo e -po e ed lighti g tu es ca  ope ate o e ef cie tl  usi g W UPoE
po e  tha  t aditio al lighti g s ste s

• PoE-deli e ed po e  uses lo -cost Cat e/ / a cabli g as co pa ed to o e
e pe si e t aditio al elect ical i i g

• PoE-deli e ed DC po e  is o e ef cie t fo  use ith a  e  elect ical
tu es co pa ed ith AC-deli e ed po e
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Additio al uses to hich PoE is bei g used i clude po e i g IoT de ices i  buildi g 
s ste s, such as buildi g co t ols, the ostats, HVAC co t ol s ste s, doo  locks, 
badge eade s, a d a  si ila  ite s of c itical buildi g i f ast uctu e.

To suppo t these busi ess c itical deplo e ts, Cisco has c eated t o e  deplo e t 
odes fo  PoE - Fast PoE a d Pe petual PoE.

The goal of Fast PoE is to p o ide PoE po e  apidl  du i g the s itch boot up p ocess. 
Rathe  tha  aiti g fo  the e ti e Cisco IOS XE co t ol pla e to load, Fast PoE ai s to 
p o ide PoE po e  to attached de ices ithi  less tha   seco ds afte  po e  is 
applied to the s itch. This is especiall  i po ta t to help b i g IoT a d othe  si ila  
de ices o li e as uickl  as possible afte  a po e  outage, athe  tha  aiti g se e al 

i utes fo  a full eload of the s itch to co plete.

Pe petual PoE has a si ila  but slightl  diffe e t goal. The ai  of Pe petual PoE is to 
keep PoE po e  a ailable to do st ea  de ices e e  du i g a  Cisco IOS XE co t ol 
pla e eload, e su i g co ti uit  of po e  fo  attached de ices. Fo  e a ple, if the 
s itch as to be eloaded as du i g a soft a e upg ade , it is u desi able to 
po e  do  c itical attached de ices such as lighti g tu es du i g the eload c cle.
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AVB - Audio Video Bridging

I  the past, audio a d ideo AV  deplo e ts ha e t aditio all  elied o  a alog, poi t-
to-poi t i f ast uctu es fo  i ple e tatio  a d deplo e t. With the ig atio  of AV
to digital t a s issio , these i f ast uctu es ha e la gel  etai ed thei  poi t-to-poi t

atu e. This deplo e t odel has t aditio all  esulted i  e  cu be so e a d
e pe si e deplo e ts that c eated sig i ca t ope atio al challe ges. P oposed
solutio s to these digital i ple e tatio  issues e e ofte  o -sta da d, e pe si e,
a d ca e ith a sig i ca t ope atio al bu de .

Ethe et as idel  ie ed as a e  a  fo a d fo  AV i ple e tatio  - o e that
could offe  a co o  ediu  fo  digital AV data i te cha ge, a d do so e ibl  a d
i e pe si el . Ethe et as ot, ho e e , desig ed fo  the lo -late c , p edictable,
lossless e ui e e ts of digital AV.

This is the ge esis of the Audio Video B idgi g AVB  set of sta da ds. These co sist of
the follo i g ajo  a eas:

• IEEE . Qat: St ea  Rese atio  P otocol SRP  / Multiple St ea  Rese atio
P otocol MSRP . These p o ide a  e d-to-e d ad issio  co t ol s ste
e ui ed fo  the ca iage of AV st ea s, e su i g the a ailabilit  of esou ces

such as ba d idth a d late c .

• IEEE . Qa : Fo a di g a d Queui g fo  Ti e-Se siti e St ea s FQTSS .
P o ides a  AV t af c scheduli g echa is .

• IEEE . AS: Ge e alized P ecisio  Ti e P otocol gPTP . P o ides
s ch o izatio  a d ti i g fo  ti e-se siti e applicatio s o  L  de ices. gPTP is
based o  the IEEE  P ecisio  Ti e P otocol PTP  sta da d.

• IEEE . BA: De es p o les fo  featu es, optio s, co gu atio s, defaults,
p otocols, a d p ocedu es fo  AVB de ices.

Fo  o e i fo atio  o  AVB, please isit .cisco.co /go/a b.cisco.co /go/a b.cisco.co /go/a b fo  o e details.
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The AVB sta da d is suppo ted o  Catal st  se ies s itches, as ell as the Catal st
 a d  platfo s. With a  AVB-capable e dpoi t a d s itch, a alog AV sig als

a e agg egated at AVB e dpoi ts a d t a s itted o  the Catal st-based i f ast uctu e.
As a s ste , AVB is a cost-effecti e a d e ible solutio  to collapse AV i f ast uctu es
o to eliable, si ple Ethe et edia.

AVB is a  i po ta t pa t of the futu e of digital edia p oductio , a d the Catal st
 se ies offe s suppo t fo  this i po ta t set of sta da ds.
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DNA Service for Bonjour

The Apple Bo jou  p otocol is idel  used i  ca pus e i o e ts such as educatio
a d etail fo  de ice disco e  a d si pli ed co ecti it  to et o k se ices. Based
o  the Multicast DNS DNS  sta da d, Bo jou  is idel  used ith a  de ices a d
se ice t pes, i cludi g, fo  e a ple, a  Apple de ices, to p o ide eas  disco e  of
de ices a d si pli ed de ice attach e t.

The Bo jou  p otocol is opti ized fo  "plug a d pla " use i  ho e a d s all of ce 
deplo e ts, a d al ost too si ple fo  e te p ise use. The DNS p otocol uses li k-
la e  ulticast fo  de ice a d se ices disco e , a d is i he e tl  ot outable, bei g 
li ited to the local L  b oadcast do ai  i.e. o e hop o l . This, of cou se, li its the 
deplo abilit  a d use of the Bo jou  p otocol i  la ge  e te p ise et o ks, hich a e 
i he e tl  based o  outed i f ast uctu es.

Fo  o e i fo atio  o  Bo jou  a d DNS, please isit ...ciscociscocisco...cococo /go/go/go/// d sd sd s fo  
o e details.

To add ess this challe ge, Cisco i t oduced Se ice Disco e  Gate a  also k o  as 
Bo jou  Gate a  se ices i to a ious s itchi g a d outi g platfo s ith Cisco 
IOS XE. The goal of the Se ice Disco e  Gate a  capabilit  o  these platfo s is 
to allo  eachabilit  to Bo jou -a ou ced se ices, e e  he  the Bo jou  clie t 
a d the offe ed se ice a e located i  diffe e t L  IP sub ets o  the sa e et o k 
de ice.

To e te d this, DNA Se ice fo  Bo jou  scales this capabilit  up to et o k- ide 
applicatio  that u s o  DNA Ce te , a d c iticall , p o ides polic -based access to 
Bo jou  se ices ac oss the e ti e e te p ise et o k. O e of the sig i ca t challe ges 
that ust be add essed is li iti g ad e tise e t of the a  a ious se ices a d 
de ices, based o  polic . Fo  e a ple, i  a public school, it a  be desi able fo  the 
teache  to ha e the abilit  to co ect to a  Apple TV de ice to displa  class oo  
co te t, hile also e su i g that stude ts attached to the sa e et o k do ot ha e 
this capabilit .
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Note  Polic -based lte i g of Bo jou  DNS ad e tise e t is ot suppo ted b  the
ati e Bo jou  p otocol o  its o .

Ho e e , b  co bi i g Cisco's Se ice Disco e  Gate a  a d DNA Se ice fo  Bo jou
u i g o  DNA Ce te , a  ad i ist ato  ca  e able scalable Bo jou  se ices ac oss

thei  e ti e e te p ise e i o e t, ith a po e ful set of polic -based access co t ols
to Bo jou -a ou ced esou ces.
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User Centric Platform
Design



Overview

I  the Catal st  fa il , the usabilit  of the platfo s has bee  a ke  desig
co side atio . This is e  i po ta t si ce the cost of ope ati g the et o k is uch
highe  tha  the costs of the i itial pu chase of the p oducts. Catal st  adds
usabilit  i p o e e ts o  the ha d a e side such as RFID, Blue Beaco , a d Bluetooth
Co sole, a d soft a e i p o e e ts such as WebUI a d Fle ible Te plates.

Use  Ce t ic Platfo  Desig 153



RFID

I e to  a age e t fo  a la ge u be  of s itches is ti e-co su i g. 
Labeli g/taggi g each s itch a d a uall  e te i g all the i fo atio  i to a  
i e to  database ca  dela  the p o isio i g of the de ice.

Keepi g t ack of et o k de ices a d thei  co po e ts has o  bee  ade uch 
easie  ith the Catal st . Cisco has f o t-faci g UHF Radio F e ue c  
Ide ti catio  RFID  tech olog  to p o ide the latest auto-ID capabilities fo  asset 

a age e t, locatio , a d t acki g. The RFID tag does ot eed to be isible to be ead 
ith a sca e  as lo g as the tag is ithi   ft f o  the sca e .

The Catal st  fa il  is i teg ated ith passi e Se ialized Global T ade Ite  
Nu be  SGTIN -  bit e coded RFID tags. O  Catal st , e e  co po e t, such 
as supe iso  e gi es, li e ca ds, po e  supplies a d fa  t a , has RFID tags. Si ce 
Catal st  RFID tags a e passi e tags, a  additio al po e  sou ce is ot e ui ed. 
The p ocess is po e ed b  the sig al f o  the RFID eade  a d ultiple tags ca  be 
ead si ulta eousl .

The RFID tags co tai  the e ui ed de ice i fo atio  fo  i e to  a age e t, 
i cludi g se ial u be , P oduct ID a d a ufactu i g date, etc. The Cisco RFIDs 
p o ide a use  pa titio , he e the i e to  a age s ca  sto e thei  o  custo  
data ith pass o d-p otectio . Cisco IOS XE ca ot ead o  cha ge a  i fo atio  
i  the RFID tag, hich is o l  a ageable b  a  RFID s ste .

Please efe  to the RFID hite paperRFID hite paperRFID hite paper o  Cisco.co  fo  o e details.
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Blue Beacon

Whe  t oubleshooti g, co gu i g, o  o i g e uip e t i  a la ge e te p ise, it ight
be dif cult to locate a pa ticula  de ice. To help ide tif  the de ice, Cisco has placed a
blue beaco  LED o  the Catal st  fa il . This blue beaco  ca  be tu ed o  a d
off, eithe  ia Co a d-Li e I te face CLI  o  a uall  ia a butto  o  the de ice.
E e  ti e the blue beaco  is tu ed o /off, the de ice ill ge e ate a S slog essage.

O  Catal st  se ies, blue beaco  LEDs a e located o  both f o t a d back. Whe
Catal st  s itches a e stacked, the blue beaco  fo  e e  e be  ca  be a aged
i di iduall .

O  Catal st  se ies, the e is o l  o e blue beaco  LED, located o  the f o t of the
chassis.

O  Catal st  se ies, the fa  t a , supe iso s, li e-ca d odules, a d po e
supplies each ha e thei  o  add essable blue beaco .

DIAGRAM  Blue Beacon on Catalyst 9400
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Bluetooth Console

Net o k ad i ist ato s ofte  use a co sole cable fo  o site co gu atio . Ho e e , a
co sole cable has dista ce li itatio s a d is ot co e ie t to use.

The Catal st  se ies has i t oduced optio al Bluetooth co sole fu ctio alit  to
p o ide i eless co sole access. A Bluetooth do gle eeds to be co ected ia the f o t
pa el USB po t to e able a i eless i te face hich has the sa e capabilities as the

i ed Ethe et a age e t i te face. Bluetooth ca  be used fo  CLI access ia SSH o
Tel et, co gu atio  ia the WebUI, o  to t a sfe  i ages o  co g les.
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WebUI

WebUI is a G aphical Use  I te face de ice- a age e t tool that p o ides the abilit
to co gu e a d o ito  a de ice. The WebUI tool is e bedded i  the s ste  i age at
a  lice se le el. To e able WebUI o  a de ice, co gu e the HTTP/S se e  a d local
o  e te al se e  authe ticatio .

DIAGRAM  Catalyst 9000 WebUI
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Flexible Templates

Fle ible te plates gi e Catal st  s itches a  optio  to be positio ed i  diffe e t 
oles i  the et o k desig . The UADP ASIC has capabilities to opti ize its ha d a e 

table fo  speci c et o k oles i  the et o k. Fo  e a ple, it is possible to educe the 
e t ies fo  Secu it  ACLs a d use it fo  QoS ACLs i stead. Fle ible te plates a e 
ep ese ted i  Cisco IOS XE as S itchi g Database Ma age  SDM  te plates.

Note Catal st  suppo ts o l  o e default te plate opti ized fo  the access 
la e .
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Sho  belo  a e the SDM te plates a ailable o  Catal st  usi g Sup- XL a d
Catal st  usi g UADP .  XL.

TABLE  SDM Templates available per platform

Access /
Distribution

Core SDA NAT

Purpose

Maximizes
system
resources for
MAC and
security

Maximizes
system
resources
for unicast
and
multicast
routing

Maximizes
system
resources
to support
fabric
deployment

Maximizes
system
resources for
Layer 3 and NAT
to support
collapsed core
WAN
deployments

Longest Pre�x Match
(v4 / v6)

64,000 /
32,000

64,000 /
32,000

64,000 /
32,000 64,000 / 32,000

Host routes (v4 / v6)
Up to
112,000 / 
Up to 56,000

Up to
96,000 / 
Up to
48,000

Up to
144,000 / 
Up to
72,000

Up to 112,000 / 
Up to 56,000

Multicast (v4 / v6) 16,000 /
8,000

32,000 /
16,000

16,000 /
8,000 32,000 /16,000

MAC address 64,000 16,000 16,000 16,000

QoS ACL 18,000 18,000 18,000 3,000

PBR / NAT 2,000 2,000 2,000 16,000
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Sho  belo  a e the SDM te plates a ailable o  Catal st  usi g UADP . .

TABLE  SDM Templates available per platform

Distribution Core SDA NAT

Purpose

Maximizes
system
resources for
MAC and
security

Maximizes
system
resources
for unicast
and
multicast
routing

Maximizes
system
resources
to support
fabric
deployment

Maximizes system
resources for Layer
3 and NAT to
support collapsed
core WAN
deployments

Longest Pre�x
Match / Host
routes 
(IPv4 and IPv6)

114,000 212,000 212,000 212,000

Multicast (IPv4
and IPv6) 16,000 32,000 32,000 32,000

MAC address 80,000 32,000 32,000 32,000

QoS ACL 16,000 16,000 16,000 8,000

Security ACL 27,000 27,000 27,000 20,000

PBR / NAT 3,000 3,000 2,000 15,500
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Programmability and
Automation



Overview

The follo i g facto s i ue ce decisio  aki g f o  a co gu atio  a d ope atio al
poi t of ie :

• Net o k i f ast uctu es a e g o i g apidl  i  te s of the u be  of de ices
a d applicatio s.

• The e is a eed fo  o e apid i o atio .

• The e is a e ui e e t to educe OPEX a d to i c ease p oducti it .

• The e ca  be a lack of co de ce that cha ges ill be successful, usuall  due to
i suf cie t testi g.

• The e a e too a  a ual p ocesses.

All these facto s lead to a g o i g eed fo  auto atio  at e e  le el, f o  de ice 
p o isio i g to full  auto ated co gu atio , a age e t, o ito i g, a d 
t oubleshooti g of et o k de ices a d et o k i f ast uctu es.

P og a abilit  is a e  loosel -de ed te  that a i ed he  Soft a e De ed 
Net o ki g SDN  as i t oduced se e al ea s ago. I  this book, the te  
p og a abilit , a d speci call  et o k de ice p og a abilit , is de ed as the set 
of featu es p o ided b  the et o k de ice Ope ati g S ste  to e able auto atio .

Cisco Solutio  s Do-It-You self DIY

The p og a abilit  featu es of Cisco IOS XE a e e  e ible a d ca  be used i  
th ee ai  a eas:

• Cisco Solutio s: as outli ed else he e, Cisco DNA Ce te  a d SD-Access p o ide
a tu ke  solutio  to auto ate a d assu e a  e ti e ca pus et o k of i ed
a d i eless de ices. Cisco itself akes e te si e use of p og a abilit  i  DNA
Ce te .
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• d-pa t  i teg atio s: d-pa t  soft a e e do s ca  build thei  o  et o k
a age e t tools a d s ste s usi g the a ailable ope  data odels, APIs, a d

tools ithout di ect i te actio  ith Cisco.

• Do-It-You self DIY : custo e s o  pa t e s ca  di ectl  access the et o k
de ice to build thei  o  custo  solutio  to auto ate e e  phase of de ice
lifec cle.
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Device Provisioning

Cisco IOS XE p o ides se e al optio s fo  auto atic, accu ate, co siste t, epeatable
p o isio i g p ocess at a lo e  ope ati g cost, a d i  a sho te  deplo e t ti e tha  a
t aditio al a ual p ocess:

• P eboot E ecutio  E i o e t PXE .

• Ze o Touch P o isio i g ZTP .

• Cisco Net o k Plug a d Pla  P P .

P eboot E ecutio  E i o e t

P eboot E ecutio  E i o e t PXE  is a e  co o  p o isio i g p ocess used b
s ste  ad i ist ato s to p o isio  se e s based o  sta da d p otocols such as
BOOTP, DHCP, a d TFTP. Whe  the de ice boots up, i stead of usi g the p e-loaded
i age, it se ds a DHCP e uest to look fo  a PXE se e . The PXE se e  ill se d a
i age to the de ice a d the de ice boots up usi g the i age just do loaded.

Cisco IOS XE p o ides PXE based o  iPXE. iPXE is a  Ope  Sou ce e sio  of the PXE
c eated to suppo t additio al p otocols such as HTTP. It ca  u  o  both i ed a d

i eless co ectio s. The PXE p ocess is f e ue tl  desc ibed as Net o k Boot.

Ze o Touch P o isio i g

Whe  a de ice that suppo ts Ze o Touch P o isio i g ZTP  boots up a d fails to d
the sta tup co gu atio  du i g da  ze o i stall o  afte  e asi g the co gu atio  a d
ebooti g , the de ice e te s the ZTP ode. The de ice locates a DHCP se e , hich

p o ides the follo i g details:

• IP add ess a d Gate a .

• DNS se e .
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• IP add ess o  URL of a TFTP o  HTTP se e  usi g DCHP optio  .

• P tho  sc ipt a e usi g DCHP optio  .

The de ice bootst aps itself usi g the IP add ess p o ided a d e ables Guestshell. The
de ice the  do loads the P tho  sc ipt f o  the TFTP o  HTTP se e , to co gu e
the de ice. Guestshell p o ides the e i o e t fo  the P tho  sc ipt to u .

The p o isio i g logic i ple e ted i  the do loaded P tho  sc ipt is e ible a d
allo s pa tial o  full co gu atio  of the de ices i  o e o  se e al phases, as ell as
i age upg ade, patch a age e t etc. Usi g this optio , ou ca  oll out hu d eds of
s itches hich a e full  custo izable, ithout a  a ual co gu atio .

Cisco Net o k Plug a d Pla

Cisco Net o k Plug a d Pla  P P  is the de ice p o isio i g tu -ke  solutio
i teg ated ith a  Cisco p oducts a d solutio s such as APIC-EM a d DNA Ce te .

The Cisco P P p o ides a si ple, secu e, u i ed, a d i teg ated solutio  fo  e te p ise
et o k custo e s to ease e  b a ch o  ca pus de ice ollouts, o  fo  p o isio i g

updates to a  e isti g et o k Cisco oute s, s itches, a d i eless de ices ith a
ze o-touch deplo e t e pe ie ce.

The Cisco P P a chitectu e a d boot se ue ce a e si ila  to ZTP, but i stead of
do loadi g a custo ized P tho  sc ipt, the co gu atio , i age upg ades, a d
patches a e a aged usi g the p o ided GUI i  APIC-EM o  DNA Ce te . The e ti e
p ocess is full  auto ated.
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Open Programmable Device APIs

O e  the ea s, custo e s ha e bee  t i g to build le els of auto atio  based o  the
Co a d Li e I te face CLI  usi g diffe e t sc ipti g la guages such as Pe l a d TCL.
CLI sc ipti g has se e al li itatio s, i cludi g lack of t a sactio  a age e t, o
st uctu ed e o  a age e t, a d a  e e -cha gi g st uctu e a d s ta  of
co a ds that ake sc ipts f agile a d costl  to ai tai . These a e all side-effects of
the fact that CLIs a e desig ed to be used b  hu a s a d a e ot a p og a atic
i te face.

SNMP as desig ed to o e co e the d a backs of auto atio  based o  CLI a d as
ea t to be used fo  both co gu atio  a d ope atio s, but i  p actice, it is used
ostl  fo  de ice o ito i g o l . This is because the lack of a de ed disco e

p ocess akes it ha d to d the co ect MIB odules. The e a e also a lack of MIBs
ith ite pe issio s, li itatio s i he e t i  the use of the UDP p otocol, a d o

useful sta da d secu it  a d co it echa is s.

I  co pute  p og a i g, a  Applicatio  P og a i g I te face API  is a set of
sub outi e de itio s, p otocols, a d tools fo  buildi g applicatio  soft a e. A good
API akes it easie  to de elop a co pute  p og a  b  p o idi g all the buildi g blocks,

hich a e the  put togethe  b  the p og a e . Soft a e e do s a d custo e s a e
looki g fo  APIs hich ca  p o ide ke  featu es such as st uctu ed data, e o  ha dli g,
a d a a iet  of API a age e t tools.

Net o k e do s such as Cisco ha e t ied to i t oduce a  diffe e t APIs o e  the
ea s, f o  the e  st NETCONF i ple e tatio  i  , to WSMA, o ePK, NX-API,

a d othe s. These APIs ha e ot bee  idel  adopted b  custo e s fo  a  diffe e t
easo s, p i cipall  that the  a e e do -p op ieta .

These a e the ke  easo s h  Cisco has decided to build e  APIs based o  ope
sta da ds like NETCONF a d YANG data odels fo  all of the ai  Ope ati g S ste s -
Cisco IOS XE, Cisco NX-OS a d Cisco IOS XR.
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The diag a  belo  illust ates a  ope  sta da d API, ith a co o  YANG data odel
i f ast uctu e, built o  top of the de ice-le el featu es, to de e both the de ice
co gu atio  a d ope atio al state. Diffe e t p otocols such as NETCONF, RESTCONF,
a d gNMI ca  be used to i te face ith e te al auto atio  soft a e toolchai s.

DIAGRAM  Open Programmable Device APIs
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Data Models

A data odel is o e of the ost i po ta t co po e ts of ope  p og a able APIs. It
p ecisel  de es the data st uctu e, s ta  a d se a tics of a gi e  featu e a d is

ea t to sol e the issue of u st uctu ed data p o ided b  CLIs.

YANG

Yet A othe  Ne t-Ge e atio  YANG  is a data odeli g la guage de eloped b  the
IETF to e able the euse of data odels ac oss e uip e t f o  diffe e t et o k
e do s. It is idel  used b  et o k ope ato s to auto ate the co gu atio  a d
o ito i g of et o k de ices. YANG is de ed i  RFC RFC RFC .

DIAGRAM  YANG Models Example

As sho  abo e, YANG data odels ca  be co side ed as te plates. YANG odels eed
actual data i  o de  to build ope atio s that ca  be e cha ged ith a et o k de ice, i
o de  to et ie e o  cha ge the de ice co gu atio  o  state.
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Data Model T pes

Note  The IETF sta da ds ake a disti ctio  bet ee  co gu atio  a d ope atio al
data odels.

A co gu atio  data odel is the set of itable data e ui ed to t a sfo  a s ste
f o  its i itial default state i to its cu e t state. Esse tiall  a co gu atio  data odel
i st ucts the de ice to do ce tai  thi gs a d ca  be easil  apped to the u i g
co gu atio  of a Cisco IOS XE de ice.

A  ope atio al data odel is the set of ead-o l  data status i fo atio  a d statistics
o  a de ice. The ope atio al data odel is co p ised of hat the de ice is actuall
doi g a d is apped to the i fo atio  t aditio all  p o ided b  sho  co a ds.

Both co gu atio  a d ope atio al data odels ca  be fu the  classi ed as eithe  
ati e o  ope  data odels.

Nati e data odels a e de ed b  et o ki g e do s such as Cisco a d a e speci c to 
a  Ope ati g S ste . Fo  e a ple, the e a e ati e odels fo  Cisco IOS XE a d ati e 

odels fo  Cisco NX-OS.

Ope  odels a e de ed b  sta da ds bodies such as IEEE a d IETF o  b  o ki g 
g oups such as Ope Co g. A big ad a tage of usi g ope  odels is that the  a e 
co o  ac oss diffe e t Ope ati g S ste s a d e do s, p o idi g a co siste t a  to 

a age all de ices.

Ope  odels a e a subset of ati e odels. That is because the p ocess of de i g a  
ope  odel is t picall  slo e  tha  the sa e p ocess fo  ati e odels. The ai  
easo  fo  this is that i  o de  to de e a  ope  odel, a  pa ties eed to ag ee 

upo  the co te t a d odel st uctu e, he eas e do s ha e e ibilit  to de e ati e 
odels as the  ish.

The app oach follo ed b  Cisco IOS XE is to p o ide a co p ehe si e list of IOS XE 
ati e data odels a d also p o ide ope  odels as the  beco e a ailable. Ope  
odels i  Cisco IOS XE a e apped to co espo di g IOS XE ati e odels. The efo e 

Cisco
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custo e s a e f ee to decide hethe  to use the ope  o  the ati e odel to a age a 
gi e  featu e.

A o g the a ious ope  data odels i  e iste ce, Ope Co g data odels ha e 
ece tl  beco e popula . Ope Co g is a  i fo al o ki g g oup of big et o k 

ope ato s, led b  Google, sha i g the sa e goals of auto ati g thei  et o ks.

Cisco publishes YANG data odels i  a co o  GitHGitHGitHub ub ub RepositorRepositorRepositor  hich is updated 
e e  ti e a e  elease beco es a ailable.

I  additio  to do loadi g the data odels f o  the GitHub eposito , Cisco IOS 
XE o  Catal st  allo s ou to do load the  di ectl  f o  the de ice as 

ell. This featu e is e  useful, especiall  if the data odels ha e bee  updated o  
the de ice usi g the patchi g p ocess desc ibed i  Chapte   High A ailabilit .

Tools, SDKs, Resou ces

Buildi g API ope atio s b  ha d is possible, but ot e  p actical. This is h  a  
tools ha e bee  c eated to a igate th ough the data odels, alidate the , a d to 
build API ope atio s.

These a e so e of the ost co o  tools a ailable toda :

• PYANGPYANGPYANG: P tho  lib a  to alidate, a igate a d auto aticall  build
docu e tatio .

• YangExplorerYangExplorerYangExplorer: ope  sou ce tool to easil  sta t e plo i g the odel a d auto ate
s all tasks.

• YDKYDKYDK YANG De elop e t Kit : soft a e de elop e t kit that p o ides a
abst actio  la e  of the API odeled i  YANG.

• Yang CatalogYang CatalogYang Catalog: a efe e ce fo  all YANG odules a ailable i  the i dust .
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Device API Protocols

The a ious i te face p otocols suppo ted b  Cisco IOS XE o  Catal st  de ices
sha e a co o  data odel i f ast uctu e. F o  a pu el  tech ical poi t of ie , all of
the p otocols ca  be used to a age the sa e YANG data odel, but of cou se, that is

ot a  eas -to- ai tai  app oach.

The diag a  belo  sho s the ai  diffe e ces bet ee  the a ious API p otocols at
each la e  of the stack, sta ti g ith the T a spo t SSH s HTTP s HTTP , the
diffe e t e codi g fo ats used fo  the Re ote P ocedu e Calls RPCs , as ell as
diffe e t sets of ope atio s.

DIAGRAM  Comparison of Device API Protocols

Note  The YANG data odel i f ast uctu e is co o  ac oss all of the Cisco IOS XE
API P otocols
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E codi g Fo ats

All of the API p otocols use Re ote P ocedu e Calls RPCs  fo  co u icatio . A clie t
u i g o  a  e te al se e  se ds a  RPC essage to the et o k de ice a d the
et o k de ice eplies ith a  RPC- epl  essage. The data pa load of both RPC a d

RPC- epl  is e coded usi g a fo at de ed b  the p otocol. The ost co o
e codi g fo ats a e:

• E te sible Ma kup La guage XML  is a te t-based, hu a - eadable fo at
he e the i fo atio  e cha ged is e de ed usi g tags. It is e  si ila  to

HTML but hile HTML is used to build eb pages, XML is used to desc ibe data.
NETCONF uses XML.

• Ja aSc ipt Object Notatio  JSON  is a  alte ati e to XML. It is also te t-based
a d hu a - eadable, but i stead of usi g tags, it uses <ke : alue> pai s hich

ake the data easie  to pa se. That is the easo  JSON is usuall  p efe ed o e
XML. RESTCONF suppo ts both JSON a d XML.

• Google Re ote P ocedu e Call gRPC  is the ope  sou ce e sio  of the e codi g
fo at de ed b  Google fo  thei  o  applicatio s.It is p o e  to be e
ef cie t a d scalable. It is a bi a  fo at, aki g it o -hu a  eadable. It
elies o  p otocol buffe s to e code o  the clie t side a d decode o  the se e

side. While gNMI suppo ts a a iet  of e codi g fo ats, gRPC is the suggested
a d ost used fo at.
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DIAGRAM  RPC Encoding Formats

NETCONF

NETCONF is a popula  et o k co gu atio  p otocol de ed b  the IETF to help
et o k ope ato s to a age thei  et o ks. While ost people thi k it is a e

p otocol, it has actuall  bee  a ou d fo  a lo g ti e a d Cisco sta ted suppo ti g
NETCONF i  IOS o e tha  a decade ago.

Si ce the , NETCONF has e ol ed co side abl  ith the de itio  of a e  set of IETF
Re uests Fo  Co e ts RFC . RFC-RFC-RFC-  de es the basics of NETCONF, a d
i t oduced the co cept of optio al e te sio s. E a ples of NETCONF e te sio s a e
the YANG data odel la guage RFC-RFC-RFC-  a d Noti catio s RFC-RFC-RFC- .

The NETCONF stack i cludes SSH t a spo t, essages i  the fo  of ge e ic RPCs a d
e coded usi g the XML fo at.

The ai  NETCONF ope atio s a e:

• <get>: to et ie e u i g co gu atio  a d de ice state i fo atio . Ca  be
easil  apped to a  IOS XE "sho " co a d.

• <get-config>: to et ie e all o  pa t of a speci ed co gu atio . Si ila  to a
IOS XE "sho  u " co a d.
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• <edit-config>: to cha ge all o  pa t of a co gu atio . Has the sa e beha io  
as usi g Cisco IOS XE co g te i al ode. 

RESTCONF

RESTCONF is a et o k co gu atio  p otocol like NETCONF  de ed b  the IETF i
the RFC-RFC-RFC- .

The RESTCONF stack i cludes HTTP/HTTPS t a spo t, essages i  the fo  of
ge e ic RPCs like NETCONF  a d e coded usi g eithe  XML o  the JSON fo at.

The RESTCONF stack i cludes HTTP/HTTPS t a spo t, essages i  the fo  of
ge e ic RPCs like NETCONF  a d e coded usi g eithe  XML o  the JSON fo at.

The RESTCONF ope atio s a e de ed b  the REST f a e o k a d ca  be easil
apped to the co espo di g ope atio s i  NETCONF:

• GET: to et ie e a esou ce. Si ila  to a NETCONF <get-co g>, <get>.

• POST: to c eate a e  esou ce. Si ila  to a  <edit-co g> ith
ope atio = c eate  optio .

• PUT: to c eate o  odif  a esou ce. Si ila  to a  <edit-co g> ith
ope atio = c eate/ eplace .

• DELETE: to delete a esou ce. Si ila  to a  <edit-co g> ith
ope atio = delete .

The ta get esou ce i  all ope atio s is de ed usi g a sta da d URL, co o l  used
to efe e ce eb pages o  the I te et.

gNMI

The Google Net o k Ma age e t I te face gNMI  is a  alte ati e p otocol to
NETCONF a d RESTCONF fo  accessi g YANG odels.
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While both NETCONF a d RESTCONF a e sta da ds-based p otocols de ed b  the
IETF, gNMI is a  ope  sou ce et o k a age e t p otocol de eloped b  Google.

gNMI ope atio s a e:

• CAP: se t to the et o k de ice o  st co ect to disco e  de ice capabilities.

• GET: to et ie e the de ice co gu atio  o  state. I cludes att ibutes such as
P e , Paths a d Data T pe Ope , Co g, All .

• SET: to cha ge the de ice co gu atio . Has the sa e att ibutes as GET e cept
fo  T pe Update, Replace, Delete .
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Model-Driven Telemetry

Net o k o ito i g challe ges

Auto atio  solutio s based o  CLI a d SNMP ha e, o e  ti e, p o e  to be i co plete, 
i ef cie t, a d ha d to scale a d ai tai . Ne  e ui e e ts i  te s of speed, scale, 
fault isolatio , fo e sic a al sis, a d ea  eal-ti e data a ailabilit , a e aki g legac  

o ito i g solutio s i suf cie t fo  ost o ga izatio s.

The e  pa adig

Model-D i e  Tele et  MDT  has bee  desig ed to o e co e the d a backs a d 
sho tco i gs of legac  o ito i g solutio s desc ibed abo e. MDT p o ides st uctu ed 
data i  the fo  of the sa e YANG data odels de ed i  Chapte  .  Ope  
P og a able De ice APIs, i  a scalable a d ef cie t a e  ith a lo  i pact o  the 

et o k de ice.

MDT p o ides a e  app oach fo  et o k o ito i g i  hich ope atio al data is 
st ea ed co ti uousl  f o  et o k de ices to a  e te al collecto  a d p o ides eal-
ti e access to statistics fo  o ito i g the et o k. The data ca  be st ea ed o -
cha ge, o  at a pe iodic ti e i te al.

Co pa ed to a  SNMP get e uest, hich is a pull echa is , MDT uses a push 
echa is .

The Cisco IOS XE MDT i ple e tatio  o  Catal st  is based o  the 
sta da d IETF PUB/SUB publicatio /subsc iptio .

To ecei e st ea i g data f o  the de ice, a  e te al collecto  ust set up a 
subsc iptio  to a data set i  a YANG odel. This ca  be c eated ia a  RPC subsc iptio  

essage. O ce e abled o  the de ice, it co ti uousl  se ds data fo  the lifeti e of that
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subsc iptio . Publicatio  is b  st ea i g data to a desti atio  usi g pe iodic o  o -
cha ge oti catio s.

Fo  pe iodic oti catio s, the data is st ea ed out to the desti atio  at the co gu ed
i te al. The pe iod is the ti e e p essed i  /  of seco ds bet ee  updates. This is
a si ila  co cept to SNMP "get" e uests, but ith all the be e ts of the MDT push-
based odel at a uch highe  ate. Data that is e pected to cha ge at a high f e ue c
is best co su ed ia pe iodic publicatio s, such as i te face cou te s a d CPU
utilizatio .

Fo  o -cha ge oti catio s, the data is published o l  he  a cha ge occu s. O -
cha ge publicatio  is best utilized fo  data that is ot e pected to cha ge at a high
f e ue c  a d he e it is i po ta t to k o  i ediatel  he  a cha ge has occu ed.

DIAGRAM  Periodic vs. On-Change Subscriptions

A si ila  app oach is used b  Cisco DNA Ce te  Assu a ce to collect st ea i g data
f o  MDT-capable de ices a d co elate ith othe  data sou ces.

De elopi g a DIY data collecto  is a co ple  task, but custo e s illi g to build thei
o  collecto  ca  ake use of Ope  Sou ce tools such as TCollecto , collectd a d the
Elastic Stack co o l  k o  as the ELK stack  as ell as essagi g b oke s such as
Apache Kafka, Acti eMQ a d RabbitMQ.
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Scripting

Sc ipts ha e bee  used fo  ages to uickl  a d easil  auto ate s all tasks. O e  the
ea s, so e sc ipti g la guages ha e beco e o e popula  tha  othe s, such as Pe l,

TCL, a d Ja aSc ipt. I  ece t ea s, P tho  beca e the ost popula  sc ipti g
la guage. O e of the ai  easo s fo  its e e -g o i g popula it  is that P tho  is eas
to get sta ted ith. It p o ides a  i te acti e shell, allo i g a uick a  to e ecute
sc ipts li e b  li e a d is o e hu a - eadable tha  ost of the othe  sc ipti g
la guages.

Ma be the ost i po ta t easo  is the e  e te si e list of publicl  a ailable P tho
lib a ies fo  ost of the Ope ati g S ste s a d ease of i stalli g, updati g a d
u i stalli g the lib a ies usi g the P tho  package a age  pip . The e is also a P tho
i tual e i o e t, that helps ith the a age e t of applicatio  lib a

depe de cies.

Off-bo  s O -bo  P tho

P tho  sc ipts ca  be used to auto ate a Catal st  u i g Cisco IOS XE i  t o 
diffe e t a s, co o l  a ed off-bo  a d o -bo  sc ipti g.
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DIAGRAM  Cisco IOS XE O�-Box and On-Box Python

• With Off-bo , the P tho  sc ipt is e ecuted i  a  e te al se e  a d it co ects 
to the Cisco IOS XE de ice usi g a  SSH co ectio  fo  CLI based auto atio  o  
ia the ope  APIs NETCONF/RESTCONF/gNMI .

• With O -bo , the P tho  sc ipt is e ecuted i side the Catal st  i  a built-i  
Li u  co tai e  a ed Guestshell. F o  the Guestshell e i o e t, P tho
sc ipts ca  access the u de l i g Cisco IOS XE usi g the sa e echa is  used b  
off-bo  P tho  sc ipti g. 

B  p o idi g off-bo  a d o -bo  sc ipti g optio s, the Catal st  is a pe fect t fo
ce t alized a d dist ibuted P tho -based applicatio  a chitectu es.
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Con�guration Management Tools

Co gu atio  a age e t tools auto ate s ste s a d applicatio s i  a co siste t
fashio  at scale. Such tools ha e bee  used b  s ste  ad i ist ato s fo  o e tha  a
decade. Latel , a  i c easi g u be  of custo e s a e usi g o  co side i g
co gu atio  a age e t tools to auto ate thei  et o ks as ell. Co gu atio

a age e t tools e able a a iet  of ad a tages:

• A co siste t app oach ac oss diffe e t e do s a d Ope ati g S ste s.

• Eas  i teg atio  ith e sio  co t ol s ste s.

• A si ple a  to collect ha d a e a d soft a e de ice facts

• P o ides a  i te t-based co gu atio  app oach.

• No cha ges a e ade if the s ste , applicatio , o  de ice is al ead  i  the desi ed
state.

I  the et o ki g space, co gu atio  a age e t tools i itiall  e e used to 
auto ate data ce te  et o ks o l , but o  e te p ise et o ks a e sta ti g usi g 
the  as ell. A o g othe s, A sible a d Puppet a e the ost popula  tools. 
Co gu atio  a age e t tools ca  be classi ed i to t o g oups, based o  thei  
a chitectu e: age t-based o  age t-less. Age t-based a chitectu es e ui e a soft a e 
age t to be i stalled o  the a aged de ice, he eas age t-less a chitectu es do ot 

eed o e. This is a ke  diffe e ce, pa ticula l  i  the e te p ise space he e custo e s 
te d to be o e co se ati e about i stalli g d-pa t  soft a e o  de ices.

A sible is based o  a  age t-less a chitectu e hich has bee  a ke  facto  i  its 
success. A sible al ead  suppo ts Cisco de ices, such as Catal st  s itches 
u i g Cisco IOS XE a d p o ides i te t-based odules to co gu e i te faces, 

VLANs, VRFs, use s, etc as ell as CLI a d NETCONF-based co gu atio s.

Puppet t aditio all  e ui es a  age t o  the a aged de ice age t-based 
a chitectu e  but Puppet is cu e tl  de elopi g a  age t-less a chitectu e speci call
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fo  et o k de ices. It ill also suppo t Cisco de ices u i g Cisco IOS XE, a d it 
ill be based o  the NETCONF APIs.

Co gu atio  Ma age e t Tools a e a ke  co po e t of a othe  e e gi g t e d 
a o g a  custo e s e b aci g the De Ops a d NetOps cultu e: Co ti uous 
I teg atio  a d Co ti uous Deplo e t o  CI/CD.

DIAGRAM  Cisco Catalyst 9000 CI/CD with Puppet

CI/CD is a e  co gu atio  a age e t p actice c eated to educe the ti e eeded
to deplo  e  cha ges i  p oductio  a d to i c ease the co de ce that cha ges ill
be successful. It e ables this th ough a  auto ated testi g p ocess a d i teg atio

ith sou ce co t ol s ste s fo  a  eas  ollback i  case failu es do occu . Custo e s
i ple e ti g CI/CD f a e o ks ha e e pe ie ced lo e  de elop e t c cles, faste
pace of i o atio , a d a lo e  total IT cost.
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Cisco DevNet

Cisco De Net is a  i itiati e c eated to allo  custo e s a d pa t e s to easil  sta t
lea i g the latest p og a abilit  tech ologies p o ided b  the ai  Cisco Ope ati g
S ste s. Cisco De Net p o ides self-e pla ato  lea i g labs, ideo cou ses, de ice
sa dbo  to test the p og a abilit  tech ologies o  si ulated de ices a d/o  eal
ha d a e, alo g ith API docu e tatio , co u it  suppo t a d o e.

DIAGRAM  Cisco DevNet

Cisco De NetDe NetDe Net is co pletel  f ee - custo e s a d pa t e s just eed to sig  up a d sta t
lea i g.
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Application Hosting Operation

Applicatio s a e used i  e te p ise et o ks fo  a a iet  of busi ess ele a t use
cases. E a ples of e te p ise applicatio s i clude ad i ist ati e tools such as
pe fo a ce o ito s a d p otocol a al ze s a d secu it  toolsets such as i t usio
detectio  se ices. T aditio all , such applicatio s ould ope ate o  a  e te al
ph sical o  i tual se e .

Cisco built the Cisco Applicatio  F a e o k CAF  to a age co tai e ized
applicatio s u i g o  a  et o k de ice. CAF is also k o  as Cisco IO . O igi all
c eated to host I te et of Thi gs IoT  applicatio s, the Catal st  le e ages IO
fo  e te p ise applicatio s ithi  a ca pus e i o e t.

Cisco IO  o  a Catal st  suppo ts applicatio s co tai e ized i  KVM-based i tual
achi es a d LXC Li u  co tai e s. While ati e Docke  co tai e s a e ot et

suppo ted, Docke  tools ca  be used to easil  build IO  applicatio s i  LXC fo at.
Cisco IO  e po e s ope ato s to deplo  a  co tai e ized applicatio  o  thei

et o k de ices.

Though Cisco ill pe iodicall  publish ce tai  se ices fo  applicatio  hosti g, Cisco
e cou ages a d suppo ts the deplo e t of a  KVM-based VM o  Li u  LXC that ts

ithi  the IO  f a e o k.

The Catal st  p o ides se e al optio s to a age hosted applicatio s:

• Cisco DNA Ce te : Cisco's SDN co t olle  used to u  all LAN, WAN a d WLAN 
e te p ise de ices.

• IO  Clie t: a P tho -based tool capable of buildi g a d a agi g IO  
applicatio s.

• WebUI: the Cisco IOS XE GUI to co gu e a d o ito  the de ice, suppo t IO  
applicatio s as ell.

• Co a d Li e I te face: a set of Cisco IOS XE co sole co a ds fo  
a agi g IO  a d IO  applicatio s. 

Applicatio  Hosti g 184



DIAGRAM  Catalyst 9000 Application Hosting Framework

A ato  of a  IO  Applicatio

A  IO  applicatio  is packaged i  a sta da d Li u  ta  a chi e fo at co tai i g se e al
les, i cludi g the applicatio  desc ipto , o e o  o e disk i ages, a d, optio all ,

ce ti cate les a d othe  au ilia  les. The applicatio  desc ipto  is a le, itte  i
YAML fo at, that i cludes:

• Applicatio  i fo atio : a e, desc iptio , e sio , a d autho .

• Applicatio  t pe: LXC o  VM.

• Ha d a e esou ces e ui ed: CPU, e o  a d sto age.

• A list of i tual et o k i te faces used b  the applicatio .

• The disk i age les used to load the applicatio  itself.

• Sta tup tasks o  p e-e ecutio  sc ipts.

Step-b -step i st uctio s o  ho  to build IO  applicatio sIO  applicatio sIO  applicatio s a e a ailable o  the Cisco
De Net ebsite.

Applicatio  Hosti g 185

https://developer.cisco.com/site/iox


Hardware Resources

Cisco IOS XE u i g o  the Catal st  ese es dedicated e o  a d CPU 
esou ces fo  applicatio  hosti g. B  ese i g e o  a d CPU esou ces, the s itch 

p o ides a sepa ate e ecutio  space fo  use  applicatio s. It p otects the s itch's IOS 
XE u -ti e p ocesses e su i g both its i teg it  a d pe fo a ce.

Applicatio s ust eside i  o e of the e te al SSD sto age USB o  M  SATA  optio s 
p o ided b  the Catal st . Applicatio s ha e o access to the i te al de ice ash 
sto age, hich is ese ed fo  IOS XE fo  i teg it  easo s.

Note The e te al SSD sto age is sha ed ot ese ed  bet ee  Cisco IOS XE a d 
hosted applicatio s.

TABLE Catalyst 9000 Application Hosting Resources

Platform Memory
(GB)

CPU 
(cores)

USB Storage
(GB)

M2 SATA
Storage (GB)

USB
2.0 

Front

USB
3.0 

Back

Catalyst 9300 2 1 x 1.8GHz 16 120 N/A

Catalyst 9400 8 1 x 2.4GHz 16 N/A 960

Catalyst 9500 
(with UADP 2.0) 8 1 x 2.4GHz 16 120 N/A

Catalyst 9500 
(with UADP 3.0) 8 1 x 2.4GHz N/A N/A 960
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Overview

Net o k desig  is i po ta t because i di idual de ices ust o k togethe  cohesi el
to opti ize a et o k. While each platfo  has u i ue capabilities, a d a
capabilities a e si ila , the a  a ious platfo s a e co bi ed togethe  ca  esult i
opti al o  sub-opti al et o k beha io . It is the efo e i po ta t to choose the best
platfo  fo  a speci c pu pose. Cisco p o ides se e al diffe e t Catal st  se ies

odels to add ess a a ge of eeds.

A ca pus et o k focuses ai l  o  ho  hu a s a d thei  de ices co u icate ith
each othe , a d ith se ices i  the data ce te , p i ate o  public cloud se ices, a d
the I te et. Ca pus et o ks also te d to be geog aphicall  di e se, ith a a iet  of
u i ue e ui e e ts. The u be  a d t pes of use s a d de ices, as ell as thei
geog aphic di e sit , i ue ce opti al et o k desig .

ᄂthe bottom line
Select the Right Platform  for the Right Job .

Cisco has  ea s of e pe ie ce desig i g ca pus e i o e ts. O e  that pe iod,
Cisco has de eloped a d igo ousl  tested a ious desig s f o  hich e disti ct
ca pus desig  odels ha e e e ged:

• Multi-La e  - a ulti-tie  desig  that uses outi g bet ee  co e a d
dist ibutio , ith a s itchi g access.

• Collapsed Co e - a t o-tie  desig  fo  s all sites, ith a outed co e a d a
s itched access.

• Routed Access - a ulti-tie  desig , hich utilizes outi g e d-to-e d th ough
all la e s.

• Ca pus MPLS - a ulti-tie  desig , usi g MPLS o  top of a outed do ai  to
p o ide seg e ted se ices.

• Soft a e-Defi ed Access - a ulti-tie  et o k fab ic based o  the desig s
abo e, auto ated a d assu ed b  a co tolle .

Ca pus Net o k Desig 188



While each desig  odel has e ol ed to add ess a speci c set of e ui e e ts, all sha e
a co o  set of cha acte istics. The co o  cha acte istics of ca pus desig s
i clude:

• Hie a ch  - st uctu ed desig  hich allocates de ed oles to each la e , a d
follo s a st uctu ed cabli g pla t.

• Redu da c  - i cludi g ph sical edu da c  li ks, chassis, po e , data pla e
edu da c , co t ol pla e edu da c .

• Ba d idth - suf cie t capacit  at each et o k tie  to suppo t the agg egate
s ste  load.

• Po t De sit  - suf cie t i te faces at each et o k tie  to suppo t all its
co ected eighbo s.

• Scalabilit  - suf cie t ha d a e a d soft a e esou ces to suppo t all
i te co ectio s a d et o k se ices.

• Wi eless LAN - suf cie t i ed i f ast uctu e a d featu es to suppo t obilit
ac oss the ca pus.

While each of the Catal st  platfo s is desig ed to add ess o e o  o e desig
odel, all sha e a co o  set of capabilities:

• Catal st  se ies - Fi ed fo  facto , ith / / G SFP a d / G QSFP
o boa d a d odule po ts.

- Built ith suf cie t ASIC ba d idth a d table scale to suppo t ediu  to
la ge-sized ca pus co es a d dist ibutio  desig s.

• Catal st  se ies - Modula  fo  facto , ith / / / Gig RJ , / G
SFP odules a d G QSFP Supe iso  po ts.

- Built fo  high-de sit  use  access ith suf cie t ASIC ba d idth a d table
scale to suppo t la ge ca pus access desig s o  ediu -sized dist ibutio
desig s.
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• Catal st  se ies - Fi ed, stackable fo  facto , ith / / / Gig
RJ  a d / / G SFP o  G QSFP odule po ts.

- Built fo  high-de sit  use  access ith suf cie t ASIC ba d idth a d table
scalabilit  to suppo t la ge ca pus access desig s.

ᄂthe bottom line
Catalyst 9000 switches are the most �exible, highest scaling, and resilient 
platforms for the new era of networking

While ost of this book focuses o  the speci c details of i di idual Catal st 
platfo s, the follo i g chapte s a e dedicated to ho  a  e d-to-e d Catal st 
se ies solutio  ca  si plif  a d opti ize o e all et o k desig .
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Physical Infrastructure

This sectio  discusses c itical desig  co side atio s fo  the ph sical i f ast uctu e, i
o de  to p o ide suf cie t ba d idth a d po t de sit  fo  a  opti al ca pus et o k.

The Need fo  Speed

It is e pected that IP t af c ill g o  at a Co pou d A ual G o th Rate CAGR  of up
to % f o   to . As discussed ea lie , i c easi g deplo e ts of high-speed

i eless tech ologies, the p olife atio  of IoT de ices a d se so s, a d po e ful e
e dpoi ts that ha dle high olu e data, a e fo ci g et o k e gi ee s to edesig
thei  ph sical i f ast uctu e. Clie t access speeds a e i c easi g f o   Gigabit pe
seco d Gbps  to .  Gbps,  Gbps a d pote tiall   Gbps. These e  clie t access
speed e ui e e ts de a d et o k i f ast uctu e speeds g eate  tha  G.

Ho e e , o i g to highe  speeds ca  b i g additio al challe ges. Fo  i sta ce,
cha gi g f o  e isti g G S all Fo  facto  Pluggable SFP  po ts to G Quad S all
Fo  facto  Pluggable QSFP  ca ies sig i ca t costs t a scei e s a d cables . While
a  alte ati e fo  li k-agg egatio  is o e app oach, achie i g effecti e load sha i g

ith ultiple G li ks depe ds o  the hashi g algo ith  a d t af c patte s.

Back a ds co patibilit  fo  easie  ig atio  is a othe  ke  co side atio  fo  e
speed adoptio  i  ca pus et o ks. It is be e cial to use a co o  t a scei e  fo
facto , such as SFP a d QSFP. Mode  G SFP+ a d the e  G SFP  i te faces
suppo t back a d co patibilit  ith M a d G SFP. Si ila l , the e  G QSFP
i te faces suppo t back a d co patibilit  ith G QSFP.

Note  Cisco G SFP  t a scei e s suppo t dual- ate optics to ope ate at both G
o  G speed.

Fo  e a ple, upg adi g access to dist ibutio  la e  li ks f o  G to G is a
st aightfo a d ig atio . Si pl  e o e the G SFP+ t a scei e  a d i stall a e
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G SFP  t a scei e  usi g the sa e cable . If the e ote side is still usi g a G SFP+
t a scei e , the li k ill ope ate at G. O ce a co espo di g G SFP  t a scei e  is
i stalled o  the e ote side, the li k ill ope ate at G.

Use Case : Speed t a sitio  ith si ila  Cable Dista ces

As access la e  ba d idth i c eases f o  / / M to . G, ca pus backbo es
should t a sitio  f o  / G speeds to / G speeds. Custo e s eed e e
optics to suppo t cabli g dista ces si ila  to thei  e isti g e i o e t.

ᄂthe bottom line
The use of innovative Cisco SFP-10/25G-CSR-S transceivers supports traditional
cable lengths of up to 300/400m over OM3/4 MMF (depending upon �ber quality)
to achieve speeds of 25G.

DIAGRAM  Speed transition with similar Cable Distance

Ca pus Net o k Desig 192



Use Case : Speed Mig atio  ith Dual-Rate Optics

The Cisco G po tfolio p o ides back a d co patibilit  to G ith t a scei e s built
ith dual- ate optics. Cisco dual- ate optics ill auto- egotiate to the highest speed

suppo ted. Fo  e a ple, if the e ote de ice is o l  capable of Gbps, the t o de ices
ill ope ate at Gbps speed.

ᄂthe bottom line
There is no requirement to upgrade the infrastructure to 25G. Transceivers can
operate at 10G and be upgraded as part of regular refresh cycles.

DIAGRAM  Speed transition with Dual-Rate Optics

Use Case : Speed t a sitio  ith si ila  O e subsc iptio  Ratios

I  the past, the ule-of-thu b desig  eco e datio  fo  o e subsc iptio  as ~ :
fo  the access to dist ibutio , ~ :  fo  dist ibutio  to co e, a d ~ :  o  :  fo  the co e
la e . As access la e  ba d idth i c eases e.g. . G , the e is a co espo di g eed to
upg ade the i te -s itch co ectio s to p ese e the eco e ded o e subsc iptio
atios.
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ᄂthe bottom line
25G and 100G are natural successors to 10G and 40G, with at least 2.5X
bandwidth increase.

DIAGRAM  Speed transition with similar Oversubscription Ratios

Use Case : Co pa i g Highe  speed s. Load sha i g

Speed upg ades ha e outpaced the ef esh c cles fo  cabli g. To satisf  g o i g
ba d idth e ui e e ts, the e a e t o basic app oaches:

• o e upli ks ca  be added ith li k-agg egatio  o  ECMP

• eplace e isti g cabli g a d t a scei e s to suppo t highe  speeds

The e a e sig i ca t challe ges a d cost i plicatio s to both. Addi g additio al li ks
i cu s the co ple it  of achie i g effecti e load-sha i g, as ell as so e QoS
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i plicatio . While upg adi g to highe  li k speeds does ot e ui e co ple  load-
sha i g o  QoS challe ges, it a  e ui e eplaci g t a scei e s a d/o  cabli g.

ᄂthe bottom line
Catalyst 9000 platforms support a common set of port types and transceivers,
with �exible port speeds. This greatly simpli�es upgrading existing infrastructure
to higher speeds.

DIAGRAM  Comparing Higher speed vs. Load sharing
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Multi-Layer Campus

A Multi-La e  LAN deplo e t is the ost co o l -deplo ed desig  odel. It
co sists of th ee la e s: co e, dist ibutio  a d access.

DIAGRAM  Multi-Layer Campus Design

The co e i  a Multi-La e  ca pus desig  is based upo  La e   IP outi g a d fu ctio s
as a high-speed i te co ectio  poi t to othe  et o k la e s e.g. DC, WAN, B a ch,
etc . The dist ibutio  la e  co sists of IP outi g upst ea  to the co e a d La e  
s itchi g do st ea  to the access la e . Dist ibutio  blocks fu ctio  as a
agg egatio  poi t fo  clie t t af c t a eli g to the est of the et o k; the  se e as
t a sitio  poi ts bet ee  s itched i i g closets i to the outed co e. The p i a
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ole of the access la e  is si pl  to co ect e d-poi ts a d s itch thei  t af c i to the
est of the et o k.

The e a e se e al ai  ad a tages to this desig :

• It is a t ied-a d-t ue desig  i ple e ted idel  du i g its t e t - ea  histo .

• The hie a ch  of la e s assig s speci c oles a d espo sibilities to each
co ectio  block.

• It is scalable a d odula . Blocks ca  be added o  e o ed i  a  la e  ithout
ajo  i pact o  the desig  of othe  la e s.

• It de es a sepa atio  of duties to LAN s itches that a chitects use to e aluate
p oducts a d build et o k policies.

• It allo s fo  spa i g VLANs La e   do ai s  ac oss ultiple access i i g
closets if eeded, p o idi g desig  e ibilit .

The e a e so e disad a tages, ho e e , to this desig . The dist ibutio  la e , i
pa ticula , i t oduces co ple it  because of its ole as a  L /L  i te cha ge. L

et o ks a e co side ed ood do ai s fo  BUM t af c b oadcast, u k o  u icast,
ulticast  a d subject to loops du i g li k failu es a d eco e ge ce. If ot tu ed

co ectl , L  et o ks si pl  fail he  BUM t af c co su es p ocessi g esou ces o
a et o k loop blocks o s as pa ticipati g s itches eopti ize a path.

Tools such as Rapid Pe -VLAN Spa i g T ee RPVST , Spa i g T ee P otocol STP
gua ds, IGMP s oopi g a d sto -co t ol a e used to ha dle these situatio s, but
ad i ist ato s a e e ui ed to e able a d o ito  these featu es. A si ila  situatio
e ists he  passi g t af c ac oss the access la e  s itched bo de  to the outed

et o k. Sub-opti al paths a d as et ic o s ith co se ue t t af c oodi g ca
occu  i  the ulti-la e  desig  if Spa i g T ee s itchi g is atches IP outi g i.e. if
the L  a d L  topologies a e i co g ue t . Ad i ist ato s eed to co gu e s itches
so that STP oot s itches a e also the IP default gate a , usi g a Fi st-Hop Routi g
P otocol FHRP , e e  i  the e e t of a s itch failu e.

Note  Catal st  se ies s itches co ti ue to suppo t ulti-la e  et o ks, a d
thei  u i ue featu es a e opti ized fo  oles of each la e , usi g esou ce te plates.
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The Catal st  / G odels a e based o  UADP .  a d use the dist ibutio  SDM
te plate, b  default, to set the opti al ASIC table allocatio  fo  a dist ibutio  la e  ole.
I  additio , the Catal st  / / / G odels a e based o  UADP . , a d
e plo  the co e SDM te plate b  default, p o idi g the opti al ASIC table allocatio
fo  a co e s itch.

ᄂthe bottom line
The Catalyst 9500 Series platforms are optimized for the core and distribution 
layers.

The Catal st  a d  se ies s itches both e plo  UADP .  fo a di g e gi es,
a d i ple e t the access SDM te plate to set the opti al ASIC table allocatio  fo
s itched access ole. The Catal st , ha i g a stackable ed-fo  facto  is ideal
fo  p o idi g s itch-le el edu da c . The Catal st , b  co t ast, is a odula
s itch p o idi g the highest le els of et o k a ailabilit  b  deli e i g supe iso , li e-
ca d a d po e  edu da c  i  a chassis. Both s itchi g li es p o ide capabilities to
suppo t s all, ediu  a d la ge i i g closets.

ᄂthe bottom line
The Catalyst 9300 and 9400 Series platforms are optimized for the access layer.
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Collapsed Core

A collapsed co e desig  is based o  the sa e p i ciples of a ulti-la e  LAN fo  i  a
s all ca pus et o k, ith the co e a d dist ibutio  la e s collapsed i to each othe .

DIAGRAM  2-Tier Collapsed Topology

All of the ad a tages of a ulti-la e  desig  also appl  to a collapsed co e, hich
e ui es less et o k i f ast uctu e a d is, the efo e, a ight-sized a d cost-effecti e

solutio  fo  s all sites.

The sa e d a backs of the ulti-la e  also appl  to this desig . I  this case, the
dist ibutio  la e  co ple it  desc ibed p e iousl  has added i to the co e.
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The Catal st  se ies odels use the UADP p og a able ASIC i  a ed-fo
facto  desig . The diffe e ce bet ee  odels is a atte  of po t speed a d de sit , but
i  all cases the  ca  use the dist ibutio  SDM te plate to opti ize fo a di g tables
fo  use as a collapsed co e s itch.

ᄂthe bottom line
The Catalyst 9500 Series platforms are optimized for the collapsed core layer.

The e a e o cha ges to the access la e  i  this desig , a d the eco e datio s fo
usi g the Catal st  a d  i  these oles still appl .

ᄂthe bottom line
The Catalyst 9300 and 9400 Series platforms are optimized for the access layer.
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Routed Access

The outed access desig  uses the sa e ph sical et o k topolog  as a t aditio al
ulti-la e  a chitectu e. This is t ue ega dless of hethe  a full th ee-tie  a chitectu e

o  the collapsed co e ethod is e plo ed. The diffe e ce is the place e t of the La e
 a d La e   bou da ies. As the a e i plies, i  a outed access desig  the L

bou da  o es do  to the access la e , a d VLANs a e locall  co tai ed ithi  each
access la e  s itch. These s itches the  co ect upst ea  to the ca pus et o k
usi g outed upli ks.

DIAGRAM  Routed Access Design
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The use of a outed access desig  affo ds a u be  of be e ts:

• It educes deplo e t a d a age e t co ple it  si ce all et o k li ks a e
outed co ectio s ith co siste t co gu atio s.

• It eli i ates the eed to co gu e . Q t u ks o  tu e Spa i g T ee a d
st-hop outi g p otocols bet ee  la e s.

• It si pli es et o k ope atio  a d t oubleshooti g si ce a si gle co t ol
p otocol a ages the et o k's beha io .

• It sig i ca tl  educes failu e do ai s, b  o i g L  do ai s to the access la e
a d isolati g STP do ai s to i di idual s itches.

• This desig  allo s bette  utilizatio  of all a ailable et o k paths. Routed access
et o ks do ot i pose STP blocki g a d i stead use e ual-cost ultipathi g

ECMP  to auto aticall  dist ibute o s ac oss all co ectio s f o  the access
la e  upst ea .

Routed access et o ks do ha e so e d a backs. It is ot possible to spa  VLANs
ac oss a ca pus et o k i  a outed access desig  odel. Although best p actice
ca pus desig  seeks to eli i ate la ge L  do ai s because of the isk the  pose to

et o k stabilit , the e a e ti es he  it is ecessa  to i te co ect s ste s that
ope ate i  the MAC-la e  o l . A othe  d a back of outed access desig  is that if ACLs
a e i ple e ted, the  ust be dist ibuted to the access la e , athe  tha  ce t all  at
the dist ibutio  la e  i  the hie a chical desig .

A outed access et o k utilizes the sa e topolog  as a hie a chical o e. Co se ue tl ,
the positio i g of Catal st  se ies platfo s e ai s the sa e. Catal st 
s itches se e best as ed-fo  dist ibutio  a d co e, a d Catal st s a d s
a e best suited as access la e  s itches. I  additio  to a  SDM te plate that opti izes
a  o   as a  L  s itch, the e is also a te plate that ep og a s the  to be
opti ized fo  L  access.

ᄂthe bottom line
All Catalyst 9000 switches are optimized for routed access networks.
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Campus MPLS

The ca pus MPLS desig  builds upo  the p e ious et o k desig s a d deli e s i tual
sepa atio  of outi g do ai s. This e ui es o e la i g MPLS-VPN tech olog  o  top
of all outed poi ts ithi  the et o k. Fo  a ulti-la e  ca pus, MPLS e te ds f o
the dist ibutio  blocks th ough the et o k co e; i  a Routed Access desig , MPLS
spa s the e ti e LAN.

DIAGRAM  Campus MPLS

The ai  ad a tage of MPLS-VPN i to ca pus desig s is to p o ide ac o-le el
et o k seg e tatio . MPLS-VPNs use Vi tual Routi g a d Fo a di g VRF  i sta ces

i  o de  to sepa ate outi g do ai s, fo  e a ple, to keep guest t af c f o  bei g able
to each a  p i ate co po ate seg e ts. Ca pus MPLS et o ks also allo  et o k
ad i ist ato s to a ipulate MPLS p otocols, fo  e a ple, to i p o e the ef cie c  of
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label s itchi g o e  basic outi g, a d the abilit  to stee  t af c th ough a et o k
called MPLS-TE o  t af c e gi ee i g  to opti ize a ailable paths.

Ho e e , MPLS adds co ple it  o  top of a  IP et o k as it e ui es a  additio al
co t ol pla e based o  Multi-P otocol BGP  i  o de  to e cha ge the ecessa  VRF
i fo atio  bet ee  P o ide  Edge PE  de ices i  the MPLS a chitectu e. C eati g a d

a agi g ultiple, i tual outi g do ai s e ui es app op iate desig  b  a chitects,
as ell as a age e t e pe tise of ope ato s. Du i g the desig  phase, e uip e t
selected fo  the LAN ust be e aluated fo  its abilit  to ha dle L , L , a d also MPLS
p otocols. Du i g ope atio s, et o k ad i ist ato s ust u de sta d MPLS p otocols
a d thei  ules, a d be able to t oubleshoot ultiple, co cu e t outi g pla es.

A si pli ed e sio  of a seg e ted et o k app oach that uses VRFs, ithout MPLS
taggi g, ca  be achie ed b  usi g a VRF-Lite e d-to-e d deplo e t. VRF-Lite
le e ages .  t u ks a d VLAN IDs bet ee  s itches to t a spo t a d diffe e tiate
t af c esidi g i  diffe e t VRFs. While possible o  a s all scale, VRF-Lite apidl
beco es too dif cult to a age at a  scale abo e -  VRFs. O ga izatio s ishi g to
p o ide seg e tatio  ithi  thei  ca pus o  WAN, a d eedi g to scale be o d this

u be  of VRFs, ould t aditio all  opt fo  the o e co ple  but scalable  MPLS-VPN
solutio .

The e te p ise e ui e e ts fo  seg e tatio  a e beco i g o e st i ge t. Although
MPLS-VPN fu ishes ac o-seg e tatio , it does ot add ess ic o-seg e tatio
usi g access co t ol policies. Secu it  tea s o  de a d polic  e fo ce e t bet ee
hosts ithi  the sa e outi g do ai s. The abilit  to co bi e ac o-seg e tatio
usi g VRFs  a d ic o-seg e tatio  usi g Scalable G oup Tags [SGTs]  is discussed

fu the  i  Chapte  .  Soft a e-De ed Access.

The e ti e Catal st  se ies suppo ts ca pus MPLS. The sa e eco e datio s
appl  as ith a outed access et o k, ith the additio  of MPLS featu e suppo t. The
Catal st  platfo s a e desig ed fo  co e a d dist ibutio  la e  se ices, but the
Catal st  a d  s itchi g li es a e best suited as access de ices.

ᄂthe bottom line
All Catalyst 9000 switches are optimized for Campus MPLS networks.
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Campus Wireless

Catal st  s itches p o ide a a iet  of u i ue capabilities a d i o atio s to
deli e  both i ed LAN access a d opti al i eless access.

.  i eless LANs also k o  as Wi-Fi  a e a  access la e  tech olog . Wi-Fi is fast
beco i g the default choice fo  use s to co ect thei  clie t achi es. People a t to

o e about a d take thei  co pute s a d pho es ith the , so the  ca  get o k do e
faste . Fo  use s, obilit  is a po e ful tool fo  p oducti it  a d ef cie c .

Mode  i eless deplo e ts ca  o  offe  li k speeds co pa able to, o  e e  i
e cess of, hat a  be a ailable o  the i ed i f ast uctu e. Wi eless deplo e ts
usi g . ac Wa e  a d i  futu e . a  o  p o ide ulti-Gigabit i eless li k
speeds.

DIAGRAM  Wired and Wireless Evolution

Busi esses ecog ize these obilit  t e ds a d a e t a sitio i g to i eless-o l
of ces, ot o l  to eet the eeds of thei  obile o kfo ce but also to opti ize thei
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budgets a d achie e the ight bala ce bet ee  obile a d ed e dpoi ts. Busi esses
ust also ealize that this t e d to i eless access also e ui es a o e e ible i ed

i f ast uctu e.

ᄂthe bottom line
As 802.11ac Wave 2 adoption grows, switches must support higher connection
speeds such as mGig, 25G or 100G.

I  a ulti-la e ed ca pus desig , a ce t alized i eless et o k uses a Wi eless LAN
Co t olle  WLC . WLCs usuall  co ect at eithe  the ca pus dist ibutio  o  co e la e ,
i  a se ice block co ected to the co e, o  e e  a e ote data ce te . Wi eless Access
Poi ts APs  co ect to the access la e  s itches, o all  usi g PoE a d high-speed
coppe  Ethe et.

I  this desig , the WLC beco es the ce t al poi t-of- a age e t. All co gu atio
a d o ito i g of i eless APs takes place o  the WLC. APs the  tu el all data t af c
the  ecei e to the WLC, e ui i g it to ake all fo a di g a d polic  decisio s. I
othe  o ds, the WLC beco es the L  i eless access bou da , hich is co ected to
a local L  outi g bo de . This tech i ue allo s i eless clie ts to L  oa  bet ee
APs but appea  to the et o k as if the  a e co ected ithi  the sa e L  sub et.

Ca pus Net o k Desig 206



DIAGRAM  Centralized WLAN Design

A ce t alized i eless et o k desig  e ables et o k ad i ist ato s to co gu e
hu d eds of APs f o  a si gle a age e t poi t. The ce t alized desig  also sol es
the oa i g challe ges of .  et o ks. I stead of e te di g i eless et o ks
ac oss outed bou da ies, a WLC co solidates the  at a si gle poi t i  the et o k.

O e challe ge ith this app oach is that i eless LANs a e still a aged sepa atel
f o  the est of the i ed et o k. Ideall , et o k ad i ist ato s should be able to
de e a si gle polic  fo  all e dpoi ts a d fo  the polic  to be e fo ced the sa e a ,
ega dless of the access ediu . This sepa atio  causes u ecessa  duplicatio  of

effo t a d pote tial co gu atio  e o s.

A othe  sho tco i g deals ith et o k scalabilit . Whe  APs fo a d all data to
ce t al WLCs, the co t olle s ust be able to ha dle the e ti e t af c load. This has ot
bee  a p oble  he  WLCs a e co ected usi g ultiple  o  Gbps li ks, a d APs a e
co ecti g a s all u be  of clie ts at  o  Mbps ates. With the adoptio  of

. ac Wa e , WLCs ill eed to suppo t ultiple  Gbps li ks i  o de  to keep up
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ith hu d eds of clie ts that ca  co ect at o e tha  Gbps ates. This e ui es
highe  ba d idth a d g eate  po t de sit  of the s itches co ected to the WLC.

ᄂthe bottom line
All Catalyst 9000 switches are optimized for Campus Wireless networks.

Soft a e-De ed Access SD-Access  offe s a  i o ati e e  app oach fo  both i ed
a d i eless LAN deplo e ts. SD-Access etai s the be e ts of ce t alized

a age e t hile addi g co o  polic  a d add essi g scale.
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Software-De�ned Access

Cisco's Soft a e-De ed Access o  SD-Access  solutio  is a p og a able et o k
a chitectu e that p o ides soft a e-based polic  a d seg e tatio  f o  the edge of
the et o k to the applicatio s. SD-Access is i ple e ted ia Cisco Digital Net o k
A chitectu e Ce te  DNA Ce te  hich p o ides desig  setti gs, polic  de itio  a d
auto ated p o isio i g of the et o k ele e ts, as ell as assu a ce a al tics fo  a
i tellige t i ed a d i eless et o k.

DIAGRAM  SD-Access Solution Overview
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SD-Access c eates a logical o e la  fab ic et o k to p o ide the be e ts of host
obilit , seg e tatio , a d g oup-based polic  ega dless of thei  locatio  o  ca pus,

full  auto ated a d assu ed b  Cisco DNA Ce te .

The Catal st  se ies platfo s pa ticipate i  the ph sical a d et o k la e s of
Cisco SD-Access. The SD-Access et o k la e  o  fab ic  is co p ised of t o ai
co po e ts:

• Net o k U de la  - is a alogous to a  e isti g La e   outed hie a chical
et o k, but ith a si pli ed focus o  t a spo ti g data packets bet ee
et o k de ices fo  the fab ic o e la . F o  a desig  pe specti e, this is the

e ui ale t of a Routed Access desig .

• Fab ic O e la  - is a p i a il  a logical tu eled  et o k, that i tuall
i te co ects all of the et o k de ices to fo  a fab ic . The fab ic o e la
c eates a i tual e i o e t to e able ac o a d ic o-le el seg e tatio ,
g oup-based secu it  a d applicatio  polic , as ell as d a ic host obilit
se ices fo  i ed a d i eless clie ts.

SD-Access Wi eless

SD-Access t eats i eless data e actl  the sa e as i ed data. This app oach e ables a
co o  polic  ac oss both ediu s. The co t ol pla e of the i eless et o k
e ai s ce t alized. But fo  the i eless data pla e, SD-Access o es fo a di g to a

local, dist ibuted fo a di g odel ia the s itch i f ast uctu e. I stead of tu eli g
all clie t t af c to the co t olle , each access poi t co st ucts a VXLAN tu el di ectl
to the fab ic edge s itch to hich it attaches. The s itch te i ates this t af c a d
the  p o ides full t eat e t fo  the i eless t af c just as it ould fo  a i ed host,
i cludi g g oup-based polic  st uctu ed a ou d VNs a d SGTs.

So e of the ke  SD-Access i eless be e ts a e:

• Ce t alized co t ol pla e - Wi eless i f ast uctu e ope atio s occu  ithi  a
ce t alized i eless et o k such as AP a age e t, RRM, clie t o boa di g
a d oa i g.
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• Dist ibuted data pla e - Wi eless data t af c is dist ibuted to the fab ic edge
s itches fo  opti al pe fo a ce a d scalabilit .

• Sea less L  oa i g - Clie ts ca  oa  sea lessl  ithi  VNs st etched ac oss
a ca pus hile etai i g the sa e IP add ess a d g oup polic .

• Polic  si plificatio  - SD-Access b eaks the depe de c  bet ee  polic  a d
et o k co st ucts a d abst acts it fo  applicatio  ac oss i ed a d i eless

e d-poi ts.

Fo  o e i fo atio  o  Cisco SD-Access, please isit .cisco.co /go/sdaccess.cisco.co /go/sdaccess.cisco.co /go/sdaccess fo
o e details.

Si ce SD-Access c eates a  o e la , the et o k de ices eed to suppo t e
e capsulatio s a d p otocols, such as LISP, VXLAN a d SGT.

The Catal st  se ies ca  be co gu ed to use the SDA SDM te plate, hich
p o ides the opti al ASIC table allocatio  fo  a  SD-Access Fab ic Bo de  ole. The

e ible UADP ASIC p o ides VXLAN-GPO f a e e capsulatio  a d i teg ated SGT-
based ACL classi catio  a d e fo ce e t, as ell as a  e ol i g SD-Access
capabilities.

ᄂthe bottom line
The Catalyst 9500 Series platforms are optimized for the SD-Access Fabric 
Border role.

The Catal st  a d  se ies ca  be co gu ed to use the SDA SDM te plate
hich p o ides the opti al ASIC table allocatio  fo  a  SD-Access Fab ic Edge ole. The
e ible UADP ASIC p o ides VXLAN-GPO f a e e capsulatio  a d i teg ated SGT-

based ACL classi catio  a d e fo ce e t, i cludi g di ect AP VXLAN tu els fo  SD-
Access Wi eless.

ᄂthe bottom line
The Catalyst 9300 and 9400 Series platforms are optimized for the SD-Access 
Fabric Edge role.
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Acronyms

AAA - Authe ticatio , Autho izatio  a d
Accou ti g

ACK - ack o ledg e t

ACL - Access Co t ol List

AES - Ad a ced E c ptio  Sta da d

AOC - Acti e Optical Cables

API - Applicatio  P og a i g I te face

AQM - Acti e Queue Ma age e t

AR - Aug e ted Realit

ARP - Add ess Resolutio  P otocol

ASIC - Applicatio -Speci c I teg ated
Ci cuit

AVB - Audio Video B idgi g

AVC - Applicatio  Visibilit  a d Co t ol

BGP - Bo de  Gate a  P otocol

BOOTP - Bootst ap P otocol

BPDU - B idge P otocol Data U its

BUM - B oadcast U k o  u icast
Multicast

BYOD - B i g You  O  De ice

CAF - Cisco Applicatio  F a e o k

CAPWAP - Co t ol A d P o isio i g of
Wi eless Access Poi ts

CDP - Cisco Disco e  P otocol

CEF - Cisco E p ess Fo a di g

CI/CD - Co ti uous I teg atio ,
Co ti uous Deli e

CLI - Co a d Li e I te face

CoS - Class of Se ice

CPU - Ce t al P ocessi g U it

CSMA/CD - Ca ie  Se se Multiple
Access ith Collisio  Detectio

CTA - Cisco T ust A cho

CTA - Cog iti e Th eat A al tics

CoA - Cha ge of Autho izatio

DAC - Di ect Attach Coppe

DAD - Dual-Acti e Detectio  Li k

DHCP - D a ic Host Co gu atio
P otocol

DIY - Do-It-You self

DMZ - De ilita ized Zo e

DNA – Digital Net o k A chitectu e

DNS - Do ai  Na e S ste
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DNS-AS - DNS as Autho itati e Sou ce

DPI - Deep Packet I spectio

DSCP - Diffe e tiated Se ices Code
Poi t

DTLS - Datag a  T a spo t La e
Secu it

DTP - D a ic T u k P otocol

DTS - D a ic Th eshold Schedule

EAP - ECC - E o -Co ecti g Code

EAPoL - E te sible Authe ticatio
P otocol o e  LAN

EARL - E coded Add ess Recog itio
Logic

ECMP - E ual-Cost Multipathi g

ECN - E plicit Co gestio  Noti catio

EFC - Eg ess Fo a di g Co t olle

EGR - Eg ess Global Resolutio

EIGRP - E ha ced I te io  Gate a
Routi g P otocol

ELLW - E ha ced Li ited-Lifeti e
Wa a t

EQS - Eg ess Queui g Schedule

ERSPAN - E capsulated Re ote
S itched Po t A al ze

ETA - E c pted T af c A al tics

FIB - Fo a di g I fo atio  Base

FIFO - Fi st I  Fi st Out

FNF - Fle ible NetFlo

FPGA - Field P og a able Gate A a

FSU - Fast Soft a e Upg ade

FTP - File T a sfe  P otocol

GIR - G aceful I se tio  a d Re o al

gNMI- google Net o k Ma age e t
I te face

GPE - Ge e ic P otocol E te sio

GPO - G oup Polic  Object

GRE - Ge e ic Routi g E capsulatio

gRPC – google Re ote P ocedu e Call

Gbps - Gigabits pe  seco d

HA - High A ailabilit

HQoS - Hie a chical QoS

HSRP - Hot Sta db  Route  P otocol

HTTP - H pe te t T a sfe  P otocol

HVAC - Heati g Ve tilatio  a d Ai
Co ditio i g

HW - Ha d a e

IBNS - Ide tit -Based Net o ki g
Se ices

IDP - I itial Data Packet
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IEEE - I stitute of Elect ical a d
Elect o ics E gi ee s

IETF - I te et E gi ee i g Task Fo ce

IFC - I g ess Fo a di g Co t olle

IGMP - I te et G oup Ma age e t
P otocol

IGR - I g ess Global Resolutio  IPsec -
I te et P otocol secu it

ILP - I li e Po e

IPFIX - IP Flo  I fo atio  E po t

IPTV - I te et P otocol Tele isio

IQS - I g ess Queui g Schedule

IS-IS - I te ediate S ste  to
I te ediate S ste

ISE - Ide tit  Se ices E gi e

ISSU - I -Se ice Soft a e Upg ade

IoT - I te et of Thi gs

JSON - Ja aSc ipt Object Notatio

KVM - Ke el-based Vi tual Machi e

LACP - Li k Agg egatio  Co t ol
P otocol

LAN - Local A ea Net o k

LDP - Label Dist ibutio  P otocol

LED - Light-E itti g Diode

LISP - Locato /ID Sepa atio  P otocol

LXC - Li uX Co tai e

MAB - MAC Authe ticatio  B pass

MAC - Media Access Co t ol

MACsec - Media Access Co t ol secu it

MDT - Model D i e  Tele et

MEC - Multi-Chassis Ethe Cha el

MFIB - Multicast Fo a di g
I fo atio  Base

GIG - ultigigabit

MKA - MACsec Ke  Ag ee e t

MLD - Multicast Liste e  Disco e

MMF - Multi-Mode Fibe

MPLS - Multip otocol Label S itchi g

MSB - Most Sig i ca t Bits

MTU - Ma i u  T a s issio  U it

Mbps - Megabits pe  seco d

NAT - Net o k Add ess T a slatio

NBAR - Net o k-Based Applicatio
Recog itio

NSF - No -Stop Fo a di g

NSH - Net o k Se ices Heade s

NSO – Net o k Se ice O chest ato

OIR - O li e I se tio  a d Re o al

OM - Optical Multi ode
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o ePK - O e Platfo  Kit

OS - Ope ati g S ste

OSI - Ope  S ste s I te co ectio
odel

OSPF - Ope  Sho test Path Fi st

P P - pee -to-pee

PAgP - Po t Agg egatio  P otocol

PBC - Packet Buffe  Co ple

PBR - Polic -Based Routi g

PDU - P otocol Data U it

PE - P o ide  Edge oute

PHY - PHYsical la e

PMK - Pai - ise Maste  Ke

POE - Po e  o e  Ethe et

pps - packets pe  seco d

PSU - Po e  Suppl  U it

PXE - P eboot E ecutio  E i o e t

P P - Net o k Plug a d Pla

QSA - QSFP to SFP Adapte

QSFP - Quad S all Fo -facto
Pluggable

QoS - Qualit  of Se ice

RADIUS - Re ote Authe ticatio  Dial-I
Use  Se ice

RED - Ra do  Ea l  Disca d

REST - REp ese tatio al State T a sfe

RFC - Re uest fo  Co e ts

RFID - Radio-F e ue c  IDe ti catio

RNG - Ra do  u be  ge e ato s

RPC – Re ote P ocedu e Call

RPM - RPM Package Ma age

p  - Re olutio s pe  i ute

RSPAN - Re ote S itched Po t ANal ze

SAP - Secu it  Associatio  P otocol

SATA - Se ial AT Attach e t

SD-Access - Soft a e De ed Access

SDK - Soft a e De elop e t Kit

SDM - S itch Database Ma age

SFP - S all Fo -facto  Pluggable

SGACL - Scalable G oup Access Co t ol
List

SGFW - Secu it  G oup Fi e all

SGT - Scalable G oup Tag

SGTIN - Se ialized Global T ade Ite
Nu be

SIP - Sessio  I itiatio  P otocol

SKU - Stock Keepi g U it

SLI - S itch Li k I te face
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SMC - Stealth atch Ma age e t
Co sole

SMF - Si gle Mode Fibe

SMU - Soft a e Mai te a ce Update

SNMP - Si ple Net o k Ma age e t
P otocol

SPAN - S itched Po t A al ze

SPLT - Se ue ce of Packet Le gths a d
Ti es

SQS - Stack Queue Schedule

SRAM - Static Ra do -Access Me o

SRP - Spatial Reuse P otocol

SSD - Solid-State D i e

SSH - Secu e SHell

SSO - Stateful S itcho e

ST - Se ice Te plate

STP - Spa i g T ee P otocol

SUDI - Secu e U i ue De ice Ide ti e

SVL - Stack ise Vi tual Li k

SW - Soft a e

SXP - SGT E cha ge P otocol

TAC - Tech ical Assista ce Ce te

TCAM - Te a  Co te t Add essable
Me o

TCO - Total Cost of O e ship

TCP - T a s issio  Co t ol P otocol

TFTP - T i ial File T a sfe  P otocol

TLS - T a spo t La e  Secu it

TTL - Ti e to Li e

ToS - T pe of Se ice

UADP - U i ed Access Data Pla e

UDLD - U idi ectio al Li k Detectio

UDP - Use  Datag a  P otocol

UHF - Ult a High F e ue c

UI - Use  I te face

UPoE - U i e sal Po e  O e  Ethe et

URL - U ifo  Resou ce Locato

USB - U i e sal Se ial Bus

VLAN - Vi tual LAN

VM - Vi tual Machi e

VN - Vi tual Net o k

VR - Vi tual Realit

VRF - Vi tual Routi g a d Fo a di g

VRRP - Vi tual Route  Redu da c
P otocol

VTP - VLAN T u k P otocol

VXLAN - Vi tual eXte sible LAN

WAN - Wide A ea Net o k
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WLC - Wi eless LAN Co t olle

WRED - Weighted Ra do  Ea l  Disca d

WRR - Weighted Rou d Robi

WSMA - Web Se ices Ma age e t
Age t

WTD - Weighted Tail D op

XFP -  Gigabit S all Fo  Facto
Pluggable

XML - E te sible Ma kup La guage

YANG - Yet A othe  Ne t Ge e atio

YDK -YANG De elop e t Kit

ZTP - Ze o Touch P o isio i g
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