White Paper

Commvault® ScaleProtect™ with
Cisco UCS S3260 Storage Server

This document introduces the Commvault® Data Platform deployment on the Cisco UCS® S3260
Storage Server.
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Introduction

Enterprise IT is being transformed with the maturing of public cloud providers that offer computing, storage, and application services
with exceptional elasticity, scale, resiliency, and availability with a consumption-based economic model. However, the choice
between public cloud and on-premises infrastructure is not a binary one.

As some workloads shift to the cloud, enterprises are also seeking to transform their internal data centers and services into offerings
that provide cloud-like scale, flexibility, resiliency, and operational methods, with similar positive economic outcomes. To this end,
architects are augmenting or replacing traditional, proprietary, and single-purpose IT infrastructure and applications with software-
defined services, distributed processing, big data applications, and hyperconverged architectures.

Transforming mission-critical applications and workloads can be difficult and disruptive, but transforming secondary infrastructure is
less risky. By some estimates 50 to 70 percent of infrastructure capacity is used for secondary workloads and storage. Businesses
can accelerate their transformation initiatives with less disruption by targeting this secondary infrastructure. Commvault ScaleProtect
on the Cisco UCS® $3260 Storage Server enables this shift for secondary storage and workloads, supporting cloud-like economics
and critical services using secondary data, and extending these services into the public cloud.

Purpose of this document

This document describes the installation and configuration steps for deploying Commvault ScaleProtect with Cisco UCS S3260
Storage Server to build an integrated data protection solution. It provides Cisco and Commvault configuration guidelines and best
practices to deploy a modern data protection solution.

This document provides a detailed step-by-step guide for tasks required to configure the solution in Cisco UCS Manager and the
Commvault console. This document does not cover the initial setup of the Cisco Unified Computing System™ (Cisco UCS) or the
connectivity to the upstream LAN and SAN. It assumes that the reader has a basic knowledge of Cisco UCS and Commvault Data
Platform installation and configuration.

Test environment

This section introduces the technologies used in the solution described in this document.

Table 1 lists the hardware and software versions used in the test environment described in this document.

Table 1. Test environment details

S S

Computing Cisco UCS 6332-16UP Fabric Interconnect pair Release 3.1(2b)
Cisco UCS S3260 Storage Server Release 3.1(2b)

Network Cisco Nexus® 9372PX-E Switch pair Release 7.0(3)12(4)

Software Cisco UCS Manager Release 3.1(2b)
Commvault Data Platform Release V11 SP9
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Solution overview

Commvault ScaleProtect with Cisco UCS delivers web-scale data services for data protection using industry-standard x86 servers
while providing best-in-class data management.

By combining Cisco UCS servers with industry-leading Commvault HyperScale Software, customers gain exceptional scale-out
flexibility and agility with uncompromised data management, all with cloud-like economics and true hybrid cloud capabilities. Cisco
UCS revolutionized the server market through its programmable fabric and automated management that simplify application and
service deployment.

ScaleProtect with Cisco UCS provides a full suite of data services for protecting, indexing, securing, automating, reporting, and
natively accessing data. In addition, ScaleProtect provides insight into the data, thereby creating the value the business demands.

Figure 1 provides an overview of the solution.

Figure 1.  High-level solution overview
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Cisco Unified Computing System

Cisco UCS is a state-of-the-art data center platform that unites computing, network, storage access, and virtualization resources
into a single cohesive system.

Cisco UCS consists of these main resources:

¢ Computing: The system is based on an entirely new class of computing system that incorporates rack-mount and blade
servers using Intel® Xeon® processor CPUs. The Cisco UCS servers offer patented Cisco® Extended Memory Technology to
support applications with large data sets and allow more virtual machines per server.

e Network: The system is integrated onto a low-latency, lossless, 10- or 40-Gbps unified network fabric. This network
foundation consolidates LANs, SANs, and high-performance computing (HPC) networks, which are separate networks today.
The unified fabric lowers costs by reducing the number of network adapters, switches, and cables, and by decreasing the
power and cooling requirements.

e Virtualization: The system unleashes the full potential of virtualization by enhancing the scalability, performance, and
operational control of virtual environments. Cisco security, policy enforcement, and diagnostic features are now extended into
virtualized environments to better support changing business and IT requirements.

e Storage access: The system provides consolidated access to both SAN storage and network-attached storage (NAS) over
the unified fabric. By unifying the storage access layer, Cisco UCS can access storage over Ethernet (with Network File
System [NFS] or Small Computer System Interface over IP [iISCSI]), Fibre Channel, and Fibre Channel over Ethernet (FCOE).
This approach provides customers with choice for storage access and investment protection. In addition, server
administrators can pre-assign storage-access policies for system connectivity to storage resources, simplifying storage
connectivity and management for increased productivity.

Figure 2. Cisco UCS Manager
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Cisco UCS consists of the following components:

e Cisco UCS Manager provides unified, embedded management of all software and hardware components in the Cisco Unified
Computing System (Figure 2).

e Cisco UCS 6000 Series Fabric Interconnects are line-rate, low-latency, lossless, 10-Gbps Ethernet and FCoE interconnect
switches that provide the management and communication backbone for Cisco UCS.

e Cisco UCS 5100 Series Blade Server Chassis supports up to eight blade servers and up to two fabric extenders in a 6-rack-
unit (6RU) enclosure.

e Cisco UCS B-Series Blade Servers are Intel-based blade servers that increase performance, efficiency, versatility, and

productivity.

e Cisco UCS C-Series Rack Servers deliver unified computing in an industry-standard form factor to reduce total cost of
ownership (TCO) and increase agility.

e Cisco UCS S-Series Storage Servers deliver unified computing in an industry-standard form factor to address data-intensive
workloads with reduced TCO and increased agility.

e Cisco UCS adapters with wire-once architecture offer a range of options to converge the fabric, optimize virtualization, and
simplify management.

Cisco UCS is designed to deliver:

e Reduced TCO and increased business agility

e Increased IT staff productivity through just-in-time provisioning and mobility support
e A cohesive, integrated system that unifies the technology in the data center

e Industry standards supported by a partner ecosystem of industry leaders

e Unified, embedded management for easy-to-scale infrastructure

Cisco UCS S3260 Storage Server

The Cisco UCS S3260 Storage Server (Figure 3) is a modular, high-density, high-availability dual-node rack server well suited for
service providers, enterprises, and industry-specific environments. It addresses the need for dense, cost-effective storage for the
ever-growing amounts of data. Designed for a new class of cloud-scale applications, it is simple to deploy and excellent for data
protection applications such as Commvault Data Platform, software-defined storage environments such as GlusterFS, and other
unstructured data repositories, big data applications, media streaming, and content distribution.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 6 of 138
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Figure 3. Cisco UCS S3260 Storage Server

Extending the capabilities of the Cisco UCS C3000 platform, the Cisco UCS S3260 helps you achieve the highest levels of data
availability. With dual-node capability that is based on the Intel Xeon processor E5-2600 v4 series, it offers up to 600 terabytes (TB)
of local storage in a compact 4RU form factor. All hard-disk drives (HDDs) can be asymmetrically split between the dual nodes and
are individually hot-swappable. The drives can be built in an enterprise-class Redundant Array of Independent Disks (RAID)
redundant design or used in pass-through mode.

This high-density rack server easily fits in a standard 32-inch-depth rack, such as the Cisco R42610 Rack.

Cisco UCS S-Series Storage Servers can be deployed as standalone servers or as part of a Cisco UCS managed environment to
take advantage of Cisco’s standards-based unified computing innovations that help reduce customers’ TCO and increase their
business agility.

The Cisco UCS S3260 uses a modular server architecture that, using Cisco’s blade technology expertise, allows you to upgrade the
computing or network nodes in the system without the need to migrate data from one system to another. It delivers:

e Dual server nodes

e Up to 36 computing cores per server node

e Up to 60 drives, mixing a large form factor (LFF) with up to 28 solid-state disk (SSD) drives plus 2 SSD SATA boot drives per
server node

e Upto 512 GB of memory per server node (1 TB total)
e Support for 12-Gbps serial-attached SCSI (SAS) drives

e A system I/O controller (SIOC) with a Cisco UCS Virtual Interface Card (VIC) 1300 platform embedded chip supporting dual-
port 40-Gbps connectivity

e High reliability, availability, and serviceability (RAS) features with tool-free server nodes, SIOC, easy-to-use latching lid, and
hot-swappable and hot-pluggable components

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 7 of 138
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Commvault Data Platform

The Commvault Data Platform is a single platform for automated global protection, retention, and recovery. Commvault enterprise
data protection and recovery software automates global data protection, accelerates recovery, reduces costs, and simplifies
operations. Commvault integrates application awareness with hardware snapshots, indexing, global deduplication, replication, search,
and reporting. The Commvault Data Platform converges all the needs of a modern data management solution in one place to
seamlessly integrate protection, management, and access in one solution.

A comprehensive data protection and management strategy offers seamless and efficient backup, archiving, storage, and recovery
of data in your enterprise from any operating system, database, and application. To protect and manage data in your environment,
the Commvault software must be distributed to systems that you want to protect. CommServe, MediaAgent, and protected systems
constitute a CommCell environment, and each protected system is referred to as a client (Figure 4).

Figure 4. Commvault Data Platform overview
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The CommServe server is the command and control center of the CommCell architecture. It coordinates and executes all CommCell
operations, maintaining Microsoft SQL Server databases that contain all configuration, security, and operational history for the
CommCell environment. A CommCell environment can contain only one CommServe host. The CommServe software can be
installed in physical, virtual, and clustered environments.

MediaAgent is the data transmission manager. It provides high-performance data movement and manages the data storage pools.
When installed on a client system, it also manages Commvault IntelliSnap snapshot integration with the underlying storage.

A client is any system within a CommCell environment to be protected. iDataAgents are software modules that are installed on
computers to access and protect data. The backup and recovery system uses agents to interface with file systems, applications, and
databases to facilitate the protection of data on production systems. By default, a file system iDataAgent module is installed when the
Commvault software is added to a system. If the client hosts specific applications or databases, additional iDataAgents are required.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 8 of 138
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These three Commvault components combined offer the most comprehensive and flexible data protection solution on the market
today.

Solution design and reference architecture configurations

Commvault ScaleProtect with Cisco UCS addresses the data protection needs of modern data centers. The increasing percentage of
virtualized workloads, the dramatic increase in the size and amount of data, and the changes in the ways that companies do business
and work with data have had an immense impact on data protection solutions. With the time requirement for backup operations
reduced to minutes, and with recovery point objective (RPO) and recovery time objective (RTO) requirements in the range of minutes
to one hour, technologies such as compression, deduplication, replication, and backup to disk are essential in every design. The
second-tier storage must be able to scale as quickly as the protected data grows, but the traditional silo-based approach has too
many limitations to be effective. The Commvault HyperScale architecture introduces a modern way to perform second-tier data
management by breaking down the silos and reducing the management overhead in second-tier environments (Figure 5).

Figure 5.  Traditional data management stack compared to Commvault ScaleProtect with Cisco UCS
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The features and functions provided by ScaleProtect, combined with the features and functions provided by Cisco UCS, create a
powerful solution for fast backup and fast restore operations that is simple to implement and easy to scale and upgrade. With the
combination of Cisco and Commvault technologies, you can easily scale from tens of terabytes up to hundreds of petabytes (PB) of
protected data (Figure 6).
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Figure 6. Commvault ScaleProtect with Cisco UCS S3260 scaling
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Disks are now common backup media, and data backup on disk generally provides fast restore operations. Disk-based storage can
be used for all types and sizes of backups. Backup to tape is still a good option to use to create an offline copy of data for media
mobility, ransomware protection, and long-term archival.

There is no “best” position in the infrastructure to install a ScaleProtect with Cisco UCS solution. Many different options are available
regardless of how big a data center is. One option is to position the solution in a central place in the physical network so that it can
be accessed from everywhere with the required bandwidth. Another option is to place the solution as close as possible to the data
source.

With most data transferred from the backup client to the server and not directly from storage, and with the unique design of Cisco
UCS, the use of a Cisco UCS domain will limit the network bandwidth required for data replication between the ScaleProtect nodes.
This option also allows Cisco UCS Manager to manage all ScaleProtect servers in a central place.

Reference architecture

Using the rules for the Commvault ScaleProtect™ server as a basis, Commvault and Cisco have defined and tested configurations
(Tables 2 and 3) and various scale options. The underlying scale-out storage and the erasure coding option used dictate a building-
block model of 3 or 6 nodes to start and for scaling. The 3 nodes model scales in increments of 3 -3, 6, 9, 12 or to more nodes. The
6 node model scales in increments of 6 - 6, 12, 18, 24, or to more nodes. The server configuration within a block of 3 or 6 nodes
must be the same. However, you can use different server or storage options within a ScaleProtect cluster. As a deployment option,
the Commvault CommServe can run virtualized to manage the physical ScaleProtect server.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 10 of 138
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Table 2. Cisco UCS configurations for Commvault ScaleProtect server

_ Block of 3 Cisco UCS C240 M5 nodes | Block of 3 Cisco UCS S3260 nodes Block of 3 Cisco UCS S3260 chassis

Boot disks 3 x 2 x 480-GB SSDs 3 x 2 x 480-GB SSDs 4 x 480-GB SSDs
Data disks ® 3x 12 x4-TB SAS ® 3 x24 x4-TB SAS ® 3x48 x 4-TB SAS
® 3x12x6-TB SAS ® 3 x24 x6-TB SAS ® 3x48 x 6-TB SAS
® 3x12x8-TB SAS ® 3 x24 x8-TB SAS ® 3 x48 x 8-TB SAS
® 3x12x 10-TB SAS ® 3 x24 x10-TB SAS ® 3x48 x 10-TB SAS
Flash storage 3x1x1.6-TB NVMe 3x4x1.6-TBSSD 3x8x 1.6-TB SSD
Cisco UCSrack | C240 M5 LFF S3260 M4 2 x S3260 M4
servers
CPU Intel Xeon processor 5118 (12 cores, 2.3 Intel Xeon processor E5-2650 v4 (12 Intel Xeon processor E5-2695 v4 (18
GHz, and 105W) cores, 2.2 GHz, and 105W) cores, 2.1 GHz, and 120W)
Memory 3 x 64 GB 3 x 256 GB 3x2x256GB
RAID cache 3x1GB 3 x 4GB 3x2x4GB
RAID RAID1 for OS and JBOD for SAS RAID1 for OS, RAID5 for SSD, and JBOD for | RAID1 for OS, RAID5 for SSD, and JBOD for
HDD HDD
Maximum Fibre | 4 x 16 Gbps None; FCoE through fabric interconnect None; FCoE through fabric interconnect

Channel ports

Network ports 2 x 10 Gbps or 2 x 40 Gbps 2 x 40 Gbps 4 x 40 Gbps

Table 3. Solution sizing with building blocks

Cisco UCS model Node drive Node count Software Usable?
count drive size? capacity

Cisco UCS C240 Commvault ScaleProtect and C240 87TB 3.64 TB 87 TB
Commvault ScaleProtect and C240 130TB 12 3 6TB 5.46 TB 108 TB
Commvault ScaleProtect and C240 174TB 12 3 87TB 7.28TB 174 TB
Commvault ScaleProtect and C240 218TB 12 3 10TB 9.10 TB 218 TB

Cisco UCS S§3260 | Commvault ScaleProtect and S3260 174TB | 24 3 4TB 3.64 TB 174 TB
Commvault ScaleProtect and S3260 261TB | 24 3 6TB 5.46 TB 261 TB
Commvault ScaleProtect and S3260 349TB | 24 3 8TB 7.28 TB 349 TB
Commvault ScaleProtect and S3260 436TB | 24 3 10TB 9.10 TB 436 TB
Commvault ScaleProtect and S3260 349TB | 24 6 47TB 3.64TB 349 TB
Commvault ScaleProtect and S3260 523TB | 24 6 6TB 5.46 TB 523 TB
Commvault ScaleProtect and S3260 698TB | 24 6 8TB 7.28 TB 698 TB
Commvault ScaleProtect and S3260 873TB | 24 6 10TB 9.10 TB 873 TB

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 11 of 138
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Storage capacity explained
Customers sometimes ask why a freshly formatted hard disk or array is smaller than the advertised capacity. For example, a 1-TB
drive has 931 GB after formatting.

The reason for this is that hardware and storage manufacturers count the capacity in different ways than the files system does. The
prefixes kilo-, mega-, giga-, and tera- are used to state powers of ten. However, in computer software, the data being handled is
typically organized based on powers of 2, so it became customary to call 21° a kilobyte, which is actually 1024 bytes, not exactly
1000 bytes.

There are prefixes to differentiate between base 10 and base 2; however, these are seldom used. In base 2 the proper terms are
kibibyte, mebibyte, gibibyte, and tebibyte. The “bi” refers to binary, and the shortened terms are KiB, MiB, GiB, and TiB.

Here’s the underlying math:

e Hard disk manufacturers assume kilo = 103 = 1000 (KB).
¢ File systems assume kilo = 224 = 1024 (KiB).

To convert KB, MB, and GB to KiB, MiB, and GiB, see the following list:

« KB to KiB: 1000/1024 = 0.9766

« MB to MiB: (1000 x 1000) / (1024 x 1024) = 0.9537

« GB to GiB: (1000 x 1000 x 1000) / (1024 x 1024 x 1024) = 0.9313

« TB to TiB: (1000 x 1000 x 1000 x 1000) / (1024 x 1024 x 1024 x 1024) = 0.9095

Typically, software will display GB or TB as the storage unit, but the amount actually is Gib or TiB, so this confusion will remain unless
this approach is changed.

Configuration guidelines

This section provides guidelines for configuring the solution.

Cisco UCS configuration

This document discusses the use of a standalone Cisco UCS S32600 Storage Server as well as the use of a Cisco UCS 3260
Storage Server managed by Cisco UCS to install Commvault ScaleProtect to cover placement within a Cisco UCS domain or
connected to data center switches.

Please use the Cisco UCS S3260 installation guide to complete the initial configuration (IP addresses, passwords, software versions,
etc.). This document assumes that the S3260 is accessible through the Cisco Integrated Management Controller (IMC) or Cisco UCS
Manager over the network.

Standalone configuration with Cisco Integrated Management Controller
Log on to the IMC as the admin user.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 12 of 138
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Only one SIOC is required. The second SIOC is optional and is used to achieve better high availability or greater throughput.

The General tab provides an overview of the SIOC and Ethernet ports, including the uplink status and port speeds. The operating
speed can be 10 Gbps, 4 x 10 Gbps, or 40 Gbps. You should use 40 Gbps whenever possible.
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The virtual network interface card (VNIC) tab summarizes the existing host Ethernet interfaces, including the maximum transmission

unit (MTU) size, the uplink port used, and VLAN information. As a best practice, you should create at least one vNIC per uplink port or
one vNIC per VLAN ID.

You should use MTU 9000 for the backup network if possible and on all participating devices in the network (clients, switches, and
servers).

e (ot BT > -1a

s [t X

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 14 of 138



White Paper nlllulll-
CISCO

The virtual host bus adapter (vHBA) tab summarizes the existing host Fibre Channel Interfaces, including the worldwide port name
(WWPN) and worldwide node name (WWNN) and information about whether the vHBA is used to boot the system. As a best

practice, you should create at least one VHBA per uplink port or one vHBA per VSAN ID. Fibre Channel connectivity is used mainly for
backup to Fibre Channel tape or for LAN-free backup directly from SAN storage.
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Choose Compute.

The Compute area summarizes the details of the server node, including information about the CPU, memory, PCle cards, and local
storage.

s Ui [FPPPRS

Powes Piion P00 Sy e L ]

The CPU tab of the Inventory pane shows the CPUs.
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The Memory tab of the Inventory pane presents memory details.
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The S3260 SIOC is connected through PCle and shown on the PCI Adapters tab.
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The vNICs tab of the Inventory pane shows the vNICs.
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The Storage tab of the Inventory pane shows the storage controller information.
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If the S3260 is equipped with an I/0 expander board for installing PCle cards or additional Non-Volatile Memory Express (NVMe)
devices, the details are shown on the 10 Expander tab.
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Choose Storage.

The storage configuration is an important part of the Cisco UCS S3260 configuration for Commvault ScaleProtect. To demonstrate
the required storage configuration, Figure 7 shows the HDD and SSD components and the layout.
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Figure 7.  Cisco UCS S3260 storage layout
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The Storage pane shows the NVMe details, RAID controller information, physical drive and virtual drive information, and RAID
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Choose Chassis.

The RAID controller will see only the physical drives that are zoned for it in the Chassis area.

In the Chassis area, choose Inventory > Dynamic Storage. On this screen, click the Zoning tab.
On the zoning page there are a few things to check:

e The SSD drives should start in PD 56, going down.
e The HDD drives should start in PD 1 going up.

Select the drives PD1 to PD24 and PD49 to 52 and click Assign to Server 1. Then click Save Changes.

Select the drives PD25 to PD48 and PD53 to 56 and click Assign to Server 2. Then click Save Changes.
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Give the system some time to complete the zoning process. Power on the server node so that the physical disk devices are
discovered by the RAID controller before you start creating virtual drive groups and virtual drives in the Storage area.

In the Virtual Drive Info pane, no virtual drives should be listed. Remove any virtual drives that appear in this initial configuration.
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In the Physical Drive Info pane, the drives should be listed as Unconfigured Good for all SSDs or as JBOD for all HDDs.
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If not, select the drive and then click Set State as Unconfigured Good or Enable JBOD at the upper right.

Physical Drives /

Set State a4 Unconfigured Good

Controlier Physical Dvive Number Satus Iealth oot Drive Drtve Flemwas Comced Size Model

1 Uncanfiguted Go Good fubse A210 wHNEMS HGST

Stlera1 b Urcorfigaed Cood Oocd |atsn A210 SBMEME HOST

\ SHBMaz21 1 Uncandigrad Gaod Gaed fans AJ1D SI6TIE MB HGST
| SBNez! 4 00 Good faten A0 S535T18 N0 HGST

To follow the guidelines for the Commvault ScaleProtect installation, the disk configurations listed in Tables 4 and 5 are required.

The IMC does not show the virtual disk group number. The numbers are used in this document only to show which LUNs exist in the
same virtual device group.

Table 4. Virtual drive group 0 with disk 201 and 202 (SSDs in the back of the chassis)

Virtual drive group LUN ID __

Fill to maximum Boot and OS

Table 5. Virtual drive group 1 with SSDs in the top of the chassis

Fill to maximum Index and deduplication database (DDB)

All top-loaded HDDs are used in JBOD mode; no RAID configuration is required.
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Create virtual disk group O.

On the Controller Info page, click Create Virtual Drive from Unused Physical Drives.

F——— n P %
’ 0 A - .. u
'y A \ A ' r Cootroles Wo . . . oo

For the operating system and the active log, you must create a RAID 1 configuration on the two SSDs on the back of the chassis.

Stz — 01 Uncanfiguared Good oot tahve s — 00 U ATA  s— S50

SNt N0 g arfgaed Gandg oot talve csot LA U ATA 580
Select 1 as the RAID level.

Select physical drives 201 and 202 and add them to the drive group (click >>).

Create Virtual Drive from Unused Physical Drives

RAID Level: | 1 v Enable Full Disk Encryption: O

Create Drive Groups

Physical Drives Selected 2/ Total 30 ¥ ~ Drive Groups Lo

ID Size(MB) Model Interface Type

o Name

] 25 9536743 MB HGST HDD SAS -

. No data available

[] 26 9536743 MB HGST HDD SAS -

[ a7 9536743 MB HGST HDD SAS

] 28 9536743 MB HGST HDD SAS

201 456809 MB ATA SSD SATA

202 456809 MB ATA SSD SATA -

Virtual Drive Properties

Name: | RAID1 Disk Cache Policy: | Unchanged v
Access Policy: | Read Write v Write Policy: | Write Through v
Read Policy: | No Read Ahead v Strip Size (MB): | 64k v
Cache Policy: | Direct |0 v Size | 0 MB v
Close

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 23 of 138



White Paper

RAID Level: | 1 v Enable Full Disk Encrypti...

Create Drive Groups

Physical Drives Selected 1/Total 8 X3 + Drive Groups et

1D Size(MB) Model Interface Type o
2L Y9030/ 15 My HYD 1 HUUY DAD ~
53 0536713 MB HGST HDD SAS No data available
54 0536713 MB HGST HDD SAS
55 0536713 MB HGST HDD SAS
56 0536718 MB HGST HDD SAS

202 456809 MB ATA 35D SATA

Virtual Drive Properties

Name: | RAIDO_201_Boot Disk Cache Policy: | Unchanged v
Access Policy: | Read Write v Write Policy: | Write Back Good BBU v
Read Policy: | Always Read Ahead v Strip Size (MB): | 69k v
Cache Policy: | Cached 10 v Size | 456800 MB ¥
Close

For the name, enter an obvious name.

Change Cache Policy from Direct 10 to Cached 10

Change Write Policy from WriteThrough to Write Back Good BBU.
Enter 456800 as the size and select MB as the unit.

Go to the Virtual Drive Info tab and select the Boot virtual drive.

" ’ 3 TI000 B Coreralier for W4 Senat Blacks wit . L - ve
(i o | [ e | [amavn | Wo—aid |-

— — e

B s

Click Set as Boot Drive.

. —— —— |
0w

Confirm that you want to make the Boot virtual drive the boot drive.
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Return to the Controller Info tab to create the additional virtual drive groups and virtual drives.
Click Create Virtual Drive from Unused Physical Drives.

Select 5 as the RAID level.

Select physical drives 49 through 52 and add them to the drive group (click >>).

sl | oy . v

Crealy Deive Cioops

Phyrcal Drtves mans e/l O Orive Groups ssaw s/ inay O «
[ Pl [ree s (ppe [y
Dom raiun 100eA 0 A e S wiatewe
W e LT ) Ay
I T Totes 10 “
YN s (oA ks ~a
Virtual Drive Properties
Nome: | AADE 550 Eace et Cache Pobicys  imchanged .
AccosaTolicy! | et Wite . Wil Palicy  Wise Thesgh .
Bond Pyt Mo Mand At - Solp Sloe (0 L0 -
Tt Wil y Dt 13 - vew i v

Chone

For the name, enter an obvious name.
Change Read Policy to Always Read Ahead.
Change Cache Policy to Cached 10.

Change Write Policy to Write Back Good BBU.

Enter a maximum size and change the unit to GB.
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Click Create Virtual Drive.

Create Drive Groups

Physical Drives Sected 0/ Yottt 03 o Drive Groups Semcina 0/ Tote t L »
o SiraiMty) Moated Mtertee Type Name
o data avallable DG 48 68 51 87

Virtual Drive Properties

Name: | RAIDS_49595152 Disk Cache Policy: | Unchanged v
Access Policy:  Read Wie . Write Policy:  Wiite Tesugh -
Read Policy: | No Ruad Adasd - Suip Siew (MB). 60 v
Cacha Policy:  Diwet 10 - S ASTOTS L

(1524925 - 45T

T -

For the SAS HDDs use JBOD mode, no additional configuration is required.

N aevet 1 LK Oy A M X0 W A
ENez21) | Physical Drive Info
I S =T
v Pl Dwes Physical Ditves et d/taxtl ¢
8 ro
o o2
@ ros ¢ ooy Ly Saman [y Dot Drive it | smmary Comime Use [ Ty
0
8 ros SOzt 1 00 Cmmi) tatra A 710 up HGST oD
@ ros ars 3 oo (apint tatrs AITD Y6718 w0 HG3T HOO
8 roe SiMaca) ) o0 Good (S AT WAETIE Wl nGAT W0
g ror S8Macz) ‘ o0 ool tara A0 L X
P53 M00 Gooed latea AZTD HOST HOD
8 rou é 00 ot tavea A0 HGS oD
o ross noo [ e AZ30 neatT o

The Cisco UCS configuration is now finished, and the Commvault ScaleProtect installation can start.

Cisco UCS managed configuration with Cisco UCS Manager
Log on to Cisco UCS Manager as the admin user or as another user with administrative rights.
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On the Equipment tab, identify the Cisco UCS S3260 chassis and check the condition of the system and the components required
for the deployment.
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Check the SIOC Information.
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One SIOC is required per server.

The General tab provides an overview of the SIOC and Ethernet ports, including the uplink status and port speeds. The operating
speed can be 10 Gbps, 4 x 10 Gbps, or 40 Gbps. You should use 40 Gbps whenever possible.
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The Servers area shows the details of the server node, including information about the CPU, memory, PCle cards, and local storage.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 28 of 138



White Paper

|

dagi 0O
. P T
. . Fawiprwnnt | Chvannle | Chassin 3 7 Sorvem | Server 2
o Bygrrosi ™™ I Fevday Piled Varems  hamaved Poreney L e T
. hoves

1"hivemnt Wanby

- Chasin 7 o o 0 0
. s o o o o
. Man
. U Sewran
* I Ourisd Smus 1 Unasseciated

& St Detaly

e o L L ~ert e

* Rues Mot P
A =
e [IORRPPE S TR [ Je———
« faonc mecoments ————
o Fane mlusomnnt A ) O x b S L4
Brgdiet e Claco UCE CaXpulde
* Pater Winsernrass B (sitestests) &
Vorow oo Syvier e 55 [ e [
4 [ Y- o [ FERMIDTION
et Lasier
Bt B W cvury Fowvie Ve adanrs e BN
R T SV — e
YV Carann *Y s Lkl
Lhawe asasys e 3]
12Q@ed in as sriming e s 1umm Kyanar Fimvar 2087 O saTugrm
&% UCs varsge ®0oo sar 0 Be
i s 3 on
L] - Uiiponest | Ehansle / Lhabiis @ | Baresss | Gerver
= bunatinnt Govedd | bmestwy | Welis Vabums  ldted Tomge  OMOTasssd Wl W hene  Tems D TN Geeh Thdies
. - W s Nevwre L nete (LY o e HNwaer e ren
"« D B
o Chany ) LAl Mt gt
st Lisdits SIUE ¥ ot °© .
» s Aemume BUK B rwaee Vbt Chaio Gy whermes o L ICSC-CIK AkasR N
# Sy - . ) 1oassnal
. e Vew -

i | = o=
Wthastoand Prwett Lmgs St DK

 Naey Mageny "o
o Yoty s Sopateims, bo
o Baseore g Vomiw (RASMAN M A 230 PVSEY
Fechaze Vetues

» Pl btocdrvoms In
o Fatoy wiwcowect A oy O3

o Funn wimmanan B (srartnm) O

Fobar v ASROMAA 1SR 0T VSN
Uptmr G Nsaty

ftavw Vs | CORAMILIGREIIVI IV
Autvss Ndwn  Rewdy

- BIGS St

Sorwt G e

Vends Gleon Bystems Ine
~ ULBL CIn saLiy

10Qaed in as miming v ina M

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

MO0 Datesy Wit OX

Fywram Timar 2017 o 1aTo My

CiscCO

Page 29 of 138



White Paper

o . Lawsnem ' Chasaie
[—, ——irey
Warased .

Lhabnie # 7 Barvens | Gemverd

P

howtes T e 0

Nmies ree [[LEN

. B
i oo st Phowen Tt Q) Yommalt) 3 IOOK vi Verte Tt () Conmpermativrn
» FEa
L g UEG LU0 wrn Reemin -
¢ AKX
= & P Lt
o T
o Hoae oy CRU S ' et [M0l1) "
o finey Vagwey bt Vv oo Mot of Thewots n
o el o Ciswn " Bk of Cinwn buctied W
o Banrrn dee
(ewdd dae Uverable
w Falwn Wtowirwms in
Oy ahibiy Upemable ¥ WA
o Sy wiwcomnct A o) O
Thoorsl ox Mawace Tnaipaed
* Fovn mrerast B (spartome] O
a2t Nasse 100t B0 Rosadi) L8 20wt w4 Versn 180 05) Carposution
&Y UGS AU AL v °
* P Do
h 19Q0a in A mtming v 1um m 1 Fyoram Timar 017 o 19T
i
®0 O =
Qo0 a0 86
3 9 32N
~ . Utiprnet | Ehanals / Loaisis # | Baveans [ Gerver
» Eyvarvan Bevnd | Vooostiny | Welid Vadeses  laldind bevenns WL Leemee Slle VP fols i N e Nedsake o
* Thiee [P a» 2Ty _ Aaey  WAe I T e T T
" Gl B
o Chanms & LAt T B W [+
. s e [ _-— e N AWy,
. U - WA LR 0
. B0 v VA am e
* Sevem < U . -t
L T e ) we M . «a.
o Saer Mausty ¢ : i . o80
a
D

* @ e oves iy
o Fanss wiarcomest A (wrvend

* P Minruusnit ¥ [sbdoutal &

18 Lo inos ecdrledvnz 10w m 4

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Sywiwen Thowe 701 Ftb14Tox 11

||||l||||
CIsSCO

Page 30 of 138



atlren]n,
CISCO

White Paper

OO O O R 2 Y

) (2] 4 "
N - Gtiprne | Ehanale / Lasals # | Bavesns [ Gemverd

= Luwatinnt o Lmeeiiey Veliw Vo bome N A Taemna L S W e Toms | ma vt Tdiste o

Passs
- Wansaaed  UWC OO Mesus - M K SR SCE M WA e

N L L o L. had
Marw Veedw " e e S Sy e
tmre v Bewrwes b WA 2000200 SO RTIA Y L L nh A
» B0

* Letvers

R
o Mt Mt
o
o Janen
« Fatnz waeorsnsects
o Pl Mdniismnit AGusey) O

o Fubons i ponimenrt A [mtvmbonts] &

100ped In as sdnlo@i Y92 1NA MO Bpvtem Tirsa: 2017 00 V410210

In a standalone configuration, the SIOS includes predefined vNICs and vHBASs. In a configuration managed by Cisco UCS, however,
nothing is defined. This definition is part of the service profile configuration. If PCle cards for networking or Fibre Channel are
installed, the information is listed on the NICs and HBAs tabs.
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To complete the storage configuration discussed later in this document, you need to identify the physical disks available for the

operating system installation. The Cisco UCS S3260 chassis comes with four disk slots on the rear side, with disk numbers 201

through 205. Identify and note the disks that are available. In the example here, the available disks are 201 and 202.
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On the server node, Storage Enclosure 3 represents the disk slots on the back of the chassis, used for the operating system disks.
Storage Enclosure 4 represents the NVMe slot on the server node, and Storage Enclosure 5 represents the two NVMe slots on the
I/0 expander board (if one is connected). Those storage enclosures are dedicated to the specific server.
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The Storage Enclosures area under Chassis, not under Servers, represents the top-loaded disk slots of the Cisco UCS S3260
chassis.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 33 of 138



White Paper

v Batvers
B N 1Y
o Paem wenummt A eyl &

o Faony mwsoeeast O (ntodmes] &

F Lauwnd in oe sl o V52,1096 8

OO0

rw o2 N

Upsiprrsned | Ehansls ! Euanste T 1 libemge binbiasens 7 Sloimpe Bimbiosse 1

Rl Feme (I

The Disks tab of Storage Enclosure 1 shows all the details about the top-loaded drives.
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The next step is to specify a chassis profile for the Cisco UCS S3260 to define the disk zoning for the top-loaded drives (Storage
Enclosure 1) within the chassis. Without a chassis profile, servers have no access to the top-loaded drives.

The Cisco UCS Manager configuration for Commvault ScaleProtect is specific to the use case, so you should define a new
suborganization for ScaleProtect to keep all configurations dedicated to this use case.
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In the Chassis area, choose one of the root options and then choose Sub-Organizations. Right-click and choose Create
Organization.
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Enter an obvious name, such as ScaleProtect, enter a description, and click OK.

Create Organization ? X

MNarme : \ Scaleprotecg

Description :  Commvault ScaleProtect

Select the suborganization you created and click Create Chassis Profile.
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Enter an obvious name, such as CVLT_SP_3260_1, and click Next.

Create Chassis Profile L
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Select a chassis maintenance policy, such as the default policy used in the example here, and click Next.
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Create Chassis Profile
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Keep Assign Later selected and click Next.
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Click Create Disk Zoning Policy.
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Enter an obvious name, such as CVLT_SP_S3260, for the disk zoning policy and click Add.

Create Disk Zoning Policy X
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Select Dedicated as the ownership.
Select Server 1.
Select storage controller 1 for the RAID controller on the server.

Enter 1-24,49-52 as the slot range.
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Click OK.

Add Slots 1o Policy
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Verify that all information is correct and click OK.

Create Disk Zoning Policy
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Click Add.

Select Dedicated as the ownership.

Select Server 1.
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Select storage controller 1 for the RAID controller on the server.
Enter 1-24,49-52 as the slot range.

Click OK.

Add Siots to Policy
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Verify that all information is correct and click OK.
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Verify that all information is correct and click Finish.
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Click Change Chassis Profile Association.

In the Chassis Assignment drop-down menu, choose “Select existing Chassis.”

Select one of the chassis to be used for the ScaleProtect solution.
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Click OK.

Associate Chassis Profile X
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Each chassis requires its own chassis profile.
Click Create a Clone.

Enter an obvious name, such as CVLT_SP_S3260_2, and click OK.

Create Clone From CVLT_SP_3260_1 %

Caww tiane fLu‘ =+ 3002 ]
i

Ovy Seawbrotect

Assign the new chassis profile to a chassis as shown in the preceding steps.
Repeat the “Create a Clone” and “Chassis Profile Association” processes for all chassis used for the ScaleProtect solution

Under Equipment > Chassis > Chassis X on the General tab (where X is the chassis number), the chassis profile is now listed.

For a short time, the overall status is shown for the configuration.
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Under Storage Enclosure 1, on the Slots tab, the status is now shown as dedicated to server X.
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The next step is to define the disk groups and LUNs in the storage area of Cisco UCS Manager.

This is the most important part of the Cisco UCS S3260 configuration for Commvault ScaleProtect installation.

Choose Storage > Storage Policies > root > Sub-Organizations > ScaleProtect > Disk Group Policies and click Add.
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The first disk group policy is for the two disks in the back of the chassis for Server 2.
Enter an obvious name and a description.
For the RAID level, select RAID 1 Mirrored.

Select Disk Group Configuration (Manual) and click Add.
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Enter 201 as the slot number and click OK.
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Click Add.

Cresite Disk Group Policy
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Enter 202 as the slot number and click OK.
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Click OK again.
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Select Read Ahead for Read Policy.
Select Write Back Good BBU for Write Cache Policy.

Select Cached for 10 Policy.

TTLT
Cisco

Select Platform Default for Drive Cache (any other option will cause a failure because the drive cache on SSDs cannot be changed).

Click OK.
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Click Add for the set of SSD drives on Server 2.
Enter an obvious name and a description.
For the RAID level, select RAID 5 Striped Parity.
Select Disk Group Configuration (Manual) and click Add.
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Enter 53 as the slot number and click OK.
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Click Add.
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Repeat these steps for Slots 54 through 56.
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Select Read Ahead for Read Policy.
Select Write Back Good BBU for Write Cache Policy.

Select Cached for 10 Policy.
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Select Platform Default for Drive Cache (any other option will cause a failure because the drive cache on SSDs cannot be changed).

Click OK.
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The next disk group policy is for the two disks in the back of the chassis for Server 1.

Enter an obvious name and a description.
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For the RAID level, select RAID 1 Mirrored.

Select Disk Group Configuration (Manual) and click Add.

Create Disk Group Policy X
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Enter 201 as the slot number and click OK.
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Click Add.
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Crssate Disk Group Policy X
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Enter 202 as the slot number and click OK.
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Click OK again.
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Select Read Ahead for Read Policy.
Select Write Back Good BBU for Write Cache Policy.

Select Cached for 10 Policy.

Select Platform Default for Drive Cache (any other option will cause a failure because the drive cache on SSDs cannot be changed).

Click OK.
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Click Add for the set of SSD drives on Server 1.
Enter an obvious name and a description.
For the RAID level, select RAID 5 Striped Parity.

Select Disk Group Configuration (Manual) and click Add.
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Enter 49 as the slot number and click OK.

Create Local Disk Configuration Reference
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Click Add.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

TTLT
Cisco

Page 53 of 138



White Paper I'l'lll'l
CISCO

Create Disk Group Policy
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Repeat these steps for Slots 50 through 52.

Create Disk Group Policy
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Select Read Ahead for Read Policy.
Select Write Back Good BBU for Write Cache Policy.

Select Cached for 10 Policy.

Select Platform Default for Drive Cache (any other option will cause a failure because the drive cache on SSDs cannot be changed).

Click OK.
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For the top-loaded HDDs, no RAID configuration is required because they are used in JBOD mode.
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Go to Storage > Storage Profiles > root > Sub-Organizations > ScaleProtect and click Create Storage Profile.
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Enter an obvious name and a description and click Add.

Enter Boot as the name.

Enter 1 as the size in GB.
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Select the Expand to Available checkbox.
Select S3260-S1-Boot as the disk group configuration.

Click OK.

Create Local LUN 7 X

(®) Create Local LUN () Prepare Claim Local LUN

Name : | Boot

Size (GB) = 1 [0-102400]
Fractional Size (MB) = |0

Auto Deploy 3 |~o Auto Deploy ) No Auto Deploy |
Expand To Available - @

Select Disk Group Configuration : ‘ $3260-51-Boot ¥ Create Disk Group Policy

D -

Click Add to continue creating LUNs in the SSD Disk Group.
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Enter Databases as the name.

Enter 1 as the size in GB.

Select the Expand to Available checkbox.
Select CVLTSPS3260S1SSD as the disk group.

Click OK.

Create Local LUN

o) Crmate Local LUN (' Propare Claen Locsl LUN

Natve Databases

Spw (08 ] 10-102400)

foctoral Sa (V) 0

A, Degiary [f®) &tn Dl 1 N Acts Dupiay
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Verify that all the LUNs are configured as documented and click OK.
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Create Storage Profile ?2 X
Name : |CVLTSPS3260S1
Description : | Commvault ScaleProtect on S3260 Server 1
LUNs
Local LUNs Controller Definitions
Y, Advanced Filter 4 Export & Print el
Name Size (GB) Order Fractional Size (MB)
Databases Not Applicable 4]
Boot Not Applicable 0
(#) Add

D -

Click Create Storage Profile.
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Enter an obvious name and a description and click Add.
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Create Storage Profile
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Enter Boot as the name.

Enter 1 as the size in GB.

Select the Expand to Available checkbox.

Select S3260-S2-Boot as the disk group configuration.

Click OK.
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Create Local LUN

Nt

Soe (OB}

Fractonsd Sie (ME)
fartn Ouplory
Sapand To Avedatse

Seiect Dab, Geoup Conhguruoon

o Croonn Locad UUN (- Prepare Cloen Logel LUN

Boot

1 {o-102400]
o
[@) Actes Deghoy | Nis Auts Deglny
= A

Crmw Dus Group Pusey

S3360-52 %ot v

Click Add to continue creating LUNs in the SSD disk group.

Tt CWTSPS326059

Create Storage Profile L4

Descrggion . Comenvault ScaleProtect on S3260 Served 2

X
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Enter Databases as the name.

Enter 1 as the size in GB.

Select the Expand to Available checkbox.

Select CVLTSPS3260S2SSD as the disk group.
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Click OK.

Create Local LUN

e Croate Local LUN ' Prapare Clasn Local LUN
Rame Databasas
Serw (008) 1 [0-102400]
Fractonad Sepo (W) (]
Ao Deploy . Mnavu' No Aut Dapsay
Expond To Avelatly B

Seledt Dk Group Conhguatian . | OV TS9126062680 v |Cremte Dak Doup Policy

Verify that all the LUNs are configured as documented and click OK.

Create Storage Profile 2 X

Name : |CVLTSPS326052

Description : | Commvault ScaleProtect on S3260 Server 2

LUNs
Local LUNs Controller Definitions
Y, Advanced Filter 4 Export & Print ¥
Name Size (GB) Order Fractional Size (MB)
Databases ) Not Applicable 0
Boot 1 Not Applicable 0

() Add Delste

D -
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All the HDDs are used in JBOD mode, so no LUNs need to be created.
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To check or set the JBOD mode, go to Equipment > Chassis > Chassis X > Storage Enclosure 1 and select the Disks pane.

@00

wlnln = Q i
= iR
ciseo P - G
M - Equipment | Chassis / Chasais 1 (4th from T | Swesge Enck 1 Swesge Enclo 1
» Bquprmant Genecsl ST Sicte Faulte (verae F5m Statatics
v Chessis
- Y, Advarced F Bupen Cl
O v Chasss 1 (4th from Tog) + ’ —{ & e hd
» Fans Nare Saee (M) Row Sue (M3) D Secdl Operatdy Orive State Presesce Technology
ﬂ . PSUS Dvek 1 LIPSl STEOOONMOON  Z4DIMS020000..  Opesstie oo Equipped HOO I
O0 » S10Cs Ovek 2 5723100 STOOOONMOONM  ZADIMITHOO00 . Operabie ok (qupsed WO
. Secvecs Dk 2 S0 LopFa ./ STe000NMOD 24D WSOT0000 Operabie Jood Lqupeed HoO
O » Server 1 Diek & 223100 STEOOONMOONE  ZaDIDOCFOO00 . Operstie Jood Equpped HOO
v Storape Enclosures Dhvek 723100 STeOOONMOONM  Z4DIMUZVO000 . Operabie Jood Equpped HOO
@ Dk © 3723100 STEOOONMOOM  Z4DILYMZOO0O..  Opecatie Jood fovooed NCO
v Chnss 3 Detaits
» Fars
O » Pos Actions Properties
» SIOCs
0 " PID UCEC-C3Xn0 -HDOTE
v Setvers
Vendor Seagate Technokgy o Vo
v Secver 1
$ MIACOO00RS
5 e Sens 24D 26009 Revson o
Prodect Nerre UGS G3X00 0TB 12Gbpa NL-5AS 7200RPM HDD w carrier Top-lad
v Sterage Enclosutes
Prodect Vanant C3000_TOP

Storage Uncioswe 3
$ Part Datails
Storage Enclosws &
v Server 2 Drive State
» Adasters

» Storace [nclosures

Select a disk to show the details.

Size (ME)

srrron

If any of the HDDs shown as Online in the RAID group configuration on this disk need be deleted to convert the status to

Unconfigured Good, use the Cisco UCS documentation to do so.

If any of the HHDs are shown as Unconfigured Good, select the drive and click Set JBOD mode.
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Repeat this step for all chassis used in the ScaleProtect solution.

LAN configuration

The next task is to configure the networks required for Commvault ScaleProtect. In general, two networks are required. The first

network is the access network; in most cases, this is the data center backup network. The second network is the ScaleProtect

internal cluster network.

Go to LAN > LAN Cloud > VLANs and click Add.
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Enter an obvious name for the VLAN.

Enter the VLAN ID defined for the backup network in your landscape.

Click OK.

Create VLANs ?

VLAN Nome/Profix

Backup-LAN

Multicast Pobcy Neme - | <notset> v Create Multicast Pokcy

*' Common/Global Fabric A Fabec B Both Fabrics Configured Differently

You are cresting global VLANS that map to the same VLAN 103 in 3 svalabie fabncs.
Enter the range of VLAN I0s (e.g. * 2009-2019°, * 29,35,40-45", * 23", " 23,34-45")

VLANIOs: | 234

Shanng Type o) None Primary Isckated Communiy

Click Add.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 65 of 138



White Paper

Wl e ha
e z Manage

lllllllll
CiscCO

~a v LAM / LAN Cloud | VAN
VAN
- AN
¥ LAN Cloud Vhsavettaw  § Gpar &M o
v Faten A are YOr . T — - " ——
o fgtre b [ e P37 [ Ediwe ~ [yen. I
o 08 Syctern Clms :
o LAN # Grougn
o Thewshout Pukioes
o VLAY Drngs
o Apcherces BIAM B Ddew O
* Fsrx A
Owtata
o Fatexc B
Ceonvr 3t Py v VAN o Wemtiershe o ey
» wae | o
o wd
AR 5 F o Sumunary Progarties
» aneenl Facee A
Pagre AAN I >
o owed Totsc ® & 2 0 e BechupLAN N 234
v Threshotd Pomcws v % e b Pistrw VAN Mo fotex: © Oual
LY T— Nataont Type Lan £ Typm Virtual
Astans
? Amhorces e Lo Extornad Trarspert Tyoe © Bther
o LAN Camat Mo/ O P Owrnr Local

Enter an obvious name for the VLAN.

Enter the VLAN ID defined for the ScaleProtect cluster internal network.

Click OK.

Create VLANs
VLAN Name/Prefix CVLT-SP-Cluster

Multicast Policy Name : | <notsot> v Create Multicast Policy

) Common/Global Fabnc A L) Fabic B Both Fabnes Conhgured Differently

You are creating global VLANS that map to the same VUAN 1Ds in all avadable fabeics
Enter the range of VLAN IDs.{e.g. “2009-2019", 29,35,40-45", " 23", "23,34-45")

vian0s : [ 654)

Shanng Type [[® None ) Primary iilzomed Y Communr.vr

-
X
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Go to LAN > Policies > root > Sub-Organizations > ScaleProtect > vNIC Templates and click Add.

vl
e

Enter an obvious name for the access network for the ScaleProtect solution, which is usually the backup network.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

o Dyvrs vNC Comrmaton MobGies
» LACD Potcws
LAN Crrmmetuty Poicins
o Lk Promce Posey
» Muwcas Dotces
o Netaon Conul Putoes
Ol Polcion
* Threstn) PobGes
o VAN Oomnecton Pakoes
v NG Cormmontn Mokt
0 NC Terrgnstes
» St Orgacazamcns
v Scaeinonc: (D
» Feow Comnd Pokoes
* Oy W00 Cormcaonm Pok
& LAN Cornactvty Puboss
* Mmtworn Cortns Fokoes
» Onl Poloes
o Thewarust Puboes
» VNG Cowvmctos Moo

@O Cormrmcaon Pokces

* St Orgargatons

LAN | Palices | ot | Sai-Ory

®o

o0

9

n

VRC Teeplooesy

S

¢ = YAnwadifms ¢ Dpot & Pus

vt

NO (data avodatte

Page 67 of 138



White Paper

Select the radio button for Fabric A.

Select the radio button for Updating Template.

Select the checkbox for Backup-LAN and select the Native VLAN radio button.

, -~
Create vNIC Template ?
Name Backup-A
Descoption Backup network via Fabric A
Fabre 1D ® Fabric A Fabric B Enabie Fadover
Redundancy
Reaundancy Type 8 No Redundancy Pramary Template Secondary Template
Target
V' Adapter
VM
Waming
If VM s sedected, 8 poet peofile by the same name will be crested
If 3 port profde of the same name eusts, and updateg template © selected, £ will Do overwntten
Template Type noal Ternplate (0 Updating Template
VLANs
o Acvanced Flter 4 Dxport /) Print &
Select Nam Notwve VLAN
v Backup-LAN .
CVLT-S5P-Cluster
default
D -

l'l'l'l'l
CiscCO

Enter 1500 or 9000 for the MTU value. MTU 9000 works only if all network components and the server are configured with MTU

9000. Check with your network administrator and server administrator to determine which value to use.

Select a MAC pool with free addresses.

Set QoS policy and network control policy as defined by your local network administrator.

Click OK.
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Create vNIC Template B X

Y, Aowmoced Fiter 4 Bxport 4 Prime o
Seloct Nome
v Backup-LAN O

CVLY-SP-Clustor
default
finance
human-resource

CDN Scurce o) WNIC Name () Usae Defrad

MTU 1500

MAC Pocl OC-Detau(100/100) v

QoS Polcy <notsot> ¥

Network Control Policy Gololt v
Pin Group <not set> v

Stats Threshold Pokcy ot set> v

Connection Policles

& Dynamec vNIC usNIC wWwaQ

Dynamic vNIC Connection Policy canotset> v

D

Click Add.
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Enter an obvious name for the access network to the ScaleProtect solution, which is usually the backup network.

Select the radio button for Fabric B.
Select the radio button for Updating Template.

Select the checkbox for Backup-LAN and select the Native VLAN radio button.

Create vNIC Template * X
Name Backup-B

Descnpbon

Faboe ID Fabeic A (@) Fateic B Enable Fadover

Redundancy

Rodundarcy Type * No Redundancy Primary Template Secondary Template

Target

V| Adapter

M
Warning
¥ WM is selected, a port profile by the same name will be created.

¥ a port profie of the same name exists, and updating template s selected, £ will be overartien

Template Type il Tomplate (&) Updatng Termglate
VLANs
Y, Adwarced Fiter 4 Export s Prime o
Seloct Name Natrve VLAN
v Backup-LAN e

CVLY-SP-Cluster

default

atlren]n,
CISCO

Enter 1500 or 9000 for the MTU value. MTU 9000 works only if all network components and the server are configured with MTU

9000. Check with your network administrator and server administrator to determine which value to use.

Select a MAC pool with free addresses.

Set QoS policy and network control policy as defined by your local network administrator.

Click OK.
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Create vNIC Template

Y, Acanced Fler 4 Export s Print

Connection Policies

Seloct Nome Notrve VLAN
v Backup-LAN e

CVLY-SP-Chastor
default
finance
human-resource

CDN Source @) WNIC Namer ) Usae Doérad |

MTU 1500

MAC Pool OC-Detou(100/100) v

QoS Polcy C | <snotset> w

Network Control Policy & | defoult v

Pin Group <not set> v

Stats Threshold Pokcy . ol sets v

Dynamic vNIC Connection Policy -

&) Dynamee vNIC ) usNIC () WWQ

“notset> v

Click Add.
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Enter an obvious name for the ScaleProtect internal cluster network.

Select the radio button for Fabric A.
Select the radio button for Updating Template.

Select the checkbox for CVLT-SP-Cluster and select the Native VLAN radio button.
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Create vNIC Template ?
Name Cluster-A
Descripton
Fabre 1D ) Faboc A Fabnc 8 Enabie Falover
Redundancy
Redundancy Type © No Redundancy Primary Terrglate Secondary Termpiate
Target
V| Adapter
w
Waming
If VM s sefected, a port profile Dy the same name will be created
If & port profile of the same name &xists, and updating template & selected, it wil be overwritten
Template Type sl Tomplate (@) Updatng Terngplate
VLANs
Y, Aovanced Fiter 4 Dxport A Priee Q
Sobecs Name Naswe VLAN
Backup-LAN
v CVLT-SP-Cluster e
Gefauit
€« o

I'l'lll'l
Cisco

Enter 9000 for the MTU value. MTU 9000 works only if all network components and the server are configured with MTU 9000.

Check with your network administrator and server administrator to determine the use.

Select a MAC pool with free addresses.

Set QoS policy and network control policy as defined by your local network administrator.

Click OK.
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Create vNIC Template 2 X
Y, Advonced Fer 4 Bxpon 4 Print L=
Sedect Name Native VI
Backup-LAN
v CVLT-SP-Cluster *
default
finance
human-rescurce
CON Source (@) vNiC Name ) Usaw Dafemd
MTY : 9000
MAC Pool : | DC-Defoult(100/100) »
QoS Policy Ot sel> v

Network Control Policy © | default v
Pin Group : [<mot sets v
Stats Theeshold Polcy © | doloult »

Connection Policies

&) Dynaersc vNIC © 0 usNIC () WG

Dynamic vNIC Connection Policy anotset> v

Click Add.
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L . LAN ! PoSicies | roof | Sob-Organizations | ScafeProtect | vMIC Templates
v Dyt #NC Cprmmcstn Poboes WAIC Twmplstas
* LAZS Scices ¢ = ViAkoanciFan 4 Deot SFm o
LAN Cormectiaty Pulioes i
o Lok Promoced Poncy p e
o Moot Solices p ey tow Dutig-§
¢ Network Cooul Polces p - Secuigy 2

* TG Poloes
o Thivehoks Dolcaes
WO Comnecoon Poloos

& ANC Cormuioom Poboes

WNC Terryawted
- Orgarnemnns
v Scawivineer ()
& Flow Cortiod Pobcss

¢ Oynams WS Commecon Pol

» AN Convoctwey Poboes

> Nntavork Corserst Polces

* Ol Polces
» Threshuont Pobeses
» WG Carregton Pobcm

* NG Conrecion Posoes

Enter an obvious name for the ScaleProtect internal cluster network.

Select the radio button for Fabric B.
Select the radio button for Updating Template.

Select the checkbox for CVLT-SP-Cluster and select the Native VLAN radio button.
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Create vNIC Template ?

Name Cluster-8
Descripbon
Fabec 1D Fobec A '® Falye 8 Enabie Fadover

Redundancy

Redundarcy Type *) No Redundancy Primary Template Secondary Template
Target
V| Adoptor

™

Waming

o VM is ssdected, 3 port peofie Dy the same ruene will Do created

¥ a poret profie of the same name exists, and updatng template & selected, & will De overaraien

Terplate Type ™ Template (¢ Updaong Template

VLANS

Y, Advarcod Fee 4 Bxport A Priee <&
Select Name Native VLAN
Backup-LAN
v CVLT-SP-Cluster e
default
o -

I'l'lll'l
CiscCO

Enter 9000 for the MTU value. MTU 9000 works only if all network components and the server are configured with MTU 9000.

Check with your network administrator and server administrator to determine the use.

Select a MAC pool with free addresses.

Set QoS policy and network control policy as defined by your local network administrator.

Click OK.
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Create vNIC Template 2 X
Y, Advonced Fer 4 Bpot 4 Prie &
Select Name Native VLAN
Backup-LAN
v CVLT-5P-Cluster *
default
finance

human-rescurce

CON Source (@) W Name () Usar Defrwd
MU 1 | 9000

MAC Pool * | DC-Delout(100/100) v

QoS Policy <ot set> v

Network Control Policy © | default v
Pin Group : [<mot sets v
Stats Theeshold Polcy © | doloult »

Connection Policies

&) Dynaersc vNIC © 0 usNIC () WG

Dynamic vNIC Connection Policy anotset> v
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£ s 8000

X CAN | Palicion | ool | Sun-Ovganisations | SosePrutect | vNIC Templates

. VAIC Templates
» Dymamwc NG Corrmenor Posoms

o LADD Pescoes ¢ =~ Lhasusalew ¢ loot &Mn o

VAN Cosrwetivey Potoms

o Lk Potocsl Fokey » N

* Mt Prdces »

o hemacr Sovrot Pokcs » ot Fwa
* ol Poicam

Thrret et Pokces

WO Comrmcuon Polons

» wtdC Comwmenon Pubims
» WNE Toerpiaion
- Sub-Ovgarizations
v Scuetromc: (D
» Pow Comrol nkoes
» Dywsers: WNC Corvmcuon Pol

» LAN Conmmatniy PobCme

» Networs. Sontrol Boscms

» Ool Potoes
» Theston) Pokcms
» VMG Cormmeion Pekcms

- A
* NG Conmecoon Poloes

Go to LAN > Policies > root > Sub-Organizations > ScaleProtect > LAN Connectivity Policies and click Add.

[gete s ®020

e } J

1
p
3
@

= LAN [ Pulicies | ool | Sut-Ovgasssations | Scatelrotect | LAN Connectivity....

e CAN Commmet troty Podic ma
o Dyemec WNC Cornacton Palcies

» LACS Pohcws YViassewtiie ¢ Dpet @D o
LAN Cunnectety Frbces Yo
o Lk Promocod Poscy N2 Ol wrdatin

» Musiast Dulcus
* Setevirk Cormad Podcms
» O Pobom
o Thomenal Dokcons
» WG Corrmssom Puboos
* S C Coremcacn Pocies
. WNC Temysmes
o S Orgarasturs

* Scawivotect

» Frow Contra Pokces

* Dyre WNIC Corrmcion Pok

* Thembend Pokeses

» VWO Cornecnon Podoed

Enter an obvious name and description and click Add.
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Namo CWT_SP

Descrpnon . | COmMMmypnt SCaleProoect

Cack Add 10 specly one o more vNICs Bhat e server should use 10 comect 10 Be LAN

Create LAN Connectivity Policy ? X

Name MAC Address Native VLAN

No clata svaiable

+) Add iISCSI vNICs

Enter ethO as the name of the vNIC.

Select Use vNIC Template.

Select Redundancy Pair end enter ethl1 as the peer name.
Select Backup-A as the vNIC template.

Select Linux as the adapter policy.

Click OK.
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Create vNIC

Name :  @th)

Use WiIC Tompte : @
Recdundancy Par . ¥ Peor Name : | oth!
WC Torple © | flackup-A v Craate VNIC Tomplate
Adapter Performance Profée

Adagter Poky

Lo w Creste Ethermnet Adapter Pokcy

Select VNIC ethl and click Modify.

Create LAN Connectivity Policy

Name cwr_se

Descrgnen - Commvauk ScaleProtect

Chck Add 10 specly 0ne o mare vNICs that the server should use 10 comect 10 e LAN
Noere AC Address e V
wNIC eth Dernved
wNIC ethO Derved

@& Aaa
@) Aad iISCSI vNICs

Select Use vNIC Template.
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Select Backup-B as the template.

Select Linux as the adapter policy.

Click OK.

Modify vNIC

o
X

e eth)

Uae WO Tamgsiain - 2

Croste WWIC Terotatn

NG Terrpiate Bachust-&

Adapter Purformaacs Profile

A Pomcy s w Create tihemet Adacre Iokey

Connaction Poicies

o Dyramx WO whc wWa

< -

Click Add.
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Create LAN Connectivity Policy

Narre CWLT_SP

Owscrpton Commvaut ScaleProtect
Cick Add 10 spocty one or mose vINICs that e server shoukd wse %0 Connect 1o the LAN

NAC Asdress

waC eth)

vNIC eth0

#) Add iISCSI WNICs

Enter eth2 as the name of the vNIC.

Select Use vNIC Template.

Select Redundancy Pair end enter eth3 as the peer name.

Select Cluster-A as the vNIC template.
Select Linux as the adapter policy.

Click OK.
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Create WNIC X

U
Une NG Tampann - @
D Lt Byer toure 4l

2 Ormatn ML Y
N T erpees e A » . e

Asugmar Parturmacs » Frates

A ) - . sy
Adter ey p— Conmn i Twrer Admoer it

Select vNIC eth3 and click Modify.

Create LAN Connectivity Policy D X

Name CWT S0

Descrgton :  Commvault ScaleProtect

Chck Add %0 3000y 0ne Of moOre vNICS Tt the server shoukd wae 50 COnmect 1 B LAN

AC Address Notree VLAN

wNIC eth]
wNIC eth2 Derrved
wNIC o)

wNIC om0

#) Add iISCSI WNICs

Select Use vNIC Template.
Select Cluster-B as the template.

Select Linux as the adapter policy.
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Click OK.

Hise . ath)

Ve NG Terpisie . &
Creste MC Terpane

W Tongdew | Camter-@l v

Adagter Pertormance Prata

Adapter Doy Lbiin. o Crwane £tmermt Adlagmn Prbcy

Commoes S Pusie e

& Dyraese WO wC o

Modify vNIC Y X

Click OK.

Create LAN Connectivity Policy X

Name CWT S¢

Descrgtion :  Comenvault ScaleProtect
Cack Add % spocify 0ne O mome vNCs 1hat the server should use 1 CONNeCt 10 e LAN

@ Dolte @) Ad3 © Moty
@) Add iISCSI vNICs

Naere MAC Addvess Native VLAN

| wocens Derved |
WNIC emh2 Derived
wNIG e Derived
WNIC om0 Derved
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P LAN Conmactiviry Policus
* Dy vNIC Conrecoon PosCes

o LAY Pt

), Mtvwadt I 0w * oot &M

f00¢

ScalePmtect | LAN Cannectivity..
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LAN Coremctaty Focues

o L Promcnd Poley

* it Pusons

& Nutweys Cortend Pobome

Thimaholt Podeses

VNG Commesten Pokcos
* aNC Cormecnon Polons
v v Terrgietes
* Suby- Orgsessaton
o ScubeSyctect O
» Pow Comol Pukoos

o Oyrmrse WNIC Corvmcton ok

» feptmort Cortens Potces

SAN configuration

If IntelliSnap integration with existing SAN storages or backup to Fibre Channel connected tape drives is used or planned for use,

configure the Cisco UCS SAN for access to the SAN environment through FCoE within the system.

Go to SAN > SAN Cloud > VSANs and check the configured VSANSs.
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] o BAN | SAN Clowd | VEANS
YTANG
v SAN
v AN Ooud + = W Adanced o
. Fabew A ‘=
¢ FO ot Cramiels -
¥ hort Cratrrese o V50
o Ugiwd IS knmdaces
o Lgamd FCoA ntottaces o lutr
» ViNe
-
VEAN Shrage A (10Y)
>
. Fare @
-
» AT o Orevewls
20in
o TCoA Port Crarrwin

o Lgmet FC amtaces
¢ Uphek FOOL ntortaces
o VEAAL
VEAN Shrage B 1200
» SAN P Dinge

o Thesstold Pobc

VEAM iina (1)

* St O

"o
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If a dedicated SAN configuration for backup is required, add the required VSAN configuration to the system.
Click Add.

Enter an obvious name.

Select Fabric A.

Enter the required VSAN ID and related FCoE VLAN ID.

Click OK.

Create VSAN D X

Name ©  Backup-A
FC Zoning Settings

FC Zonny & Dasablod Enabled
Do NOT enable local zoning # fabric interconnect is connected to an upstream FC/FCoE switch,

Common/Global (o) Fabric AL Fabnc B () Both Fabrics Configured Differently

You e creating a local VSAN in fabne A that maps 1o A VLAN can be used %o carry FCoE traffic and can be mapped 1o this
a VSAN 1D that exssts only in fabric A VSAN

Encer the VSAN 1D that maps 10 this VSAN, Emter the VLAN 1D that maps 1o ths VSAN

VSANID: 102 FCoE VLAN: (102

Click Add.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

I'l'lll'l
CiscCO

Page 86 of 138



atlren]n,
CISCO

White Paper

wlvali ona
cice

®
-9
©
il
P
el
@

A e SAN | BAN Cloud | VSANs
VI
= -
w AN Clonxt 4+ = VAanecTEn ¢ Dot S PWm c
v Fatec A i - - b ¥ s ) o -
*» 3T Pon Channets gl
» FCuE Sont Crateei w VRN
» Upli I'C inmtestaces VO Berun [ F e
o Uglib FOCE ntertaces vEAN Sivage A (10 W 4 o lus Loyt
* VEANS
v
VRN Bachep-A (102
-
VEAN S A{101
VSAN Storage Rl % 2
* Fatax. 8
v Valle

» T Port Chatirmls

» FCot ¥on Crenrels

» Uptnd FC Imerfecos

& Uphnt TC2E nhartacas

- Vi

WSAN Shovage B (201)

» SAN P Gtingn
» Thrwshokd Scloms

L i T | B0

VEAN dafaus (1)

Enter an obvious name.
Select Fabric B.
Enter the required VSAN ID and related FCoE VLAN ID.

Click OK.
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Create VSAN D X

Name :  Backup-8

FC Zoning Settings

FC Zoring &) Dsabled Enabled

Do NOT enable local 200 f lbNc merconnect & connocted 1o an upstioam FOIFCOE switch

Common/Giotal Faec Ae) Fatxc B Boeh Fabecs Configaed Differently

You e creating a local VSAN in fadric B that maps to A VIAN can be used o carry FCOE traffic and can be mapped to this
a VSAN ID that exists only in fabac B VSAN

Emter the VSAN D that maps to this VSAN Emter the VLAN 10 that maps to this VSAN

VSANID 202 FCoE VLAN 202

D -~

Ko

i
)
o3
@

LU | ]

~ b SAN | BAN Clood | VEANS

VAN
« SAN

v SAN Qs & = YiAswwaitaw Do &M o

’ e Faor € | Tyl it ok Harxer LT ET
v Tt A . - "o v

* L Fon Craaweh v
o FCOE It Oraerets - VSN
» Lphik FC emerteces VAN by J A7) Vit tom Y
o Lghrk FCod ntertaces
v OAa
YOAN Bachun- A (V02
VEAN Secxage-A (101)

v Fatax 8

* FC Yo Cnanveds
PGt P Orareey
o Lot #C ramlacm
*» Upbed FOE lntwrfaces
v Vohe
VEAN Backup- 8 (202]
VEAN Sworsge- 8 (201)
» SAN P Cepugm
o Tromtokd Sk

VOAN defas (1

Go to SAN > Policies > root > Sub-Organization > ScaleProtect > vHBA Templates.

The vHBA templates for Storage-A and Storage-B are already available in this system. If they don’t exist, you need to create them.

Click Add.
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e SAN | Pobicies | root | SubOn 5 1 vHBA
VHIRA Tainptotee

- & = Sl &M
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o SAN Doy

vt D v o

Owtatt A Datizenn

Lexe Charves Adapter Pokcms
» LADS Pobcm e
» SAN Comectivity Poboes
Crcrage Correctan Pokoes
» Themaon) Pobges
o A Termgiowm
o Lt-Organtons
* vt
» Feare Churwed Adaper PodGe
o 52N Conmmctiry Dobcms
» Sidunpe Corvechen Pubias

o Thresbeond Pobces

» Sr-Crgaganam

Enter an obvious name.

Select Fabric A.

Select Updating Template as the template type.
Select the backup VSAN on Fabric A as the VSAN.
Select a WWPN pool with available addresses.

Click OK.
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Create vHBA Template

X

Stats Theestold Poacy default v

Narme vHBAZ
Descripmon

Fatec © @A s
Rodundancy :

Redundancy Type o) No Redungancy | Pnmary Tempiate | ' Secondary Template
Select VEAN Dachup-A v Crente VSAN
Tempane Type : Trvduat I;!I‘IIW[E T Upxiating T:vrulalni'
Max Oata Fiela Size 2048
WAVPN Pool DC-Default WWEN- ALTOONI100) »

QoS Polcy <not setr @
Fin Geoup “not sel» v

S

Click Add.

wliale
e

VA Tanglatas

o FC 2000 Prubies

* = t0Uom &M
* VAN

®o0co

x GAN | Paficies | o0t | Su-Orgasisations | Scaisivotect

VHRA Templates

lllllllll
CiscCO

v Poscen

» AN Cloud s
"""a p A Teergx
Oetase 432 Botuver p WS4 A2
> v Crueved Asagtw Posces
o LACP Posces
¢ SAN Connecaty Posces
» Smage Covecton Mo
» Thvmshok) Pokces
o G Tamphines
- Ovparg s
* Loauwivonent ()
v Fww Craremt Adpter Pocms
* SAN Corvmcaty Pobom
s S ape Corvwction Sudcea
* Thostand Pukces

S Owganatons

Enter an obvious name.
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Select Fabric A.
Select Updating Template as the template type.
Select the backup VSAN on Fabric A as the VSAN.

Select a WWPN pool with available addresses.

Click OK.

-
Create vHBA Template T X
P vHBAZ

Dearnpson

Fatoc 1D :[Cama

Redundancy

Radundancy Typa I :V'-Y;Jri‘lmlnll.u(.'k 7»\"“-, Templowe > Socondory lrmn'VA.r\‘r

Select VSAN Bachkup-B v Cromn VEAN

Tomplow Type ! 'yl Tempiste (@) Updaong Template

Max Dota Frokd Size ;| 2048

VPN Pool | DC-Defaule-WWPN-B{100/100) »

QoS Py <not 3&ts v

Pin Groop ‘:rnv ant> "

Stats Theeshold Peboy @ | delault

< -
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Bk s ool i saobao
AR > SAN / Policles | root | Seb-Organications | ScaleProtect | vHBA Tomplates
VHEA Tumplmes
o 1T Joow Prubien i
» VEANS 4—= hpon- &I .?
. Pobous =
» BAN Gl v VRS
-t BA § Bact
Dol w84 Bofuwvan wHEAT H3
o oo Cramenl Adupont Pobcoms -
o LALCP Polewss o YA T -
* SAN Comsoraaty Poboos mid F S #
o Shawge Conrmciun Dulces v A | . e
o Themshok) Podces HEA ¥ Bachs
* H3A Temptans
* Subs-Ovgerigances
» Sealbreeent ()
* Flae Chanel Algrer Policey
¢ SN Commectity Petcms
¢ Seorage Coerection Posoes
* Thwest i Puboos
[ A |
¢ Sou-Qepangatens B add
Go to SAN > Policies > root > Sub-Organization > ScaleProtect > SAN Connectivity Policies and click Add.
sl ®000 - PO

a SAN | Pulicien | rool | St Orgas Scatelio

*, ATercadt i me

"

SAN C.

BAN Commactaaity Pulicies

¢ Coor &M

e
- PO

o N Ol
v O
Cwla it ohawocr
b Fw Chanewd Adaptan Puicass
o LACD Dobdeas
» SAN Comacinity Duboms
o 520000 Corvecton Polows
¢ Threshokl “oboes
o EA Tarngdates
* St - Ongergesoes
v Soavivamer O
¢ Fow Cnannel Adegeer Folons
¢ 0mge Commacion Poncem

* Trwwshokt Sbcms

¢ A Temptates

* S Grgeatern

Enter an obvious name.

Select a WWNN pool with free addresses.
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Click Add.

Create SAN Connectivity Policy

Nara : CAT_SP

Descnpnon

A sorved 18 entifhied 0n 3 SAN Dy s Works Wacke Nocks Name (WWINN). Specify how the system shoukd assagn 3 WWINN 10 the secver
associated with this profle.
World Wids Node Name

o

VANNN Assonment: [ 06 Detou-winini100/100) v

Creame WWNN Pool

The WAVNN will be assgned from the selectod pool
The availsble/total WAVNNS are deplayed after the pool name

Name WVFN

No cat areislablo

@) Acg

Enter an obvious name.

Select Use VHBA Template.
Select one of the vHBA templates.
Select Linux as the adapter policy.

Click OK.
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Create vHBA ¥ X
Y wHBAD
e A Turgten ¥
e R - fum Nerw
wobd Teryimew WD e Cams #ils Tergues
Admgrer Porturrnece s Poutes
A Py ne Crame F how Orawowt Adagoe il y
o o
Click Add.
Create SAN Connectivity Policy ?
Nameo CVLL W
Descrption

A server s dentod on a SAN by 3 Workd Wide Node Name (WWINN). Specfy how the system shoukd assgn 8 WWNN 10 the server
Sasocstod wih the prolie
Wortd Wide Node Neme

WWNN Assigrment DDt - WWNN 100/ 100) v
Croae WWNN Pool

The WWWNN will be assgred from e selected pool
The avadablesotal WIWNNs are desplyed after the pool name.

Nameo W N

(*) A

Enter an obvious name.

Select Use VHBA Template.
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Select one of the VHBA templates.

Select Linux as the adapter policy.

Click OK.
Create vHBA ? X
Name vHBAY
Use vHEA Template : ¥
Redurcdancy Par Peet Name
VHEA Templste HBAY v Create A Tormplate
Adspter Performanc e Profie
Aducter Pokcy — Croato | &xo Crarnel Adapter Polcy
D
Click Add.
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Create SAN Connectivity Policy
Name VLI oV

Descrigton :

A server 5 identfed on 0 SAN Dy fs Workd Widke Node Neme (WAVNND Spocfy how the system shoukd a556gn @ WWINN 10 the server
BEROCIAT with this profils.

World Wide Node Name

VWAWNN Assignment: DC-Defauit - WWNN(100/100) -
Creae WWINN Pool

The VAWNN will be assigned from the sefected pool
The avadatieotel WWNNS are deplayed altor the pool rame

Nar VANEN
» VHBA wBAY Detrend
» VHBA vHBAO Detrvod

) Add

Enter an obvious name.

Select Use VHBA Template.
Select one of the VHBA templates.
Select Linux as the adapter policy.

Click OK.
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Create vHBA

Use vHEA Template : ¥

Recurdancy Par - O Peer Name
VHEA Templste vHBA2 ¢

Adapter Performance Profide

Croate vHUA Template

4

Adspter Pocy: | Linux v Croate Fibre Crannel Adapter Polcy
« o
Click Add.
Create SAN Connectivity Policy » X
Name OVl
Deseripton

World Wide Node Neme

A server i identBed on 3 SAN by its Works Wide Node Name (WAWNN). Specify how the system shoukd assign 3 WIWNN 10 e secve
assooied with thes profile.

VAWNN Assegrenent DC-Default-VAWNN{100/100)

Creane WIWWNN Pool

The WANN will Do assgned Som e sectnd poot
The avastabile/1otal WWINNs arn desplarped after the pocl rame

Name VAVEN
» VHBA VHBA2 Derived
» VHEA vHEAY Dermved

» VHBA WHBAD

Darved

&) Add
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Enter an obvious name.
Select Use VHBA Template.
Select one of the VHBA templates.

Select Linux as the adapter policy.

Click OK.
Create vHBA X

Nare vHBAZ

Use vHEA Termplate - ¥

Redundancy Par Poor Noerw

WHEA Templne wHEAZ ¢ Create vHUA Termplate

Adapter Pacfarmanc s Profile

Adapter Pobcy nax v Create Fes Channal Adsgaer Policy
« o

Click OK.
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Create SAN Connectivity Policy 2 X
Name LWL v

A server s kierahed on a SAN Dy &3 Workd Wide Node Name (WYWNN). Specfy how the system should assgn a WWWNN to the server
$3300010d with thes profie.
Warld Wide Node Name

VWAN Assegrement DC-Detants - VWANNN I 00/ 100) v
Create WWAN Pool

The WWINN will be assigned from the selected pool
The avaiabietotal WWAWNNS are daplinyod after the DOol naeme.

Name
» VHBA VHDA3
» VHBA VHDA2

» VHEA VHBA1

» YHEA vHBAD

e

®000 T

aa SAN | Pulicies | root | SO Scalaby SN C £

SAN Covmac vhaivy Pudcies
o FC Zoma Profees

Y ANecced Fee ® Taoot - & e <
» AN 4

Pow Orscrpmoe
- Poices

o SAN Cioued
- men @
{mlag na Botigver
b Fnw Crucew! Adugam Potcoms
¢ LACP Poscees
» SAN Comveaaviy Pubces
» Seoogm Conrecion Putoes
o Tivwstoks Scheies
o VA Targhms
* Satr-Orgarssswors
o Scavvooect (D

o CEaw Cname Adegwer Sl

¢ Sonage Correchon Posces

* Trawshokt Dubcos

* A Tempiaten

o St Orgarwcabors - Ay

Server pool configuration

The next task is to define a server pool to collect all ScaleProtect servers in one place.
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Go to Server > Pools > root > Sub-Organizations > ScaleProtect > Server Pool and click Add.

rrrS— 000

i
»
o
®

A . Servers | Posls | ool | Sub-Organications | Scalefrstect | Server Pools
» Poees Sere Folcos Server Presa
* SO Podoes ¢ = YUAdacecies ¢ Doat @ et o

» Senl over LAN Pobomd tam
» Serret Puct Poteaes O NS Bentatin

» Sarend Poct Poley Ouelfcamon

* Threetokd Polces

o BCE Astweessnon Seokes

* Aedhs Polcies

D

o MCARA Macermert Solomy

o S8-Orgarcmxes

g)

- Pois
. it o
* Sorver Poum
» Servee Poct delan
o UDO Sufu Sooke
® 50-Organication
* Scmivome &)

» UL Setfa Pocts

=
=
o

v Sty Orgareynom

. Aot
v Sehodes

Enter an obvious name.

Click Next.
Create Server Pool X
Naro CWY_SP_S3260_S1
Descrignon . Commyault ScaleProtecs S3260 Server 1]

Add Servers
Next » Cancel
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Click Finish.

Create Server Pool

Sot Name and Deacrgtion

[
Sawal Peavius

veras

(O
St Mosrter

Ve

Click Add.

Wl | e s
wsee 4 v "

» Power Syre Polcey
b 5ot Pollcem
» B gvwr LAN Prlcins

» Serem Pool Foboes

Server Poot Pubcy Quabhcsnes

Theeahudl Potces

S0 Astarscason Proies

Wieda Pobces
8 VRRCAMAL Macarment Dokoes
o Sb-Oryarnzsccrs
 Puok
1 o
* Server Puch
o Serpw Pool detam
LU0 Suffia Pooky
* Sub-Orgargnnong
v Scawvome:
b LAID T ooy

St Orgargamons

Enter an obvious name.

®0 00

0 n

Servern | Pools | met | Sub-Organizations | ScalsfMosert | Sarver Pools

Server Puots

¢ = N Aaro Fay + Dot & Fimt

A

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

atlren]n,
CISCO

Page 101 of 138



White Paper
Click Next.
Create Server Pool P X
Name CWT_SP_S3260_52
Descriguon | Commyindl ScaleProsect S3260 Server 2
Add Servers
Next » Cancel
Click Finish.
Create Server Pool 2 X
et Namw andd Descrgtion Sernen Pocled Sorvers
< ©
N0 (ete e alalie
A "
Uoowe AU
Serasl Muamtser Denial Nt
- vos
- = -
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= @900

farver Pouls

W
)
-

A2 . Servers | Povis | ront | Sut-Organisstions | ScateProtect

Carver Poain

* Fower Svrs Puloss

4 =« YUAracwifaw ¢ (xon &M o

» Scrds Wobces

o S Assage)
» S over LAN Polom

b Satver Posk Pohoms
» Jecvet Pugl Futcy Ouatcaccs
o Threshokd Fukoes
» SOH AUPeriaaton Prefee
o Al Pokces
b AOCIIA Fcmirmet Bobcw
o S Orgacabors
- Poots
« o O
- Sarver Pocks
o Server Pool ulas
 LUD Sufa Pooks
* St Orgm e anons

v fcaawa §

* VU0 Sufe Fook

Sub- Cegangtans + At

Go to Server > Policies > root > Sub-Organizations > ScaleProtect > Server Pool Policy Qualification and click Add.

®0 0

vl
e

(f? = q 1 0 %G

M > Sarvers | Pulicies | roet | Sute-Orpaniastions | SoseProtect | Sarver Pool Pole..

b Wande Bt Server Poat Policy Queticstinns

Yy ArareadFims 4 Do

oy <

Var (TRR? ¢ At o —

0 NCH R Pacerren Mlees + -

* Subr-Ovparasamons o

» Scawsvome: O O s vodat s

Aty e Soaces

500 Pokces

R A

Pt Famswate Pactages
SR AL man Verfaee

VM N WPTENT POMCes
Lol Dt Cordg Putems
Murtenance Mokcses
Maragnrrewt Fetracsn Pacia
Powar Conmal Pubces
Powar Sy Polcoes
Scruty Wocans

o oy LAN PubOns

Stvnt POOE Dok

Themnbesd Poboses

Enter an obvious name.

Click Create Server PID Qualifications.
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Create Server Pool Policy Qualification 2. X
Naming
Name CVLT_SP_S3260_S1
Description

Thes sever pool PoCy Quakihcation will apply 10 New Of re-discovered servers. BExstng servers are not quakbed untl they are re-dscovered

Actions Quaifications
Create Adspter Qualications + = YoAdacedFmer 4 Bxport A Print ol

Create Chassis/Server Qualihcatons
Croate Memory Qualcations
Create CPU/Cores Qualfications
Create Storage Quakhcations
Croate Server PID Qualficasions
Create Power Group Quakfications
Create Rack Qualihications

Name Max Modied Fro To Archtecture  Speed Stepping Power Gro

No data avaiable

) Aad

D

Select UCSC-C3X60-M4SRB or UCSC-C3K-M4SRB, depending on what is shown under Equipment.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 104 of 138



White Paper

Create Server PID Qualifications

vo. [(SComwsaE v

Click Create Chassis/Server Qualifications.

Create Server Pool Policy Qualification ?
Neamewg

Name CWT_SP_S3260_$1

Descrgtion

Thes server Dol DORCy QUalBCancn will 3pgly 10 New o fe - Gacovered sefvers. Exating sefvers e not Quakfod untd they are re Gecovered

Actons Quatifhcaticns.
Croate Adagoes Qualécanons

+ = VoASaccedme 4 Dot Pt o

Kmeta, Contuinvnr Qs Narme v  Modd From To A Spe. Sie. Po

Create Momory Qualicaturs
Server PID Qualidcation UCSC-CIXE0-M4ASRE

Creste CPUICores Qualfcatons

Croate Storage Qualdcanons

Create Server PO Quadhcations

Create Power Grovp Quatécations

Create Rack Qualdcatons

Enter 1 as the first chassis ID and enter 100 as the number of chassis.

Click Add.
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Create Chassis/Server Qualifications

Chasss Quatiication

furt O 1D 1 Nermtvar of Chaess 1008 3

Sarver Qealincatioos

+ ¥ Astewrcnst Eimer

Tame Wn

Enter 1 as first slot ID and 1 as the number of slots.

Click OK.

Create Server Qualifications

Fe S Nrrtwr of Sices - | :!

Smrver Unit Quabi stimns

v, Msemt P
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Click OK.

Create Chassis/Server Qualifications

Click OK.
Create Server Pool Policy Qualification ?
Naming
Name CVLY_SP_S3260_S1
Descrgson
This sorver pool polcy Qualication vwill apply 20 NOW OF 10~ (RSCOVErOU Servers. Sxisting servers are not Qualifod until hoy Mo 1o - dacovored
Actions Qualifications
Credte Adapter Qualhcatons + — YAMwecedFmer 4 Dgon @ Prie o
Cronte Chassa/Sorver Quabhcatons Name v  Model fron To Fra Spe Qe Po.

Ceomo Momory Quakfications
Croate CPUCores Quakfications
Crome Ssorage Quashcasons
Cromte Server PID Quakfications
Crome Power Group Quakhications

Crasto Rack Qualcations

w Chassés id range [1 - 100] 1 100
Sacver Slot id rangs [1 - 1] N

Server PID Qualhcation UCSC-C3IXB0-M45A8
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Click Add.

alvide
e . J

» A Wotcies Satver Pt Policy Oualfic stons

5 ANCHAMUA Pucament Putices ¢ = VAbaweiing ¢ ixon &M

= o000

Sarvers | Polickes 1ot | Seb-Organtastions | ScalvPrutect | Server Pocl Polic..

l'l'l'l'l
CiscCO

* But-Orgargutions artee e

v Scakenotoc »
* Adugter Foboms
o PIOS Cokewn
» Boct Pokoies
o moaf Fevnware Pactages
o W Access Profees
»EVM Marsgermmet Pokoms
& Locs Das Cortg Sokoms
* My Pokoes
* Maragomers fertware Pacha
» Poar Conttol Pubces
» Bywar Sync Dol
» Son Poloms

* St over LAN Dubces

o Sotvet Poul Polces

* Threshoks Poboos

- BAL A i Pl

Enter an obvious name.

Click Create Server PID Qualifications.
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Create Server Pool Policy Qualification D X

Naming

Nome CWLT_SP_83260_S2
Description: | Comanvandl ScaleProtect S3260 Server 2

This server podl POICY QUAIBCItCN Wil 2pply 50 NEw Of re=dacovened servers. Exsting servers are not i they e re

Actions Qualihications
Croate Adoptor Qualifcations $ = VAN PR 4 ot @ Pint bl
Croate Chasser/Senver Oualifications

Name Max Model From To Achiecture  Speed Seppryg Power Gro

Croate Memory Qualifications No decs sveliobio
Create CPU/Cores Qualifications

Croato Storage Quahcations

Create Server PIO Quadficatons

Croato Power Geoup Qualihcations

Create Rack Qualtcatiors

D

Select UCSC-C3X60-M4SRB or UCSC-C3K-M4SRB, depending on what is shown under Equipment.

Create Server PID Qualifications

ro: [Lcsc-conormisan < |

Click Create Chassis/Server Qualifications.
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Create Server Pool Palicy Qualification X
Namiog
Pame CW T _SP_S3U60_52
Dusuristion: | Commvault ScaleProtect 53260 Server 2
This server peck policy Sualficanon Wil 200N 10 new or 1o diaconered servees. Exlstrg sarvers are ror auadhed ursl thay are ne - ciacovoned
Actons Qualifcations
Traann Adrgwer O3 it atinm 4 = TAhwuwiFow  #Epun SR &
Create Onatse/Serner Quamcatons N Max Mosel Ficm to P — S Y

Creats Memory Quihatiors Server wse-Ca
Creon CMUICores Quathronore

Creom 550200 Quolficatort

Cioatz Server PO Guitfcots

Craasy Povenr Cooup Nuifcarions

Create Rack Quashcations

Enter 1 as the first chassis ID and enter 100 as the number of chassis.

Click Add.
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Create Chassis/Server Qualifications

Cnsasis Qualhcarsin

Fee e O [ 1 tumter of Crasse - [0
Soces (adhcanone

Enter 1 as first slot ID and 1 as the number of slots.

Click OK.

Create Sarver Qualifications

im0 | Mo of Seex | 3

Servee Ut Chualite acnrs

Click OK.
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Create Chassis/Seorver Qualifications

Click OK.

Create Server Pool Policy Qualification 9 X

Marmgg

e OWLT_ S _S22¢0 52

Desowgwor:  Cutereactt Scaleftntect S3200 Scover &

TR Sarver DOCK OORCY QUEIRCINN Wil 200y 10 N OF M= NCOWNR0 Sanvery. EXEDnNg SeNers e Not Quaited ontl Moy e re~0ecovened

Actions Ousifcations
Dot Adscoor Dusd®Canors 4 = YAswoeilie §lgon P o
Cremw ChatesSerar (acataus f— ™ Woas Foyr ™ e oo Soary P

Crome Wwnry Qosdb sy

» Ghusnsts ki range [1 - 100] '
Cromg CPUCows QadGoas
Srvr G101 Mt rmage [1 -1 \ \
Deone Socage Deattcmor
Server PID Quadhcaton Uese

Crase Serwn P70 Qi atss
Croom Power Grovp Dusdamors
Crooe Raor Guescaonm
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cinen

* Alda Poices

*
* PACMCA Focemer t FolCes —
o LE-rganstore
.
* Scowmmct
»

L

o DOM Setcan

* Doct Poices

o et Ermads Pachaget
* PN Asoes Proten

¢ OV Wavagomert Foloes
¢ Locsl Owi Cordy Poscon
* Marmararce Foicies

» Marageart bymacre Sacax

* Povaw G Pokces

¢ Fower Syoc FosCes

* S over LN FolCes

* Seru B Patows

* Threntoks Pulices

Go to Server > Policies > root > Sub-Organizations > ScaleProtect > Server Pool Policies and click Add.

wlialie
e

805 Detacsy

o 508 Pokoes

ey Pokoes

o bout Famwesn Pactages
o W Accems Profees

o A Maragertmet Posces
» Lucsl Dk Ourdig ke
o Mavirarce Pokone

o Naragemert femawn Pa0agos
v Marry Pokdy

o Pomer Cormrot Wi

b Bower Syre Pobows

o Soniy Pukcws

o Somudt oven LAN Pubises

o Server Poc Soscy Ousdcanons
o Themshor! Pumcies

* 5C3 Asmmracsnon Pt

o Alacka Plcme

o NICHEA Pacmment Sukoes

* Sub-Orgarccesos

Enter an obvious name.

Select the target pool for Server 1.

®000

3

B v Servens | Policies | ol | Sub-Deparations | ScuiPvitect | Server Poct Polic

Sevver Pocl Putey Qualite s

B T L I e

VOO0

N 1 10 w
Servers | Policles et | Saerver Pool Policles
Swrves Poot Policies

VAsaccetfnw 8 Lot &P

atlren]n,
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Select the qualification for Server 1.
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Click OK.
Create Server Pool Policy 2 X
Name : |CVLT_SP_S3260_51

Description : | Commuvault ScaleProtect S3260 Server 1 ‘

Target Pool [Semar Pool CVLT_SP_S3 v |

Qualification : ‘CVLT,SP,S.’SZGO_SI v ‘

Click Add.

Al ad
s anage

00"?(? - N U D - <
At - Serwws  Palcies  reol | Nal-Ovgasiations | SculePoatact | Seven Pool Relicles

Server Pood Poicies

o Aatis Boices
L R °

* OO BA Pocemenm Foices
Tia~w Y aoe P sty re=
o Bin-Ongainieions s . eI

* Scaeroe

v

Aduter Policies
¢ DOS Puscas
* Boox Pricies

* Vet Femear Packages

P Acoess Protaes

-

VM Marapaert Maces

Loc Dhd Cort) Poicon

Nuicrerarce Fofcies

-

Norageers Frvay PEiGg

Power Corl Poices

¢ Power Sy e

Srne Prices

-

Serur over LAN Poscen

Servet Mot Mutey Ouatheatsy

-

Threntold Policies

-

T Amereator ot

-

yicio Polcies
*lASd

Enter an obvious name.
Select the target pool for Server 2.

Select the qualification for Server 2.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 114 of 138



White Paper

Click OK.

Create Server Pool Policy

Name CVLT_SP_S3260_S2

Target Pool ‘Sc«rver Pool CVLT_SP_S3 » I

Qualification \ CVLT_SP_S3260_5S2 ¥ \

Description : | Commvauilt ScaleProtect S3260 Server 2

Service profile template configuration

ST
CISCO

The final configuration task in Cisco UCS Manager is creating the service profiles. Because Commvault ScaleProtect with Cisco UCS
is a scale-out architecture using multiple servers, the creation of a service profile template is the best way to start.

Go to Servers > root > Sub-Organizations > ScaleProtect and click Create Service Profile Template.

alote GO0
e 4 .
A ) 1 .
22 = Sarvers | Sarvce Profile Templ.. | rost | Sub-Organaations | ScaeProtect
—
® Carvery ! Oereen | © Cazenooes T Pt
® Sarvme Preden
Faull Sunmenary Prrgecting
.t O
s Ooes ~ g Nt Scalef'rotect
-t oo ® © © ©
Lt ]
® Servce Frobke Torglates
u® Actnns
o Lb-Orgarsrataers Corvarw Crppw
» Scaebrosec (O
* i -
< wx O
o Atagter Dedc s -

¢ BOS Outaats

o mont Freman Packaom
bR Actmen Fefies
o OV Mareonment Pooes

o Locsl ek Outg Pokoes

Enter an obvious name.
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Select Updating Template.
Select a universally unique ID (UUID) pool with free IDs for UUID assignment.

Click Next.

Create Service Profle Template

Yo It artes 4 rEe b B el ntie mrten 8D ey fw RITRASS PSR (s ae S5 wansy bue 4 LU el te st o Se
terghss mct orvee 8 Syt

S OALT_SP 53380 31

The wwrutrn wil for | rmdiond 50 B Pl g g T80 T9 e e Do e e Ton (8 arssan e
e gty S aiytedt

T wre e wll low (ot o S bl Ut S Ve e Al B s ey T (P
P st lerpams @ Ugsieey Tergmete

Ay b e USD il b it an] 15 T et avnrsnen] ot W e w0 grer e [y Se Serphem
n

AAD A yvrm— St (oo dwbadt et by Setan

Lemet LD st ot
¥ v siection 1 i e ULIC b b smogrest hier S debadt jas

WARNING The st st S0t iows Pt Lot A e sette o
T e e LT

ey srter & Grwryme bw Pu protte 1l dsegtun sar Surne Thruon s whe et eAern e s gratte WOt be st

Flarvie Woble Yermoiste for Conmume ScRermaes wim Cace ULl S1400 Server |

In the Storage Provisioning section, click the Storage Profile Policy tab.
Select the storage profile that you want (in the example here, CVLTSP3260S1 is used).

Click Next.
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Create Service Profile Template ? X
Optionally specify or create a Storage Profile, and select a local disk configuration policy.
Identify Service Profile
Template
Specific Storage Profile ’ Storage Profile Policy ‘ Local Disk Configuration Policy
Storage Provisioning .
Storage Proﬁle:i CVLTSPS3260S1 v Create Storage Profile
Networking
Name : CVLTSPS3260S1
Description : Commvault ScaleProtect on $S3260 Server 1
SAN Connectivity LUNSs
Zoning Local LUNs Controller Definitions
Y» Advanced Filter 4 Export # Print {}
vNIC/vHBA Placement
Name Size (GB) Order Fractional Size (MB)
vMedia Policy Boot Not Applicable 0
Databases 1 Not Applicable 0
Server Boot Order
Maintenance Policy
Server Assignment
Operational Policies
< Prev Next > m Cancel

In the Networking section, select the Use Connectivity Policy button.
Select CVLT_SP as the LAN connectivity policy.

Click Next.
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Create Service Profile Template

Cxmcouty wecfy LAN Corfgsstion rdortuton

oty Service Prodle
Tenplste
Dt WNIC Cornaction Bolty ! Suiect o Pokey 45 o (/0 Dyramse 200 Belcy by it @
Srerage Provisloniag
B ik g e 10 cordgurs LAN comruetaity
NI SUmneey Grrgim  Sapet ) hn viCs 5! Line Cannecsivny Poliny
Zoewoy SAN Covactvn Polty ' | AT S0 o - LAY -
hektair Narre
YMCAHDA Placement
i Narme Asugrimare: 0L 3t v
wehvcta Puscy w006 St Podd
Server Boct Order Vel 508 A L8 P Tl voU 10O SRS WR.
Matrtenance Palcy
Server AEgnment
Opensonal Pocies
« Prev ooz » m Cancel
In the SAN connectivity section, select Use Connectivity Policy
Select CVLT_SP as the SAN connectivity policy.
Click Next.
Creste Service Profile Template '
Conor oty BOCH) vl COm 63 50 WV LU 008 VR TR
Temgrate
1w WAZ you M 1 Corfgure GAN Comectvey?
e 2w Priniaserang Serem Dget Mo A84s o Le Correctty Suscy,
AN Carvmstvey Pty DAT S 0 . ol
Mevaanng
Tomng
VNN A oz oment
Whhatha Moy
Server Boot Ovces
Matrtorancs Polcy
Tartwet Adagraresd
Oper sticral Put toe.
e D o

In the Zoning section, click Next.
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Create Service Profile Template \ 1

Mt fra o Pt
Temcnare

b J -y e | B bt o

AL ‘o o s emce
b
was
AT A P vt
waa)

- DD

In the vNIC/VHBA Placement section, leave the setting Let System Perform Placement. With this setting, Cisco UCS will automatically
distribute the vNIC and vHBA across both SIOCs if they are available.

Click Next.
Create Service Profile Template
S Py Tive AULE BT S OAL ED T ) IS R ATRASTY
e AL S
Torgiata
A A GA R arer g e i ML Fd A OA S R T ST S et SIS TEITEYe
P LA Tt TGS B VNPT iy
Wpon . L Y T o o ol re— ™ e
Lt | PN Sl S BB et i SOCh o w G Tmas w 3 D
.
AN € Warty. N o
o ey
Tooy
A e
- - ’ |
A GAD
haats Py
N RA T
Swrver Boat Order
Mo o Py
e vas Ay —
e wtnwar P wn
— DD

In the vMedia Policy section, click Next.
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Sarewur Paoeisbining

B B ki

R Conneiinity

wHIC AR 1Vl & e posd

Sarvar Bont (eier

bhairrinmance Pubcy

Serranr Auniginiment

Diperay ol Pl i

Create Service Profile {expert)

Crisonaly soeedy It Toschalie viddda tobdy e e sanvecs grofle

whlsda Poicy  Saieci vieda Fobcy bouse

s shbaihe By

T whaetin priicy will b comd Fow Stom nerte: profin

TSR -
In the Server Boot Order section, click Create Boot Policy.
Create Service Profle (expert) :
Ciptermaily memcdy {hs boot geicy Ior e sssecs profls
Elemdly §eivas Pl
Selerr o b jadiecy
Sy e Passiain ning
Boct Pabey . Sainc Bool Py o e # e Fat
LIl T el bl gy ol i rmied T (b maven profila
RAM Connecteity
Hombeag
wHICHHES Hacemess
vl Py
L T ]
Sarsmr Asnignimesl
Opsremnnal ol ies
- - m -

Enter an obvious name and a description.

Click Local Devices.

Click Add Local LUN.
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Create Boot Policy T X
Mare - )
D seripten . Boot from local disk

Resboesct o Boed Ondder Chang | L
rdorce v HMIASCE Name ;. #
et Misie | Legaey ) Uk

WARNINGS:
The byges [irranyd sec orudary] dees At s @l 8 Dsoet Sider presence.
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Select Primary as the type.

Enter Boot as the LUN name. Be aware that you must use the same name as the name for the boot LUN created in the Storage
Profile section.

Click OK.
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Click CIMC Mounted Media.
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Click Add CIMC Mounted CD/DVD.
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In the Maintenance section, select default for Maintenance Policy.

Click Next.
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In the Server Assignment section, select the server pool and server pool qualification policy created for Server 1.

Click Next.

Create Service Profile Template
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In the Operational Policies section, select the policies required for your installation.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

atlren]n,
CISCO

Page 123 of 138



White Paper

ScaleProtect does not require you to select any particular options.

Click Finish.
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Repeat the service profile template creation for Server 2 in the Cisco UCS S3260.
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Click one of the service profile templates.

Click Create Service Profiles from Template.
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Enter a naming prefix and the number of instances to create.

Click OK.

Create Service Profiles From Template ¥ X
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Select the other service profile template.

Click Create Service Profiles from Template.
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Enter a naming prefix and the number of instances to create.

Click OK.

Create Service Profiles From Template ¥ X
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Check the result in the Service Profiles section.
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The assignment of the service profile to the physical server will take some time. Check the FSM tab to monitor the status. If a
firmware update is required, the overall process can take up to an hour to finish.

Commvault HyperScale installation

Now install HyperScale.

CommServe

This procedure assumes the physical server or virtual machine hosting the CommServe server already has the CommServe software
installed.

ScaleProtect
This following procedures are for installation for the Commvault ScaleProtect Software on the Cisco UCS S3260 Storage Server.

If you are using Cisco UCS Manager, log in to Cisco UCS and launch the Kernel-based Virtual Machine (KVM) manager from there to
connect to the nodes. If you are not using Cisco UCS Manager, log in to the IMC for the node and launch the KVM from there for
each node. Verify that you have the latest copy of the Commvault HyperScale ISO image downloaded from cloud.commvault.com.

Attach the ISO image to the server node using the KVM. Open the Virtual Media menu and choose Activate Virtual Devices.

» commvault-ucs / {(Chassis - 1 Server - 1) - K¥M Console{Laung

File View Macros Tools Virtual Media Help

Boot Server .,!}, Shutdown Create Image

‘ml Properties | Activate Virtual Devices

Again open the Virtual Media menu. Now choose Map CD/DVD and browse to the location of the ISO image. Then click Map Device.
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» Yirtual Media - Map CD/D¥D

DrivefImage File: Hyperscale Sept 22-2017.iso v

¥ Read Only

Map Device | Cancel I

Click Reset on the menu at the top of the window and then click OK. On the next screen, select Power Cycle to reboot and reset the
server.

~ commvault-ucs / {Chassis - 1 Server - 1) - K¥YM Console{Launched By: admin)
File View Macros Tools Virtual Media Help

. Boot Server % shutdown Server <, Reset

(KW Console | properties |

Reset Server

As the server is coming up, at the main screen press F6 to enter the boot menu.
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When the boot menu appears, select Cisco vVKVM-Mapped vDVD.

After the ISO image loads, you will be asked which image to boot from. Select the default image: O.

Booting from CDROM with Multiple Boot Image
0o Emulation Image :0
0o Emulation Image :1
[Select Boot Image :0

When you install HyperScale you have two options: Control node and Data node. The Control node has a database for deduplication
and a disk for data, and the Data node just has the disk used for backup. In a three-node or six-node block, during the initial setup all
three or six nodes should be control nodes. Click OK to continue with the default Control node for installation.
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Please select the mode in which the appliance needs to be configured.

control node will be containing SSD drives which will be configured for
jhosting partitioned DDB store and index cache.

data node will be containing SSD drives which will be configured for hosting
index cache.

(X) Control node
( ) Data node
< OK

Select the RAID1 disk created for the boot drive.

Commvault HyperScale

RAID disks will be used for configuring system mount points
lease select which of the disk devices should be used for installing 0S

[X]1 sdev/sdy 446GB
< DK

Select the RAID 5 disk that will be used for the DDB and the index cache. You may need to scroll down the list to find it if the server
contains a lot of disks.

Commvault HyperScale

system disks will be used for configuring system mount points,ddb and index
~ache.
Please select which of the disk devices should be used as system disks.

sdevssda 5589GB
sdev/sdb 5589GB
sdevssdc 5589GB

sdevssdt 5589GB
sdev/sdu 5589GB
sdevs/sdv 5589GB
sdev/sdw 5589GB
sdev/sdx 5589GB
sdevs/sdz 4467GB

Lastly, the remaining data disks should be selected to be used for the storage, select OK to continue.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 130 of 138



Commvault HyperScale

ata disks will be used for configuring StoragePool disk library.
lease select which of the disk devices should be used for configuring
BtoragePool.

sdev/sda 5589GB
sdevs/sdb 5589GB
sdev/sdc 5589GB
sdevs/sdd 5589GB
sdev/sde 5589GB
sdev/sdf 5589GB
sdev/sdg 5589GB
sdev/sdh 5589GB
sdevssdi 5589GB
sdevrssd j 5589GB
sdev/sdk 5589GB
sdevssdl 5589GB
sdev/sdm 5589GB
sdev/sdn 5589GB
sdevs/sdo 5589GB
sdev/sdp 5589GB
sdev/sdgq 5589GB
sdev/sdr 5589GB
sdev/sds 5589GB

Commvault HyperScale

ata disks will be used for configuring StoragePool disk library.
lease select which of the disk devices should be used for configuring
BtoragePool.

sdev/sda 5589GB
sdev/sdb 5589GB
sdev/sdc 5589GB
sdevssdd 5589GB
sdev/sde 5589GB
sdevssdf 5589GB
sdev/sdyg 5589GB
sdev/sdh 5589GB
sdevssdi 5589GB
sdevrssd j 5589GB
sdevssdk 5589GB
sdevssdl 5589GB
sdev/sdm 5589GB
sdev/sdn 5589GB
sdevssdo 5589GB
sdev/sdp 5589GB
sdev/sdq 5589GB
sdev/sdr 5589GB
sdev/sds 5589GB

The system will now format and set up the volumes and mount them. This process will take several minutes to complete. When the
process is complete, remove the installation DVD and reboot the server.
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To remove the installation media, click the Virtual Media menu at the top of the screen and unselect Activate Virtual Devices. Then
click OK to unmap the ISO image. Click the Reset button again at the top of the screen to reboot and reset the server and then click
OK. Select Power Cycle and click OK.

» commvault-ucs / {Chassis - 1 Server - 1) - K¥M Console{Launched By: admin)
Tools  Virtual Media

File View Macros

-, Shutdown

Kvi Console | properties

Close Yirtual Media

Help
Create Image

‘/ Activate Virtual Devices

‘/ Hyperscale Sept 22-2017.iso Mapped to CD/DVD

El There are 1 mapped drive(s).

Closing the Virtual Media session will un-map those drives.

Do you want to close the Yirtual Media session?

Mo

Map Removable Disk ...
Map Floppy ...

Allow the server to reboot and Linux to start. At the login screen, the default login is root/cvadmin. Log in and change the directory to
/opt/commvault/MediaAgent and type the following command:

Jsetupsds
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[Kernel 3.18.8-514.18.2.e17.x86_64 on an xB6_64

Jhyperscale login: root

[root@hyperscale “1# cd /opt/commvault/Mediafgent

[root@hyperscale MediaAgentl# s
nswer_file.cfyg cuchroot.sh
rchivelIndex cucluster.py

cucstype.py
cudetectusb.py
cvethwizard.py
cvhcconf ig . py
CUJobReplicator
cumagu i
CuMountd
CUNasFileScan
CUNasSnapBackup
CUNasSnapRestore
CUNdmpRemoteServer
cunodetype . py
reateinitrd.sh cunwtype . py
[root@hyperscale MediaAgentI#t ./setupsds

Enter the host name of the server, enter a fully qualified domain name (FQDN) if this server will be part of a domain, and use the

arrow keys to select OK.

Please set the hostname of the server.

Hostname of the server

Please set the hostname of the server.

Hostname of the server

cwovirtconfig.py
cvovirtsdk.py
curbashcmdlist
curbashcommand .sh
cusetuphname . py
cusetupmgmthname . py
cutestovirtsdk.py
diskui.py
dmbriter

dsBackup
dsRestore

ef iboot . img

ef iboot.sh
FsIndexedRestore
GlusterCommon.sh

GlusterInstaller
GlusterInstaller.tmpl
GlusterPreReqCheck.sh
gluster_rpms.tar
grub.cfg

IdxLabelUtil

indexRestore
init

init.py
isolinux.bin
isolinux.cfg
1ibG1fsPbba.so
lum.conf
MediaLabelReader

Commvault HyperScale

< Cancel >

Commvault HyperScale

cvhciBl.dmzlab.cisco.com

Select Setup to continue with IP address setup.

< Cancel >

Commuvault HyperScale

Please select setup button to get to network configuration menu.

Only static IP address assignment is supported. For DHCP assigned IP address please select skip button to directly get to

Commserver provisioning menu.

modeui.py
NasBackup
NASCreateIndex
nasRestore

nwconf ig.py
nwintfx.py
nuwwizard.py
registertocs.py
registertocsui.py

scsi_ing
setkernelconsole

setup.py
setupsds

To skip network configuration and directly get to Commserver provisioning menu please select skip button.

< Setup >

< Skip >

setupsds.tmpl
SynthFull
test_cmd
test_ready
ui.py

ui.pyc
uncompressor
updateIndex
utils.py
utils.pyc
wrappers.py
wrappers.pyc

You need to configure two networks: one for data protection (that is, an external network for data transfer), and one for internal
communications between the nodes within the storage pool. Depending on the network configuration, you many see two or more
NICs. Assuming an even number of NICs, verify that they are all connected, and select half for the data protection operations. On a
later screen, you will select the other NICs for internal communications.
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Enter the IP address, mask, gateway, and Domain Name System (DNS) servers for the NICs selected previously. The NICs will be
bonded, so only one IP address is required.

Now select the NICs to be used for the internal communications between the server nodes.

Enter the IP address, mask, gateway, and DNS servers for the internal network.

Enter the username and password for the CommServe server and the CommServe name or IP address. If you are using a name,
verify that it is resolvable from all nodes; otherwise, use the IP address.
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Commvault HyperScale

The appliance will be registered with the commserver.
Please provide the following information:

Commserver User name admin
Commserver Password
Commserver hostname 192.168.20.181_
< DOk > < Cancel >

The node should register with CommServe. Setup for this node is complete.

diafAgent : cvhciBl.dmzlab.cisco.com
ommServer : 192.168.20.101
uccessfully registered mediagent cvhciBl.dmzlab.cisco.com with commserver 192.168.26.101

[Successfully restarted commvault services
“ommvault HyperScale has been configured successfully! For better security, please reset the root password.
[rootBhyperscale MediafAgentl# _

Repeat the process for the other nodes. (Note: The nodes can be installed in parallel. They do not need to be installed one at a time.)

After the final node has completed setup successfully, log on to AdminConsole to complete the installation by creating a storage
pool.

©

AdminConsole

In the left pane, click Storage. Then click “Storage pools” and “Scale-out.”
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Admin Console
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On the “Create Scale-out storage pool” page, enter a name for the pool and select the resiliency and redundancy factor:

e Standard: Three nodes, disperse factor 6, and redundancy factor 2; withstands loss of two drives or one node.
e Medium: Six nodes, disperse factor 6, and redundancy factor 2; withstands loss of two drives or two nodes.
e High: Six nodes, disperse factor 12, and redundancy factor 4; withstands loss of four drives or two nodes.

If you are installing three nodes, always select Standard. If you are installing six nodes, choose between Medium and High.

Next select the nodes to be part of the pool, click OK, and click Configure.
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Admin Console

Filter navigation...
Create Scale-out storage pool

Getting started

Dashboard
- Name HSStoragePool
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E@ Resiliency/Redundancy @ Standard
fi groups Medium
= High
A Nodes cvhci0l.dmzlab.cisco.com, cvhci02.dmzlab.cisco.com, cvhci03....
E V' Select All % Select None  Reset
Show Selected
) Search... x
(@ Replication
£ F . cvhci01.dmzlab.cisco.com v
® Reports
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Security

o,

The storage pool will be created. It may be shown as offline with O capacity for a few minutes as a background process runs to
create the gluster file system and then bring it online. As part of the storage pool creation process, the disk library will be created.

At this point, the HyperScale setup is complete and ready to perform backup operations.
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Admin Console

StO I‘age pOOlS Add storage pool ¥
Name Status Type Number of nodes Capacity Free space
PELLLEEL:] HsStoragePool online Scale-out 3 261.89 TB 261.89 TB
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Conclusion

Data Protection using Commvault ScaleProtect with Cisco UCS S3260 Storage Switches can meet every requirement and is simple
and easy to use. Backup and restore operations can be initiated from a single GUI, and the complexity of the underlying system can
be hidden from daily operators. The seamless integration of Commvault HyperScale technology and the Cisco UCS S3260 storage
server make this a best-in-class solution for secondary-site backup operations, virtual machine archiving, and multiple options for
restoration—all within a single management interface.

For more information

For additional information, see the following:

e Cisco UCS S3260 Storage Server

e Cisco UCS 6000 Series Fabric Interconnects

e Cisco UCS Manager

e Cisco white paper: Achieve Optimal Network Throughput on the Cisco UCS S3260 Storage Server

¢ Commvault Software Offline Installation
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