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Highlights
• Your cloud, your way

• Provide a consistent cloud-
operating model that 
gives you environment-
independent, end-
to-end management, 
visibility, and security

• Tested and validated 
solutions for business 
continuity, backup, 
recovery, and archiving, 
and cloud-native 
application deployment

Cisco Hybrid Cloud Solutions
Our solutions enable you to have your cloud, your way

What if you could implement hybrid cloud on 
your own terms —your cloud, your way?
We are your foundation for your on-premises private cloud. We also provide 
solutions that enable you to seamlessly interoperate between private- and 
public-cloud operations. Put your data and your applications where you need 
them with the same management, visibility, and security capabilities—regardless 
of where they operate. At Cisco, we are uniquely positioned to deliver a single 
hybrid-cloud solution that helps you overcome the obstacles to your hybrid-cloud 
adoption. 

Opportunities
Everyone is moving to a hybrid-cloud operating model. According to the 451 
Group, 82% of survey respondents have adopted hybrid cloud and 47% of those 
organizations use between two to three public infrastructure-as-a-service (IaaS) 
clouds. We offer solutions that help you accelerate your hybrid-cloud journey.
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Cisco solutions help 
you

• Build cloud-ready: Modernize 
with cloud-managed 
infrastructure designed 
for simplified automation 
and continuous delivery

• Operate cloud-smart: 
Connect to the clouds of 
your choice, stay in control, 
and optimize everywhere to 
deliver better outcomes

• Accelerate cloud-native: Say 
‘yes’ to application innovation 
without sacrificing governance, 
compliance, and security

Top of mind for cloud
According to the 451 Group’s recent survey, the 
cloud-journey issues that are top-of-mind for 
business leaders include:

• Business continuity including disaster recovery 
as a service and the backup and archiving of 
your important data. The survey found that 74 
percent of respondents see a positive impact 
on data protection when using a public cloud.

• Application modernization, including the 
delivery of cloud-native applications and 
transforming traditional enterprise applications 
to cloud-ready ones. The survey found that 
89 percent of respondents feel consistent 
application performance to drive greater user 
experience is very important. And that 73 
percent have security as their primary concern 
for cloud-native use.

• Multicloud automation that delivers enhanced 
management, optimized, and secured 
application access and experiences This is 
necessary because 92 percent of public-cloud 
users work with multiple providers.

Cisco® solutions can help you address these top-
of-mind issues on your hybrid-cloud journey.

Best-in-class technology
We at Cisco have long been known for 
excellence, and we require the same from our 
partners. That is why we collaborate with best-
in-class vendors to deliver fully integrated hybrid-
cloud solutions.

Leverage existing investments
You have made significant investments in 
selecting the hybrid-cloud platform that meets 
your needs, and you have built practices around 
it. Moving to a different control point risks more 
investment and effort, which would also increase 
the amount of time it takes to get your product to 
market. To minimize this risk, we have integrated 
with hybrid-cloud control points such as:

• VMware Cloud Foundation to provide virtual 
machine management

• Red Hat OpenShift Container Platform for 
microservice application management

• Public-cloud providers including Amazon 
Web Services, Microsoft Azure, and Google 
Compute

• Hybrid-cloud storage for NetApp Cloud 
Volumes ONTAP™ (CVO) and Pure Cloud Block 
Store (CBS) 

• Backup, recovery, and archiving with 
Cohesity

• Security with Cisco’s integrated security 
portfolio that provides end-to-end security 
across the network, cloud, internet, email, and 
endpoints

In addition, we provide environment-independent, 
end-to-end visibility with our consolidated 
technologies that incorporate the Cisco 
Intersight™ cloud-operations platform, Cisco 
Nexus® Dashboard, Thousand Eyes® services, 
and AppDynamics® software. 
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Increased productivity and efficiency
Simplified management and automation are 
at the forefront of our approach so you get a 
consistent and unified experience. We deliver 
simplified hybrid-cloud management through the 
Cisco Intersight platform and integrated third-
party solutions. This approach contributes to a 
consistent user experience and shorter learning 
curve—from bare-metal and virtual machines to 
private and public clouds, from this generation 
to the next. You can achieve an increase in 
efficiency and productivity using automation 
through infrastructure-as-code propelled by 
Cisco Intersight Cloud Orchestrator.

Your hybrid-cloud 
operations platform
The solutions described in this document are 
built on Cisco converged infrastructure solutions 
and Cisco HyperFlex™ systems. These are the 
foundations for your on-premises data centers 
and private clouds. As a result, you don’t need 
to rip and replace your infrastructure, and you 
gain cross-cloud management with the Cisco 
Intersight platform. 

The Intersight platform is both your GUI and 
your API for hybrid-cloud operations. It provides 
consistent management and orchestration to 
help you deploy, manage, monitor, and enable 
your applications and infrastructure across 
multiple clouds—your private clouds based on 
on-premises infrastructure and public cloud 
environments such as Amazon Web Services, 
Microsoft Azure, and Google Cloud

You gain software-as-a-service-delivered 
automation, infrastructure as code, and native 
APIs for hybrid-cloud deployment supported by:

• Cisco Intersight Cloud Orchestrator, which 
provides a large prebuilt task library and a 
designer to implement custom tasks that 
simplify orchestration and automation across  
hybrid cloud.

• Terraform plans and Ansible playbooks 
leverage infrastructure-as-code to automate 
aspects of the solution such as provisioning, 
configuration management, application 
deployment, and orchestration.

All of the software used to automate the solutions 
described in this document are available in the 
Cisco UCS® GitHub repository. 

Faster time to value
We integrate best-of-class technologies from 
vendors that enable both private- and public-
cloud-based deployment. Because we have 
tested and validated these solutions, and 
documented them with Cisco Validated Designs, 
you automatically get support from the Cisco 
Technical Assistance Center (TAC) to help reduce 
risk and speed deployments.

Continuous optimization
The support that Cisco Intersight gives 
you begins with deployment. The platform 
continuously monitors your physical infrastructure, 
and if it detects a failure, or that one is imminent, 
it can proactively initiate cases with Cisco TAC. 
You can use additional features such as Intersight 
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Figure 1.  Cisco hybrid-cloud solutions are deployed and managed through the Cisco Intersight cloud-operations platform.

https://github.com/CiscoUcs
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Workload Optimizer to make sure that resources 
are never the cause of performance issues. It 
continuously analyzes workload consumption, 
costs, and policy constraints across the full 
stack, from applications to infrastructure. It can 
automatically scale resources in real time to 
ensure application performance in private- and 
public-cloud environments.

Our solutions
These Cisco hybrid-cloud solutions, the first of 
many, can help you enhance the value of your IT 
organizations, stabilize and help lower operating 
costs, and provide you with access to best-in-
class cloud-native toolkits.

Business continuity solution
Reduce your investment in real estate, 
infrastructure, and costs in managing a passive 
secondary on-premises disaster-recovery site. 
This integrated solution with VMware Cloud 
Foundation enables you to use the public-cloud 
service provider of your choice to house your 
data and virtualized environments so a disaster 
recovery site is ready for you when you need it. 
This solution provides a reference architecture 
for extending on-premises Cisco converged 
infrastructure solutions with VMware Cloud 
Foundation to the public cloud and leverages 
data-management solutions from storage 
partners to provide seamless data availability for 
applications regardless of their location.

Enterprise backup and archival solution
We have collaborated with Cohesity to bring 
you a comprehensive hybrid-cloud backup and 

archival solution. This solution demonstrates 
the Cisco UCS X-Series Modular System as an 
on-premises all-flash data protection platform 
for fast backup and recovery of any on-premises 
primary source, and subsequent archiving of 
the backup to the public cloud for long-term 
retention. Moreover, this solution enables 
replication of backups between an X-Series 
modular system on premises and a Cohesity 
cluster in the public cloud, allowing for disaster 
recovery of virtual infrastructure in the public 
cloud with low repair-time objectives (RPOs) 
and recovery-time objectives (RTOs). Lastly, 
it leverages integration with Cisco SecureX™ 
products to automate the delivery of critical 
security information, helping to accelerate time to 
remediate ransomware threats.

Cloud-native deployment solution
It can be highly complex to manage highly 
distributed, containerized applications across 
private and public clouds. This solution provides 
a reference architecture to extend on-premises 
cloud-native deployments using Cisco converged 
infrastructure solutions and Cisco HyperFlex 
systems to the public cloud. It leverages Red 
Hat OpenShift Container Platform to enable 
deployment and management of container 
workloads anywhere across a hybrid-cloud 
environment from a single management portal. 
Among other use cases, this solution can be used 
to enable the development and testing in the 
public cloud and production in the private cloud, 
which is a  common use case for cloud-native 
hybrid-cloud deployments.

Gain the Cisco advantage
We are uniquely qualified to help you accelerate 
your hybrid-cloud journey. Cisco Intersight 
provides you with a consistent cloud-operating 
model across private and public clouds. We 
deliver increased efficiency and productivity 
through Cisco Intersight services such as 
Intersight Cloud Orchestrator for automating 
infrastructure and workload orchestration, and 
Intersight Workload Optimizer for optimizing IT 
resources and facilitating application performance 
across all your clouds.

The solutions outlined in this document 
demonstrate how Cisco Intersight integrates with 
leading hybrid-cloud control points. Moreover, 
we built Cisco Intersight to be interoperable 
with other management platforms. Through its 
API, you can even use your existing solutions to 
deploy, manage, and monitor your hybrid-cloud 
environment.

Through our consolidated technology portfolio, 
no one is better positioned than Cisco to provide 
you with end-to-end management, visibility, 
and security, regardless of whether you operate 
private clouds on premises or in one of many 
public clouds.

Finally, Cisco Validated Designs are extensively 
tested and help you reduce risk and cost, 
providing you with the confidence that you can 
deploy and manage your cloud, your way.
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