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What You Will Learn
This document describes how to prepare the infrastructure to enable Cisco Unified Computing System

™

®

(Cisco UCS ) solutions for SAP HANA to use native file-based backup and recovery options. This document
also presents best practices to follow in implementing the procedures described.

Introduction
SAP HANA uses persistent storage to provide fallback in the event of a failure. With regular savepoints that help
ensure that data is automatically saved from memory to disk and that all data changes are recorded in the redo log,
which is also saved to disk with each committed transaction, the database can be returned to its last consistent
state.
However, to protect against any loss or corruption of data in the persistent storage itself, backup is required.
Backup saves the actual data (payload) in the data and log areas to different destinations.
With data in memory, backup is performed while the database is online.

Audience and Scope
This document is intended for customers, partners, solution architects, storage administrators, and database
administrators who are evaluating backup and recovery options for SAP HANA using SAP native tools. The
document focuses on file-based backup and recovery strategies.

Solution Overview
The Cisco UCS solution for SAP HANA can be a single scale-up appliance using Cisco UCS C260 M2 Rack
Server and/or C460 M2 High-Performance Rack Server or a scale-out solution using Cisco UCS B440 M2 HighPerformance Blade Servers with a NetApp or EMC storage backend.

Infrastructure Setup
The file-based backup and recovery strategy requires the Network File System (NFS) exports, derived from the
relevant vendor storage system. The NFS file system creation procedure is not described here; for information, the
user should work directly with the storage vendor.
For information about how to estimate the space requirements for file-based backup, please see
SAP_HANA_Administration_Guide_en.pdf_Chapter4.2.

Preparatory Tasks
To prepare the infrastructure, you will need to create a separate network for backup and recovery purposes. As a
best practice, you should configure a separate network interface for these operations wherever applicable.
You should set up the NFS exports to be presented to the SAP HANA nodes in consultation with the storage
vendor to incorporate the vendor’s best practices.
The information about network preparation provided here is also useful for cases in which third-party integration is
used for backup operations.
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Configuration Assumptions Used in This Document
Table below defines some of the assumptions used in the configuration examples in this document.
Table 1.
Item

Description

T01

Sample SAP HANA system identifier (SID) and Cisco UCS suborganization

172.20.1.*

Assumed backup network for scale-up solution

192.168.10.*

Assumed backup network for scale-out solution (virtual network interface card 5 [vNIC5] and Ethernet interface 4 [eth4])

VLAN 500

VLAN ID used for backup purposes

Port Eth1/25

Assumed backup interface port on northbound and customer switches

FC

Fibre Channel

FCoE

Fibre Channel over Ethernet

Cisco UCS

Cisco Unified Computing System

Configuration Details
This section presents the configuration details for the scale-up and scale-out scenarios.

Scale-Up Scenario
The scale-up solution uses Cisco UCS C260 and C460 M2 rack servers as the SAP HANA nodes. It is a good
practice to have a separate NIC that can be used to create a separate bonded network for backup purposes.
This section presents a sample Cisco UCS and SAP HANA Scale-Up Solution with a Cisco C260 M2 server.
1.

The Cisco UCS C260 server (and the Cisco UCS C460 server) comes with two Broadcom onboard 1-Gbps
Ethernet adapters and two 10-Gbps Ethernet adapters that are bonded to provide bond0 (management
access) and bond1 (data and application access) interfaces, respectively.
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2.

Install a Cisco virtual interface card (VIC) adapter and use it to create a separate (bonded) interface for backup
connectivity, as shown here.

Note:

Any onboard interface that is available can be used for backup network configuration purposes.
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3.

The YaST2 > Network Settings Overview screen shows, from the host perspective, VIC Ethernet interfaces
available and yet to be configured. You can create a bonded configuration, for example, bond2, enslaving the
two VIC interfaces as shown here. (Note that bond0 and bond1 are already present for different network
segments in the configuration shown here.)
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Note:

Another option is to configure an IP address for a single VIC Ethernet NIC and connect it directly to the

storage network.
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The preferred approach is to configure the interface with an IP address in the same network as the IP address
configured on the storage system. Otherwise, an appropriate host route definition is needed to help ensure
transparent connectivity to the storage network. An example of the host-based configuration is shown here.
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Scale-Out Scenario
The Cisco UCS and SAP HANA Scale-Out Solution uses Cisco UCS B440 High Performance Blade servers as the
SAP HANA nodes. It is a good practice to have a separate vNIC (vNIC5) for backup interface configuration.
This section shows a sample Cisco UCS and SAP HANA Scale-Out Solution.
You start the configuration process by defining a separate MAC address pool in Cisco UCS Manager; you then
create a new vNIC (for example, vNIC5) and configure it as a new Ethernet Interface 4 (eth4) at the node level.
1.

From the Cisco UCS Manager console, create a MAC address pool for the backup vNIC5 interface: choose
LAN > Pools > root > Sub-Organization > T01 > MAC Pools.

2.

Assign a block address to the backup MAC address pool: for example, 00:25:B5:15:00:00
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3.

Create a new VLAN for the backup vNIC: from Cisco UCS Manager, click the LAN tab, right-click VLAN, and
specify the VLAN name and ID. VLAN ID 500 is used in the example here.

The main requirement is that the VLAN ID created in the Cisco UCS instance of which the backup interface
vNIC5 is a part connects to that port on the northbound switch that has the same VLAN ID configuration
mapped: that is, the VLAN ID configured in Cisco UCS and the VLAN ID defined on the northbound switch
should match.
4.

Create vNIC5 as a backup interface in the service profile template: from Cisco UCS Manager, choose Service
Profile Template > Root > T01 > Service Template HANA-Template-Vic A and right-click vNIC to create
vNIC5 and specify the backup VLAN.
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5.

Edit the vNIC5 interface settings and specify the operation and connection policy parameters as required. After
you apply configuration of vNIC5, a reset notification will be displayed for the associated service profile, and
the associated blades will reboot.

Note:
6.

Plan for system outage while the service profile is updated.

Check the vNIC5 settings in the service profile to make sure that vNIC5 has the assigned MAC address from
the backup MAC address pool and to verify the order and placement.
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7.

Log into SAP HANA node and configure eth4 through YaST. Assign the customer network backup VLAN IP
address to eth4.

8.

Update the /etc/hosts file with backup interface and hostname details on the required nodes to enable
name resolution.
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9.

®

Create a new VLAN ID for the backup interface in the Cisco Nexus 5000 Series Switch pair A and B [Cisco
N5K pair], identical to the one created and configured in the UCSM. In this example, VLAN 500 has been
created and the name T01-Backup is assigned to it.

10. Create the interface for the backup VLAN on Cisco Nexus 5000 Series Switches A and B and set the
maximum transmission unit (MTU) to 9000.

11. Identify free ports on the N5Ks for storage connectivity and assign them to the new backup VLAN. Also map
PortChannels 1, 11, and 12 to the backup VLAN. In this example, the Eth1/25 port on the northbound switch is
identified for backup connectivity and connected to the storage device.
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12. Verify that the backup VLAN is mapped to the required PortChannels on Cisco N5K pair A and B.

13. Verify the vPC status for Peer Link Status with “Show vpc” on N5K-A & B pair. Backup VLAN ID must show as
active VLAN in the Mapped Port Channels.

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 15 of 28

14. Verify that the backup VLAN and MAC address assigned to the backup interface in cisco UCS is registered in
the MAC address table of Cisco Nexus 5000 Series Switches A and B.

15. After connectivity to the storage is established, you can carve out appropriate space in the NFS shared volume
and present it on the SAP HANA nodes as shown here.
Note:

The sample fstab file and file system list shown here are from a two-node lab setup and don’t reflect the

standard configurations. Please check with your storage administrator and vendor for more information.
Note:

Refer to the storage vendor for file system creation and mount best practices. To size the backup file

system, use the SAP guidelines at SAP_HANA_Administration_Guide_en.pdf_Chapter4.2.

Note:

By adapting the backup VLAN configuration to the existing configuration in the customer’s storage

network, you can establish connectivity directly from the fabric interconnects instead of having to go through the
northbound switches. This option also is useful for Cisco implementations without northbound switches as part of
the solution. For this approach, you configure the fabric interconnects by setting the Ethernet mode: in Cisco UCS
Manager, select Set Ethernet Switching Mode and set the mode to Switch.
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Backing Up to Existing SAN Infrastructure
You also can back up to existing SAN infrastructure. This approach is recommended only when the customer
wants to back up to a tape library (using third-party backup software and tools), which also requires Fibre Channel
port and protocol configuration (Figure below).

This section lists the basic tasks required to establish connectivity from the Cisco UCS and SAP HANA solution to
the customer’s existing SAN infrastructure.
This configuration is most commonly used to connect an enterprise SAN storage system from different vendors
to Cisco UCS. Please check the Cisco UCS Hardware Compatibility Matrix to determine whether the storage model
is supported.
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The fabric interconnects must be configured in Fibre Channel end-host mode to work with Fibre Channel switches
from different vendors. SAN zoning must be implemented on the SAN switches.
Note:

®

If the Cisco solution’s internal Cisco Nexus Family switches are used to connect the storage device, the

Fibre Channel configuration should work without any changes.
If NPIV is enabled and the VSAN configuration on Cisco UCS maps the configuration on the SAN, the cables can
be connected.
Note:

To connect Cisco UCS to the SAN switches, N-port ID virtualization (NPIV) support must be enabled on

all SAN devices.

Preparing for SAN Access
For SAN access, you must configure virtual host bus adapters (vHBAs). A best practice is to configure vHBA
templates: one for fabric A and one for fabric B. If a dedicated backup SAN is used, two additional vHBA templates
for the backup SAN are required.
1.

Create the World Wide Port Name (WWPN) pool that will be used in creating the vHBA templates for backup
to the SAN.
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2.

On the SAN Connectivity Policy screen, you can specify in a single place the type and order of the vHBAs that
all SAP HANA servers will use.

3.

Create the vHBA template. The SAN connectivity policy configuration includes all vHBAs that are used for
SAP HANA. The vHBAs are mapped to the vHBA template configured in the previous step.
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4.

On the Storage tab, select the World Wide Node Name (WWNN) configuration and choose the defined SAN
connectivity policy: HANA-Order. All vHBAs configured in the SAN connectivity policy are automatically
defined in the correct order and mapped to the correct fabric.

5.

Before Fibre Channel storage can be used, you need to change the configuration of the unified ports on the
fabric interconnects from Ethernet to Fibre Channel.
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6.

If an expansion module is installed, a best practice is to use the fixed module ports as server ports or Ethernet
uplinks ports.

7.

On the expansion module, move the slider from the right to the left, so the color on the ports changes to
magenta. Click Finish and the expansion module will reboot to reconfigure the ports.
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VSAN Configuration
On the SAN tab in Cisco UCS Manager, the VSAN configuration can be defined as a global configuration or as a
fabric-based configuration.
●

In this example, a fabric-based configuration is defined using VSAN 10 for fabric A and VSAN 20 for
fabric B.

●

If a Fibre Channel PortChannel is not used, you must map each interface to the correct VSAN. Make sure
that Configure as Uplink Ports is enabled for the Fibre Channel ports used on the fabric interconnect
connected to the northbound Cisco Nexus 5000 Series Switches.

●

If a Fibre Channel PortChannel is used, then the VSAN mapping is part of the Fibre Channel PortChannel
configuration.

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 22 of 28

SAN Configuration on the Cisco Nexus 5500 Platform
This section presents an example of a Cisco Nexus 5500 platform configuration for Cisco Nexus 5500 Switch A
(NX55XX-A).
1.

Show the VSAN defined on the Cisco Nexus switch.
NX55XX-A# show vsan
vsan 1 information
name:VSAN0001

state:active

interoperability mode:default
loadbalancing:src-id/dst-id/oxid
operational state:down
vsan 10 information
name:VSAN0010

state:active

interoperability mode:default
loadbalancing:src-id/dst-id/oxid
operational state:up

2.

Show the interfaces that are members of a VSAN.
NX55XX-A# show vsan membership
vsan 1 interfaces:
vsan 10 interfaces:
fc2/1

fc2/2

fc2/3

fc2/4

fc2/5

fc2/6

fc2/7

fc2/8

fc2/9

fc2/10

fc2/11

fc2/12

fc2/13

fc2/14

fc2/15

fc2/16
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3.

Show the connection status of all Fibre Channel ports on the Cisco Nexus switch.
NX55XX-A# show interface brief
------------------------------------------------------------------------------Interface

Vsan

Admin

Admin

Mode

Trunk

Status

SFP

Oper

Oper

Port

Mode

Speed

Channel

Mode

(Gbps)

-------------------------------------------------------------------------------

4.

Fc2/1

10

auto

off

up

swl

Fc2/2

10

auto

off

up

swl

Fc2/3

10

auto

off

up

swl

Fc2/4

10

auto

off

up

swl

Fc2/5

10

auto

off

up

swl

Fc2/6

10

auto

off

up

Fc2/7

10

auto

off

up

Fc2/8

10

auto

off

Fc2/9

10

auto

off

Fc2/10

10

auto

Fc2/11

10

auto

Fc2/12

10

auto

F

8

--

F

8

--

F

8

--

F

8

--

F

8

--

swl

F

8

--

swl

F

8

--

up

swl

F

8

--

up

swl

F

8

--

off

up

swl

F

8

--

off

up

swl

F

8

--

off

up

swl

F

8

--

8

--

Fc2/13

10

auto

off

up

swl

F

Fc2/14

10

auto

off

notConnected

swl

--

Fc2/15

10

auto

off

up

swl

F

Fc2/16

10

auto

off

notConnected

swl

--

-8

---

Show the defined zoneset and zones on the cisco Nexus switch. The Cisco UCS for SAP HANA solution uses
a zoning configuration based on the vHBA WWPN, and Cisco Nexus Fibre Channel ports are used.
NX55XX-A# show zoneset
zoneset name HANA-T01 vsan 10
zone name hana01-vnx1 vsan 10
pwwn 20:00:00:25:b5:01:0a:ff [hana01-vhba1]
interface fc2/1 swwn 20:00:00:05:73:e7:10:80
interface fc2/3 swwn 20:00:00:05:73:e7:10:80
interface fc2/5 swwn 20:00:00:05:73:e7:10:80
interface fc2/7 swwn 20:00:00:05:73:e7:10:80
zone name hana02-vnx1 vsan 10
pwwn 20:00:00:25:b5:01:0a:df [hana02-vhba1]
interface fc2/1 swwn 20:00:00:05:73:e7:10:80
interface fc2/3 swwn 20:00:00:05:73:e7:10:80
interface fc2/5 swwn 20:00:00:05:73:e7:10:80
interface fc2/7 swwn 20:00:00:05:73:e7:10:80
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zone name hana03-vnx1 vsan 10
pwwn 20:00:00:25:b5:01:0a:ef [hana03-vhba1]
interface fc2/1 swwn 20:00:00:05:73:e7:10:80
interface fc2/3 swwn 20:00:00:05:73:e7:10:80
interface fc2/5 swwn 20:00:00:05:73:e7:10:80
interface fc2/7 swwn 20:00:00:05:73:e7:10:80
zone name hana04-vnx1 vsan 10
pwwn 20:00:00:25:b5:01:0a:bf [hana04-vhba1]
interface fc2/1 swwn 20:00:00:05:73:e7:10:80
interface fc2/3 swwn 20:00:00:05:73:e7:10:80
interface fc2/5 swwn 20:00:00:05:73:e7:10:80
interface fc2/7 swwn 20:00:00:05:73:e7:10:80
zone name hana05-vnx1 vsan 10
pwwn 20:00:00:25:b5:01:0a:cf [hana05-vhba1]
interface fc2/1 swwn 20:00:00:05:73:e7:10:80
interface fc2/3 swwn 20:00:00:05:73:e7:10:80
interface fc2/5 swwn 20:00:00:05:73:e7:10:80
interface fc2/7 swwn 20:00:00:05:73:e7:10:80

5.

On the General tab, verify the configuration of the fabric interconnect.
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6.

Verify the Fibre Channel port details.

7.

Verify the vHBA configuration.

With this configuration in place, the server will be able to see the storage device at the next boot time.
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Fibre Channel Storage Directly Attached to Cisco UCS
The fabric interconnects must be configured in Fibre Channel Switch mode to work with direct-attached Fibre
Channel storage from different vendors. If Cisco UCS is running in Fibre Channel End-Host mode, you need to
select Set FC Switching Mode and choose Switch. Both fabric interconnects then will reboot to activate the setting.
The SAN zoning in this case must be implemented in Cisco UCS (Figure below).

1.

Use Set FC Switching Mode to set the Fibre Channel mode to Switch.

2.

Be sure that the Fibre Channel ports used on fabric interconnects connected to the storage are enabled as FC
Storage Ports.
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Conclusion
With Cisco UCS based SAP HANA solutions we can also take advantage of the File-System backup option that is
available with SAP HANA Studio. The pre-requisite being the access to NFS exports/s, the backup procedure is
simple and effective if the implementation chooses to be one without a specific vendor backup/recovery solution.

For More Information
●

SAP Help portal: SAP HANA platform documentation

●

SAP Help portal: SAP HANA Administration Guide

●

SAP Note 1642148: FAQ for SAP HANA Database Backup and Recovery

●

SAP Note 1651055: Scheduling SAP HANA Database Backups in Linux

Printed in USA
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