
Companies of all sizes use MITRE ATT&CK to understand 
precisely how threat actors operate.

MITRE Corporation says that ATT&CK is “a globally accessible 
knowledge base of adversary tactics and techniques based 
on real-world observations.” They trademarked ATT&CK™ 
to abbreviate Adversarial Tactics, Techniques, and Common 
Knowledge. It’s available for free to everyone. In this document, 
we have mapped Cisco Secure Network Analytics Cloud to the 
ATT&CK Enterprise matrix.

About Cisco Secure Network Analytics
Secure Network Analytics is a network detection and response 
(NDR) solution that provides enterprise-wide visibility, from the 
private network to the public cloud, and applies advanced security 
analytics to detect and respond to threats in real-time. Using a 
combination of behavioral modeling, machine learning and global 
threat intelligence powered by Cisco Talos, Secure Network 
Analytics can quickly and with high confidence, detect threats such 
as command and control attacks, ransomware, DDoS attacks, illicit 
cryptomining, unknown malware, as well as insider threats. With a 
single, agentless solution, you get comprehensive threat monitoring 
across the data center, branch, endpoint and cloud, and even 
encrypted traffic.

Cisco Secure Network Analytics mapping for the 
MITRE ATT&CK Enterprise matrix
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To learn more about Secure Network Analytics, 
please visit cisco.com/go/secure-network-analytics  
Sign up for a free 2-week visibility assessment here

Reconnaissance

•	 Active Scanning
•	 Gather Victim Host Information
•	 Gather Victim Network Information

Credential Access

•	 Brute Force
•	 LLMNR/NBT-NS Poisoning and Relay

Resource Development

•	 Compromise Infrastructure

Discovery

•	 Account Discovery
•	 Network Service Scanning
•	 Network Share Discovery
•	 Remote System Discovery
•	 System Information Discovery
•	 System Network Connections Discovery
•	 System Service Discovery

Initial Access

•	 Drive-by Compromise
•	 Exploit Public-Facing Application
•	 External Remote Services
•	 Spearphishing Attachment
•	 Spearphishing Link
•	 Trusted Relationship
•	 Valid Accounts

Lateral Movement

•	 Exploitation of Remote Services
•	 Remote Desktop Protocol
•	 Remote Services
•	 SMB/Windows Admin Shares
•	 Software Deployment Tools
•	 Windows Remote Management

Execution

•	 Exploitation for Client Execution
•	 PowerShell
•	 Windows Management Instrumentation

Collection

•	 Archive Collected Data
•	 Data from Information Repositories
•	 Data from Network Shared Drive
•	 Data Staged
•	 Email Collection

Persistence

•	 BITS Jobs
•	 External Remote Services
•	 Port Knocking
•	 Valid Accounts

Command and Control

•	 Commonly Used Port
•	 Data Encoding
•	 Data Obfuscation
•	 Domain Fronting
•	 Domain Generation Algorithms
•	 Encrypted Channel
•	 External Proxy
•	 Fallback Channels
•	 Internal Proxy
•	 Multi-hop Proxy
•	 Multi-Stage Channels
•	 Non-Application Layer Protocol
•	 Non-Standard Port
•	 Port Knocking
•	 Remote Access Software
•	 Remote File Copy
•	 Standard Application Layer Protocol
•	 Standard Cryptographic Protocol
•	 Uncommonly Used Port
•	 Web Service

Privilege Escalation

•	 Valid Accounts

Exfiltration

•	 Automated Exfiltration
•	 Data Transfer Size Limits
•	 Exfiltration Over Alternative Protocol
•	 Exfiltration Over C2 Channel
•	 Scheduled Transfer

Defense Evasion

•	 BITS Jobs
•	 Masquerading
•	 Network Boundary Bridging
•	 Port Knocking
•	 Rogue Domain Controller
•	 Valid Accounts

Impact

•	 Endpoint Denial of Service
•	 Network Denial of Service
•	 Resource Hijacking
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