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Introduction
As cybersecurity professionals rise to the challenge of defending their orga-
nizations, they are pivoting from point solutions and security posture to a 
focus on security resilience. Not based on any single product, security resil-
ience is a coordinated approach to securing all facets of a company. The goal 
is to enable a business to rebound quickly from security incidents, and main-
tain full operations despite short-term setbacks. 

Realizing this objective requires having multiple, integrated security solu-
tions working together. As users of the Cisco security portfolio explain in 
this paper, the elements of security resilience span risk reduction, visibility, 
insider risk mitigation and actionable intelligence. As these elements come 
together, they make it possible for an organization to remain resilient even 
in the face of a serious cyberattack.
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Overview of 
Security Resilience  
Security resilience is one of those concepts that most people understand 
intuitively, though they may find the details to be elusive. In practice, it’s 
about being able to recover quickly from a cyber incident or comparable 
security problem. That means different things in different areas of a business, 
however. For Cisco, there are four main categories of security resilience:

• Operational—bringing business operations and relevant 
information systems back online as quickly as possible, with 
minimal data loss. 

• Supply chain—averting or recovering from security issues 
that affect the supply chain, such as outages in ERP and 
logistics systems.

• Financial—minimizing the financial impact of a security inci-
dent, such as a ransomware attack on an accounting system.

• Organizational—making sure that people and organization-
al units can return to regular functioning in the wake of a 
security incident like a disaster that takes a communication 
and collaboration solution offline.

Realizing the goal of security resilience requires a broad-
based, heterogeneous solution approach. Cisco security 
products can be deployed on-premises and in hybrid cloud 
environments—working with any cloud provider. Cisco secu-
rity products work together synergistically, creating a “better 
together” effect across the ecosystem. 

“Cybersecurity 
resilience has 
helped us be able to 
react and respond 
in a quick fashion to 
anything that may 
be happening or any 
anomalies within 
the environment.”
Read review »

Cybersecurity Architect 
at a financial services firm with 

5,001-10,000 employees

https://www.peerspot.com/products/cisco-secure-firewall-reviews/page-11#review_2487723
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Perspectives on 
Security Resilience   
PeerSpot members shared many thoughts about security resilience in their 
reviews of Cisco security products. For example, a Cybersecurity Architect 
who uses Cisco ASA Firewall at a financial services firm with more than 
5,000 employees said, “Cybersecurity resilience has helped us be able to 
react and respond in a quick fashion to anything that may be happening or 
any anomalies within the environment.” 

“You definitely want resilience,” said an ITS 1 who uses 
Cisco ISE at a government agency with over 10,000 employ-
ees. “You want to keep everything protected, especially in 
the day and age that we live in now. Information is power. 
Keeping our customers’ and patients’ information safe is our 
number one priority.”

A Network Systems Manager who uses Cisco ASA Firewall 
at a software company with more than 5,000 employees 
put it like this: “Cyber security resilience has been extreme-
ly important for our organization because of our customers’ 
demands for security. The ASA has really helped to accom-
plish that with the VPN. My advice to leaders who are look-
ing to build resilience is don’t go cheap, and make sure you 
have backup solutions and high availability.”

Increased 
Resilience

https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2487723-by-reviewer1884966?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544394-by-reviewer1895544?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2544387-by-reviewer1895523?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2544387-by-reviewer1895523?cop=p396?tid=pdf_peerpaper
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“Cybersecurity resilience has been paramount,” said a 
Network Engineer who uses Cisco ASA Firewall at a univer-
sity with over 1,000 employees. He added, “Because there 
is a threat of losing everything if ransomware or another 
sort of attack were to happen, the cybersecurity resilience 
has been top-notch.”

An Assistant ICT Manager who uses Cisco ASA Firewall at 
a transportation company with more than 50 employees 
explained why he finds Cisco products to be quite resil-
ient. He said, “We’ve had problems due to power failures 
and our UPSs not being maintained and their batteries 
being drained. With the intermittent on and off, the Cisco 
ASAs, surprisingly, didn’t have any issue at all. The devices 
really stood on their own. We didn’t even have any issue in 
terms of losing configs.”

“I have integrated 
it for incidence 
response. If there 
is a security event, 
the Cisco firewall 
will automatically 
block the traffic, 
which is useful.”
Read review »

Administrator 
at a university with 

1,001-5,000 employees

https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2544391-by-reviewer1895535?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2642189-by-paul-nduati?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2642189-by-paul-nduati?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/products/cisco-secure-firewall-reviews/page-13#review_125306
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Elements of 
Security Resilience   
Security resilience arises out of the interplay between four functional 
areas of security. These are risk reduction, visibility, insider mitigation and 
actionable intelligence. As the different factors come together in Cisco’s 
“better together” ecosystem, greater resilience becomes possible.  

Risk Reduction 
Risk reduction occurs when the organization has done all 
they can, with regard to their technologies and policies, to 
reduce the attack surface within the organization. As a Senior 
Security Analyst who uses Cisco SecureX at a consumer 
goods company with more than 500 employees shared, “We 
use it to investigate threat incidents. It lets us better manage 
security incidents.” On a related front, an Administrator who 
uses Cisco Firepower NGFW at a university with over 1,000 
employees said, “I have integrated it for incidence response. 
If there is a security event, the Cisco firewall will automati-
cally block the traffic, which is useful.” 

Risk 
Reduction

https://www.peerspot.com/product_reviews/cisco-securex-review-2487720-by-reviewer1884831?cop=p3344?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-securex-review-2487720-by-reviewer1884831?cop=p3344?tid=pdf_peerpaper
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Operational efficiency is a big part of risk reduction for a 
System Administrator who uses Cisco Secure Endpoint at 
a manufacturing company with over 200 employees. He 
said, “The way it is set up, with the console, I would get to 
know quickly that we have an issue. It increases operation-
al efficiency because I don’t have to go from desktop to 
desktop. I’m also proactive instead of reactive. It has mini-
mized security risks to our business.” He went on to explain 
that his setup has decreased their time to remediate secu-
rity problems because they are focusing only on affected 
machines. He said, “It has decreased our time to detect.”

Further to the idea of efficiency, a Network Security 
Architect who uses Cisco SecureX at Lake Trust Credit 
Union, a financial services firm with more than 500 employ-
ees, said, “We use a lot of different Cisco security prod-
ucts to protect different areas of our entire infrastructure. 
SecureX basically gives us a single pane to all those prod-
ucts. We were trying to avoid going from product to product 
to product to product, either to research security events or 
just look at overall performance of those. SecureX covers 
every security product that we have.”

“In addition, compared to our previous firewall solution, the 
security is much better,” said an Information Security and 
Compliance Manager who uses Cisco Firepower NGFW at 
RSwitch, a tech services company with more than 50 employ-
ees. He added, “Through our monitoring, we now see all the 
information that we require on security, in terms of PCI. 
We can see exactly what is happening in our environment. 
We know what is going in and out. If an incident happens, it 
provides a notification so that we can do an analysis.”

“We use it to 
investigate threat 
incidents. It lets 
us better manage 
security incidents.”
Read review »

Senior Security Analyst 
at a consumer goods company 

with 501-1,000 employees

https://www.peerspot.com/product_reviews/cisco-secure-endpoint-review-890743-by-reviewer1586604?cop=p8032?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-secure-endpoint-review-890743-by-reviewer1586604?cop=p8032?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-securex-review-2726825-by-steven-cruse?cop=p3344?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-securex-review-2726825-by-steven-cruse?cop=p3344?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-1036473-by-germain-safari?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-1036473-by-germain-safari?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/products/cisco-securex-reviews/page-2#review_2487720
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Financial Corp, a financial services firm with over 10,000 
employees, has found that Cisco AMP simplifies endpoint 
protection, detection, and response workflows, like secu-
rity investigation, threat hunting, and incident response. 
Their Application Manager explained, “By using the solu-
tion, we’ve been able to divert attention towards the [other] 
tasks, saving us significant time and effort. It has obviously 
minimized security risks to the entire business, most impor-
tantly, endpoints, servers and other crown-jewel assets.”

Visibility 
Being resilient is due, in part, to having extensive aware-
ness of the IT estate and its attack surface. Ideally, the secu-
rity toolset will provide visibility. A Technical Consultant 
who uses Cisco ASA Firewall at Zak Solutions for Computer 
Systems, a tech services company with more than 500 
employees, framed the issue by saying, “Cisco has multiple 
products - not just firewalls. The integration between other 
items provides a powerful end-to-end solution. It’s nice and 
easy. There is one management system and visibility into all 
of the features. Using the same product is more powerful 
than using multiple systems.” Figure 1 depicts this capability. 

Threat 
Visibility

https://www.peerspot.com/product_reviews/cisco-secure-endpoint-review-122980-by-user1-2?cop=p8032?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-secure-endpoint-review-122980-by-user1-2?cop=p8032?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-123438-by-ahmed-el-ghawabi?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-123438-by-ahmed-el-ghawabi?cop=p396?tid=pdf_peerpaper
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Figure 1 - An integrated set of solutions for security resilience can maintain visibility across a wide 
variety of digital assets, devices and end users.

“The most valuable features are actually the reporting with 
all the visibility,” said a Senior Network Security Engineer 
who uses Cisco Umbrella at a tech vendor with over 200 
employees. “It gives a hawk-eye view when we map AD 
[Microsoft Active Directory] with Umbrella. It gives us the 
visibility of every user, e.g., which sites and content are 
being used and who is accessing what. That has really been 
a good new addition for me.”

A Network Administrator who uses Cisco Umbrella 
concurred, saying, “The best feature is the visibility. We’re 
able to see the specific user names of whoever clicked on a 
certain link. It also gives us a threat detection level. It allows 
us to maintain more [awareness of] who’s doing what they 
shouldn’t be doing. The most valuable asset of it is giving 
us the ability to categorize who should have access to what 
type of sites.”

Integrated Set of Solutions for Security Resilience

Security Analyst

End Users PCs Cloud
Assets

Mobile
Devices

On-Premises 
Servers

“The best feature is 
the visibility. We’re 
able to see the 
specific user names 
of whoever clicked 
on a certain link.”
Read review »

Kevin S. 
Network Administrator

https://www.peerspot.com/product_reviews/cisco-umbrella-review-2716448-by-zaigham-abbas?cop=p1360?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-umbrella-review-2716448-by-zaigham-abbas?cop=p1360?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-umbrella-review-2716448-by-zaigham-abbas?cop=p1360?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-umbrella-review-2726821-by-kevin-slaughter?cop=p1360?tid=pdf_peerpaper
https://www.peerspot.com/products/cisco-umbrella-reviews#review_2726821
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Other notable comments about visibility include:

• “The integration of network and workload micro-segmen-
tation is very good when it comes to visibility in our envi-
ronment.” - Senior Network Security Engineer who uses 
Cisco Firepower NGFW at a small tech services company

• “Cisco NGFW’s ability to provide visibility into threats 
is good compared to other solutions. The visibility is quite 
impressive and gives us what we’re looking for, based on 
our security requirements.” - Information Security and 
Compliance Manager at RSwitch, a tech services company 
with more than 50 employees  

• “Cisco ASA provides us with very good application visibil-
ity and control.” - Co-Founder of Multitechservers, a tech 
services company 

• “It provides visibility and information to the organization 
about what is being accessed on the Internet as well as the 
applications that it is protecting.” – Technology Coordinator 
who uses Cisco ASA Firewall at a tech vendor with over 
1,000 employees 

“It gives a hawk-eye 
view when we map 
AD [Microsoft Active 
Directory] with 
Umbrella. It gives us 
the visibility of every 
user, e.g., which 
sites and content are 
being used and who 
is accessing what. 
That has really been 
a good new addition 
for me.”
Read review »

Zaigham A. 
Senior Network Security 
Engineer at a tech vendor 
with 201-500 employees

https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-927247-by-reviewer1657845?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-1036473-by-germain-safari?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-1036473-by-germain-safari?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-413633-by-vipin-garg?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-413633-by-vipin-garg?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-asa-firewall-review-2284267-by-juan-carlos-saavedra?cop=p396?tid=pdf_peerpaper
https://www.peerspot.com/products/cisco-umbrella-reviews/page-2#review_2716448
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Insider Mitigation 
The traditional cyber perimeter effectively no longer 
exists. Digital assets, along with end users and their devic-
es, are as likely to be outside the corporate network as they 
are inside it. This dramatic change has created an urgent 
need to defend against attackers posing as insiders. Actual 
insiders, such as employees and contractors, can also be a 
potential threat vector if their accounts have been taken 
over by malicious actors. 

As a result, many organizations are implementing, or at least 
considering “Zero Trust” security solutions. Zero trust, which 
is based on the policy of “Never trust. Always verify,” rejects 
all access requests until the user and device can be verified. 
After that, the user is only allowed the minimum possible 
access privileges. This approach is a key element of securi-
ty resilience, as it mitigates insider threats. Figure 2 offers an 
overview of the model.

Figure 2 - Zero Trust works by not trusting any user or device until verified, 
and then only permitting the minimum access privileges.

Zero Trust
Access Control 

Solution

Blocked
+

Permitted Minimum
Access After Verification

Digital Assets

Zero Trust
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PeerSpot members spoke of the growing appeal of Zero 
Trust. A Cyber Security Administrator who uses Cisco 
ISE at a small aerospace/defense firm, for instance, said, 
“Resilience is never a bad idea and it’s never too late to 
start working towards it or to begin the journey to Zero 
Trust. It’s very important in this day and age.”

For a Co-Founder & Director who uses Cisco ISE at VSAM 
Technologies, a small tech company, “The general usefulness 
of the product is not specific to a particular feature. This is 
a comprehensive solution covering access to network to 
create a zero trust environment. It covers network access 
control, network segmentation and policy control.”

“To leaders who want to build more resilience within their 
organization, I would say that it’s definitely worth moving 
toward a zero trust environment,” said a Principal consult-
ing architect who uses Cisco ISE  at a tech vendor with 
over 10,000 employees. He commented that Zero Trust is 
an updating of the old concept of least privileged access, 
but, as he explained, “The tools we have to implement it, 
such as Cisco ISE and firewalls, at the core and the ability 
to broker it out to the cloud as well, give us a lot more visi-
bility and a lot more control over the traffic and our data, 
which is our biggest asset.”

“This is a 
comprehensive 
solution covering 
access to network 
to create a zero 
trust environment. 
It covers 
network access 
control, network 
segmentation and 
policy control.”
Read review »

Mohd. Asif K. 
Co-Founder & Director at 

VSAM Technologies

https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2487722-by-jeff-burdette?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2487722-by-jeff-burdette?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544402-by-chris-hayden?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544402-by-chris-hayden?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/products/cisco-ise-identity-services-engine-reviews/page-3#review_1477300
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A Network Architect who uses Cisco ISE at Tarrant Regional 
Water District, a small recreational facilities/services compa-
ny, explained that ISE is strong in the Zero Trust model 
because it considers “everybody a foreign endpoint until 
they prove they belong on the network.” He added, “ISE just 
seems to be built from the ground up to do that, whereas 
with other solutions, you have to ‘shoehorn’ that in.

“The fact that ISE considers all resources to be external 
is very important,” said a Sr Wireless Network Engineer 
who uses Cisco ISE at a manufacturing company with over 
10,000 employees. “We use ISE in our retail environments 
for our payment sleds. We want our payment system to 
be secure. Zero Trust is our whole thing. It’s great that 
everything is external to ISE and then everything has to go 
through the system.”

Actionable Intelligence 
Avoiding attacks is one of the best ways to stay resilient. 
The problem never occurs in the first place! This is easi-
er said than done in today’s severe threat environment. 
However, with accurate and up-to-date intelligence, it is 
possible to anticipate threats and be prepared before they 
cause harm. 

Up-to-Date 
Intelligence

https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544388-by-adam-boldin?cop=p9452?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-ise-identity-services-engine-review-2544365-by-jake-neher?cop=p9452?tid=pdf_peerpaper
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A Systems Engineer who uses Cisco Firepower NGFW at 
a small tech services company explained, “If you configure 
Firepower correctly, it is good when it comes to threat visi-
bility. It is proficient. It is the state of the art when it comes 
to blocking threats, network-wise.” He went on to say that 
if one uses Firewpower with SSO encryption, along with 
one’s own features, blocklists, security intelligence, intru-
sion prevention, and access control points, then Firepower 
can block most threats on the network.

“We get the security intelligence feeds refreshed every hour 
from Talos, which from my understanding is that they’re the 
largest security intelligence group outside of the govern-
ment,” said an IT Administrator / Security Analyst who uses 
Cisco Firepower NGFW at a small healthcare company. He 
added, “My experience with Talos has been, they’re pretty 
on top of things. Another driving factor towards Cisco: We 
get feeds every hour, automatically refreshed, and updat-
ed into the firewall.” 

Being able to set up Firepower so it discovers the environ-
ment is what stood out to a Cyber Security Practice Lead 
who uses Cisco Firepower NGFW at Eazi Security, a small 
tech services company. He elaborated, saying, “If that is 
happening, then Firepower is learning about every device, 
software operating system, and application running inside 
or across your environment. Then, you can leverage the 
discovery intelligence to get Firepower to select the most 
appropriate intrusion prevention rules to use for your envi-
ronment rather than picking one of the base policies that 
might have 50,000 IPS rules in it, which can put a lot of 
overhead on your firewall.”

“We get the security 
intelligence feeds 
refreshed every 
hour from Talos, 
which from my 
understanding is 
that they’re the 
largest security 
intelligence group 
outside of the 
government.”
Read review »

IT Administrator/Security Analyst 
at a healthcare company 

with 11-50 employees

https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-126510-by-andreas-pedersen?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-126510-by-andreas-pedersen?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-127052-by-reviewer1512729?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/product_reviews/cisco-firepower-ngfw-firewall-review-127220-by-matt-back?cop=p1839?tid=pdf_peerpaper
https://www.peerspot.com/products/cisco-secure-firewall-reviews#review_127052
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Conclusion
Security resilience is emerging as a critical goal for cybersecurity teams and 
operational stakeholders. Being able to rebound quickly from a security 
incident is not the result of any one product, however. The capability aris-
es with a coordinated approach to security that cuts across the entire busi-
ness and technology stacks. When multiple, integrated security solutions 
work together, resilience becomes possible in operations, the supply chain, 
and finance. The organization itself becomes more resilient overall. Getting 
there means taking a broad-based, heterogeneous approach. 
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Appendix: 
Description of the Products 
Mentioned in This Paper
• Cisco Secure Firewall ASA—The Cisco family of adaptive security appliances (ASA’s) 
provides users with highly secure access to data and network resources - anytime, 
anywhere, using any device. 

• Cisco Secure Firewall— The Cisco Secure Firewall portfolio delivers greater protec-
tions for networks against an increasingly evolving and complex set of threats. 

• Cisco SecureX— SecureX is a cloud-native platform with XDR capabilities. It inte-
grates the Cisco Secure portfolio with the client’s whole security infrastructure, speed-
ing detection, response, and recovery.

• Cisco Identity Services Engine (ISE)—The policy decision point for Zero Trust 
Architecture, ISE gathers intel from the stack to authenticate users and endpoints, 
automatically containing threats.  

• Cisco Firepower NGFW—A Next-Generation Firewall (NGFW) that harmonizes 
policy and threat correlation across network, cloud, endpoints, email, web, and more; 
Enhances resiliency with superior threat defense against malware, with automatic 
daily security updates from Cisco Talos. 

• Cisco Umbrella—A flexible cloud security solutions for users on and off the network 
offering flexible, cloud-delivered security. It combines multiple security functions into 
one solution, extending data protection to devices, remote users, and distributed 
locations anywhere. 

• Cisco Secure Endpoint— Secure Endpoint offers advanced endpoint protection 
across control points, enabling businesses to stay resilient with powerful EDR and 
XDR capabilities.
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platform designed exclusively for enterprise technology, with over 3.5 million enterprise 
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Cisco has long established itself as the worldwide leader in technology that powers the 
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