
Are you ready for
anything?

Events of 2020 have highlighted that
cyber-resilience is more important than ever. 

Security insights from NTT and Cisco.

Attack volumes increased between 2018 and 2019 due to overwhelming 
success of tools such as web shells, exploit kits and targeted ransomware, plus 

the addition of AI, ML and automation to ramp effort.

We continue to see attackers focus on older vulnerabilities despite patch availability, 
because organizations aren’t following best practices.1 

Old vulnerabilities still a target

46% of organizations in 2019

Those with a major breach due to an unpatched vulnerability 
experienced higher levels of data loss.

(up from 30% the year before2) 

had an incident caused by an unpatched vulnerability.

Unpatched vulnerability Other reasons

Source: Cisco 2020 CISO Benchmark Survey

Growing security challenges are made worse by massive change, distributed 
environments and workloads, and remote and mobile trends.

Complexity leads to burnout and weaker defenses
The growing complexity of IT and the threat landscape has driven organizations to turn to a variety of 

vendors to bolster security. This has led to greater complexity for security teams and an overabundance of 
alerts and signals to sort through.

of businesses suffer from 
cybersecurity fatigue 
and have given up on 

proactive defense

Source: Cisco 2020 CISO Benchmark Survey

Where we feel the pain from a security breach

Operations

Brand reputation

Finances

Intellectual property

Customer retention

Supplier relationship

Business partnership

Regulatory scrutiny

Legal engagements

Source: Cisco 2020 CISO Benchmark Survey
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Damage to brand rises. The hit to brand reputation from major breaches rose from 26% to 
33% in the last three years. It’s crucial to include crisis communications planning in your 

incidence response plan. In the event of a breach, transparency helps: 61% of organizations 
have seen their credibility rise when they voluntarily disclose a major breach.2

Become proactive and predictive
A recent shift in spend shows a desire to become more proactive and predictive, with a 
rise in expenditures to better identify threats. The overall trend shows organizations are 

spending more on prevention versus being reactive.

Source: Cisco 2020 CISO Benchmark Survey
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Identity Protect Detect Respond Recover

Identify, mitigate and respond with NTT and Cisco
Complexity and cybersecurity fatigue are straining resources. Turning to a trusted partner 

can help. 34% of businesses are outsourcing incident response services and 36% are 
using third-party services to analyze compromised systems.2

Reduce risk
Build cybersecurity into digital 
initiatives, to ensure security 
during digital transformation

Be predictive and proactive
Identify and protect against 
attacks before they happen

Recovery quickly
Quickly identify, respond and 
contain an attack to return to 
business as usual

Ensure compliance
Address growing regulation with 
increased visibility, automation, 
and improved reporting

Continuously innovate
Ensure cybersecurity posture  
and technology roadmap 
addresses current and  
future needs

Together we help clients:
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of fatigue sufferers say 
managing a multi-vendor 

environment is challenging

of fatigue sufferers 
receive more than 

5,000 alerts every day
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Workloads and apps are shifting to the cloud 
80% OF ENTERPRISE workloads will 
move to cloud by 20254 

More IoT devices connect everyday 
By 2025, there will be 41.6B 
CONNECTED IOT DEVICES3

Users work anywhere across many devices 
By 2025, nearly 80% of ALL IP TRAFFIC will 

come from wireless and mobile devices5 

Direct internet access at distributed branches 
By 2023, the SD-WAN market is expected to GROW 
74% CAGR from 2018 for explosive branch DIA6 

We’ve seen a spike in IoT attacks specifically in the Americas - a market 
that craves IoT but has not evolved to secure it effectively.1

Sources:

How can we help you go further?

Global experience for every 
local engagement
across 47 countries

9.5TB of data analyzed
every day,
helping you find the needle in the haystack

Serving 5,000+
joint clients globally

Co-innovation centers
across the globe to deliver client 
outcomes at greater speed

Combined 6,000+
cybersecurity specialists around the world

Community involvement
benefiting people, society and the planet

What is cyber-resilience?
Cyber resilience is the ability to continuously maintain business as usual through successful defense 

against persistent threats and ever-evolving sophisticated attacks. This includes a fluid, flexible approach 
to preventing attacks, detecting and correcting breaches faster, and minimizing the impact of a breach.

Changing threat landscape
Attacks are evolving, making them harder to combat, and businesses struggle with poor practices and 

overall security hygiene. Our recent analysis shows:

Adversaries are leveraging AI 
and ML and investing in the 

automation of attacks

Source: NTT Ltd. Global Threat Intelligence Report 2020

Impact to finance: the average total COST of a DATA BREACH is $3.92M USD7

NTT and Cisco deliver best of breed technology and services to improve an organization’s 
security posture, mitigate risks, and respond to incidents.

21% of malware detected 
was in the form of a 
vulnerability scanner

Remote code execution (RCE) 
is the most popular technique

representing 15% of all attacks

IoT devices continue to be 
compromised

258 new vulnerabilities 
were identified in Apache 
frameworks and software

Nearly 55% of all attacks were 
application-specific (33%) and 
web-application (22%) attacks

2019 was a year of enforcement, but governance, risk and compliance (GRC) 
is becoming more complex and challenging to navigate.
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Why NTT and Cisco?
For more than 28 years, we’ve worked together to help organizations around the world 

harness the power of technology to innovate.

Learn more about
NTT and Cisco’s

security solutions.

Subscribe to the
Cisco Talos Newsletter.

Subscribe to NTT’s
Monthly Threat Report and 

Emerging Threat Advisories.

Data-driven insights
Security insights from NTT and Cisco’s annual security thought leadership reports

https://www.cisco.com/c/en/us/products/security/ciso-benchmark-report-2020.html
https://www.idc.com/getdoc.jsp?containerId=prUS45213219
https://go.oracle.com/LP=78873?elqCampaignId=178909
https://cybersecurityventures.com/mobile-security-report-2017/ 
https://www.appsruntheworld.com/top-10-sd-wan-software-vendors-and-market-forecast-2018-2023/
https://www.appsruntheworld.com/top-10-sd-wan-software-vendors-and-market-forecast-2018-2023/
http://www.cisco.com/go/cybersecurity-ntt
http://www.cisco.com/go/cybersecurity-ntt
https://engage2demand.cisco.com/SubscribeTalosThreatSource
https://communication.hello.global.ntt/GlobalThreatIntelligenceMonthlyReport
https://communication.hello.global.ntt/Emerging_Threat_Advisory
https://hello.global.ntt/en-us/insights/2020-global-threat-intelligence-report
https://www.cisco.com/c/en/us/products/security/ciso-benchmark-report-2020.html

