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            Bias-Free Language

            The documentation set for this product strives to use bias-free language. For the purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the user interfaces of the product software, language used based on RFP documentation, or language that is used by a referenced third-party product. Learn more about how Cisco is using Inclusive Language.

        

        
    


    
        

















































        
            






























    
    





















 
				


        








    



    


    
    
    
    
    
    
    
	
  		
	

    




    
        
            
                
            
            
                
            
            
                
            
            
                
            
        

        Contact Cisco
    

    	
            Contact Cisco
            
                
                    
                
            
        
	
        
            
            
            
                
                    
                
            
            
                
                

            

        
	
            
                
                    
                
            
                
                    Get a call from Sales
                

            
	
            
                
            
            
            
                Call Sales:
            
            
                
                
                    
                        
                            
                            1-800-553-6387
                            
                        
                    
                    
                
                
                

            

            

            

            

            

            

            

            

            

            
                US/CAN | 5am-5pm PT
            
        

        
	
            
                
                    
                
            
                
                    Product / Technical Support
                

            
	
            
                
                    
                
            
                
                    Training & Certification
                

            


























        

        
    

    





    
    

    




     
        
















































    
   
    








    
    

    
    



















        
        
            
            
            
            

















    
        Save
        


 
    
        Log in to Save Content
    



            
            


 




            
                
Download

            
            
                
Print

            
            


        

            
            
                    
                    
                        Available Languages

                        

                

           
            
            
                
                    Download Options

                    	
                            
                                
PDF
                                
                                (88.2 KB)
                                
                                

                                View with Adobe Reader on a variety of devices
                            

                        


                

            

        

        
            
				
                    Updated:March 11, 2020

                                
                

                  
 
                  
        

    







    

    
        














	
	

    

    
	    













 

  


    Table of Contents

    	DDoS Mitigation for you; Security services for your customers
	Benefits
	Detection at the edge
	Next steps


    

	

    
    



    




    
    
         
        
    

    
        





























 

  
    

 



















   
   
 
   
 
   
    
 
   [bookmark: _Toc34820551]DDoS Mitigation for you; Security services for your customers
 
   Network traffic surges. Links saturate. Systems overload. Customer complaints flood the call centers. What’s going on? One possibility is a Distributed Denial-of- Service (DDoS) attack. You can avoid this situation with automatic detection and mitigation of DDoS attacks.
 
   Using the Cisco ASR 9000 vDDoS Protection Solution with Netscout Networks Peakflow SP, you can do just that. The DDoS detection technology from Netscout monitors traffic flow in Cisco ASR 9000 Aggregation Services Routers (ASRs), and within seconds of noticing an anomaly, mitigates attacks for terabytes of traffic across multiple points in your network infrastructure.
 
   And you can also use the capability to provide DDoS mitigation services to your customers to increase your revenue and retain customers. The ASR 9000 powers a virtual Peakflow Threat Management System on its Virtualized Services Module (VSM), so you can deliver DDoS mitigation services to market fast.
 
   [bookmark: _Toc34820552]Benefits
 
   ●     Add Distributed Denial of Service (DDoS) protection to Cisco® ASR 9000 deployments with no extra rack space, power, or cooling requirements
 
   ●     Combine existing Netscout Threat Management System appliances with comprehensive vDDoS protection
 
   ●     Distribute DDoS protection to the network edge to avoid backhauling traffic across backbones to regional scrubbing centers
 
   ●     Deliver DDoS mitigation services faster on the ASR’s Virtualized Service Module (VSM)
 
   ●     Mitigate attacks using Peakflow workflows to protect your availability and manage your Peakflow and vDDoS protection deployments
 
   [image: Quote]
 
   [bookmark: _Toc34820553]Detection at the edge
 
   The ASR 9000 vDDoS protection solution unleashes the power of the Cisco ASR 9000 to stop DDoS attacks at the network edge: before attacks can pass into your network consuming critical bandwidth and causing collateral damage to your customers. This approach allows normal traffic to pass uninterrupted and eliminated the need to route attack traffic across your backbone to centralized scrubbing centers for remediation. 
 
   Unlike other DDoS mitigation solutions, Cisco ASR 9000 vDDoS protection is a virtualized, network-embedded DDoS mitigation solution. Detection and centralized management take place through the Netscout Peakflow GUI and its workflows. 
 
   Increase the ROI of your existing Cisco ASR 9000 router deployments with virtual DDoS protection – of your own network and that of your customers in the form of new services – without needing any additional rack space, power, or cooling. 
 
   [bookmark: _Toc34820554]Next steps
 
   For additional information on ASR 9000, visit Cisco ASR 9000 Series Aggregation Services Router page. 
 
   For additional information on the ASR’s DDoS mitigation offering click here.
 
  

 
     
     
    
    













    





     













 





                
                Our experts recommend

	Innovation never ends with ASR 9000










    Learn more




    
        
















  



    

        
    




    






    


     
    

















    



























        
        
    

   
    
















    




































    
    

    
    [image: ]


