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In this session, we will cover:

Cisco Smart Software Manager On-
prem Overview

Cisco SSM On-prem Benefits

On-prem Enhanced Edition Overview

Manage Your On-prem

On-prem Deployment Modes




Deploying Smart License Enabled Products

1. Direct cloud access (Default)
Cisco product sends usage information directly over the

<l

HTTPs
internet or through a HTTP Proxy Server. No additional _ _
components are needed. p‘f;,*';,‘f,‘;t Cisco.com Usagelnfo
File _ - i i
oner @ 2. Access Through An On-premise License

: Management

I ‘ E Cisco products send usage information to a locally installed on-

i prem. Periodically, exchange information automatically in
HTTPs

Cisco.com UsageInfo connected environments or manually in disconnected

Cisco ] :
Product Cisco ! environments.

on-prem

. BF}‘]H‘??.L.iFP!‘??.: >
Copy / Paste : ‘ E

3. Full Offline Access — License Reservation

Use copy/paste information between product and Cisco.com to
manually check in and out Licenses. Functionally equivalent to

License Response Cisco.com Usage Info

. . . . Cisco
current node locking, but with Smart License tracking. Product



What is Cisco Smart Software Manager (SSM) On-
prem?

A Cisco Smart Software Manager On-prem is...

A component of Cisco Smart Licensing and works in conjunction with the cloud-
based Cisco Smart Software Manager (SSM), to intelligently manage the
customer or partner’s product licenses providing near real time visibility and
reporting of the cisco licenses they purchase and consume.

A Cisco Smart Software Manager On-prem is ideal for...
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How does Cisco SSM On-prem Work?

Install/Register to Self-Register/Report

Cisco SSM
Install Smart Software . Devices and software
Manager On-prem & products self-register
register it to Cisco SSM and report license

consumption

Find Cisco SSM On-prem User Guides at:

Synchronize Local

Database

- Choose to periodically
synchronize local database
to the Cisco SSM to ensure
up to date files



http://www.cisco.com/go/smartsatellite

Cisco SSM On-prem Benefits

On-prem Benefits

Smart Licensing Benefits

Utilization
Visibility

Real-time
Entitlement

Trusted
Security

Secure Near real-time

Complete view of
software, services,
and devices in
easy-to-use portal.

license entitlement
based on
synchronization
schedules with
backend install
base

on-premises
single source of
truth of license

consumption

Increased Unlocked Cost Reduction

Control

Save time and
money through
efficient license
simplifies the RMA usage

process

Elimination of the
node-locking of
licenses to devices,

Flexible licensing
pooling enable
licenses to be
reused across
devices and the
organization



Enhanced Edition — Deployment Model Overview

¥ CSSM On-prem Enhanced Edition

@ 6 @

Large Enterprises

Supports multiple Scales up to 10,000 Provides online or Enables faster code
local accounts product instances, 500K offline connectivity drop and feature parity
devices and 500 at Cisco SSM
accounts

7 e 4

To get a more detailed description of On-prem Enhanced Edition in the User Guide, visit



http://www.cisco.com/go/smartsatellite

On-prem Enhanced Edition Portals:
Licensing Portal v. Admin Portal

Licensing Portal Administration Portal

Enables internal administrative functions

. : : : - including user control, account
b ) Similar functionality to software.cisco.com o 8 8 o
@ management, registration,
synchronization, and much more
Users can manage their local accounts, Supports additional functionality
users, product instances, devices and including external authentication, syslog

Ve

licenses and proxy support

Users can create new on-prem accounts,
Y request access to on-prem accounts and a
e manage on-prem accounts and local virtual

accounts

Restricted to only authorized users
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Licensing and Administration Portal Roles

Licensing Portal Roles «fb  Administration Portal Roles
Similar to CSSM Smart Account and Virtual Account roles System Users System Operators

but at the local level within the on-prem. Have read-only permission Have full admin access to all
on the Admin portal and the local accounts, can
have role based access perform on-prem

Local Account Admins control in the licensing registration/ synchronization,

portal & can not change system
@ configurations @
System Admins

Have all of the abilities as the System
Operator plus they can approve and
delete local accounts and complete all
system configurations

Local VA Users @
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Local Account Users

Local VA Admins



Deployment Modes — Connected v. Disconnected

ﬁ Connected a Disconnected

* Mode is used when there is direct connectivity to e Mode is used when there is to
cisco.com from the on-prem cisco.com from the on-prem

« License consumption and entitlement can be * On-prem can be synchronized with Cisco SSM via a
synchronized with Cisco SSM on-demand or file upload and download

automatically via scheduling

» Standard model for Enhanced Edition, easiest to

deploy Offline
Router =
"
switch &&= /... ... e == Monthly
Inventory
Update
Firewall

Unified Communications SSM satellite



CSSM On-prem Extended Edition User Interface:
Administration Portal

atleetlne
CIisCOo

Smart Software Manager satellite Enhanced Edition

Icons on Administration Portal
= called Widgets

System Health

0 Good
Your machne (s working well

Server Name CemOS
Version
Uptime 13 days

Resowrce Monitor Percentage
cPu )

RAM D

DSk

-2 ¥ A 1240MB/8 ¥ 10638

Recent Alerts
O Insufficient Uicenses
O Insuffciont Licenses
O Insufficient Licenses
O Insuffcient Licenses
O Inzuffcient Licenses

Connected Users

& admin 2553.02
& o2dmin 21475




Administration Portal - Users

Syatem Health

Good
User Auto Lock Your mazhine is working well
Sarver Name Gont05
Version
Uptime 13 days
Create _'_ /— Search by User Name
User Name Email Address Authentication Provider System Rale Sttus Actions Resource Moniter Percentage
<Py |
Aczounts = i e e On the Users widget in the
tiaryuz jogafi@eisco LDAP Systam U ~ Enobled  Actions... My .. .
* ata - : e o il e A administration portal
johnG |ogaff@cisco.com LDAR Systam Uses = Enabled Achons... g e o
R Al
Netwerk Kin-test user Ktn22030@yahao.com Logal System User ~ Enabled Actions. om:::mnm 1 Add new users
s O Insufficiont Licanses . . .
@ S Ciibedeidisiiiia saus Ry v ROl O Insuffeent Lienses . 2. View existing users added when
O Insufficient Licenses . . .
Sattngs O insufiiant Licanses they log into the licensing portal
Connected Users
@ =y . from LDAP — an external
) e i authentication server
Synchronization
Software
Download
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Administration Portal - Accounts

yatem Health
Smart Softwarg/ Y pay Good

L Accounts Al Yout mazhine (s working well
- Sarver Name Com0S
o~ Version
New Account 2 Search by Account Name Upting 13 doye
Account Requested By Cisco Smart Accoum Clzco Vietusl Account Account Status Actions Rosource Monitcr Percentage
Test-10.15 ff; com DLO Test Account rogistrationTest 10 15va  Active Actions oy |
DGOy Kathleen Test1 ktn{@cizco.com DLO Test Account KTN New Test VAY Active Actions DISK B
o demo account-10.16 ktnf@cisco.com Active Actions 32 ¥ 4 1240M8/8 ¥ 10635
o Kathlgen Test-Account  ktn@cisco.com DLO Test Account New VAKTN Active Actions Recent Alerts :
Netwerk
demo 10.23 gaff@ com DLO Test Account demo account10.23va  Active Actions © Inzufficient Ucenses
O Insuffiont Ucenses
Shoichg AlC e O Insufficient Licenses
© Insufficient Ucenses
Settings

O Insufficient Licenses

Connected Users
= & odmin 255347
& odmin 21:48:36
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In the Accounts widget,

1. Create new on-prem account and
register to CSSM if you are a
system administrator or request a
new account

2. Request access to an existing
account



Administration Portal - Network

l )
System Health
fr i

Network Interface Proxy

Yout mashine s working well
Server Name Cent0S
Versicn
General Uptime 13 days

Enter the server name, DNS server and default gateway Information.
Resource Moniter Percentage

Satellite Name: CiscoSatelite aC:uU I
.
M.‘\‘:xmw — 1Pk 32 Y 12401 10636 .
1e80-240:2111685.8008 —— . In the Network widget,
Recent Alerts
O Insufficient Licenses 1 H
i s A 1. Configure up to four network
Primary ONS O Insufficient Licenses H
64.102.6.247 © insuffciant Licenses interfaces for the on-prem
S O Insufficient Licenses
Atemate NS Connected Usors 2. Configure proxy
Alternate DNS & odmin 25:55.48
SetnZ & odmin 215037
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Administration Portal - Settings

System Health
Good

Messaging Authentication Syslog Language Emall > Your machine (s working well
Server Name Com0S
- Version
Erow tant 1 sgzpne in Bainver
Uptime 13 days

UNCLASSIFIED - DO NOT DUPLICATE

Resource Manliter Percentage

Display Message? U |
Retect TerrBazigrowng Cokrs RO D
Black on Red - bl
T T—— hantid Y 412400 S 10636
10 Smart Soft ger satellite E Edition where you can perform Smart Li g and N 9 f for Rocent Alerts ) - In the Settings Wldget
’

r organization and customers.
aial O Insufficient Uicenses

© oot Usenses 1. Configure system parameters such

O Insufficient Licenses

i s as message of the day, external
SO authentication, syslog support,
& odmin 2556:18 .
& sdmn 20107 and email server
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Administration Portal - Synchronization

MY
cisco

System Health
Smart Softward St ret

Good

Your mazhine is working well
Server Name Com0S
Version

NS Ustime 13days
@D s T Mier Search by Name

Accounts Schedules

Nameo Satelite Nome Last Sy jon Due Alerts Actions Resource Monitor Percentage

demo acoount-10.23 demo scoount-1 2018-0¢t-23 10.180:0

Kathieen-Test-Account

demo account-10.16

registrationTest10.15

Kathisen-Test?

Kathleen Test
demo account-1
rogistrationTe

Kathleen-Test1

2018-0c1-23 205818

2018-0c1-23 094551

2018-0ct-15 21:310:5

2018-0ct-1521:3732

2018-Nov-22 10:1800

2018-Nov-22 20058118

2018-Nov-22 09:45:51

2018-Nov-14 21:310:5

2018-Nov-14 21:37:32

Synchronization Successful

Syncivonization Successtul

Syncheonization Successful

Synchvonization Successful

Synchronization Successful

Acticns

Actions

Acticns

Acticns

w2 Y A12401 10636
Recent Alerts

© Insufficient Licenses

O Insufficiont Licenses

O Insufficient Licenses

O Insufficient Ucenses

O Insutfxient Licenzes

Connected Users

& ndmin 255633
& admin 215122

In the Synchronization widget,

1. Perform on-demand or scheduled
synchronizations to Cisco SSM
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Administration Portal - Software Download

System Heaith

Good
B Software Downloads is Off Yout mazhine (s working well
Server Name Cem0S

Version

Uptime 13 days

Smart SoftwardS el G e

Software Event Log

Search by Product Name

New File
e . Version  ReleaseDate  Is Active Actions Resource Moniter Percentage

No Records Found DISK B

0'“317' 12401 + 10636

Recent Alens

i

Users
Accounts —_—

ﬁ P X In the Synchronization widget,
Settings

O Insufficiont Licenses

© nwuttient Licenses 1. Populate software images for
1Y O Insufficient Licenses .
O insuftcion Lanses customers to download directly
Connected Users . .
& sdmn P from their on-prems if they have
s £ purchased them in their smart
account
Software
Download
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Licensing Portal

e .
Cisco

& Holo, Satalite Acmi [l demoaccoum-10.18 ~

Smart Software Manager satellite Enhanced Edition

&

Licanse Adminisle

In the Licensing Portal,

Sman Uconsing Roguest an Acoount

iy SPIRSENS . oaia 1. View on-prem account name

p— | ;':::‘?;L”.mm‘;"’nm“l 2. Request an account

Merage Account
Poedty the W af your ard

3. Request access to an existing
account

4. Manage account

5. Select Smart Licensing for
functions similar to CSSM
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Licensing Portal — Manage Accounts

Cisco

Smart Software Manager satellite Enhanced Edition > Manage Account & Hello, Satellite Admin D demo account-10.16 ~

Manage Account

Mnml I Vinual Accouns I I Usern Access Roquests Evont Log

Accountdfformation
: et In the Manage Account tab,
" 1. View account properties

Account Roquest Date: October 16, 2018 .
N 2. Create Virtual Accounts

Save Raset

3. Enable role based access such as
account administrator, account
user, local virtual account
administrator or local virtual
account user
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Licensing Portal —Smart Licensing

|I|I|l|l|
Cisco

Smart Software Manager satellite Enhanced Edilion > Smart Licensing & Hello, Satellite Admin E] demo sccount-10.186 =

Smart Licensing

X i In the Smart Licensing tab,

Insufficlent Licenses - The Virtual Account "KTN Local VA1" has a shertage of “CSR 1KV AX 100M" fcens._ ! 1. View the same options as on
CSSM - Alerts, Inventory, Reports,
on-prems, Activity

Please note: These operations are

local to on-prem
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Licensing Portal — Inventory

Cisco

Smarnt Software Manager satellite Enhanced Edition > Smart Licensing

Smart Licensing

Actadty

| Virtual Account: KTN Local VA1 ~ I
General I Licenses Procuct Instances I Event Log

N

Virtual Account

Desmcription:

Dfaull Virtus! Account:

Product Instance Registration Tokens

The regitrazon tokens below can Do uted to regeter néw product nstances 1o this vinual accouwnt.

Now Token...

Toien Expiraton Date Detenption Export-Controlied

OGYANTIMTIMTRIZS0. 8 2018-No-16 20:50:26 (n 23 days) damo MNigend

admin

& Hello, Satellite Admin [:] demo account-10.16 ~

Agtiony

Snowing All 1 Records
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In the Inventory tab,
1. View and select Virtual Account

2. View Licenses and Product
Instances registered locally to the
on-prem

Please note: Registered product
instances and consumed licenses are
reflected on the virtual account
associated with the on-prem on cisco
SSM and newly available licenses are
updated on the licensing portal of
the on-prem account once the
synchronization occurs



For More Information

Nmm
cisco

Smart Software Manager satellite

Related Links

Cisco Smart Accounts
Smant Software Licensing Overview
Smart Software Manager

Plug and Play Connect

Highly Secure Smart Management of Cisco Smart Licenses

o

Cisco Smart Software
Manager On-prem

http://www.cisco.com/go/smartsatellite

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

vy B3 salesConnect

mart accounts

smart sccounts
‘Smart Licensing and Smart Accounts FAQ

Relevance ¥

Catalyst 9500 Serkes Switches: Ordering with Smart Accounts?
—— SRS
File Type 2 2z

HIM

Language

Cisco SalesConnect

https://salesconnect.cisco.com/#/



https://salesconnect.cisco.com/#/

In this session, we covered:

Cisco Smart Software Manager
¢ (SSM) On-prem Overview

o Cisco SSM On-prem Benefits

$ On-prem Enhanced Edition Overview

o Manage Your On-prem

" On-prem Deployment Modes
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