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Welcome to Cisco Services Access Management

Cisco Services Access Management enables Cisco’s customers and partners to self-administer role-based user
access to multiple Cisco Service programs. Based on the concept of Delegated Administration, users request to
associate their individual Cisco user accounts with their company and request access roles in order to obtain
company-level entitlements. All association and access requests are approved by the “Delegated
Administrator,” a trusted person at the customer or partner company who assumes responsibility for
managing user access on behalf of their company.

Cisco Services Access Management provides proactive access management aimed at enabling self-service
access management, allowing customers or partners to run their business more efficiently.

This document highlights the following major functional areas of Cisco Services Access Management:

e Introduction to Delegated Administration
e Company and Administrator settings

e User-Company Associations

e User-Role Assignments

e Additional Administrators

Browsers Supported by Cisco Services Access Management
The following are the recommended browser applications for accessing Cisco Services Access Management.
Generally, the latest version of each is best.

e Firefox
e Chrome
e |E 11

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 4 of 81
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Overview

Cisco Services Access Management

Cisco Services Access Management provides for “party-centric” role-based access to Cisco Smart Services.
Rather than requiring a contract administrator to explicitly add a user to each and every contract to which they
should be able to get support, party-centric access allows for all users that are associated to the customer or
partner “party” to automatically get access to the support services to which their company is authorized. The
level of access can be further filtered or controlled through the assignment of specific access roles, allowing for
a tailored user experience.

NOTE: The difference between company and party is that a company is an identifiable entity with a legal
name which is vetted through systems such as Dun & Bradstreet. A company can be assigned multiple
parties, each with a different physical location, a separate Smart Net Total Care portal instance, or a
different section of the company’s network.

Benefits of using Cisco Services Access Management

Cisco Services Access Management is designed to flexibly accommodate companies of various sizes (based on
the number of locations and users) and allows for centralization or decentralization of administration
according to each company’s desired policy.

When a trusted person is nominated as the first Delegated Administrator (DA) for a company, the Delegated
Administrator has the option to nominate additional company administrators, or set up multiple branch
locations that may be administered separately by multiple administrators. This administrative structure may
be changed over time, based on growth and usage by additional service programs.

Delegated Administration allows for the Delegated Administrators to independently decide who in their
company should have access to each Cisco Service program, and which roles to assign to each user. Rather
than contacting Cisco to submit access requests, the Delegated Administrator has complete control to self-
administer user access for both internal users who work for the company and external users who might assist
in managing the company’s devices.

Through self-service administration, individual users have the ability to submit a request to associate their
User ID to their company, and to request role assignments in order to access Cisco services resources. The
Delegated Administrator will then review and either approve or deny those requests. Alternatively, the
Delegated Administrator can explicitly make the user associations and assign the roles, without waiting for the
user to submit a request.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 5 of 81
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Introduction to Delegated Administration

Delegated Administration allows for user self-service access, providing a structure to enable customers and

partners to assume greater control over “who gets access to what”.

Depending on the size of the company or the number of users to manage, one Delegated Administrator can
manage all user requests, or nominate additional Delegated Administrators to manage the load.

The sample flows below show two basic models of how a Delegated Administrator can manage user access,

through the use of Cisco Services Access Management and Cisco.com Profile Manager applications.

Default Administration Process Flow

Cisco Admin

Delegated
Administrator

Cisco Profile Manager

Get Cisco.com User ID

Nominate DA for Party

Enable Company Party for
Service Offer

Services Access Management

Accept Nomination and
Establish Party Settings

End User

Cisco Profile Manager

Get Cisco.com User ID

Services Access Management

Create User-Company

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public
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Services Access Management

Assign Role

<

Authorized to Log in
to Service / Portal

)
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User Self-association Process Flow

. . Delegated
Cisco Admin 8 End User
Administrator
Cisco Profile Manager
Get Cisco.com User ID
Cisco Profile Manager
Nominate DA for Party Get Cisco.com User ID

'}
Services Access Management

Accept Nomination and

Establish Party Settings

Enable Company Party for
Service Offer Cisco Profile Manager

g Self-associate to Party

Services Access Management

Assign User-Company <
Association

Cisco Profile Manager

Request Role

Services Access Management

Assign Role N

Authorized to Log in
’ to Service / Portal

Nomination of a Delegated Administrator
A known and trusted person who works for the partner or customer company can initiate the Delegated

Administrator nomination process through the Smart Net Total Care self-registration process. Optionally a

Cisco employee with an Administrator role in the Cisco Services Access Management application can nominate
a Delegated Administrator. The latter is typically requested by way of a TAC case or a request from the
partner’s or the customer’s Cisco account representative.

In both instances, a verification process ensures the person nominated as the Delegated Administrator is
associated to the company, and the company has a Cisco Smart-enabled contract installed at one of the
company locations.

After accepting the Delegated Administrator nomination and terms and conditions for that role, the nominee
is granted access to the Cisco Services Access Management application. Delegated Administrators can use
Cisco Services Access Management to associate valid users to their company and assign them (or themselves)
roles to gain access to the protected Cisco Services that are available to that company. The trusted relationship

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 7 of 81
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between the Delegated Administrator and Cisco must be maintained on an ongoing basis to ensure only

eligible users have access to company information.

Acceptance of Delegated Administrator Nomination during First Login
The nominee will receive email notifications informing them that their Cisco account has been associated to
their company record, and that they have been nominated to become the Delegated Administrator for their

company.

Dear val:

Your Cisco Account is now associated to the following location:

PENWOOD PAPERS
us

You may now go to the Cisco Profile Manager and request roles to upgrade access to your
Cisco Account via the Additional Access tab.

If you have any questions about this change to your Cisco Account, please contact the Cisco
Semvices Access Management Helpdesk for further assistance:

senvice access management support@E@cisco.com

220431811

Privacy Statement Read more sbout our privacy statement.

Copyright (C) 2011, 2018, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco loge, and Cisco Systems
are registered trademarks of Cisco Systems, Inc. andior its affilistes in the United States and certsin other
countries,

Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 25134

A sample email nomination letter is shown below. The nominee is directed to click on the Cisco Services Access
Management link in the email nomination letter to view the terms and conditions for becoming a Delegated

Administrator for their company.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public
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Dear Val:

You have been nominated to become a Services Delegated Administrator for the following
location:

PENWOOD PAPERS

714 RUNNING CEDAR TRL
DURHAM, NC

27712

us

As a Delegated Administrator for your company, you can use Cisco Senvices Access
Management to associate valid users to your company and assign them roles to gain access
to protected Cisco Services that are available to your company.

In order to complete this nomination, please click on the link to login to Cisco Services Access
Management. On successful login, you will be presented with the Cisco Senvices Access
Management Agreement which will need to be reviewed and accepted.

Cisco Senvices Access Management

Once you acceptthe Agreement, you will also have the ability to nominate additional Delegated
Administrators. If you would like to pass this role on to another person in your company, you
can nominate that person as a Delegated Administrator and then Remove yourselfvia the
View Existing Administrators menu option.

If you think that this nemination is an error or have any guestions about this nomination,
please contact the Cisco Senvices Access Management Helpdesk via the email link for further
assistance:

senice access management support@cisco.com

Privacy Statement Read more sbout our privacy statement.

Copyright (C) 2011, 2018, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks of Cisco Systems, Inc. andfor ifs affiliates in the United Stsfes and certain other countries.
Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 85134

When accessing Cisco Services Access Management for the first time, the system displays the ‘Pending Legal
Agreement’ page. The nominee has the option to Download Agreement as PDF via the link or view the
agreement on their screen.

o] _ Log Out

cisco Cisco Services Access Management

Pending Legal Agreement [s
Welcome to CSAM Val Holland !
The Cisco Services Access Management application requires that you accept the legal terms and agreements

Please click on the "Review Legal Agreement” link below to:
- Review the legal agreement
- Accept or decline the agreement once reviewed

Once you have accepted the Legal Agreement, you will have access to Cisco Services Access Management application.

Entitled Company Administrator Type Action
PENWOOD PAPERS Party Administrator Review Legal Agreement

NOTE: The system will log out the user if this screen remains idle and the Delegated Administrator does not
click the Review Legal Agreement link within one hour. The solution is to completely log out of Cisco
Services Access Management, close the browser window, and log in again in a new browser window.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 9 of 81
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cisco Cisco Services Access Management

Review Legal Agreement

step 1: Readidownload the ag| t

Download Agreement as PDF
The first time that a Service Access Management Delegated Administrator accesses Cisco Service Access Management, an agreement must be ~
accepted. Below are the Terms & Conditions that must be accepted before a Delegated Administrator is able to utiize Cisco Service Access
Management. You cannot accept the agreement here. The acceptance must be done the first time that you log in to Cisco Service Access Management.

¥OU MUST READ CAREFULLY AND ACCEPT ALL OF THE TERMS AND CONDITIONS CONTAINED IN THIS CISCO SERVICE ACCESS MANAGEMENT ("SANM™)
DELEGATED ADMINISTRATOR AGREEMENT ("AGREEMENT") BEFORE YOU MAY ACCESS OR USE SAN.

IF ¥0U DO AGREE TO ALL OF THE TERMS AND CONDITIONS, ¥ OU SHOULD SIGN THIS AGREEMENT. IF ¥'OU DO NOT AGREE TO ALL OF THE TERMS AND
CONDITIONS, Y0U SHOULD NOT SIGN THIS AGREEMENT.

BY SIGNING THE DOCUMENT, YOU ARE BINDING Y QURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT (COLLECTIVELY, "CUSTOMER") TO THIS
AGREEMENT WITH CISCO SYSTEMS, INC. (OR ITS SUBSIDIARY OR AFFILIATE THAT PROVIDES Y0OU ACCESS TO SAM) ("CISCO™). ¥0U FURTHER
CERTIFY TO CISCO THAT ¥OU ARE AUTHORIZED TO ENTER INTO THIS AGREEMENT ON BEHALF OF CUSTOMER. IF wOU DO NOT AGREE TO ALL OF THE
TERMS OF THE AGREEMENT, THEM CISCO IS UNWILLING TO GRANT YOU ACCESS TO OR USE OF SAM; AND wOU MAY CONTACT WOUR CISCO
REPRESENTATIVE TO DISCUSS ALTERNATWVE METHODS TO RESTRICT ACCESS TO CISCO SERVICES ON BEHALF OF CUSTOMER.

All capitalized terms have the meanings assigned to them in the Glossary (Exhibit A), incorporated into this Agreement. This Agreement becomes effective
when you =ign this document.

The general purposes of this Agreement are to:

# Help Customer, through its SAM Administrater{s), manage entitlement to Cizco support under Customer”s service agresments.
- Frnahla CAM Adminictratariel tn varifie annraira  raiact  and mala asenaciatinne hatuiaan indiridial Ciecn ~am Deafilae and tha Coetamar and tn assinn

Step 2: Accept or decline the agreement
After the clicking the "Mext,” you will have 15 minutes to enter an electronic signature.

E2018, Cisco Systems, Inc. All rights reserved.

After reviewing the responsibilities outlined in the legal agreement, and if the nominee agrees to accept the
terms and conditions, the nominee clicks “Next” to enter their electronic signature and accept the agreement.

The nominee may see a pop-up window to ask if they will allow www.docusign.net access to their location
information. Allowing Location Access is optional and their decision to allow www.docusign.net to access
their location information will not affect their ability to sign the agreement and use Cisco Services Access
Management.

The Cisco Services Access Management Agreement is then displayed in a DocuSign document, as shown below.
To proceed with agreement acceptance, the nominee clicks on the checkbox to agree to use electronic records
and signatures, as highlighted below.

If using electronic records and signatures is not acceptable, the nominee should contact the sender of their
nomination email or their account manager.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 10 of 81
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Please Review & Act on These Documents il

cIsco

Csam Generic
Cisco Systems (Services) Powered by Docqu?n

“troni
I agree to use electronic records and signatures.

OTHER ACTIONS ~

Pimeaet ity Dow%m & Chenge Language - English (US) ¥ | Copyright © 2018 DocuSign Inc. | V28

NOTE: If the nominee is new to DocuSign, they will be prompted to verify their email address and create a
signature style. Nominees who have previously used DocuSign may select one of their existing
signature styles.

Adopt Your Signature

Confirm your name, initials, and signature.

* Required

Full Name* Initials™

valholland@penwoodpapers.com v

SELECT STYLE DRAW

PREVIEW Ghange Style
DocuSigned by: DS

vathplland @penwopdpupers_som v

7OBFDOF7BEBA41A, ..

By selecting Adopt and Sign, | agree that the signature and initials will be the electronic representation of my signature and initials for all purposes when | (or
my agent) use them on documents, including legally binding contracts - just the same as a pen-and-paper signature or initial.

CANCEL

After selecting their signature style, the nominee clicks the “Adopt and Sign” to continue. The nominee then
clicks “Start” to go to the signature page of the agreement.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 11 of 81



e
cisco EDCS-12712547 Cisco Services Access Management User Guide

Please review the documents below. - OTHER ACTIONS ¥

CRECHR AR . BNC) k&

~

DocuSign Envelope ID: 6D3ETECO-BA49-4371-B1AT-BE24255EB1FA

o]
Cisco

Cisco Service Access
Management Agreement

The first time that a Service Access Management Delegated Administrator
accesses Cisco Service Access Management, an agreement must be accepted.
Below are the Terms & Conditions that must be accepted before a Delegated
Administrator is able to utilize Cisco Service Access Management. You cannot
accept the agreement here. The acceptance must be done the first time that you
log in to Cisco Service Access Management.

YOU MUST READ CAREFULLY AND ACCEPT ALL OF THE TERMS AND
CONDITIONS CONTAINED IN THIS CISCO SERVICE ACCESS
MANAGEMENT (“SAM") DELEGATED ADMINISTRATOR AGREEMENT
("AGREEMENT") BEFORE YOU MAY ACCESS OR USE SAM.

IF YOU DO AGREE TO ALL OF THE TERMS AND CONDITIONS, YOU
SHOULD SIGN THIS AGREEMENT. IF YOU DO NOT AGREE TO ALL OF
THE TERMS AND CONDITIONS, YOU SHOULD NOT SIGN THIS
AGREEMENT.

Select the sign field to create and add your signature. OTHER ACTIONS v

Q Q86 ks
Number or Bill to ID to a Cisco.com Prafile

By signing the agreement below, you are acknowledging that you have read and
agree to the "Cisco Service Access Management Administrator Agreement”
(above), in its entirety, and are committing your organization to this Agreement.
You are also certifying to Cisco that you have authority to commit your
organization to this Agreement. If you do not agree to all of the terms of this
Agreement, or if you do not have the authority to commit on behalf of your
organization, you should not sign the agreement. You and your organization will
have no rights or obligations under the Agreement unless and until you sign the
Ly agreement.

After signing electronically, click the “Finish” button.

User Name . val Holland

Required - Sign Here (431811

COMPANY NAME AND ADDRESS

PENWOOD PAPERS

714 RUNNING CEDAR TRL
DURHAM

NC

us

27712

Powered by DocuSign, @ ChangeLanguage -Engiish (US) ¥ | Gopyright © 2075 DocuSign Inc. | vas

The nominee clicks the Sign button if they accept the terms and conditions of the legal agreement. The system
then displays the Signature Applied confirmation.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 12 of 81
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Done! Select Finish to send the completed document. - OTHER ACTIONS v

ICRECHE AL . BEC) L
Number or Bill to ID to a Cisco.com Profile &

By signing the agreement below, you are acknowledging that you have read and
agree to the "Cisco Service Access Management Administrator Agreement”
(above), in its entirety, and are committing your organization to this Agreement.
You are also certifying to Cisco that you have authority to commit your
organization to this Agreement. If you do not agree to all of the terms of this
Agreement, or if you do not have the authority to commit on behalf of your
organization, you should not sign the agreement. You and your organization will
have no rights or obligations under the Agreement unless and until you sign the

agreement.

After signing electronically, click the “Finish” button.

User Name : val Holland
Party ID : 320431811
DocusHgnes by:
Valttellan A2z

TOTEEICADEACH0
COMPANY NAME AND ADDRESS
PENWOOD PAPERS

714 RUNNING CEDAR TRL
DURHAM

Powered by Dacu%n & Change Language - English (US) ¥ | Copyright © 2078 DocuSign Inc. | Va8

From the confirmation page, click “Finish” to send the completed document.

After completing the DocuSign process, the Delegated Administrator is returned to Cisco Services Access

Management, where a confirmation pop-up is displayed.

6 Thank you for accepting the Cisco Services Access Management Terms & Agreement for:

PENWOOD PAPERS =

T14 RUNNING CEDAR TRL
DURHARM, NC 27712

us

* = Company headguarters

As a Delegated Administrator, you will be able to manage access to the following locations:

Company Address City State = Country

PENWOOD PAPERS 714 RUNNING CEDARTRL DURHAM  NC us

[Loc ]

The new Delegated Administrator clicks “OK” to complete the agreement and log-in to the Cisco Services

Access Management application.

NOTE: The Delegated Administrator role only provides access to associate users to the Delegated

Administrator’s company and assign service access roles to users. To also have access to specific Cisco

Business Services, the Delegated Administrator must assign themselves one or more roles.

The Home page displays icons for the three main functions performed by the Delegated Administrator. These
three functions, along with additional functionality, are also available from the drop-down lists at the top of

the page.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public
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alvabe _
cisco Cisco Services Access Management

| m User-Company Associations  User-Role Assignmente  Admmistraiors  Settngs Other

- Welcome Val Holland
A)Cnmpany Administrator, PENWOOD PAPERS

John Logan
w San Jose, CA

Phone: 555 555 555
Email- joRn@cisco.con

Associate User to My Company Asszign Roles to Users Web Service Administration

Grant access to services, for individuals that are internal or Register and manage web service information for your

Identify employees who work for my company. external to my company. company.

©2018, Cizco Systems, Inc. All rights reserved Cisco Confidential

Establish Company and Administrator Settings

Cisco Services Access Management may be tailored to function in a way that best fits with the Delegated
Administrator’s company size, structure, and access management policies. The Delegated Administrator can
establish both company-wide settings and administrator-level settings that control how individual users
request association to their company, and how each Delegated Administrator is notified to take action.

The Delegated Administrator can establish the company settings by providing the criteria for “self-association”
to the company. Self-association refers to the scenario where users from the company will request association
to the company using the Cisco Profile Manager application from the Cisco.com site. The company settings
established in Cisco Services Access Management are used to decide approval criteria for these user company
association requests.

Cisco Services Access Management allows Delegated Administrators to:

e Specify valid email domains allowed,
e specify if approval will be based on user’s address matching the company address, or
e generate a unique company passcode that users must specify while requesting company association.

The details specified for the company in Cisco Services Access Management will be validated whenever a user
requests for company association using Profile Manager.

Delegated Administrators can establish the approval settings to either manual or automatic based on these
criteria specified for the company. This will allow Delegated Administrators to have a tightly controlled or a
flexible approval process.

In Cisco Services Access Management, the Delegated Administrator can also establish notification settings
based on their individual requirement:
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e Get notified for every user-submitted request
e Receive a daily summary of requests
e Choose to not receive any notifications

Company Association Settings
Initially, each Cisco customer or partner company is profiled as a single location. Additional locations and
administrators can be added as needed, for any locations under that company hierarchy

Cisco Services Access Management provides three ways to help direct a user’s company association request to
the correct company, and to the correct administrator for review and approval:

e Email domain matching
e Company passcode
e Company name and address search

The Delegated Administrator can flexibly control the user self-association process by establishing one or more
of the above company association settings.

Email Domain Matching

If the company has its own email domain(s), and all users register on Cisco.com using their company email
address, then the Delegated Administrator can leverage email domain matching to enable users to easily
associate, and simultaneously prevent other users from attempting to associate to the company.

Company Passcode

If the company does not have its own email domain, the Delegated Administrator can prevent unknown users
from attempting to associate to the company by establishing a company-level passcode, which can then be
shared internally throughout the company. The use of a company passcode can also be used to eliminate the
need for a user to search for their company record by name and address.

Company Name and Address

If the company is relatively small and does not have multiple locations, or if the other options do not meet the
needs of the Delegated Administrator, users can be allowed to request company association by searching on
company name and address.

Administrator Notification Settings

Each Delegated Administrator can customize how and when they are notified of pending self-association and
role assignment requests. Used in conjunction with the company association settings, this allows each
company to tailor their access management process and policies, with the ability to establish complete self-
service access that is “managed by exception,” or a more restrictive policy that requires explicit, directed
administration.

Set Up Company Association Rules
Use the top menus to navigate to “Settings=> Change Company Association Rules”. Initially, there will be no
records of any association rules set up for the company.
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mmim . Val Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

‘ Home  User-Company Associgtions  Us:

1 Welcome Val Holland
¢ g)('.umpany Administrator, PENWOOD PAPERS

Mo company settings have been created yet

Change Company Association Rules
View: |My Locations Only ~
Company Company Passcode » Email Domain » Auto Approval » Modified By » Expiration Date -
Ho Records Found
Create

User Association Preference
Allow users to associate to:

@ Any valid company location O Only enable locations with active settings (e.g. company administrators and passcodes)

©B2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

For those who are Delegated Administrators for their company headquarters, the system will display the User
Association Preference section. This setting helps control which company location(s) with which the users can
request association. The two options are:

e Any valid company location — Users can request association to any valid locations of the Delegated
Administrator’s company, even those without a company administrator.

e Only enable locations with active settings (e.g. company administrators and passcodes) — The
recommended option — Users can request association only to company locations that have an active
administrator. Selecting this option allows the Delegated Administrator to manage user-company
associations.

Click the Create button to set up the company association rules for the Delegated Administrator’s location or
multiple locations of the company.

From the “Step #1: Manage Location Options” page, choose the appropriate radio-button option to either:

e Select Specific Locations — The best choice for companies with a small number of locations being
managed.

e Search for a Specific Location — The preferred option to find the specific location to manage when the
company has many locations. This eliminates having to scroll through a list of locations.

Based on the selection, the system displays a list of company locations. Select the preferred location to
manage, and then click “Next”.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 16 of 81



e
cisco EDCS-12712547 Cisco Services Access Management User Guide

N | 1 |ll e _— Wal Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

| home User-Company Associations  User-Role Assignments  Administrators

r-j Welcome Val Holland
E}Corrpany Administrator, PENWOOD PAPERS

(®) Select Specific Locations

My Locations Only [

| Company Address City State Country Passcode Settings

O Search for a Specific Location
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The “Step #2: Company Association Settings” page allows the Delegated Administrator to define user self-
association rules that apply to all locations of their company.

il Il .ll I " Mal Holland (ValHolland2113) My Account Log Out Help
cisco Cisco Services Access Management

| w User-Company Associations  User-Role Assignments  Administrators  Settings  Other

User Self-Association Options.

Email Domain
Valid email domain required 7 @ es O No

Company Address
Users allowed to associate with matching address 7 @ Yes O No

Association Approval Opticns
O Autematic Approval - Email & Passcode
O Automatic Approval - Passcode Only

@ Manual approval required for all requests

==

8, Cisco Systems, Inc. All rights reserved. Cisco Confidential

User Self-Association Options

o  Email Domain — Click Yes to leverage the email domain-matching feature. This enables users who
register in Cisco.com using their company email address to associate with the Delegated
Administrator’s company, while preventing other users from doing so.

e Company Address — Click Yes to allow users to submit a company association request based on
company name and address. This option is only recommended when used in conjunction with email
domain matching or a company passcode. This may be changed later based on company needs,
depending on the size of the company and the number of managed locations.
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The following table describes the impacts to the self-association process, depending on the options selected.

Only users who registered in Cisco.com with their company email
address will be able to request company association, and will also be
Yes Yes able to search for a specific company location based on company name
and address. Best choice for a large company with many locations
being independently managed by multiple Delegated Administrators.
The company will not appear in searches by users outside of the
Delegated Administrator’s company (or who registered in Cisco.com
Yes No with a personal email address). Best choice for a company with their
own email domain but only a relatively small number of company
locations being used for access management.

Note that this option may cause the Delegated Administrator’s
company to appear in search results with other companies that also
allow users to submit association requests solely by company address

No ves matching. Best choice for a company that does not have its own email
domain, but wants to allow users to search by company by name and
address.

This combination restricts self-registration requests to only those users

No No who know the company passcode. Best choice for a company that

does not have its own email domain, but does not want the company
to appear when users search by address.

Association Approval Options

A Delegated Administrator may prefer to explicitly review and approve all association requests by selecting the
Manual approval required for all requests option. Or, they can potentially reduce their workload by allowing
the Cisco Services Access Management application to automatically approve requests, depending on the
information provided by the requester during the self-association process. There are two options for
automatically approving association requests:

e If the requester’s email address matches the company’s email domain and the requester provides the
company passcode
e If the requester provides the company passcode

After making the selections on the “Step #2: Company Association Settings” page, click Next.

The next step in establishing company settings is to define the company passcode and email domain.
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alvale .
cisco Cisco Services Access Management

Setfings

| " Home User-Company Associations  User-Role Assignments  Administrators

Settings Detail ‘

(®) Generate Passcode

Generate a new code

O Select Existing Company Passcode within My Span of Control

Company

No Records Found

Approved Company Email Domains (Email Format: {@company.com)

S —

Example: @cisco.com
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The following options are available to establish a company passcode:

e Generate Passcode
Select this option to generate a new passcode for the company location, and then clicking the
Generate a new code link. The system displays the passcode on the page.

e Select Existing Company Passcode within My span of Control
Select this option when setting up company association rules for additional company locations.

To leverage email domain matching, allowing users to easily request association to the company, enter one or
more valid email domains, in the format @domainname.com. Only enter email domains that are uniquely
registered to the Delegated Administrator’s company. To enter additional email domains, click the Add Line
button beside the Email Domain field.

Click Finish to save these settings for the company location. A confirmation message is displayed, along with
the details of the association rules set up for the company.
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il | Il I I _-_____.-_nihl'l'{iiﬁferﬂ{\'lén-buandzﬂﬂ My Account LogOut Help
cisco Cisco Services Access Management -

‘ Home  User-Company Associations  User-Role Assignments  Administrators w

1 Welcome Val Holland
A)Cumpany Administrator, PENWOOD PAPERS

Settings have been created successfully

Change Company Association Rules
View: |My Locations Only ~
Company » Company Passcode = Email Domain Auto Approval Modified By -  Expiration Date -
O PENWOOD PAPERS | 3 @penwoodpapers.com  “es(Email Domain and Passcode)  Val Holland 08-Apr-2018, 05:47 PM

Create Remove

User Association Preference

Allow users to associate to:

@ Any valid company location O Only enable locations with active seftings (e.g. company administrators and passcodes)
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The default expiration date for the company passcode is six (6) months. The Delegated Administrator will
receive a notification when the company passcode should be revalidated or changed.

The final step is to determine how users are able to associate to the company. Options are:

e Any valid company location
e Only enable locations with active settings (e.g. company administrators and passcodes)

After selecting the option that is appropriate for the company, the Delegated Administrator clicks Save. The
system displays the following message at the top of the page: “User association preference settings have been
saved successfully”.

Set Up Notification Preferences
Each Delegated Administrator within the Cisco Services Access Management application should establish their
notifications settings to:

e Determine visibility of their contact information to users requesting association (or already associated to)
the company.
o If contact information is available, users can follow up on pending requests, or contact their
Delegated Administrator regarding access issues.
o If contact information is not visible, users can send an email to the Delegated Administrator
through a blind submission function.
e Determine whether or not to receive email notifications and alerts, and if so then determine the frequency
of the notifications and alerts. This applies to pending requests as well as notification of approval of
requests for any user activity by any Delegated Administrator in the company.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Page 20 of 81



cisco EDCS-12712547 Cisco Services Access Management User Guide

NOTE: Cisco recommends that each Delegated Administrator initially select “Yes (For Every User
Submission)” so that the Delegated Administrator is notified for every user request made or
approved. This can change over time based on need.

To set notification preferences, navigate to “Settings = Change Notification Preferences”.

'II'l'h' Val Holland (MalHollend2113) My Account Log Out  Help

cisco Cisco Services Access Management

| E——— _

Home  User-Company Associations Us Assignments  Administrators w Other

‘rj Welcome Val Holland
L §JCDmpany Administrator, PENWOOD PAPERS

Hotification Setti
Notifications to Delegated Administrators

Allow Requestors to see your Delegated Administrater contact information?
®ves Owo
‘Generate email notification and alert?

@Yes (For Every User Submission) O “es (Daily Summary) O No

View Notifications to Users

Display messages in which language?
USEnglish -

Company Association e-mail notifications
Approval Message  Denial Message

Uszer Role e-mail notifications

Approval Message  Denial Message

18, Ciaco Systems, Inc. Al rights reserved. Cisco Confidential

View Notifications to Users

At the bottom of the page, the Delegated Administrator can view the contents of the email notifications sent
to users who request company association or a user role. Simply select in which language the email
notification will be displayed and then click any of the Approval Message or Denial Message links. The system
displays the contents of each type of email selected.

After making the appropriate selections for notifications to Delegated Administrators, click “Save” to complete
the notification setup.

The system displays the following confirmation message at the top of the page: “Notification settings have
been saved successfully”.
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User-Company Association and Management

There are multiple ways users can be associated with the Delegated Administrator’s company.

e Self-association request and approval
e Company association of a single user or multiple users by company administrators

Over time, company administrators can change or delete user company associations based on business need
or when users leave the company.

User Company Self-Association

A user can request to be associated to their company via the Profile Manager application on the Cisco.com
site. The request is sent to the company Delegated Administrator based on the information provided, and the
association criteria established for the company.

For example, if the Delegated Administrator for the company requires a passcode, then the user must provide
the company passcode. Alternatively, the Delegated Administrator may have allowed users to search for the
company location by address. If searching by address, users can select the company location from a list.

NOTE: For a user to request self-association to their company via Profile Manager, the user must first have
registered as a Cisco customer or partner. This occurs when the user first attempts to create a
Cisco.com account.

To request association to their company, the USER must log in to Cisco.com and access Profile Management.

] EN

« A Hi val Holland
cisco us

Learn more about this new login experience

Contact Support
Profile Management
h Home

What would you like to do next?

Ordering T T——
( Go to Ordering
Order services directly through our global network of certified partners.

Customer
( Go to Customer Porta
Associate your account with a contract number or bill-to ID.

Partner )
- Go to Partner Self Service
Associate your account with a partner company or —

register your company as a partner.

Supply Chain
{ Go to Supply Chain Portal
Access Supply Chain tocls and resources.

After logging in to the Cisco.com Profile Manager application, the user selects the Access Management option
at the top of the page, and then clicks the Smart Services link.
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Worldwide [change] | Account | Log Out My LISCO

slllal ]l
I I Products & Services Support How to Buy Training & Events Partners Employees m

Cisco

Welcome to Cisco

Cisco Account Profile b

= Back to Profile Management Help

Choose Language : | English ~

| Access
—_—

Services & Support Ordermgg Smart Services \'iCC\E Partnars | PICA Users

Do you need additional access to services and support? Associate your Cisco Account with your company service contracts, Bill-to IDs, or product serial numbers
for either full support or downloads only access.

| Your Current Access | Your Access Requests ‘

Grant Access for Users From

Mot shown: Contracts with downloads only access Other Companies
Contract Number & “ Biltoin @ Administrators For Access Issues
Email

- Find Access - - Find Access -

No data available in table
Your Current Access

Showing 0to 0 of 0 entries No access is found

The system displays the user’s Cisco Account Profile page.

Worldwide [change] | Account | Log Out My Cisco

alftann
I I Products & Services Support How to Buy Training & Events Partners Employees m

cisco

Welcome to Cisco
Cisco Account Profile

= Back to Profile Management Help

Choose Language : | English v

| Company Association H Access
Associate your Cisco Account by providing your company passcode if known

Company Email Domain @penwoodpapers.com Valid email domains include @moox.com, @:ceoo.net, @oces.org, et

Company Passcue —

Ifyou do not know your company passcode, you may also enter your full company location detail below.

Country* [select !
o —
State | Province™® I:l
oo E—

"
O This action will resultin displaying personal information that you are providing through the form to the selected company's administrator. If you consent to this
release, click the checkbox If you do not, please press 'Cancel”

*indicates required

Submit [ Cancel

NOTE: By default, the system propagates the value in the Company Email Domain field based on the user’s

login to Cisco.com.
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To be associated to the company, the user has the option to fill in only the company passcode, if known.
Otherwise the user fills in all required fields, and any optional information desired.

The user then selects the checkbox for accepting the Terms & Conditions to confirm sharing their profile
information, and then clicks Submit.

This ensures that the user’s profile information is displayed in Cisco Services Access Management, allowing
company administrators to identify who is requesting access.

If the user submitted the request using the company passcode, the system automatically approves the request
and displays the “Approved” status on the Existing Company Association page.

Worldwide [change] ‘ Account | Log Qut My Cisco

i
'Cll S.CIO' Products & Services Support How to Buy Training & Events Partners Employees ‘

Welcome to Cisco

Cisco Account Profile

~ Back to Profile Management Help

Choose Language : | English w~

i- Access |

Services & Support | Ordering | Smart Services | CCIE | Pariners | PICA Users

Existing Company Association

Company Name | Status . Action

PENWOOD PAPERS Contact Company Administrator [ Approved Remove

Service Access Roles

My Roles
Business Semwice Role Description Company Status Action

Mo Active Roles

Contacts | # Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

If the user entered company name, address, and so on, the system displays a “Pending” status.

Warldwide [change] | Account | Log Out My Cisco

i
'Cll S‘CIO‘ Products & Services Support Howr to Buy Training & Events Partners Employees m

Welcome to Cisco

Cisco Account Profile
= Back to Profile Management Help

Choose Language : | English ~

| Access \

Services & Support | Ordering | Smart Services | CCIE | Pariners | PICA Users

uccess! You have successfully submitted a company association request.

Existing Company Association

Company Name Status Action

PENWOOD PAPERS Contact Company Administrator Pending Remove
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Notifications are sent to the company Delegated Administrator(s) informing them when a user has requested
association to their company.

e Auto-approved — If the Delegated Administrator configured auto approval for all requests, and the
request met the criteria established by the Delegated Administrator for company association settings,
the email shows the user’s request to associate their Cisco online account to the company was
approved

e Not auto-approved — If the Delegated Administrator did not configure auto approval for requests, the

email shows the pending request(s). The Delegated Administrator logs in to Cisco Services Access
Management and either accepts or denies the association requests.

The user can return to their Cisco.com Account Profile to view the status of their company association request.

;;fj R?ﬁﬁﬂ F;;%'d Dge g%? rg‘é; ..Guide Emails =] m More Actions =]
Inbox (Cptions) Display | 40 [+] 18 Mess:
v From Subject (Thread Messages) Date - | Size

service_access_management_support@cisc.. Val, Another Administrator Approved a User to Company Association Request 3:50 pm 5k

] service_access_management_support@ci... Attention Val: Your Cisco Services Access Management Company Settings Have Been Modified Wed, 5:06 pm 5k

O Service_access_management_support@ci...  Val, You Have Been Nominated to Become a PartyDA

10/09/2018 1:50 pm 6k

The status changes to Approved when a company Delegated Administrator approves the user’s request.
Otherwise, the request remains in Pending state.

The user can follow up on their requests by clicking the Contact Company Administrator link. The company’s
Delegated Administrator(s) contact information displays only if the Delegated Administrator opted to show
their details while setting their Notification Preferences. Otherwise, a blind email will be sent.

Access
Services & Support | Ordering | Smart Senvices | CCIE | Pariners | PICA Users

Existing Company Associati - )
Delegated Administrator Contact Information

I

C N ’
b Sl Name Company Phone Email
Wi
EENWOOD BARERS Val Holland PEMWOOD PAPERS valholland@penwoodpapers.com
Senice Access Roles

My Roles
Business Service

Mo Active Roles

Once the request for company association is approved or denied by the Delegated Administrator of the
company, the user will be notified via email about the change to their Cisco Account. The sample below shows
the email sent to the user notifying them of the approval.
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afiatfn.
Cisco

Dear Don:
Your request to be associated with the following location has been approved:
PENWOQOOD PAPERS

You may now go to the Cisco Profile Manager and reguest roles to upgrade access to your Cisco
Account via the Additional Access tab.

If you have any questions about this change to your Cisco Account, please contact the Cisco
Services Access Management Helpdesk below for furiher assistance:

service access management support@cisco.com

320431811

Privacy Statement Read more about our privacy statement

Copyright (G} 2011, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks of Cisco Systems, Inc. andlor its sffiliates in the United States and certain other countries.
Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 85134

Manage User Requests for Company Association

Delegated Administrators are responsible for approving or denying pending user requests for company
association. This manual approval/denial process is required if the Delegated Administrator opted out of
automatically approving association requests when setting up their company association rules.

To manage user requests, the Delegated Administrator logs in to the Cisco Services Access Management
application and navigates to “User-Company Associations = Pending User Association Requests”.

A list of pending requests is displayed.

N ||I|I|l Val Holland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

Associations User Hole Assigamen= Admnstrators Settings Other

4"1 Welcome Val Holland
" g’_) Company Administrator, PENWOOD PAPERS

View | My Full Span Of Control - |

Pending User Association Requests 10 |perpage [Go |
Fitter: | Cisco User 1D~ || | Clear Filter

|:| Hame « @ CiscoUseriD « Email -  JobTitle « Company ~ | Status < | Received -
|:| Don Ah DonAhB54%8657 donah@penwoodpapers. com PENWOOD PAPERS  Pending 16-0ct-2018, 06:15 P

'

Select the record(s) to be managed and then click “Approve” or “Deny”. For the purposes of this document,
the Delegated Administrator will approved the user-to-company association.

The system displays a pop-up to confirm the selection. Click “Yes” to confirm the decision.

A confirmation pop-up shows a list of users that were approved or denied association to company.
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0 The associations have been successfully approved and an email has been sent to below users

Name: Company to Associated With
Don Ah PENWOOD PAPERS

=3

Click “OK” to return to the Pending User Association page. The system displays a list of remaining user requests
pending approval, if any. Otherwise, the systems displays the message, “There are no requests pending your
action at this time”.

User Company Association using Cisco Services Access Management

The above section describes the user self-association request and approval process. As an alternative, a
Delegated Administrator can directly associate users to their company, either individually or through a batch
upload.

User-to-company associations can be managed by one or more company administrators, for a given company
location or multiple company locations. Refer to the Nomination of Additional Delegated Administrators

section to learn more about creating and managing access for multiple Delegated Administrators.

Single User-Company Association
To associate a single user to the company, navigate to “User-Company Associations = Associate User to My
Company”.

NOTE: Refer to the Perform User-Company Association via Batch Upload section to associate multiple users.

From the Select User page, enter the CCO ID or email address of the user to be associated to the company, and
then click “Next”.

-illulil- _—MalHolland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

User-Role Assignments  Administraters  Setfings  Other

C Welcome Val Holland
| Company Administrator, PENWOOD PAPERS

‘ Step 1: Select User Step 2: Select Company Step 3: Confirmation ‘

Search by Cizco User ID or Email
DonAha5498657

E2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

NOTE: If the user entered is already associated to the company, the system displays a “User is already
associated to your company location” banner at the top of the page.
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From the Select Company page, the Delegated Administrator can either select the company location from the
list of existing locations or search for a specific location. The system defaults to Display Company Locations

Available.

‘val Holland (ValHolland2113) My Account Log Out Help

afiaafn -
cisco Cisco Services Access Management

Home User-Company Associations User-Role Assignments  Administraters Settings Other

| + Step 1: Select User Step 2: Select Company Step 3: Confirmation ‘

Name | Cisco User D | Email
Don Ah DonAh854938557 donah@penwoodpapers.com

Select a specific company location to manage access.

@ Display Company Locations Available

View |r"1\-I Locations Only v
Country  |UNITED STATES v]
Company Address City State | Country

O  PENWOODPAPERS 714 RUNNING CEDARTRL  DURHAM  NC UNITED STATES

O Search for a Specific Location

Cisco Confidential

pstems, Inc. All rights reserved.

If the Delegated Administrator opts to search for a specific location, the system requires information in certain
fields.

Select a specific company location to manage access.
(O) Display Company Locations Available

@ Search for a Specific Location

“ Country | select one w |

* Company [
Address1 |
Address2 [
City |

- e

Postal | |

* indicates required

For either of the above scenarios, after making the selection click “Finish”.
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From the Confirmation page, verify the details of the user and the company name selected. If correct, click
“Finish.” Otherwise, click the “Back” button to modify the information entered.

il I'I'I I al Holand (ValHolland2113) My Account Log Out  Hel
cisco Cisco Services Access Management

signments  Administraters ~ Seltings  Other

+ Step 1: Select User + Step 2: Select Company Step 3 Confirmation

= =

Please review your selection below

MName Company to Associated With
Don Ah PENWOOD PAPERS

The system displays an Association Complete pop-up window. Click “Yes” to immediately assign access roles to
the newly-associated user. Click “No” to assign roles to the user at a later time.

Perform User-Company Association via Batch Upload

The Delegated Administrator has the option to associate multiple users through a batch upload, using the CSV
template provided. This feature may be especially useful to onboard or migrate users from another system or
user repository.

To associate multiple users using the batch upload feature, navigate to “User-Company Associations = Batch
Upload”.
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e \al Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management .~

T
User-Role Assignments  Administrators

| Welcome Val Holland
| Company Administrator, PENWOOD PAPERS

* Country [select one ]

* Company | |
Address1 [ |
Address? | |
City | |

© State
Postal | |

* indicates required

Below iz a sample of CSV template to be uploaded. For each user, you may provide either their Cisco User ID or email address.

Cisco User I * or Email
ValHolland2113 valholland@penwocodpapers.com

Use extreme caution when using this feature. If you have never used this feature, review the help guide.
Upload a C5V spreadsheet from your computer

L !_3_rq_u\l§g_.;.__"_.: Mo file selected. Download Template

|:| Check the check box, if you dont want to send the email notifications to the respective recepients.

, Cisco Systems, Inc. All rights reserved. Cisco Confidential

In the Select Party Location panel (party = company), enter the required details to search for the company
location to which the list of users will be associated, and then click “Search”. From the displayed list, click the
radio button next to the company that best matches the company name and address.

NOTE: The information entered in the Company field must be an exact match to the company name. A partial
name is not recognized. For example, enter the company name as Penwood Papers, rather than simply
Penwood.

If the company location is not found, the system displays a “Company address record not found”
message instead.
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al |l|l| Ie Val Holland (ValHelland2113) My Account Log Out  Help

cisco Cisco Services Access Management .

User=Eol ignmentzs  Administraters

Welcome Val Holland
. Company Adminigtrator, PENWOOD PAPERS

* Country [UNITED 5TATES ]

* Company Penwood Fapers |
Address1 | |
Address2 | |
City [ |

* State [ NORTH CAROLINA v
Postal [ |

* indicates reguired

Below is a sample of CSV template to be uploaded. For each user, you may provide etther their Cisco User ID or email address.

Cisco User ID *or Email
ValHolland2113 valholland@penwoodpapers.com
 Step 3: Upload Batch Associations.

Use extreme caution when using this feature. If you have never used this feature, review the help guide.

Upload a CSV spreadsheet from your computer

[ Browse .. | Mo fil selected, Download Template

|:| Check the check box, if you don't want to send the email notifications to the respective recepients.

©2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

To begin the batch upload process, download the template and save .the file as
“associationBatchTemplate.csv”, retaining the original filename. Any change to the file type, format, or column
headers will result in an error during the user-company association upload.

The file can be re-used for subsequent multiple user associations by updating the details of users in the file.

Open the saved file and enter user details as required.

H © associationBatchTemplate - Excel
File Home| Insert| Page Layout| Formulas| Data | Review | View | Q@ T

C10 2 Fe

_ A | B ===

1 |Userid Email

2 |DonAh85498657 donah@penwoodpapers.com

3 |AdamStrader adamstrader@penwoodpapers.com

4 |JuanaEtheridge315 juanaeth@penwoodpapers.com
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Upload the locally saved file with the required user details, by clicking “Browse”. The system displays a
truncated version of the filename, as shown below.

Step X Upload Batch Associations

Use extreme caution when using this feature. If you have never used this feature, review the help guide.

Upload a CSV spreadsheet from your computer

assodationBatchTemplate. csv EDowr‘Joad Template

Check the check box, if you don't want to send the email notifications to the respective recepients.

The checkbox at the bottom of the page designates whether the users being associated will receive email
notifications. To send notifications leave the checkbox blank. Otherwise, check the checkbox to suppress email
notifications. Click “Submit”.

A confirmation message is displayed.

[ ——
‘ Home m User-Role Assignments  Adminisirators ~ Seftings  Other

7 Thank you for uploading your batch user associations. You will receive an email confirmation once the submissions
have been processed.

If there was an error in associating users, the list of users that were not associated will be displayed along with
the error message and reason.

The Delegated Administrator receives an email when the batch job is completed. The batch job synch-up job
runs every 15 minutes.

Users associated successfully to the company are notified via email that their Cisco Account has been
associated to the company, unless the Delegated Administrator checked the box for the system to suppress
the email notifications to the users.
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Dear Don:

Your Cisco Account is now associated to the following location:

PENWOOD PAPERS
us

You may now go to the Cisco Profile Manager and request roles to upgrade access to your
Cisco Accountvia the Additional Access tab.

If you have any questions aboutthis change to your Cisco Account, please click the link :
Contact Delegated Administrator

320431811

Privacy Statement Read more about our privacy statement.

Copyright {C) 2011, 2018, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems
are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other
countries.

Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 95134

The Delegated Administrator can view the successfully uploaded users from “User-Company Associations =
View Existing Users”.

al I I III- I Holland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

Assignments  Administrators Seftings  Other

| Welcome Val Holland
, gjc:ormany Administrator, PENWOOD PAPERS

Wiew | My Full Span Of Contral . | (®) vigw active status onty () View all records
View Existing Associations 10 |perpage [Go|

Fiter: [Cisco User D || | Clear Filter

Name ~ | CiscoUserlD ~ Email ~ JobTitle ~ Company ~ Status ~ LastReviewed ~ | Administrator
j Don Ah DonAhB5458557 donah@penwoodpapers.com PENWOOD PAPERS  Approved 16-0ct-2018, 05:00 PM o
ValHolland  ValHolland2113 valholland@penwoodpapers.com PENWOOD PAPERS  Approved 09-0ct-2018, 01:33 PM o

®2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

Revalidate User Association Requests

Revalidation of user associations may be necessary due to organizational changes that impact the company’s
legal hierarchy within Cisco Services Access Management. Users associated with a company location affected
by the organizational change will automatically be moved to a new location and the Delegated Administrator
will be notified to review and revalidate those users’ access.

Other situations that may trigger revalidation of a user’s access is when a user changes their email address in
Cisco Profile Manager, or if a company merges with another company.

To take action on pending revalidation requests, go to “User-Company Associations = Revalidate User
Associations”.
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The system displays a list of pending requests. Click the checkbox beside the user(s) to be revalidated and then
click “Approve” or “Deny”.

atfrat]i. - Val Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

User-Role Assignments  Administrators ~ Seftings  Other

4‘: Welcome Val Holland
e % Company Administrator, PENWOOD PAPERS

Wiew | My Locations Only e

Revalidate User Associations 10 ~ permge@

Fitter: | Cisco User 1D+ | Clear Filter

Name + Cisco UserID «  Email +  Job Title » Company -  Status « | Expiration Date -
Don Ah DonAhB85498657 donah@penwoodpapers.com Manager PENWOOD PAPERS REVALIDATE 17-Oct-2019

_ Send automatic email to notify the selected users about this revalidation action

[Approve | [Deny [<].1 [&]

8, Cisco Systems, Inc. Al rights reserved. Cisco Confidential

If requests are not pending, the system displays the “There are no requests requiring your action at this time”
message.

View Existing Users Associated with the Company

Delegated Administrators can view existing users associated with the company by clicking the “User-Company
Association” tab, and then selecting “View Existing Associations”. The system displays a list of all users
associated with the company.

il >
cisco Cisco Services Access Management

| Home W User-Role Aszignments  Administraters  Seftings  Other

| Welcome Val Holland

.|| Company Administrator, PENWOOD PAPERS

View |My Locations Only ~ @ Wiew active status only O View all records
View Existing Associations 0 perpage@
Fiter: [Cisco User ID_ | Clear Fiter
Hame - CiscolUserlD ~ Email ~ | JobTitle ~ | C ~ | Status ~ Last i - | A
Don Ah DonAhB5438657 donahi@penwoodpapers.com PENWOOD PAPERS Approved 16-0ct-2018, 07:00 PM o
ValHoland  VaHolland2113 valholiand@penwoodpapers.com PENWOOD PAPERS Approved 05-0ct-2018, 01:33 PM o

1 [+

©2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

The default view is for active users only. Click the “View all records” radio button to see the list of all active and
inactive users associated with the company. The default view is also for “My Locations Only”. To see all users
within the entire organization including company headquarters, from the View field select the “My Full Span
Of Control” option.

Change Existing User-Company Associations
A Delegated Administrator can change an existing user’'s company association. This may be required if a user
leaves the company, changes locations, or no longer requires the previously provided access.

Go to “User-Company Associations = Change a User’'s Company Association”. The system displays a list of all
active users associated with the company. Click the radio button beside the name of the user to edit, and then
click either “Edit” or “Remove Association”.
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N | 1 |ll| i o Wal'Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

signments  Administraters  Seftings  Other

| Welcome Val Holland
" Company Administrator, PENWOOD PAPERS

View | My Locations Only w

e - ]
Fiter: CisoUser |[ | Clear Filter

Name -~ Cisco UserlID ~  Email ~ Company -~ Last Updated -~ Adminigtrator Info

16-0ct-2018, 07:00 PM.

O Val Holland “WalHolland2113 vaheland@penwoodpapers.com PENWOOD PAPERS 09-0ct-2018, 01:33 PM o
1 [

2018, Cizco Systems, Inc. All rights reserved. Cisco Confidential

If the company has many users, the Filter option can assist with quickly locating one user based on Cisco User
ID, first name, or last name. Another option is to click the header of a column to sort alphabetically.

Edit User Company Association
To change the selected user’s company association, click “Edit”.

Wl ||I|[|. ~—~¥alHolland (ValHolland2113) My Account Log Out Help
cisco Cisco Services Access Management

strators ttings  Other

View | My Locations Only -

Country: | UNITED STATES -]

A jlable Company Locations
~ | Address

Cizco Confidential

By default, the company location with which this user is associated will be selected. To select a different
location within the company’s organization, select “My Full Span of Control” to view all available company
locations, and then select the desired location.

Remove a User-Company Association
Alternatively, to disassociate a user from the company, select “Remove Association” from the first screen.

The system displays a pop-up to confirm the decision to remove selected user’s association to the company.
Click “Yes” to confirm remove the users’ association to the-company. Click “No” to cancel the action

Disassociating a user from the company also results in the deletion of all roles assigned to that user.

A confirmation message is displayed and the user is notified via email about the changes to his/her Cisco
Account. Delegated Administrators of the company also receive email notifications about changes made to the
user’s company association, based on their notification settings.
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User Role Assignment and Management

To define the access level for a user to a protected Cisco Service, at least one role must be assigned to each
user associated to the company, including Delegated Administrators. A role should also be assigned to external
users not associated to the company, but has access to the company’s information.

Roles can be assigned as follows:

e Company administrator assigns roles to associated users or to external users
e Users request additional access to Cisco Services via Profile Manager

NOTE: Some Cisco Business offers are required to assign roles to the end customer. See Appendix D for details.

User Role Access Request using Profile Manager
Only users associated to the company can request additional roles via Profile Manager.

A user can view their current role assignments by clicking the Smart Services link under the Access
Management tab in Cisco.com Profile Manager.

Welcome to Cisco
Cisco Account Profile Help
= Back to Profile Management
Choose Language : | English ~
Access
Senices & Support | Ordering | Smart Services | CCIE | Pariners | PICA Users
Existing Company Association
Company Name Status Action
PENWOOD PAPERS Contact Company Administrator Approved Remove
Senvice Access Roles
My Roles
Business Service Role Description Company Status Action
Smart Net Total Care Customer Administrat... Users with this role can upload invento  PENWOOD PAPERS Active Remove
ry, manage collectors, access all repar
ts and grant or revoke access for their
company users in the Smart Net Total
Care portal, at https:itools.cisco.comis
marnservices.
Smart Net Total Care Customer User Users with this role can access mostr  PENWOOD PAPERS Artive Remove
eports, such as All Devices, All Contra
cts, and Product Alerts (except for thos
e reports that are exclusively for admini
strators) in the Smart Met Total Care p
ortal, at hitps:/Rools.cisco.comismarts
enices
Available Roles
[ Business Senice Role Description Company
[] Smart Net Total Care API Developer The API Developer gives you the capability to access  PENWOOD PAPERS
Cisco's APl management console. hitp./fapiconsole
cisco.com
Submit Clear
Contacts | B Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks
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Existing roles, if any, are displayed in the My Roles section.

To request a role assignment from the Available Roles section, the user clicks one of the checkboxes associated
with the desired role and then clicks Submit.

Upon successful submission, a confirmation message is displayed in a banner at the top of the page, and the
status shows the role is pending.

Welcome to Cisco
Cisco Account Profile
= Back to Profile Management
Choose Language : | English ~
| Access
Senvices & Support | Ordering | Smart Services | CCIE | Partners | PICA Users
Your role assignment request has been submitted.
Existing Company Association
Company Name Status Action
PENWOOD PAPERS Contact Company Administrator Approved Remove
Semvice Access Roles
My Roles
Business Senvice Role Description Company Status Action
Smart Net Total Care API Developer The APl Developer gives you the capab PENWOOD PAPERS Pending A
ility to access Cisco's APl managemen pproval
tconsole. hitp:fiapiconsole.cisco.com '

The Delegated Administrator(s) of the user’s company are notified via email about the user’s request for
additional role access, based on the Delegated Administrator’s notification settings.

Manage User Role Assignment Requests

User requests for access to Cisco Services are approved or denied by the company Delegated Administrator(s)
using Cisco Services Access Management.

Use the top menus to navigate to “User-Role Assignments = Pending Role Assignment Requests” to view a list
of pending user requests for role assignment.

M - Val Holland [ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

[Thome  usorcompary Assocotins DUSSPROBRSSRRRENEY  Asstolos  Soltugs  Otier

| Welcome Val Holland
.\ Company Administrator, PENWOOD PAPERS

View My Locations Only ~

[0 [per page Go]

Fiter: [CscoUserid o] [ | @Hm
1 | name CiscoUseriD - Emal Company +  Role Requested +  Received + | StartDate End Date
[0 Donan D com  FENWOOD PAFERS Smart Net Total Carz:AFi Developer  Thu Oct 18 13:42:49 CDT 2018 [ ) [ )

1

©2018, Cisco Systems, inc. All rights reserved.

Cisco Confidential

For pending requests submitted via Cisco Profile Manager, the Delegated Administrator has the option to
enter a start and end date for the role for the user.

Select the requests to approve/deny from the list displayed, and then click “Approve” or “Deny”.
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-lllulEI- _~waFHolland (ValHeolland2113) Ky Account Log Out  Help

cisco Cisco Services Access Management

| Home User-Company Associations User-Role Assignments Administrators ~ Seftings  Other

| Welcome Val Holland
i g}mrrpany Administrator, PENWOOD PAPERS

View | My Locations Only ]

The User role(s) have been approved successfully and email sent to the User(s).

Pending Role Assignment Requests |10 |perpage|co|

Fitter: |Cisco User ID v| [ | @]

Name Cisco User ID | Email Company « | Role Requested ~  Received a | Start Date End Date
No Pending Requests

&2018, Cisco Systems, Inc. All rights reserved. Cizco Confidential

A confirmation banner is displayed on the page. Only the remaining pending requests appear in the queue, if
any.

Assign User Roles using Cisco Services Access Management

To assign a role to yourself or to a user previously associated to the company, the Delegated Administrator
logs in to the Cisco Services Access Management application and navigates to “User-Role Assignments =
Assign Roles to Users”.

Internal Roles to Users Inside the Company
From the Step 1: Select User page, the Delegated Administrator chooses the appropriate radio-button option,
to either:

e Select from a list of existing users,
e search by first/last name, or
e search by Cisco User ID or Email address.

For the purposes of this document the “Search by Cisco User ID or Email” option will be used. Type the user ID
or email address to be assigned a role, and click “Submit”.
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al|l|l|l- Val Hollend (MalHolland2113) My Account Log Out Help

cisco Cisco Services Access Management

Home  User-Company Associations User—PmeAssamms Administrators Settings Dther

| Welcome Val Holland

‘ Step 1: Select User Step 2: Select Role Step 3: Confirmation

INTERNAL ROLES TO USERS (INSIDE MY COMPANY)

O Show Existing Users

O Search for User by Full Name

(® Search by Cisco User ID or Emall

DonAha5498657 |

EXTERNAL ROLES TO USERS AND ADMINISTRATORS

(O Assign Role to User Outside of My Company

O Assign External Role io Role Administrator

82018, Cisco Systems, Inc. All rights reserved Cisco Confidential

From the list of users, verify the user information and then select the appropriate user to be assigned a role.
Click “Next”.

il || ol | " Val Holland {ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

Home  User-Company / ons USH—PNBASSWHS Administrators  Settings  Other

| Welcome Val Holland

‘ Step 1: Select User Step 2: Select Role Step 3: Confirmation

INTERNAL ROLES TO USERS (INSIDE MY COMPANY)

O show Existing Users
(O search for User by Full Name

(® Search by Cisco User ID or Email

Donahg 5498557 |

‘ Name | Cisco User ID Email Company | Status | More Information

EXTERNAL ROLES TO USERS AND ADMINISTRATORS

O Assign Role to User Outside of My Company

O Aszsign External Role to Role Administrator

8, Cisco Systems, Inc. All rights reserved. Cisco Confidential

On the “Step 2: Select Role” page, click the P icon next to the Cisco service offering to display the list of
available roles.
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_.MalHolland (ValHolland2113) My Account Log Out Help

b ]
cisco Cisco Services Access Management

‘ Home  User-Company As s Administrators  Seftings  Other

‘ + Step 1: Select User Step 2: Select Role Step 3: Confirmation ‘

Selected User
Name Cisco User ID Email Company
Don Ah DonAhB5498657 donah@penwoodpapers.com PENWOOD PAPERS

Available Service Roles for Selected Users

* PENWOOD PAPERS
| » Smart Net Total Care

rights reserved. onfidential

ol |l| 1 | i ‘Val Holland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

Settings  Other

| Heme  User-Company A i inistrators

‘ + Step 1: Select User Step 2: Select Role Step 3: Confirmation ‘

Name Cisco User ID Email | Company
Don Ah DonAh85498557 donah@penw oodpapers.com PENWOOD PAPERS

¥ PENWOOD PAPERS
* Smart Net Total Care

Start Date (OPTIONAL): End Date (OPTIONAL):

O customer Administrator £ 8] (mmidd ] (mmdd
hyyyy) Hyyyy)
Start Date (OPTIONAL): End Date (OPTIONAL):

O custpmer user [1 ] (mmvdd [ (mmvdd
hyyyy) Hyyyy)

Users with this role can access most reports, such as All Devices, All Contracts, and Product Alerts (except for those
reports that are exclusively for administrators) in the Smart Met Total Care portal, at hitps:iftools.cisco.com

[ apipd Ismartsenices.
T )

Cisco Confidential

NOTE: When assigning or changing a role assignment for a user, a “*” prefix to a role indicates the role is a
Cisco-Branded Reseller (CBR) role, and it can only be assigned to users who have a trusted association
to an external company. If the user is not eligible to have the CBR role assigned, the role will be
dimmed and not selectable.

Use the checkboxes to select one or more roles to assign to the selected user. Optionally, a future Start Date
and/or End Date for the role assignment can be entered. If the Start Date is left blank, the role assighment is
active immediately. If the End Date is left blank, the role assignment remains active indefinitely, until the
company’s service offer enablement expires.

Click “Assign” to complete the transaction. A verification pop-up requests confirmation that the Delegated
Administrator assigned the appropriate role and responsibilities to the user.
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Click “Confirm” if the roles and responsibilities are appropriate for the user. A confirmation message is
displayed, confirming the successful role assignment.

aleaaln _ValHolland (VaHolland2113) My Account  Log Out  Help
cisco Cisco Services Access Management

| Home User-Company Associations m Administrators Settings Other

‘ + Step 1: Select User « Step 2: Select Role Step 3: Confirmation ‘

Role Assignment Complete

The service roles has been successfully assigned and an email has been sent to the users

Name +  Company - Roles Assigned -
Don Ah PENWOOD PAPERS Smart Net Total Care: Customer User

©2018, Cizco Systems, Inc. All rights reserved. Cizco Confidential

The user receives an email notification, informing them they have been granted the requested role assignment
in the company. The Delegated Administrators also receive an email notifying them of the role assignment.

NOTE: Some Cisco Services capabilities require further qualification of the role assignment. For example, a
business partner user's access may be limited to specific end customer companies.

External Roles to Users and Administrators
The Delegated Administrator can assign roles to users outside of their organization. The Delegated
Administrator decides what information an external user has access to.

IMPORTANT: A Cisco Partner user should never be granted the Delegated Administrator role of an end user
company. This violates the trust agreement between Cisco and the company.

From the Step 1: Select User page, the Delegated Administrator selects one of two external roles:

e Assign Role to User Outside of My Company — external users who might assist in managing the
company’s devices

e Assign External Role to Role Administrator — external administrators who might assist in managing
user access

To assign a role to a user outside of the company, the user’s Cisco User ID and email address are required.

EXTERNAL ROLES TO USERS AND ADMINISTRATORS

@' Assign Role to User Outside of My Company

Search by Cisco User ID and Email

* Cisco User ID {ivalley @gmail.com |
* Users Email {valey@gmail.com | [ submit
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The Cisco User ID and email must match an active Cisco User ID or User outside of the Party hierarchy, and
must not be in revalidation status.

Click “Submit”, and then check the checkbox beside the appropriate user.

1l |l 1] | I Val Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

User-Role Assignments

| Welcome Val Holland

| Step 1: Select User Step 2: Select Role Step 3: Confirmation

INTERNAL ROLES TO USERS (INSIDE MY COMPANY)

(O show Existing Users
O Search for User by Full Name
O Search by Cisco User ID or Email

EXTERNAL ROLES TO USERS AND ADMINISTRATORS
@ Assign Role to User Outside of My Company
Search by Cizco User ID and Email

* Cisco User ID lvalley@gmail.com ]
* User's Email tvalley @gmai.com ]
E | Name | Cisco User ID Email Company

O Assign External Role to Role Administrator

2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

Click “Next”.

M Val Holland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

Home  User-Company l}ser—RobAssignrnmts Administrators ~ Settngs ~ Other

‘ + Step 1: Select User Step 2: Select Role Step 3: Confirmation

Name Cigco User ID Email Company
Tammy Valley tivalley@gmail.com tivalley@gmail.com CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL ONLY

¥ PENWOOD PAPERS
* Smart Net Total Care

R = Start Date (OPTIONAL) End Date (OPTIONAL):
s (mmiddiyyyy) B (mmiddiyyyy)

i D Start Date (OPTIONAL) End Date (OPTIONAL):
CBR Admin L ] (mmiddiyyyy) [ HElmmddyyyy

- s Start Date (OPTIONAL) End Date (OPTIONAL):
CHitatleveaner = (mmiddiyyyy) [ Elmmddyyyy)

* If the checkbox for the role is not selectable, it is because the user is not associated with an external company, or the user is not a reseller of any of your company's
Smart Net Total Care contracts and cannot be regi: d for portal
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Click the P icon next to the Cisco service offer to display the list of available roles. In this example, the service
offer is Smart Net Total Care.

Hover over each role for a description of the role, and then select the appropriate role for the external user.
NOTE: If the user ID and email entered are not valid, the roles are not available for selection.

Click “Assign” after selecting the appropriate role. The system displays a confirmation message.

Perform User-Role Assignment via Batch Upload

Instead of performing a User-Role assignment individually using the above process, the Delegated
Administrator can associate multiple users to multiple roles through a batch upload, using a provided
spreadsheet template. This feature may be especially useful to onboard or migrate users from another system
or user repository.

Use the top menus to navigate to “User-Role Assignments = Batch Upload”. The various Business Services
that this company is subscribed for and the Service Roles available for each of the Business Services are listed
in the table on the page.

aliale, - Vel Hollend (Valticliena2113) My Account Log Oul Help
cisco Cisco Services Access Management .

1 Welcome Val Holland
L Company Adminstrator, FENWOOD PAPERS.

‘ Step 1: Find Business Services and Roles

Below s & sample of 8 CSV For eaen user y provide ether their Cisea User ID or emai sdcress. The Bu Name ang ‘currently svailabie fo1 your COmpany. You Can herstore use IAIs tabie 10 find the paropriats Busness Sarvice and Rokes
yo ‘assign. Enter fne 8 Rale Names inio your CSV fle exactly ss they appear in the tabie.

Cisca User © o erat Busness Servce Name Entited Pary D Role tame Sart O £nd Date ]
VaHoland2113 “eholendQpenw codpapers com " s20aien CORAPDeveiper |
VaHoland2113 vaholand@penwoodpapers com SNTC 32043181
Vakoland2113 “anotanaqoenwoodpapers com s20a3181
Vatomna2113 vancianagsenwoodpapers. com P

18-0ct-2018 15-Hov-2018
160012018 05-4an-2019

244802018
VaMolsad2113 anclanogoen woodpspers com sutC 22043181 Customertser 18-001-2018 15Dec-2018
VaHolland2113 vaholend@penwoodpapers.com SHTC 32043181 CORAdmi 19Dec-2018

Indicates required values for CSV template

Step 2: Upload Batch Role Assignments.

Use extreme Caution when usng his feature. I you have AEver USEd TN festure, review the he guoe.
Upibad a CSV spreadsheet from your computer

Browse. | Mo fle seiected, |Download Temolate

] Check the chec box, i you dost emsi rosficatons to the

=]

©2018. Cico Systers. inc_ All rights reserved

The Delegated Administrator must initially download the template from the” Step 2: Upload Batch Role
Assignments” section. , and save the file as “roleBatchTemplate.csv”. This file can be re-used each time
multiple user roles need to be assigned by updating the details of users in the file.

When performing a batch upload of user-role assignments, an appropriate error message in the confirmation
email will indicate if a CBR role cannot be assigned to a user.

Open the saved file, and enter the user details as required.
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H = s roleBatchTemplate - Excel

File Home Insert Page Layout Formulas Data Review View Q Tell me... A Tammy Valley -X (tvalley
Al4 b F

A B | [ | D | E | F | G |

1 |Userid Email Business Service Name Entitled Party ID Role Name Start Date End Date
2 |RitaMoran63 ramoran63@penwoodpapers.com SNTC 320431811 CustomerAdmin
3 |MahtinMoran  MahtinMoran@penwoodpapers.com  SNTC 320431811 APIDeveloper
4 |JuanMoran24 JuanMoran24@penwoodpapers.com SNTC 320431811 CustomerUser
5 |VenusMoranl6 VenusMoranlf@penwoodpapers.com SNTC 320431811 CustomerUser 18-Oct-18 18-Dec-18
6 |ValHolland2113 valholland@penwoodpapers.com SNTC 320431811 APIDeveloper

After entering the data into the spreadsheet, save the file in an accessible location. Note that any change to
the file type, format, or column headers will result in an error during the upload.

Click the “Browse” option to find the saved spreadsheet file. The filename appears on the page.

Use extreme caution when using this feature. If you have never used this feature, review the help guide.

Upload a CSV spreadsheet from your computer

':mleBatd1Ten1plate.c5\r Download Template

|:| Check the check box, if you don't want to send the email notifications to the respective recepients.

Optionally, check the checkbox if the email notifications to the respective recipients should be suppressed.
Click “Submit” to complete the upload. The system displays a batch upload message on the page.

afrale - Val Holland (VaHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

nistrators

Cisco Confidential

Once submitted the batch takes approximately 15 minutes to be loaded into the system as the batch job synch
up runs every 15 minutes.

Dear Val:
Your reqguest for user roles nominations has been completed.
In order to review the results of the completed batch process, please click the link below:

Cizco Service Access Management

Privacy Statement Rezad more sbout our privacy statement

Copyright (C} 2011, Cisco Systems. Inc. All rights reserved. Cisco. the Cisco logo. and Ciseo Systems are
registered trademarks of Cisco Systems, Ine. andlor its affiliates in the United States and certain other countries
Ciseo Systems, Inc. 170 West Tasman Drive, San Jose, California 85134
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The Delegated Administrator receives an email about the batch request with a link to check on the batch
upload results. If there was an error in assigning roles, the list of users and the reason are displayed.

Users assigned successfully to the roles will be notified via email that they have been granted the role.

View or Edit Existing User Role Assignments
Delegated Administrators have the flexibility to change an existing user’s role assignments. This may be
required when the user no longer requires the access previously approved for them.

Use the top menus to navigate to “User-Role Assignments = View/Change a User’s Role Assignments”. A
tabular list of all existing user role assignments for the company is displayed. Use the filter to narrow the list
displayed based on Cisco user id, first name, last name or by clicking on the headers of the table displayed.

Click the P icon next to a user’s Name to display all of their currently-assigned roles.

] . ‘Val Holland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

| Home  User-Company Associations m Administrators  Seffings  Other

(] Welcome Val Holland
"\ Company Administrator, PENWOOD PAPERS
View ® View active status only ) View all records.
View/Change a User's Role Assignments 10 | perpage @
Fiter: [CiscoUserID o] | ] g] k:lear Hter]
Name CiscoUserlD ~ Email Role w Passable Company w Status ~ StartDate End Date ~ LastReviewed ~ .Administrator
(@) ValHolland ~ ValHolland2113 valholland@penwocdpapers.com g&z{irnm No PENWOOD PAPERS Approved T;L;:?;gDT S EJL-:-Z;‘:;B 16:45:14 o
Smart Het Tofal Thu Oct 18 Thu Oct 18 14:47:41
o * Don Ah DonAhB5498657 donah@penwoodpapers.com E:T&‘::IE,. No PENWOOD PAPERS Approved 4.4T-40 COT 2018 0T 2048 0
:

Use the radio button to select the user role assignment to be modified. Then either click “Remove Role” to
quickly inactivate the selected user role assignment, or click “Edit” to add, remove, or change all role
assignments for the selected user. Each function is further described in the sections below.

Remove Role
Click the “Remove Role” button to remove the currently-selected role assignment. A pop-up displays to
confirm the decision. Click “Yes” to confirm the change, and a confirmation message is displayed.

The user is notified via email about the changes made to their account.

All Delegated Administrator(s) for the company are also notified, based on their notification preferences, of
the change made to the user role assignment.

Add, Remove, or Change Role Assignment Dates
Click the “Edit” button to add, remove, or change the Start Date and/or End Date of the selected user’s existing
user role assignments.
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] — ValHolland (VaHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

‘ Home User-Company Associgtions m Admnistrators  Settings  Other

Roles Assigned To:
Val Holland
valholland@penwoodpapers.com

Assigned Roles
¥ PENWOOD PAPERS
¥ Smart Net Total Care

AP| Developer Start Date (OFTIONAL): [10/18/2018 [ | (mmddiyyyy) End Date (OPTIONAL): | (mmiddyyyy)

Available Roles

¥ PENWOOD PAPERS
¥ Smart Net Total Care

[ customer Administrator 1 Start Date (OPTIONAL): ] (mmiddtyyyy) End Date (OPTIONAL): [ | (mmiddiyyyy)

[ customer user £1 Start Date (OFTIONAL): ] (mmiddiyyyy) End Date (OFTIONAL): | (mmiddiryyy)

Cisco Systems, Inc. All rights reserved. Cisco Confidential

Un-check a checkbox next to an Assigned Role to remove that role assignment for the user.

The Start Date and/or End Date of an assigned role can be added, changed, or deleted. If the Start Date is
blank, the role assignment will be immediately active. If the End Date is blank, the role assignment will remain
active indefinitely, until the company’s service program enablement expires.

Checking a checkbox next to an Available Role assigns that new role to the user. Entering a Start Date or End
Date for the role assignment is optional.

NOTE: Clicking the “Clear” button removes the checkmarks from all checkboxes on the page. This means all
user role assignments will be removed if the Assign button is then clicked.

After making changes, click “Assign”. A confirmation message is displayed.

Upon agreeing to the terms in the verification dialog box, click “Confirm” to complete the new role
assignment. The user is notified via email about the changes made to their account.

All Delegated Administrator(s) for the company are notified, based on their notification preferences, of the
change made to the user role assignment.

View or Edit Existing External User’s Role Assignments
To view or edit the role assignment of an existing external user, navigate to User-Role Assignments ->
View/Change External User’s Role Assignments.

Follow the steps in the View or Edit Existing User Role Assignments section above.
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Delegated Administration

Delegated Administration allows for independently deciding and managing who in the company get access to
which Cisco Service programs. Depending on the size of the company or the number of users, the Delegated
Administrator may choose to manage all user requests, or nominate additional company administrators to
manage the load, allowing centralization or decentralization of administration according to the company’s
desired policy or needs. This administrative structure can be changed over time, based on growth and usage by
additional service programs.

Assign Additional Roles to a Delegated Administrator

The Delegated Administrator role allows for associating users to the company and assigning service access
roles to users. To have access to specific Cisco Business Services, the Delegated Administrator must also assign
one or more roles to themselves to gain access to the protected Cisco Services available to the Delegated
Administrator’s company.

To do this, navigate to “User-Role Assignments—> Assign Roles to Users” from the top menu. Then follow the
steps in the Internal Roles to Users Inside the Company section.

View Existing Delegated Administrators
Delegated Administrators can view existing Delegated Administrators for the company by selecting
“Administrators = View Existing Administrators” from the top menu.

The system displays all Delegated Administrators for the company, along with the status. The sample below
shows one active Delegated Administrator and another Delegated Administrator with the status of “Awaiting
Agreement Acceptance”. This means that particular Delegated Administrator has yet to sign the Cisco Services
Access Management legal agreement which is required to be a Delegated Administrator for the company.

i - Val Holland (ValHolland2113) My Account Log Out Help

cisco
o Welcome Val Holland
) Company Administrator, PENWOOD PAPERS
View | My Locations Onl . @ View active status only O View all records
View Existing Administrators 10 nge@
Fiter: | Cisco User ID vl [ | &ar Filker
Name Cisco ID ~ | Email [ ¥ - | Admini: Type ~ | Status ~ | Reviewed ~  Approval Info
o
O Don Ah S D denahi papers.com PEMWOOD PAPERS  Company Administrator Awaiting Agreement Acceptance  Thu Oct 18 11:47.07 COT 2018 o
]
O Wal Holland S VaHolland2113 valholland@penwoodpapers.com  PENWOOD PAPERS  Company Administrator Approved Tue Oct 09 14.48:00 CDT 2018 0
:

82018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

Remove Existing Delegated Administrator
Delegated Administrators can remove the Delegated Administrator role from themselves or any other
Delegated Administrator in the company.

To remove an existing Delegated Administrator from the company, from the top menus navigate to
“Administrators = View Existing Administrators”. Select the specific administrator and then click the
“Remove” button.
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afaln . Val Holland (ValHolland2113) My Account Log Out  Help

cisco Cisco Services Access Management

[
| Home  User-Company Associations  User-Role Assignments [idmnetators | cetnos  Otmer

- Welcome Val Holland
r | Company Administrator, PENWOOD PAPERS

View | My Locations Onl: ~ @ View active status only O View all records
View Existing Administrators L10_ [perpags E]
Fiter: [CiscoUser D o] [ | E;Fﬂﬂ’

Approval

Name Cisco ID » | Email C - ini: Type « Status ~ Reviewed

Info

O Val Holland gu VaHolland2113 valholland@penwoodpapers.com gir;é‘fsoc Company Administrator Approved E;g;:gg L icon o

'
=

8, Cisco Systems, Inc. All rights reserved.

Cisco Confidential

The system displays a confirmation dialog box.

Click “Yes” to continue with the removal of the selected Delegated Administrator(s), or click “No” to cancel the
transaction.

Nominate Additional Delegated Administrators
Delegated Administrators can nominate additional Delegated Administrators for the company. The additional

administrators do not need to reset the company settings unless they have been nominated for a different
location of the company.

There are two types of administrators:

e Company Administrators — Can set up Company settings, approve/deny/make user-company
associations, assign roles to users, including Delegated Administrators, and establish preferences for
receiving email notifications.

e Role Administrators — Can only assign roles to users and establish preferences for receiving email
notifications.

These two administrator types are described in detail below.

Company Administrator
To nominate additional Delegated Administrators for the company, use the top menus to navigate to
“Administrators - Nominate an Administrator”.

From the “Step 1: Select Administrator Type” page, click the “Company Administrator” radio button, and then
click “Next”.
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ol I'l'l le Val Helland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

| Heme  User-Company Associations  User-Role Assignments Administrators Settings  Other

| Welcome Val Holland

‘ Step 1: Select Administrator Type Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

MNominate administrator for one or more of the following administrator types:

O Company Administrator

O Role Administrator

Cizco Confidential

From the “Step 2: Nominate Administrator” page, click the radio-button for “Show Existing Users”, or “Search
by Cisco User ID or Email”.

Wl I'l'l s WalHolland (ValHolland2113) My Ace Log Out  Help
cisco Cisco Services Access Management

| Home User-Compa iations  User-Ro ignments Administrators

| + Step 1: Select Administrator Type Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

ldentify and select one or more users to associate.

) show Existing Users

() Search by Cisco User ID or Email

Cizco Confidential

8, Cisco Systems, Inc. All rights reserved.

Show Existing Users
(®) Show Existing Users

[My Full Span of Contral |

| Name & | CiscolseriD « | Email Company Administrator Type
O Don Ah DonAh&5498657 donah@penwoodpapers.com PENWOOD PAPERS  » Role Information
@) Val Holland  ValHolland2113 valholand@penwoodpapers.com  PENWOOD PAPERS  p Role Information

Search by Cisco User ID or Email

(® Search by Cizco User ID or Email

| | b

Based on the selection the system displays a list of users.
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“al Holland (ValHolland2113) My Account Log Out  Help

alvaln .
cisco Cisco Services Access Management

Administrators.

Home  User-Company Aszociations  User-Role Azsignments Selings

‘ + Step 1: Select Administrator Type Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

ldentify and select one or more users to associate.

®) Show Existing Users

|I'\"I\-I Full Span of Control - |

Hame &« CiscolUserlD & Email Company Administrator Type

(O walHoland  VaMHolland2113 valholland@penwoodpapers.com  PENWOOD PAPERS  p Role Information

O Search by Cisco User ID or Email

©2018, Cizco Systems, Inc. All rights reserved. Cisco Confidential

Select the user to be nominated, and then click “Next”.

From the “Step 3: Select Company” page, the Delegated Administrator can either assign the additional
Administrator to the same company as a backup Administrator or to a new company location.

Choose the appropriate radio-button option, to either “Display Company Locations Available” or “Search for a
Specific Location”.

Display Company Locations Available

| +' Step 1: Select Administrator Type + Step 2: Nominate Administrator Step X Select Company Step 4 Confirmation

Name Cisco User ID Email Administrator Type
Don Ah DonAhB5498657 donah@penwoodpapers.com Company Administrator

Select a specific company location

@ Display Company Locations Available

View My Locations Only w

Country  [UNITED STATES v]

| company Address City State | Country
O  PENWOODPAPERS T714RUNNING CEDARTRL  DURHAM NC  UNITED STATES

From the list of companies, click the radio button next to the company for which the new administrator
will be responsible. Click “Finish”.
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« Step 1: Select Administrator Tvpe + Step 2: Nominate Administrator

Step 3: Select Company

Step 4: Confirmation

Nominated Delegated Administrators

Name Cisco User IDV Email Administrator Type
Don Ah DonAhB5458657 donah@penwoodpapers.com Company Administrator
Administer Access

Select a specific company location

O Display Company Locations Available

@ Search for a Specific Location

Country | UNITED STATES v]
Company PENWOOD PAPERS |
Address1 [ |
Address? [ |
City | |
State [ MORTH CAROLINA v

Postal [ |

indicates required

Type the information in all required fields, and any optional fields if desired, and then click “Search”. The
system displays a list of all companies associated with the primary Delegated Administrator’s company.

Company Address City State | Country

Select the company for which the new administrator will administer access, and then click “Finish”.
The system displays a confirmation message.

The user nominated as the Company Administrator is notified via email that their account is now associated
with that company and that they have been nominated as the Company Administrator. The newly-nominated
Company Administrator must click the link in the email to go to the Cisco Services Access Management
application and review and accept the legal agreement in order to activate their assigned role. Otherwise, the
nomination remains in pending status.

Existing Delegated Administrators of the company also receive email notifications, based on their notification
settings, indicating that a user has been nominated as the Company Administrator for their company.

Role Administrator

A Delegated Administrator can nominate Role Administrators to assign, approve or reject user role requests.
Role Administrators are not authorized to change any company settings or make/approve user-company
associations. That responsibility remains with the Company Administrator.
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There are two types of Role Administrators:

e Internal Role Administrator — Can assign roles within the company only
e External Role Administrator — Can assign roles to users outside the company and within the company

Cisco predefines roles such that some can only be granted to users within the Delegated Administrator’s own
company or others outside of the company, and some are not able to be granted by a Role Administrator at all.
The Role Administrator can only assign the roles that they themselves have been granted by the Company
Administrator.

For example: Company Administrator wants to allow someone in the company to handle role assignment for a
certain set of roles. The Company Administrator nominates the user to be an Internal Role Administrator and
assigns that user the set of roles they can assign to other users within the company.

To nominate a Role Administrator for the company, use the top menus to navigate to “Administrators =2
Nominate an Administrator”.

i __Val Hollsnd (ValHolland2113) My Account  Log Out  Help
cisco Cisco Services Access Management

| Home  User-Company &

| Welcome Val Holland
¢ E(_)Cnmpany Administrator, PENWOOD PAPERS

‘ Step 1: Select Administrator Type Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation ‘

Select Administrator Type

Nominate administrator for one or more of the following administrator types:
O Company Administrator
@ Role Administrator

[] External Role Administrator

|:| Internal Role Administrator

Cisco Confidential

©2018, Cisco Systems, Inc. All rights reserved.
From the “Step 1: Select Administrator Type” page, select the Role Administrator option.

Use the checkboxes to indicate whether this Role Administrator will be assigning roles to users outside the
company (External Role Administrator), within the same company (Internal Role Administrator), or both. Click
“Next”.

The “Step 2: Nominate Administrator” page provides two options to locate the desired user: Show Existing
Users and Search by Cisco User ID or Email.
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Show Existing Users

® Show Existing Users

|I\J13-I Full Span of Control « |

| Hame &« CiscolUseriD a« | Email Company Administrator Type
O Don Ah DonAh85498657 donah@penwoodpapers. com PENWOOD PAPERS  p» Role Information
O Val Holland  ValHolland2113 valholland@penwoodpapers.com  PENWOOD PAPERS  p» Role Information

Search by Cisco User ID or Email

@) Search by Cisco User ID or Email

| e

Based on the selection the system displays a list of users. Select the user to be nominated.

il I'lll I “al Holland (ValHolland2113) My Account Log Out  Help
cisco Cisco Services Access Management

e User-Comps o ons  Usel et nments.

+ Step 1: Select Administrator Type Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

ldentify and select one or more users to associate.

®) Show Existing Users

|I'\"I\-I Full Span of Control - |

Name &« CiscolUserlD & Email Company Administrator Type

(O wvalHoland  VaHolland2113 valholland@penwoodpapers.com  PENWOOD PAPERS  p Role Information

O search by Cisco User ID or Email

Cisco Confidential

2018, Cisco Systems, Inc. All rights reserved.
Click the radio button next to the appropriate user, and then click “Next”.

From the “Step 3: Select Company” page, the Delegated Administrator can either assign the additional
Administrator to the same company as a backup Administrator or to a new company location.

Choose the appropriate radio-button option, to either “Display Company Locations Available” or “Search for a
Specific Location”.
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Display Company Locations Available

Wl I"II I “al Holland (ValHolland2113) My Account  Log Out  Help
cisco Cisco Services Access Management

Home  User-Compa ns Use ignments Administrators

| + Step 1: Select Administrator Type + Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

Name Cisco User ID | Email Administrator Type
Don Ah DonAh85498857 donah@penwoodpapers.com External Role Administrator

Select a specific company location

® Dpisplay Company Locations Available

View My Locations Only ~

Country  [UNITED STATES |

Company Address City State | Country
(@) PENWOOD PAPERS 714 RUNNING CEDAR TRL DURHAM  NC UNITED STATES

O Search for a Specific Location

©2018, Cizco Systems, Inc. All rights reserved. Cizco Confidential

From the list of companies, click the radio button next to the company for which the new administrator
will be responsible. Click “Finish”.

Search for a Specific Location

| + Step 1: Select Administrator Type + Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

Name Cisco User ID Email Administrator Type
Don Ah DonAh35498657 donah@penwoodpapers.com External Role Administrator

Select a specific company location

O Display C e T

pany

@ Search for a Specific Location

* Country [ select ome ]

* Company | |
Address1 [ |
Address2 | |
City | |

- sit

Postal [ |

* indicates required

Type the information in all required fields, and any optional fields if desired, and then click “Search”. The
system displays a list of all companies associated with the primary Delegated Administrator’s company.

| Company Address City State | Country
(@] PENWOOD PAPERS 714 RUNNING CEDAR TRL DURHAM  NC UNITED STATES
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Select the company for which the new administrator will administer access, and then click “Finish”.

The system displays a confirmation message.

W I 1 |l||u __MalHolland (ValHolland2113) My Account Log Out Help
cisco Cisco Services Access Management

‘ +f Step 1: Select Administrator Type + Step 2: Mominate Administrator + Step 3: Select Company Step 4: Confirmation

Nomination Complete

The selected user have been successfully nominated as administrator

Name: Admin Location Admin Type

PENWOOD PAPERS
IS 714 RUNNING CEDAR TRL -
Don Ah Sl DURHAM, NC 27712 External Role Administrator

us

©2018, Cisco Systems, Inc. All rights reserved. Cisco Confidential

The user nominated as the Role Administrator is notified via email that their account is now associated with
that company and that they have been nominated as the Role Administrator. The newly-nominated
administrator must click the link in the email to go to the Cisco Services Access Management application and
review and accept the legal agreement in order to activate their assigned role. Otherwise, the nomination
remains in pending status.

Existing Delegated Administrators of the company also receive email notifications, based on their notification
settings, indicating that a user has been nominated as a Role Administrator for their company.

To assign roles to the user, the Role Administrator should follow the process described in the Assign User Roles
using Cisco Services Access Management section.

Nominate Multiple Additional Delegated Administrators using Batch Upload
Multiple users can be simultaneously nominated as additional Delegated Administrators for a company by
doing a “batch upload” in Cisco Services Access Management.

Use the top menus to navigate to “Administrators = Batch Upload”. Enter the details to search for the
company location for which the additional Administrators will be nominated, and then select the company
location from the list displayed.
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ol I'l'l I Val Holland (ValHolland2112) My Account Log Out  Help
cisco Cisco Services Access Management

Seftings  Other

¥ - Welcome Val Holland
. i ) Company Administrator, PENWOOD PAPERS

* Country [unITED STATES |

* Company FENWOOD PAPERS |
Address1 [ |
Address? [ J
City [ |

* State [ NORTH CAROLINA v
Postal [ |

* indicates reguired

l | Company Address | City State | Country

Below iz a sample of a CSV template to be uploaded. For each user, you may provide either their Cisco User ID or email address. The

Administrator Role Type column displays the administrator types that are available. Enter the appropriate Administrator Role Types into your
C5V template exactly as they appear in the table.

Cisco User ID = or Email © Administrator Role Type
ValHolland2113 valhollandi@penwoodpapers.com PartyDa
ValHolland2113 valholland@penwoodpapers.com InternalRoleDA,
ValHolland2113 valholland@penwoodpapers.com ExternalRoleDA
ValHolland2113 valholland@penwoodpapers.com In'Ex-ternalRoleDA

* Indicates required values for CSV template

Download the template for uploading the list of users. Save this file locally as “adminBatchTemplate.csv”.
Enter the details of the users to be nominated as Delegated Administrators.

= 2] adminBatchTemplate - Excel
=1 Home | Insert | Page Layout | Formulas | ETE! | Review | View | Q Tell me... AT
c11 bd I
d A | B | c |
1 |Userld Email Administrator
2 |DonAh85438657 donah@penwoodpapers.com PartyDA
3 |AdamStrader adamstrader@penwoodpapers.com  InternalRoleDA
4 |JuanaEtheridge315 juanaeth@penwoodpapers.com In/Ex-ternalRoleDA

Changing the filename, file format or the column headers will result in an error in completion of the request to
nominate multiple users as Delegated Administrators.

This file can be re-used to nominate additional Delegated Administrators by simply changing the details of the
users in the file uploaded.

Click the “Browse” button to upload the template with the Administrator information.
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Use extreme caution when using this feature. If you have never used this feature, review the help guide.

Upload a CSV spreadsheet from your computer

‘adminBatchTemplate.cev | Download Template

Click “Submit” to initiate the batch upload of the administrators. A confirmation message is displayed.

ulllul!l- o \F_al_liuJIIaind[‘u’aIHDIIam:IE'I'I 3) My Account LogOut Help
cisco Cisco Services Access Management

| Home  User-Company A jations  User-Rele Assignments M

Thank you for uploading your batch administrater nomination. You will receive an email confirmation once the
submissions have been processed.

Cisco Systems, Inc. All rights reserved. Cisco Confidential

If an error occurred in nominating any of the users in the list, their information will be displayed on the
confirmation page along with the reason for them not being nominated.

The users nominated successfully as an Administrator will be notified via email about their association with the
company and their nomination to become the Role Administrator for the company.

Existing Delegated Administrators of the company will also be notified via email, based on their notification
settings, that a user has been nominated as the Delegated Administrator for their company. Once submitted
the batch takes about 15 minutes to be loaded into the system as the batch job synch up runs every 15
minutes.
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Other Menu Option

The Cisco Services Access Management application provides access to additional features that are relevant to
the Delegated Administrator. To view these, navigate to the “Other” option on the main navigation bar.

Val Holland (ValHolland2113) My Account Log Out  Help

| ——

Web Services

sl .
cisco Cisco Services Access Management

| UserCompany Associabons  UserRole ASSignmeits ﬁi‘nmm‘sfrarms Settings

Enable Cisce Services programs for your Company

 Welcome Val Holland
3 Review Agreements

*_ Company Administrator, PENWOOD PAPERS.

John Logan Y ’A\ {
cA J \
= B
Associate User to My Company Assign Roles to Users Web Service Administration
Grant access to services, for individuals that are internal or  Register and manage web service information for your
identify employees who work for my company. et oy B el

Cisco Confidential
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Links to additional Cisco access management tools can be found in the “Other” menu. The list of links is filtered
to only show those tools to which a user is authorized, and may include:

e Service Access Management Tool

e Web Services

e Enable Cisco Services programs for your Company
e Review Agreements

Service Access Management Tool

Delegated Administrators who are also BID/Contract Administrators in the Service Access Management Tool
(SAMT) will see this listed on the “Other” menu. SAMT Administrators use that tool to manage user’s access to
technical services (TAC support, hardware RMA, software download) for the specific service contracts they
administer. If a user needs to be able to obtain technical support for the devices they view in the SNTC portal,
they must be separately granted support access to the service contracts covering those devices.

Web Services

A Company Administrator can use the top menu to navigate to “Other = Web Services” in order to access
Cisco’s Web Services API Console, which allows our partners and customers to access and consume Cisco data
in the cloud in a simple, secure and scalable manner. The console provides a simplified, guided experience,
through which partners and customers can easily learn about these web services and integrate them within
their internal tools, systems and applications; secure data and credentials using industry standard
authentication and role-based authorization; and scalability to support diverse data consumption scenarios,
like mobile apps, smart devices and Web applications.
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Enable Cisco Services Programs for your Company

Partners and Direct Customers purchase service contracts from Cisco through service programs. Once the
company has an active Delegated Administrator, some service programs are automatically enabled for the
company when a service contract is signed, while others must be manually requested.

Depending on your Cisco Services Access Management access, the system may display the following.

Subscribed Services — View the services to which the company is currently subscribed.

Service Catalogue

PENWOOD PAPERS
Available Services Subscribed Senices

This is a list of services to which PENWCOQD PAPERS is currently subscribed.

Title Desciption Subscoribed Expiration
Date Date
Smart Net Total Care Cisco Smart Net Total Care Service (SNT<<<=>> {More info...) 17-Oct-2018 18-0ct-2020 i
1-1of 1 items 1

Available Services — View additional services or programs the company may qualify for.

Service Catalogue

PENWOOD PAPERS

Available Senvices Subscribed Senvices

This is a list of services available to PENWQOD PAPERS . Click “Subscribe” for automatic subscription. Click "Register” to complete a registration process. Status on
senvices that require a registration process will only be displayed in this table once the registration process is complete

Adtion

Security Bulletin & Alerts (IntelliShield) The Security Bulletin and Alerls capabi<<<==> [More info. .} Subscibe
Cisco Threat Awareness Service The Cisco Threat Awareness Service [CTA<<<>>> (Mare info...) Subsoibe
Sment Service Capabilities (One Portal) The Smart Service Capabilities portal i<<<>>> (More info...} Subscibe
Operste Services - PNOC Operate Services - PNOC (More info...} Subscibe
Partner Support Service Cisoo Pariner Support Servics (PSS) is <=<>> (Mors infe...} Subscribe
Pariner Support Service Next Gen Cisco Pariner Support Service Next Gen <<o>> (More info...) Subsciibe
Change and Compliance Management (NCCM) Change and Compliance delivessce>> (More info..) Subseibe
Network Health (NHF) The Network Health capability provides <<<>»> (More info__} Subsaibe
Service Full coverage Services Full Coverage (SFC) is a unigu<<<>>> (More info...) Subsaibe
1-9of8items 1

For any listed service, click the “Subscribe” link to submit a request to validate the existence of any necessary
service contract. The requestor receives an email notification with the result of that contract check. If the
validation passed successfully, the company’s Delegated Administrator also receives an email, notifying them
of the newly-enabled service, and instructing them to assign the corresponding service access roles.

Review Agreements
All users of Cisco Services Access Management can review the legal agreements associated with their roles. To
review the agreement navigate to Other = Review Agreements. From the drop-down field, select either:

e CSAM Legal Agreement, or
e User Role Agreement.

The system displays an on-screen only version of the legal agreement.
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Appendix A: Frequently Asked Questions

1. Who uses Cisco Services Access Management?

2. Who, at my company, can get nominated as a Delegated Administrator?

3. As the first Delegated Administrator for a large company, how can | most efficiently manage access
for users that are geographically dispersed?

4. My company has a lot of users. Do | have to add each one manually?

5. An associated user has left my company. What should | do?

6. | nominated additional Delegated Administrators who will manage their company organization

user-company associations and user-role assighments. What do | need to do to ensure that | am

not the first person contacted for user access requests?

7. How can | see who has associated a user or nominated the additional company administrator?

8. A user is having difficulty requesting association to my company through Profile Manager. What
might the problem be, and how can | solve it myself?

9. A user does not see the link in Profile Manager to request for additional access to Cisco Services
delivered by Cisco to my company. What could be the issue?

10. As the Delegated Administrator, | had asked users to request for a specific role using Profile
Manager. But they cannot see this particular role in the list displayed there. Why is this
happening?

11. | get an error while using the “batch upload” feature in Cisco Services Access Management. What

could be the issue?

12. When | attempt to associate a user to my company or nominate an additional administrator, | see
the “User is already associated to another company” message on the screen. How can | associate
the user or nominate the administrator?

13. I successfully registered as the Delegated Administrator and then was assigned the role of
Customer Administrator in Cisco Services Access Management so why am | not able to access the
Smart Net Total Care portal?

14. How do | nominate my Cisco Partner as a Delegated Administrator for my company?

15. How do | disassociate myself from my company?

1. Who uses Cisco Services Access Management?

A Cisco customer or partner who uses the Smart Net Total Care self-registration process to onboard
themselves as the Delegated Administrator for their company.
Cisco internal Administrators also use Cisco Services Access Management to nominate Delegated
Administrators for a company.
Once nominated, company Delegated Administrators can perform the following tasks in Cisco Services
Access Management:

e Establish company settings to specify the criteria for user requests for self-association to

the company, and approve the requests
e Associate user(s) to their company
e Assign roles to associated users
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e Nominate additional Delegated Administrators for their company

e Establish their notification settings such as when and when not they wish to receive email
notifications

Refer to Appendix B for additional information on the features available in Cisco Services Access
Management.

Back to FAQ List

2. Who, at my company, can get nominated as a Delegated Administrator?
A Delegated Administrator should be a trusted person at your company who, once trained on the
application, is knowledgeable about the company’s employees and which Cisco services they do and
do not need to access.
One person at your company is nominated as the first Delegated Administrator, and needs to accept
the Terms and Conditions on behalf of their company. That first Delegated Administrator can choose
to pass this responsibility on to another person at their company, nominate a backup administrator, or
nominate additional administrators to manage additional locations of the company

Back to FAQ List

3. As the first Delegated Administrator for a large company, how can | most efficiently manage
access for users that are geographically dispersed?
Cisco Services Access Management is designed to flexibly accommodate companies of various sizes
and allows for centralization or decentralization of administration according to each company’s needs.
The Delegated Administrator for a company has the option to nominate additional company
administrators, or set up multiple branch locations that can be administered separately by multiple
administrators. These Delegated Administrators will then be able to manage groups of users based at a
company location. For details on how to nominate additional company administrators, refer to the
Delegated Administration section in this document.

Back to FAQ List

4. My company has a lot of users. Do I have to add each one manually?
Cisco Services Access Management provides batch upload functionality to simultaneously associate
multiple users to your company. Refer to the Perform User-Company Association via Batch Upload
section in this document to understand how to use this feature.

Alternatively, you can establish the company settings in Cisco Services Access Management to
automatically approve all self-association requests by users with matching criteria. Auto-approval of
requests can be set up based on one or a combination of the following:
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e Company passcode matching — Generate a unique company passcode and provide it to the
users to specify in Cisco Profile Manager when requesting company association.

e Email domain matching — This may be your company email domain which would be the
same for all users in your company and used by them while registering on Cisco.com.

e Company name and address matching —Allow users to request company association by
searching on company name and address.

Back to FAQ List

5. An associated user has left my company. What should I do?
As the Delegated Administrator, it is your responsibility to disassociate this user from your company
using the Cisco Services Access Management “Change a User’s Company Association” feature.
As soon as the user’s company association is removed, all roles assigned to this user for access to
additional Cisco Services will automatically be deleted.

Back to FAQ List

6. Inominated additional Delegated Administrators who will manage their company organization,
user-company associations, and user-role assignments. What do I need to do to ensure that [ am
not the first person contacted for user access requests?

Once you have nominated additional company Delegated Administrators, they will all have the same
access privilege in Cisco Services Access Management. You can now go to the “Change Notification
Preferences” in Cisco Services Access Management and select the appropriate setting to ensure that
your contact information is not displayed to users associated to your company. Additionally, you can
also set your preference to not receive any notification for a user submission. You should, however,
periodically access Cisco Services Access Management to look for any overdue requests that the other
Delegated Administrators have not yet acted upon.

Back to FAQ List

7. How can I see who has associated a user or nominated the additional company administrator?
To see who nominated the additional company administrator for your company or who associated a
particular user to your company, go to the “View Existing Administrators” or the “View Existing
Associations” screen. Hover your cursor over the “ @ ” icon next to their name to display the details of
the person who nominated that administrator or accepted that user-company association. The
information pop-up shows the first person to nominate the user as well as the last person to modify
user information. For users or administrators who onboarded via the self-registration process, the
information appears as Self-Service Onboarding.
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Back to FAQ List

8. A user is having difficulty requesting association to my company through Profile Manager. What
might the problem be, and how can I solve it myself?

Check with the user to see if the user details they specified in Cisco.com Profile Manager match the
company self-association settings you have established.

o If the user did not register in Cisco.com with their company email address, then they cannot self-
associate via email domain matching. If email domain matching is your preferred association method,
then have them update their primary email address in Cisco.com Profile Manager.

o If the user does not have the company passcode, then they cannot self-associate if a company
passcode is required.

e |[f the user is searching for the company by address, your company settings may be set to only allow
users to associate to specific locations that have a Delegated Administrator assigned. They may need
to remove some of the search criteria, and only search by company name and country.

Back to FAQ List

9. A user does not see the link in Profile Manager to request for additional access to Cisco Services
delivered by Cisco to my company. What could be the issue?
A user needs to first be associated with your company, before they can see what services may be
available. The user will be able to see the link to request for additional access to Cisco Services only
after their company association is in “Approved” status.

Back to FAQ List

10. As the Delegated Administrator, I had asked users to request a specific role using Profile Manager.
But they cannot see this particular role in the list displayed. Why is this happening?
The list of roles available in Profile Manager, for access to additional Cisco Services, depends on the
company to which the user is associated. Verify that this user is associated to the correct
branch/location of your company.

Back to FAQ List

11. [ get an error while using the “batch upload” feature in Cisco Services Access Management. What
could be the issue?
The batch upload features are available to associate multiple users simultaneously to your company,
or to nominate multiple users as additional Delegated Administrators for your company.
An error in batch upload could be for one or a combination of the following issues:
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e Incorrect template name or format being used. Templates should be saved locally as
“associationBatchTemplate.csv” for associating users, “roleBatchTemplate.csv” for assigning roles
to users, or “adminBatchTemplate.csv” for nomination of company administrators

e Changes made to the original column headers in the template uploaded

e Removal of a column in the template

e User ID specified in the template is an invalid CCO ID or not registered on Cisco.com

e Email address specified in the template is incorrect

e User is already an active and existing delegated administrator or associated user for that company,
or is already assigned the role listed in the template

Back to FAQ List

12. When I attempt to associate a user to my company or nominate an additional administrator, I see
the “User is already associated to another company” message on the screen. How can I associate
the user or nominate the administrator?

It is possible the user previously worked for a different company and is still associated to that
company. Have the user request to be disassociated from the previous company, and then have them
update their Cisco.com profile with current company information.

Back to FAQ List

13. I successfully registered as the Delegated Administrator and then was assigned the role of
Customer Administrator in Cisco Services Access Management so why am I not able to access the
Smart Net Total Care portal?

It can take up to 24 hours for the SNTC portal to recognize when new user access has been granted. If,
after that time, you are still experiencing problems with the SNTC portal, please post your issue to the
SNTC Support Community, so the appropriate team can investigate and resolve it:
https://community.cisco.com/t5/smart-net-total-care/ct-p/4891-smart-net-total-care.

Back to FAQ List

14. How do [ nominate my Cisco Partner as a Delegated Administrator for my company?
It is against Cisco policy to assign a Cisco Partner with any role other than the CBR User role, an
external role. The only time a Cisco Partner can be assigned the role of Delegated Administrator is
when it is for their own Partner company.

Back to FAQ List
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15. How do I disassociate myself from my company?
To disassociate yourself from your company, go to your Cisco Account Profile
https://rpfa.cloudapps.cisco.com/rpfa/profile/requestorupdate association.do?. Click the Remove link

beside the appropriate company name.

NOTE: If you are the only Delegated Administrator for your company, you will need to find another
person within your company to become the Delegated Administrator. Each company must have at
least one Delegated Administrator.

Back to FAQ List
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Appendix B: Function-Based and Menu-Based Quick Reference

Welcome to Cisco Services Access Management

The instructional online help content referenced herein is organized both by function (or task), and on-
screen menu option, for the most common Delegated Administrator actions.

Navigate By Function

Quick References

Getting Started
Onboarding a User
Batch Upload

Edit User Access

Remove User Access

Vs s st

i s Associsin Fpesis
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Navigate By Menus

User Guide

Home
e (Cisco Services Access Management Overview
e Introduction to Delegated Administration
User-Company Associations
e Managing User Association Requests
e Revalidate User Association Requests
e \View Existing Associations
e Associate User to My Company
e Change a User’s Company-Association
e Batch Upload
User-Role Assignments
e Pending Role Assignment Requests
e Assign Roles to Users
e Change a User’s Role Assignments
e Change External User’s Role Assignments
e Batch Upload
Administrators
e Nominate an Administrator
e View Existing Administrators
e Batch Upload
Settings
e Change Company Association Rules
e Change Notification Preferences
Other
o User Assignment to End Customer Company

e \Web Services
e Enable Cisco Services programs for your Company
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Getting Started

Cisco Services Cisco Services Access Management provides for “party-

Access Management centric” role-based access to new Cisco Smart Services.
. Rather than requiring a contract administrator to explicitly
Qu |Ck REfe rences add a user to each and every contract in order to receive

technical support, party-centric access allows for a company
Delegated Administrator (DA) to associate users to their
customer or partner “party” (a hierarchical level within your

Getting Started
Onboarding a User

Bajcch Upload company / organization) and assign them to one or more
Edit User Access user roles in order to grant access to the support services to
Remove User Access which the company is authorized.

Quick References highlight the most common DA actions,
and provide links back to the detailed step-by-step
instructions in the online user guide.

This Quick Reference describes the first steps a new
company Delegated Administrator should take to get
started.

Accept Your Delegated Administrator Nomination During First Login

As a nominated DA, you received email notification that your Cisco account has been associated to your
company, and that you have been nominated to become the Delegated Administrator for your company.
Using a link in that email, the first time you log in to Cisco Services Access Management, you must view and
then accept the terms & conditions. If you want to pass this responsibility on to someone else in your
organization, you must first accept, and then nominate the other person.

afran], Log Out

cisco Cisco Services Access Management

Pending Legal Agreement
Welcome to CSAM Tammy Valley !

The Cisco Services Access Management application requires that you accept the legal terms and agreements

Please click on the "Review Legal Agreement” link below to:
- Review the legal agreement
- Accept or decline the agreement once reviewed

Once you have accepted the Legal Agreement, you will have access to Cisco Senvices Access Management application.

Entitlied Company Administrator Type Action

ABC COMMUNICATIONS, INC Party Administrator Review Legal Agreement

@2018, Cisco Systems, Inc. All rights reserved.
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Done! Select Finish to send the completed document. OTHER ACTIONS ¥

CRIEC A AdN -
Number or Bill to ID to a Cisco.com Profile.

* * *

By signing the agreement below, you are acknowledging that you have read and
agree to the "Cisco Service Access Management Administrator Agreement”
(above), in its entirety, and are committing your organization to this Agreement.
You are also certifying to Cisco that you have authority to commit your
organization to this Agreement. If you do not agree to all of the terms of this
Agreement, or if you do not have the authority to commit on behalf of your
organization, you should not sign the agreement. You and your organization will
have no rights or obligations under the Agreement unless and until you sign the
agreement.

Adter signing electronically, click the “Finish” button.

User Name : Adam Strador

! Required - Signature Applied |

DesuSigned by

mm:@aﬁ:xmm, e

COMPANY NAME AND ADDRESS

ABC COMMUNICATIONS, INC
140 WEST 5T

NEW YORK

NY

us

10007

Powered by nucuﬂ;sm:_ @& Change Language - English (US) * | Copyright © 2018 DocuSign Inc. | V2R
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Establish Your Company and Administrator Settings

Company Association Rules
From the top “Settings” menu,
select “Change Company
Association Rules”. Initially,
there will be no records of any
association rules setup for your
company. Click the “Create”
button to establish new rules
for your company party, to
allow users to request
association based upon:
e Email domain matching
e Shared Company
passcode
e Company name and
address search
Through the establishment of
the Company Settings, the

summarized “daily digest.

As the Delegated Administrator, you can define rules that will enable additional users to request association
to your company, and how you will be notified to take action. If you prefer to manually perform all user
associations yourself, you can skip this step. You can always return to this step, if you want to enable user
self-association requests at a later time.

.lll-lll. Adan Strader (adams 9) wAccount  Log Out  Help
cisco Cisco Services Access Management

|_ me se ments ars = Other

3 Welcome Adam Strader
. Company Administratar, VERIZON COMMUNICATIONS INC

| Nocompany settings have heen created yet

Change Company Associatioh Rules

Wiew: My Locations Only

Campany Company Passcode ~  Email Domain ~  Auto Approval ~ Modified By ~  Expiration Date

No Records Found
Create

User Association Preference

Allow users to associate to:

C] Any valid company location @ Only enable locations with active seftings (e.g. company administrators and passcodes)

Save

Delegated Administrator can individually allow or not allow, or combine these options, in order to flexibly
control the user self-association process.

Administrator Notification Preferences

Each Delegated Administrator can customize how and when they are notified of pending user self-
association and role assignment requests. Use the top menus to navigate to “Settings,” select “Change
Notification Preferences,” and specify whether to receive separate notifications for each request, or a
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Nominate a Backup Delegated
Administrator

Hmime  AdamStrader (ademstraceraa) ount  Log Out  Help
cisco Cisco Services Access Management

You should nominate at least

one additional person at your | Fome s Compony focuwitions_User Bue Accigrcrts [OONMBISORM setings ot |
company to have Delegated T

Administrator priViIegeS. L Company Administrator, YERIZON COMMUNICATIONS ING

Depending on the size of your ‘ Step 1: Select Administrator Type  Step 2 Maminaie Administator  Step 3 Select Company Step 4 Confirmaion
company and the number of Select Aaministrator yme

use rS’ yOU may ChOOSE to Maminate administrator for one or mare of the following administrator types

centralize all users and
administrators together, or
create smaller decentralized
groups, according to your

company’s desired policy or
needs.

@ Company Administrator

©  Role Administrator

ms, Inc. All rights reserved

To nominate an additional
administrator, from the “Administrators” menu, select “Nominate an Administrator”. Select Company
Administrator, enter the user’s CCO ID or email address, and select the company location.

The nominated user will receive an email with a link to log in and accept the Delegated Administrator terms
and conditions.

Assign Access Roles to Yourself

The Delegated Administrator role  [RI] EE—— i BB AT WAoot L 0L o
. . cisco Cisco Services Access Management -

onIy gives you access to associate . . . o |

users to your company and assign

service access roles to users. For

o Elep | BebectUser  Siep 2 Select Foke

you to have access to specific [ e Chun Vom0 Emmad preeee=

Cisco Business Services, you must — — e ————

assign one or more roles to

yourself. s

If you need access to functionality e o T o

for multiple Business Services, i Wi e i meon

you will need to assign a separate v a0 ?«‘f.?‘“.:i;}'.‘.g;.’;‘i“."ésé:‘ét ﬂ:«l:;:?im o ———————
role for each Business Service. '

For instructions on assigning RS o S o

roles, see the “see Onboarding a [ | Foman | Gonce |

User” quick reference.
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Cisco Services
Access Management

Quick References

Getting Started
Onboarding a User

Batch Upload
Edit User Access

Remove User Access

Onboarding a User

Associate Users to your Company and Assign

User Roles

Onboarding a user involves two steps:

Associate the user to the Company

Assign one or more roles to the user, for each of the
services to which the company is authorized.

This quick reference describes the process of a Delegated
Administrator performing all of the onboarding steps. For a
summary of the user self-service process, see the
“Managing User Requests” quick reference.

Note: In order for a user to be associated, he or she must
first register for a Cisco account. You must know either

their Cisco login ID or the email address they used when
registering.

Associating a User to Your Company

To associate a single user to your company, use the
top menus to navigate to “User-Company
Association” and select “Associate User to My
Company”.

Step 1: Select User - Enter the CCO ID or email
address of the user that you want to associate to
your company, and click “Next”.

Step 2: Select Company - Select the company
location from the list of existing locations, or search
for a specific location, and click “Next”.

Step 3: Confirmation - Verify the details of the
selection and click “Finish”. The user will
automatically receive an email confirmation that
their Cisco User ID has been associated to your
company.

If you want to immediately assign access roles to
this newly-associated user, answer “Yes” to the

pop-up.

Home

| Welcome .Jak Wise
L Company Administrator, CISCO SYSTEMS INC FOR LIS INTERNAL DEMO E

Step 1: Select User Step 2: Select Company Step 3: Confirmation

Select User for Company Association

Search hy Cisco User ID or Email

jakwize@cizco.com

Select a specific company location to manage access,

@ Display Company Locations Available

Wi by Locations Only -
Country UMITED STATES -
Camparny

Search for a Specific Location
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Assigning User Roles

To associate a single user to your company, use
the top menu to navigate to “User-Role

Select User

Choose an option to Display a list of all existing
associated users;

e Search for a user by name; or

e Search for a user by CCO ID or email address

Click “Next”.
Step 2: Select Role

Each available role is grouped by business service
and by the authorized company location.

Click on the B next to the Company Name B
to display the list of business services. Click
on the P next to each business service to

Assignment” select “Assign Roles to Users. ”Step 1:

Home

1 Welcome Adam Strader

. L Company Administrator, VERIZON COMMUNICATIONS INC

Step 1: Select User Step 2: Select Role Step 3 Confirmation

Assign Service Role

" Cisco Services Access Management

¥ Step 1. Select User

INTERNAL ROLES TO USERS (INSIDE MY COMPANY)

() Show Existing Users

() Search far User by Full Mame

@ Search by Cisco User ID ar Email

adarmstraderd4

_Adam Srader (adamstrader®8) MyAccount Log Oul  Help
—

Step 2 Select Role

display the list of available user roles.
Hover your mouse over a role to display a

Name

Adam Strader

Cisco User ID Email Compary

sdamstragerss agamstrager9@@yanoo cor 1 COMMUNICATIONS INC

more detailed description of the role and
its capabilities.

* SmartNet Total Care

l Start Date i (mmvdd End Date [ (mmida

g = o) o)
Start Date i mmvdg Eng Dats & (mmiga

G501 2oty

With this role, an indeidual can access all reports, such as All Devices, All Contracts, Device Diagnostics, Product Alerts in Smant Services
Cannection (1ps:/ools-stage Cisco.comiplcso/SSUE) for hisher company.
ibakT

Start Date & (mnvdg End Date & (mmiga
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Batch Upload

Association, Assighnment & Nomination

Cisco Services
Access Management

Quick References

Getting Started
Onboarding a User

Batch Upload
Edit User Access

Instead of performing User-to-Company associations
individually, you can associate multiple users through a
batch upload, using a provided spreadsheet template. This
feature may be especially useful to on-board or migrate
users from another system or user repository.

Similarly, instead of performing User-to-Role assignment
individually, you can associate multiple users to multiple
roles through a batch upload, or nominate multiple users to
become additional Delegated Administrators for your
company, using provided spreadsheet templates.

Users will be notified via email of the results of the batch
upload. Please note: Once submitted, it may take up to 15
minutes for the batch upload to process.

Remove User Access

Performing User-to-Company Association via Batch Upload Data Format for Template
Use the top menus to navigate to “User-Company il A ssaciationBatchTemp
Associations” and select “Batch Upload”. Select the company m Home Insert Page layout  Formulas [
location to which you want the list of users to be associated. Eg v 5~
You will need to initially download the template for batch A B
upload. Save this file as “associationBatchTemplate.csv”. Edit | jcard Ermail
the file to add the User IDs and email addresses of the users 2 andyyusserss andyyusserdd@yahoo.com
to be associated to your company, and save the file. Click 3
“Browse” to locate and upload the saved file, and then click 4

5

on “Submit”.

Performing User-to-Role Assignment via Batch Upload Data Format for Template

% oleBatchTemplat icrosaoft Bxc

Use the top menus to navigate to “User-Role &

Assignments” and select ”Batch Upload” You Hame Insert Page Lawaut Formulas Data Reviewr Wier
) Aal1 - ke
will need to initially download the template A g : H : :
for batCh upload. save thls f||e as 1 |Userid Email Business Service Name  Role Mame Start Date  End Date
2 andyyusserdd  andyyussersd@vyahoo.com  SMTC CustomerUser  6-Feb-13  6-Feb-14

“roleBatchTemplate.csv”. Edit the fileto add
the users’ role assignments, and save the file. *
Click “Browse” to locate and upload the

saved file, and then click on “Submit”.

Nominating Multiple Additional Delegated Administrators
via Batch Upload Data Format for Template
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Use the top menus to navigate to “Administrators” and select DT tome | ittt Pagelayost _ Fonwirs _bama
“Batch Upload”. Select the company location for which you want “‘J | e = PP e | s o
the list of users to be nominated to administer. You will need to paste ; BZO-E oA lE=EaE
initially download the template for batch upload. Save this file as Ciipkawd Eait : sl
“adminBatchTemplate.csv”. Edit the file to add the User IDs, [ D2 - |

email addresses, and administrator types of the users that you ) _ B _C
want to nominate as Delegated Administrators and save the file. ; :;z;;issersg E::;Lussmyahmwm 's::},'gztw
Click “Browse” to locate and upload the saved file, and then click 3

on “Submit”.

moo e
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Cisco Services
Access Management

Quick References

Getting Started
Onboarding a User

Batch Upload
Edit User Access

Remove User Access

Edit User Access

Changing an Existing User’s Company
Association and/or Role Assignments

If your company has established decentralized, location-
based administration, you can change an existing user’s
company association to reflect a physical move within the
company. If the user has left your company, you should
“Remove User Access” instead.

A Delegated Administrator can also change an existing
user’s role assignments, either to reflect a change in their
job responsibilities or to grant access to new services.

The user will receive email notification of the changes made
to their account.

All Delegated Administrators for your company will also be
notified (based on their notification preferences) of the
changes made.
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Changing a User’s Company Association

III

of Contro

Use the top menus to go to “User-Company Associations” and select “Change a User’s Company
Association”. Select the user and click on “Edit”. In the next screen, change the View option to “My Full Span
to list all available locations. Select the user’s new location, and click “Save”.

Click on “Edit” to change the selected
user’s company association. By default,
the company location with which this
user is associated will be selected. You
will be able to select a different
company location by selecting “My Full
Span of Control” to view all available
company locations.

Horme

| Welcome Jak Wise

C Company Administrator, CISCO SYSTEMS INCG FOR US INTERMNAL DEMO EWAL ORNLY

Wiews by Locations QOnly

-

Change a User's Company Association

Filter: Cizco UserID -

Clear Filter

Name ~ | Cisco User ID ~ | Email -
® Suresh Vilavanur svilayan svilayan@cisco.com 4
® Jason Wise jakwise jakwise@cisco.com 4
& JakWise jakwisecsam IMwise@yahoo.com 4
® larraine hsu op_nhf_ncem_Intel_ext lorraine2@grmail.com 4
® lorraine hsu op_nhf_ncem_intel_snte_ext lorraine 1 @grnail.com C
(@] Jen Yuan Huang jenhuang jenhuang@cisco.com (
& Ana Guerra de Menezes anmeneze ANMeneze@cisco.com 4
® Shih-"u {Sylvie) Huang syhuang syhuang@cisco.com 4
® Michal Kopec mikopec mikopec@eisco.com 4
(@] RNph Herbst rherhst rherbstg@cisco.com 4

(Rmove soriaion |

sl .
cisco Cisco Services Access Management

Seftings

CISCO SYSTEMS INC CACTON  MA

UNITED STATES
o v - g

u DS

o 170 WTASMANDR  SANJOSE

co

fiern

CISCO SYSTEMS

§0C CLIENT

CISCO SYSTEMS INC

| Avaitable Compansy Locations 80C CLIENT
Name +  Address - Cty + State s Country CI8CO SYSTEMS,INC
178 GREAT RD

- “l?wus

179 GREAT RD ACTON

415 E KENNASTON AVE MONTESANO

201 IRDST- STE 620 SAN FRANCISCO
SAN JOSE

175W TASMAN DR BUILDING L

\SMAN D BAN JOSE

7 ELEVENY COM PROJECT SUITE 1475
TANNA KT CREFK ROAN Ml STOR RTRAMIL

SUWANEE
REGEARCH TRISKGLF PARI
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Changing a User’s Role Assignments

click “Edit”.

Use the top menus to navigate to “User-Role Assignments” and select “Change a User’s Role Assignments”.
Click the > next to the user’s name to expand their list of existing user role assignments. To remove a single
user role assignment, use the radio button to select the role and click “Remove Role”. To assign an
additional role or change an existing assignment for a specific user, select any of the user’s existing roles and

“Edit” button.

Home

K ! Welcome Jak Wise
L Company Administrator, CISCO SYSTEMS ING FOR US INTERNAL DEMO EVAL ONLY

Wigw My Locations Only -

Use the radio button to select the user role
assignment you want to modify, then click the

Change User-Role Assignment

Filter:  Gisco User D -

b Ana Guerra de Menezes  anmeneze anmeneze@oisco.com

MName CiscoUserID ~ Email Role -
AR| Management
Jakwise jakwisecsam jTwise@yahon.com Application:AR|
Caonsole User
AP Management
ed amemiya edamemciscol edamemcis@omail.com  Application:AP|

Cansole User

TestBsslp For
EF 1.3:ITV short
desc updated

Reauvs Role

On the subsequent screen, click the P o expand
the categorized lists, of the selected user’s current
Assigned Roles and additional Available Roles.

Administrators

Sefiings  Other

Assigned Roles

¥ CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL ONLY
» API Management Application
¥ Pariner Suppart Service
¥ CISCO SYSTEMS INC
P APIManagerment Application
* Enfitlernent Framework External AP| Services
¥ SupporiTools

Available Roles

¥ CISCO SYSTEMS INC FOR US INTERMNAL DEMO EVAL ONLY
» TestBsslp ForEF 1.3
¥ CISCO SYSTEMS INC
» Proactive Change Management (NCG)
¥ Smart Senvice Capahilities (Qne Portal)
» Pariner Suppart Service
* Security Bulletin & Alerts (IntelliShield)
¥ Hetwark Health (NHF)

< [
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To change the start or end
date of a user’s current
Assigned Role, enter the new
date value in the
corresponding field. If the
Start Date is left blank, the
role assignment is
immediately active. If the
End Date is left blank, the role
assignment will remain active
until the role is manually
removed (or until your
organization is no longer
entitled to the corresponding
service).

To assign one or more of the
Available Roles to the user,
check the box next to the
role, and (optionally) enter
the start/end dates.

Click “Save”.

Settings  Other

Assigned Roles \

* APIManagemaht Application
» Partner Supphit Service
v EMS ING

¥ APIManagement Application

AP Console User 1

* Entitlement Framework External AP| Services
* SupporiTools

Start Date 07/082013 B8 (mmiddivyyy) End Date

B (mmiddiyyy)

n

Seftings  Other

Assigned Roles

¥ CISCO SYSTEMS INC FOR US INTERMAL DEMO EVAL DMLY
* APl Management Application
* Partner Suppont Service
¥ CISCO SYSTEMS INC
* APl Management Application
* Entitlerment Framework Extemal AP| Services

* SupportTools

RN

Available Roles l

T CISCOSYSTEWS INC
hange Management (NCCh)

[ cisco Delivery Engineer

* Smart Service Capahilities (Cne Portal)

* Partner Suppont Service

Start Date [ (mmiddivd End Date

[ (mmiddiv)
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Remove User Access

Disassociate a User from your Company or
Inactivate Role Assignments

Cisco Services
Access Management

Quick References

You can disassociate an existing user who has left your

Getting Started company and no longer requires access to any Cisco
Onboarding a User Services on behalf of your company.

You can remove a user’s individual role assignments, to
reflect a change in their job responsibilities.

The user will receive email notification of the changes made
to their account.

All Delegated Administrators for your company will also be
notified (based on their notification preferences) of the
changes made.

Batch Upload
Edit User Access

Remove User Access
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Removing User-to-Company Associations

Use the top menus to go to “User-Company
Associations” and select “Change a User’s Company
Association”. Select the user by clicking on the radio
button and click on “Remove Association”. Removing
the user’s association to your company will
automatically inactivate all role assignments they
received from your company.

Removing User-to-Role Assignments

Use the top menus to navigate to “User-Role
Assignments” and select “Change a User’s Role
Assignments”. Click the P> next to the user’s name
to expand their list of existing role assignments.
Select the role to be removed and click “Remove
Role”.

Click on “Remove Association” to disassociate a user
from your company. This will also result in the
inactivation of roles assigned to that user.

Harme

| Welcome Jak Wise
| Campany Administratar, CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL OMLY

“Wiew My Locations Only -

Change a User's Company Association

Clear Filter

Filter: Cisco UszerlD -

Name ~ | CiscoUser ID -+ Email -
Suresh Vilayanur swilayan swilayan@eisco.com
Jason Wise jakwize jakwise@cisco.com
Jakwise jakwisecsam wise@yahoo.com
lorraine hsu op_nhi_nccm_intel_ext lorraine 2@omail.com
lorraine hsu op_nhf_ncem_intel_snte_ext lorraine 1 @gmail.com
Jen uan Huang jenhuang jenhuangi@cisco.com
Ana Guerra de Menezes anmeneze anmeneze@cisco.com
Shih-Yu (Sylvie) Huang syhuang syhuang@cisco.com
Michal Kopec mikapec mikopec@cisco.cam

E R CILE rtherhst rtherbsti@eisco.com

] Remove tosecien )

Use the radio button to select the user role
assignment you want to modify. You can use the
“Remove Role” button to quickly inactivate the
selected user role assignment.

Home  Usi

1 Welcome Jak Wise
L Company Administrator, CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL ONLY

View by Locations Only -

Change User-Role Assighment

Filter:  Cisco UserID -

@ Clear Filter

MName CiscoUserID ~ | Email Role -
APl Management
Jak Wise jakwisecsam Jlwise@yahoo.com Application:API
Console User
APl Management
ed amerniva edamermciscol edamemcis@arnailcorm  Application: AP

Console User

Test Bsslp Far
EF 1.3:TV shart
dest updated

» Ana Guetra de Mehezes  anmeneze anfmenezeeiseo.com

() (Femererote] )
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