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PyHAAMEHT A0BEPUA

MOCTPOEHHbLIN HA ONbITE MICRISEFRIBA LU AX

Trustworthy
o Computing am Windows Azure o
Microsoft Initiative °
. [ J
enter : Protection Level 2 FISMA
: Active Center SOC 1
msn " Directory o [ Office365 .
1989 1995 2000 2005
. ‘
Win
UI SOWS Security ® E.U. Data CSA Cloud
pdate : :
Development Diaital Protection Controls Matrix
Global Lifecycle Crimes ISO/IEC  Directive  HipAA/ coud PCI DSS
Microsoft Security Data Center Unit 27001:2005 HITECH L Level 1
Response Center Services
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Windows Azure




3alMTa MHOPACTPYKTYPL

24-X YaC. MOHUTOPUHT GU3MYECKOM Be30MacHOCTH
MOHWUTOPUHI CUCTEM M XYPHANMPOBAHME
YnpaBaeHne cepBMC-nakaMm 1 3arniatkamm
Anti-Virus/Anti-Malware 3awmra

Intrusion detection/DDoS

Penetration testing

[1po3paunbin Application Firewall

Windows Azure 7



3alUMTa CETEBbLIX KOMMYHMKALIMM

13041Up4 LLIndposaxme BuptyansHble ExpressRoute
ceTeun COCAMHEHUW  CETU

Windows Azure



Microsoft Azure
Virtual Network
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Subnets in
Windows Azure
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On-premises

Extending your infrastructure



[loasepXkmBaemMble YCTPOWCTBA

ClIsco

ASA 5500 Series (Adaptive  ASA Software 5505, 5550

Security Appliances) 8.4+

ASR 1000 Series IOS XE 2.1+ 1002
Aggregation Services

Routers

ISR Series Integrated I0S 12.2+ 2801, 2901,
Services Routers 2911

| | e TKE vl
Generic VPN devices @ . AES 128, 256
« SHA1, SHA?2

Must support




ExpressRoute o

Microsoft Azure ExpressRoute, g
no3BONSieT NMocCTpPpouTb npsimoe cxpresskoute
coeagunHeHNeOflemay BTQ‘
3 akKkas3Huhzura
a-

ExpressRouteo pr aHunsyer FQUINTX
NOAK MUNEOB KIG e /N e HHBbBbIM _ Level(3)
KaHaMa®HauYnTa@OoOBbB@AaET Microsoft Azure Microsoft Azure R
NPOU3BOAUTINbHOCTb publcinemne TelecityGroup ©
6 esonacHOCTHb Public Internet \HEH/E!I

ExpressRoute

location

Multiple customer sites
Customer site

Connecting at ExpressRoute Location Connecting from a WAN (e.g. MPLS VPN)
(Exchange Provider facility) provided by network services providers




|l AeHTnOUKauma 1 40CTymN

Windows Azure

Ob6nayHbin katanor — Windows Azure AD
MOHUTOPUHT AOCTYyMa

Single sign-on

MynsTMdakTopHas ayTeHTndmKaLmaA

JlocTyn Ha OCHOBE POJIEM

12



MopraHada ayTeHTU®Kauma Azure Ac

Dlrec

ory Premium

up to 500K

Directory as a Service @ Objects @  No Limit

User/Group Management ® @

SSO to pre-integrated SAAS Applications /Custom Apps @ 10 apps per user @ No Limit

Directory Synchronization Tool (WSAD Extension) ® @

User-Based access management/provisioning @ @

Group—b?sed access management/provisioning @ == Windows Server
Self-Service Group Management for cloud users @ Active Directory
Self-Service Change Password for cloud users ® @

Self-Service Reset Password for cloud users @

Security Reports @ @ O

Advanced Security Reporting (machine learning-based) @ 0 g

Usage Reporting @ directories
Company Branding (Logon Pages/Access Panel

customization) @

MFA (All available features on Windows Azure and on ®

premises)

FIM CAL + FIM Server

] Office 365
&& Windows Intune

Microsoft .
Dynamics CRM Online

Microsoft apps

Active Directory
. ISVs
Microsoft Azure ‘ -
LOB CSVs

Non-MS cloud based /
SaaS apps




On L MYJTbTNOA KTOpHOVI dyTEHTVOKal N

Mobile apps Phone calls Text messages




3allMTa AaHHbIX

Windows Azure

3alndpoBaHHada nepesada AaHHbIx

Onuny WMdPOoBaHNA ANA XPaHEeHUA JaHHbIX
PasaeneHne AaHHbIX MpK XpaHeHnn

Bbibop MecTa xpaHeHMa JaHHbIX

3X KpaTHasa M36bITOYHOCTb XPaHEHMS

[apaHTMPOBAHHOE YHUUTOXEHME AaHHbIX

15



| |oMBATHOCTb — Kak OCHOBA

ObazaHHocTM  OrpaHnyeHne Hukakom
3aKpeneHbl  4OCTyna K DeKIambl

KOHTPaKTOM AaHHBIM 1 NX
[1OJIb30OBaHNE

Windows Azure




Compliance (cooTtBeTcTBME TPEOOBAHMAM)

Information  Effective Government
security controls & industry
standards certifications

ISO27001 SOC 1 Type 2 FedRAMP/FISMA
SOC 2 Type 2 PCIDSS Level 1
UK GCloud
HIPAA/HITECH

Windows Azure




=" Microsoft

© 2013 Microsoft Corporation. All rights reserved. Microsoft, Windows and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment
on thWiOhMiﬂo&iﬂWm§Mi;B\s%ttjnr;](éguarantee the accuracy of any information provided after the date of this presentation. MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.




