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I hreat Centric Security Model \'s Needed

Defend, Discover, Remediate against | hreals
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Point-in-Time Continuous

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 2



The Threat Centric Security Wode\

L ooking beyond a single silver bullet

(ATTACK C ONTTINWUUWM W

BEFORE DURING AFTER

Control Detect Scope
Enforce Block Contain
Harden Defend Remediate

Advanced Malware Protection -

Firewall - ASA NGIPS - SourceFire AMP
NGFW — ASA with Ironbort Web Securit Network Behavior Analysis -
Firepower P y StealthWatch
ISE Ironport Email Security

UTM - Meraki
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'‘Defense-in-Depth’ Security Alone Is Not Enough

Siloed
Approach

Increased
complexity
and reduced
effectiveness
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Industry’ s First Threat-Focused NGFW

ASA with Firepower Proven Cisco ASA firewalling

Industry leading NGIPS and AMP

=)

Cisco ASA with FirePOWER Services

« Integrating defense layers helps
organizations get the best visibility
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i ' ' ' to automatically adapt

 Protect against advanced threats
#1 Cisco Security announcement oﬁche year! across the entire attack continuum
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The Problem with Legacy Next-Generation Firewalls
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Legacy NGFWs can reduce attack surface area but advanced malware often evades security controls.
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Superior Integrated & Multilayered Protection

World" s most widely deployed,
enterprise-class ASA stateful firewall

Granular Cisco® Application
Visibility and Control (AVC)

Industry-leading FirePOWER
next-generation IPS (NGIPS)

Reputation- and category-based
URL filtering

Advanced malware protection
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Visibility (a]#81% ) - See Everything

Browse all application Look for risky
applications...

Who is using them?

Other Medium BitTorrent —
ssL
DNS
HTTPS
HTTP

Other High
Zabbix
MySQL
Sun RPC
MNetBlO5-ss5n
LDAP

Connections by Initiator Country

Cther Asia

Dperating Systems
Japan
orea — South
ther Europe N
Spain Windows Server
Federation *
etherlands

Windows 2000,
Windows Wista,
Romania findows 2000 S
Fran: Vindows Vista,
Cermany * |
lorth America '
Canada

Orther
Android 4.0.3

ESX 4.0
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Visibility (]2 ) - Application Control

Control access for applications, users and devices
“Employees may view Facebook, but only Marketing may post to it”

“No one may use peer-to-peer file sharing apps”

A
,'fAO Gm:il Q D Q !ir wul
SOlar'E‘, 6(7( aBltTorrent SKVDE | YOU- 1_, Picasa OV€f30003p,05
/ /
devices, and more!

Y @ Q R ARSI () |

OO | ‘iPad Silesforce ORACLE NETGEAR AVAVYA
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Advance Persistence Threat / Advanced Malware

Is now a tool for financial gain

« Uses formal Development Techniques
« Sandbox aware
* Quality Assurance to evade detection

« 24/7 Tech support available

« Has become a math problem
* End Point AV Signatures ~20 Million
« Total KNOWN Malware Samples ~100 M
« AV Efficacy Rate ~50%

© 2014 Cisco and/or its affiliates. All rights reserved.
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Retrospective (] [a]yif ) Ff4E78T K Point-in-Time Detection —ZX &M

Point-in-Time Detection

ﬁ\i

) = ©

One-to-One Fuzzy Machine Indications Dynamic Advanced  Device Flow
Signature  Finger-printing Learning of Compromise  Analysis Analytics Correlation

File Reputation & Sandboxing

© 2014 Cisco and/or its affiliates. All rights reserved.

Retrospective Security

Breadth and Control points:
@ Email Network

@ Endpoints e IPS

@ Web ) Devices

Telemetry
Stream

» File Fingerprint and Metadata
< File and Network 1/0

" Process Information

Continuous feed
001 1101 1110011 0110011 10
71000 011000 0111000 111

10001110 1001 1101 11100}

Continuous Analysis
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Overview ILUEINSEN Policies Devices Objects  FireAMP
Context Explorer Connections » Intrusions » Files » Network File Trajectory Hosts » Users » Vulnerabilities «

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 % First Seen
File Name WindowsMedialnstaller.exe Last Seen
File Type MSEXE Event Count
File Category Executables Seen On
Current Disposition > Malware 4 Seen On Breakdow
Threat Score o989 High &3
8 hours after the first attack,

Trajectory the Malware tries to re-enter

Dec 06, the system through the

“0is original point of entry but is

10:57 17:40 18:06 18:10 18:14 18:17 .

recognized and blocked.
10.4.10.183 9, £
7] Time 2013-12-06 1B8:17:27
ll:l IS I l l IE £ G Event Type File Sent
3.4, IP Address =i 10.4.10.183
1.2 =1 @ Blocked Recipient = 10.5.11.8
File Name WindowsMedialnstaller.exe
10-5.50.60 G Disposition {3} Malware
Action Malware Block
Application Protoeol [ | HTTP
E'ul'El'll:S Transfe| Block T Create ]| Mowve Client ‘—-Im EeLrospeCciive [} ] "_- Jarantn

Dispositions Unknown 1‘:} Malware Clean Custom Unavailable
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Correlation & Automation (
Cost Saving

Correlates all intrusion events
to an impact of the attack against the target

Intrusion Events

Last 1 hour Total

* T PNr el iIIII||I.||I|Ii|lllllhiil 470

0
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Impact Flag

Administrator
Action

Act immediately,
vulnerable

Investigate,
potentially vulnerable

Good to know,
currently not
vulnerable

Good to know,
unknown target

Good to know,
unknown network

Why

Event corresponds
to vulnerability
mapped to host

Relevant port open
or protocol in use,
but no vuln mapped

Relevant port not
open or protocol
not in use

Monitored network,
but unknown host

Unmonitored
network

Cisco Confidential
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Indicators of Compromise (EZ:451= ) Dashboard

Because IOCs enable a quick way of classifying a host’ s potentially compromised state,
having this data on a dashboard is desirable

Number of IOCs set against the host
Host

IP Address

B 10.5.61 SE0E

IPF Address
=E 10.5.61 0

CnC Connected (1)
Exploit Kit (1)

-0 0223510 | Click to expand tmpact 1 Attack (1

=i 10.1.5.210 (Right—click for menu) ‘

Impact 2 Attack (1)

=E 10.1.3.128
m=E 10.1.3.127
=E 10.1.3.208
=i 10.1.3.206

- 10.1.3.200 ;.rJ 10.1.3.200

Last updated 16 minutes ago

Last updated 16 minutes ago

Cisco Confidential 14
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Indications of Compromise (IoCs)

Indications of Cmmpmmis

Category Event Type Description

Exploit Kit ll'n'l Event - exploit-kit The host may have El‘r:ljnd an exploit kit
Se % Intelligence Event - CnC  The host may be under rd e control

CnC Connected

LnC Connected] lntrusion Event - malware-cnc I'he host may be undeér reémote control

T TS T mTem e e to IZr'mwn Cn(_;'IPs

Exploit Kits
Web App Attacks
CnC Connections
Admin Privilege Escalations

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

Edit Rule States 1l Mark All Resalved

L

o 2013-09-17 16:46:28 Zﬁlﬂ 06:35::
5 2013-09-17 16:52:11 g 20 3-20 03:55:45

2013-09-17 20:09:23 gy 2013-05-19 17:32:49

Office/PDF/Java Compromises
Malware Executions
Dropper Infections
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Integrated Threat Defense Across the Attack Continuum

Attack Continuum

BEFORE AFTER

Control H Scope

Enforce Contain

Harden Remediate

Firewall/VPN NGIPS Advanced Malware Protection
Granular App Control Security Intelligence Retrospective Security
Modern Threat Control Web Security IoCs/Incident Response
Visibility and Automation
© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 16



Cisco ASA with FirePOWER Services
A New, Adaptive, Threat-Focused NGFW

Integrated Threat Defense

( B BZEmAFEACHKS )
Best-in-class, multilayered prot
in a single device

e

Superior Visibility (G181 )
Full contextual awareness
to eliminate gaps

Automation ( BENE)
Simplified operations and dynam’ :ﬁisco nced Malware Protection
response and remediation .~ Provide continuous analysis

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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How to Build Security Solution
Sourcefire on ASA with FireSIGHT Management Center

Customer Scenario The Cisco Solution SKUs for the Quote
: : Platform
A medium to enterprise 2 ASA Bundles
sized customer would like to * ASA FirePOWER Chassis 1.0 ASA5585-S40F40-
purchase ASA with 0 VLl FlresiCinl BUN

Management Center

Sourcefire and a FireSIGHT
Management Center.

1.1 ASA5585-540F40-K9
1.1.0.1CON-SNT-

Platform Support (SMARTnet) A85S4F49
They would like to order 1 « SMARTnet Support 1.2 L-ASA5585-40-
additional ASA for » Software Support for TAM=
backup/High Availability. Management Center

1 Virtual FireSIGHT

Content Subscriptions with Management Center
Support (1 & 3 years)* 2.0 FS-VMW-SW

2.0.1 CON-SAU-FS1500

« ASAIPS+Apps License
« Advanced Malware

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 18



Sourcefire on GPL NOW!!I

Sourceflre FlrePOWERTM

Industry-best
Intrusion Prevention

. Real-time
Contextual Awareness

. Full Stack Visibility
. Intelligent Security Automation with FireSIGHT™
. Unparalleled Performance and Scalability

. Easily add Application Control, URL Filtering and Advanced Malware Protection with optional
subscription licenses

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 19



FirePOWER™ Appliances Summary

All appliances
include:

Integrated lights-out
management

Sourcefire acceleration
technology

LCD display

© 2013 Cisco and/or its affiliates. All rights reserved.

ssLsz200 R

SSL2000 *EESEE————

SSL1500  ssc—

IPS Throughput

40 Gbps *
30 Gbps
20 Gbps
10 Gbps -

6 Gbps

4 Gbps
2 Gbps °
1.5 Gbps
1.25 Gbps *

1 Gbps *
750 Mbps

500 Mbps -
250 Mbps *

100 Mbps *
50 Mbps *

NGIPS / App Control / NGFW / AMP >

8290

8270
8260
8250
8140

8130
8120

7125

7120
7115

7110

7030
7020
7010

Cisco Confidential
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Fire Sight Appliances

H”-_*‘,-"'T = g = = = ge==
FS750 FS1500 FS3500
ices Managed* 10 15) 150
Events 20M 30M 150M
rage 100 GB 125 GB 400 GB
fVian 2k | 2k 50k | 50k 300K | 300k
sers)
jtc 2000 fps 6000 fps 10000 fps
cond) P P P
. . RAID 1, LOM, RAID 5, LOM,
ity L'ghts'ou(tL'\(gﬁ‘Ar;ageme”t High Availability HA, Redundant
pairing (HA) AC Power
* Max number of devices is dependent upon sensor type and event rate
© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 21



Network Virtual Appliances

» Virtual Sensor . Virtual Defense Center
« Inline or passive deployment . Manages up to 25 sensors
« Full NGIPS Capabilities o physical and virtual
o single pane-of-glass

- Deployed as virtual appliance
- Use Cases

o Rapid Evaluation

o SNORT Conversion _ _
o Small / Remote Sites o Pre-production Testing
o Service Providers

o Virtualized workloads (PCI) NOTE: Supports ESX(i) 4.x and 5.x on Sourcefire 5.x platforms. Supports RHEV 3.0 and
Xen 3.3.2/3.4.2 on Soucefire 4.x platforms only.

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 22

« Use Cases



Sourcefire’s Security Solutions

AresSIGHT™

Management Center

APPLIANCES | VIRTUAL -
SOURCE/ ire

N=AE ADVANCED COLLECTIVE
GENERATION GENERATION MALWARE SECURITY
FIREWALL INTRUSION | PROTECE&i: INTELLIGENCE
PREVENTION f:?eAMP =
CONTEXTUAL AWARENESS HOSTS | VIRTUAL MOBILE &
= B frePOWER™

APPLIANCES | VIRTUAL

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Con fidential 23



How to Configure a Sample
Security Order




How to Configure a Sample Security Order

Customer Scenario The Cisco Solution

SKUs for the Quote

Platform

A medium-sized customer
with 3 different locations in

the US needs to build a
brand new Security solution.

1 Management Center

1.0 FS750-K9

1.0.1 CON-SNT-FS750
1.3 FS750-FSIGHT-LIC
1.3.01 CON-SAU-FS750

« FirePOWER 7000 Appliance
« FireSIGHT Management
Center

Platform Support (SMARTnet)

They know they need an
Intrusion Protection System
and URL Filtering and would
like 24x7 support. Given this
is new technology, the
customer doesn’ t have the
knowledge, experience, or
time to implement the
solution successfully.

« SMARTNet Support
« Software Application
Upgrades

3 FirePOWER FP7010

2.0 FP7010-K9

2.0.1 CON-SNT-FP7010
3.0 FP7010-TAC-LIC=

Content Subscriptions with
Support (1 & 3 years)*

« IPS+Apps and URL

Other Services
« Kickstart

© 2013-2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 25
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Cisco Identity Services Engine 1.3

Delivering Control with Context Across the Extended Network




Table 6. Cisco ISE Services, Licenses, and Software

Cisco ISE Feature or Service License
Basic RADIUS authentication, authorization, and accounting, including 802.1x, Yes Yes
MAC Authentication Bypass
Web authentication (local, central, device registration) Yes Yes
MACsec (all) Yes Yes
Guest portal and sponsor services Yes Yes
Representational state transfer (monitoring) APIs Yes Yes
External RESTful services (CRUD)-capable APIs Yes Yes
Security group tagging (Cisco TrustSec® SGT) Yes Yes
Profiling Yes Yes
Profiler feed service Yes Yes
Device registration (My Devices portal) and provisioning (for bring-your-own- Yes Yes
device [BYOD] initiatives)
Context sharing (Cisco pxGrid) Yes Yes
Endpoint Protection Services (EPS) Yes Yes
Posture (endpoint compliance and remediation) Yes Yes
Enterprise mobility management and mobile device management (EMM and Yes Yes
MDM) integration
Cisco AnyConnect Unified Agent (requires Cisco AnyConnect Apex license; Yes Yes
see below)
Wired access control Yes Yes Yes

©2013-2014 Ciscoand ~ Under ATP control (Certified Partners) Yes Yes Yes »nfidential 27
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What's New in Cisco AnyConnect 4.07?
Connect Only Approved Applications over VPN

. ‘ Selectively Tunnels Traffic Through VPN
Provide secure remote access for

p \ selected applications by user, role,
device, etc. (per-app VPN)

N

Reduce the potential for non-approved
p \ applications to compromise enterprise

Support a range of remote users and
p \ endpoints (employees, partners,
contractors), streamlining IT operations

AN ANANA

C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29




What's New in Cisco AnyConnect 4.07
Posture Check and Secure VPN Access with Unified Agent and Cisco ISE 1.3

—ﬁ CiscoAn)CSecumMobﬁi-tyCIient
Supports device posture and g ——
p \ authorization across multiple access ’

methods

N

S ‘ Simplifies management with only
one agent to manage

S ‘ Prevents noncompliant devices from
accessing the network

C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 30




What's New in Cisco AnyConnect 4.07

Port Licensing for Greater Flexibility

New endpoint licensing portable across
p \ any hardware platforms, simplifying 4 )
transfer
—<
New two-tiered licensing structure to = VPN = Plus features
p 2 \ allow CL_Jstomer_s_ to grow based on new - \l\;llglzlle per-app = Compliance
enterprise mobility needs . _
=  Web security = Clientless
= Network access _
manager = Encryption
Migration . : : ;
3 ‘ i Igssentials 0 Plus Per user (with their multiple devices)

= Premium to Apex \ /

C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 31




AnyConnect Licensing - Toda

D License
(per user + per ASA)

Premium Licenses Shared by
Multiple Cisco® ASA Devices
MOBILE ADVANCED

License ENDPOINT

(per ASA ASSESSMENT
model) License

MOBILE

License
(per ASA
model)

A

ESSENTIALS License
(per ASA model)

PREMIUM Ticense

(per user for each ASA)

Always-On, Clientless,
Posture Assessment, Mobile
Posture, Suite B

Basic
Remote Access Connectivity

Other Licenses: FLEX License (for 54 days daily use)

VPN Phone & FIPS
(per ASA model)

C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 32




New AC Features & Licensi

AC 3.X AC 4.X
(Tight with ASA only) (Loose with ASA, ISE, ISR, ASR, CSR, CWS)

Premium g ” '
(Perpetual) APEX New!

Advanced PC + Mobile Services
Shared « Unified Endpoint Compliance
/Remediation (Posture)
Suite B
Clientless
Includes PLUS

(Perpetual)

Flex
(Perpetual)

AEA

(Perpetual) “PLUS” New!

. . Basic PC + Mobile Services
Mobile Device VPN / Per app VPN

(Perpetual) « Always On

. « ASA, ISE, ASR, CSR
Essentials . EIPS

(Perpetual) - CWS/ Web Security
. NAM

Non-Lic
(NAM, CWS, Mobile
Opt)




Deployment Loal

= Users
o How many users will utilize AC services?

= Services

. . PLUS
o How many users need basic services?

o How many users need advanced services? _

APEX
= Headend

o How many active sessions at any given time?
o What headend platform/s?
o How many locations?

r
™ "o"
Cisco Web Security Router :
ow', B '|‘ H-'.' “«"
C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 34




Mlg ration Strateqy AC APEX Migration Licenses

Existing AC licenses ($0 for 3 YR, Any User Count)
(Core)

APEX (Term)

Premium
(Perpetual) -
Shared

(Perpetual)

PLUS (Term)

AC PLUS Migration Licenses
(50% Discount on 5/3/1 Yr Licenses,
Any User Count) *

Essentials
(Perpetual)

. ) PLUS (Term)
Non-Lic

(NAM, CWS, etc) .
New ASA (Existing TMP)

*Yes — No Offer For
Migration To
Plus Perpetual




AnyConnect Offe:

PLUS (Perpetual) or

e 25-250K per user pricing ($$%)

* “Right to Use” based on user/seat
count vs concurrency

e Support (SASU) ordered separately
« Compliance -> Trust (Phase 1)

« Built in “Shared” functionality

« Covers PC and Mobile

* Includes “near” zero day OS support
for all supported platforms

C97-732878-00 © 2014 Ci ppd/ its affiliates.” All rights r

APEX (Term)

PLUS (Term)

25-250K per user pricing ($)

“Right to Use” based on user/seat count vs
concurrency

1, 3 and 5 Yr options (includes support)
Compliance -> Trust (Phase 1)

Built in “Shared, Flex” functionality
Covers PC and Mobile

Includes “near” zero day OS support for all
supported platforms

Cisco Confidential 36



Scenario #1a — Basic VPN Greenfield (Term)

New customer wants to cover 1000 users with 500 active endpoint connected at any one time.
This is basic device-based VPN for PC as well as mobile devices, requires HA, and is
centralized. Customer is interested in migrating to per app VPN on mobile platforms to help
decrease bandwidth backhaul costs.

@ Order appropriate appliances and SMARTnet options

Product Number List Price Qty Total
ASA5525-K9 $8,995 2 $18,990
(SMARTNET/SASU-SKUS) - - -

@Selects AC PLUS based on total number of users

Product Number List Price Qty Total
L-AC-PLS-5Y-G $- 1 $-
AC-PLS-5Y-1K $2,500 1 $2,500

Cisco Confidential 37
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Scenario #1b — Basic VPN Greenfield (Perpetual)

New customer wants to cover 1000 users with 500 active endpoint connected at any one time.
This is basic device-based VPN for PC as well as mobile devices, requires HA, and is
centralized. Customer is interested in migrating to per app VPN on mobile platforms to help
decrease bandwidth backhaul costs. Have CAPEX vs OPEX preference.

@ Order appropriate appliances and SMARTnet options

Product Number List Price Qty Total
ASA5525-K9 $8,995 2 $18,990
(SMARTNET/SASU-SKUS) - - -

@Selects AC PLUS based on total number of users

L-AC-PLS-P-G $- 1 $-

Product Number List Price Qty Total
AC-PLS-P-1K $6,250 1 $6,250

Cisco Confidential 38
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Scenario #2a — Advanced VPN Greenfield

New customer wants to cover 1000 users with 500 active endpoint connected at any one time.
This is advanced device-based VPN for PC as well as mobile devices, requires HA, and is
centralized. They want clientless for contractors and want to enforce PC compliance prior for

employees.

@ Order appropriate appliances and SMARTnet options

Product Number List Price Qty Total

ASA5525-K9 $8,995 2 $18,990
(SMARTNET/SASU-SKUS) - - i

@Selects AC PLUS based on total number of users

L-AC-APX-5Y-G $- $

Product Number List Price Qty Total
1 -
AC-APX-5Y-1K $12,000 1 $12,000

Cisco Confidential 39
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Scenario #2b — Advanced + Basic VPN Greenfield

New customer wants to cover 750 users with 500 active endpoint connected at any one time.
This is advanced device-based VPN for PC as well as mobile devices, requires HA, and is
centralized. They want clientless for 250 contractors and want to enforce PC compliance for
250 employees but they want basic VPN access for 250 partners regardless of PC or mobile for
partner portal access

@ Order appropriate appliances and SMARTnet options

Product Number List Price Qty Total

ASA5525-K9 $8,995 2 $18,990
(SMARTNET/SASU-SKUS) - - i

@ Selects AC PLUS and APEX based on total number of users

/-Product Number List Price Qty Total )
L-AC-PLS-5Y-G $- 1 $-
AC-PLS-5Y-250 $625 1 $625
L-AC-APX-5Y-G $- 1 $-
AC-APX-5Y-500 $9,000 1 $9,000 Y

C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 40




Scenario #3 — Basic VPN Migration

Existing customer has pair of 5540s with essentials and mobile. They have been providing basic
VPN access to 5000 users (averaging 1000 concurrently sessions). This is all device-based VPN.
Customer expects mobile device count to grow so want so add per app VPN services in addition to
covering new future Windows OS and Apple OS X software versions. Feels that existing 5540s still
has enough headroom (only expect 2000 concurrent worst case). Budget wise they want 3 year

icenses.
Does not need any new appliances

@Selects AC PLUS migration based on total number of users

L-AC-PLS-M-3Y-G $- $-

Product Number List Price Qty Total
1
AC-PLS-M-3Y-5K $4,600 1 $4,600

C97-732878-00 © 2014 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 41




Scenario #4 — Adv VPN Migration

Existing customer has pair of 5540s with 1000 AC Premium licenses. They have been providing
advanced VPN access to 3000 users with (averaging 1000 concurrently sessions). The are using
Hostscan and Adv Endpoint Assessment and want to maintain that service but open service up to
larger number of employees (5000 in total). Feels that existing 5540s still has enough headroom (only

expect 2000 concurrent worst case).

@ Does not need any new appliances

@ Selects AC Apex migration based on total number of users

L-AC-APX-M-SG $0 $0

Product Number List Price Qty Total
1
L-AC-APX-M-5K $0 1 $0

Cisco Confidential 42
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Web Security Appliance AsyncOS 8.5

- |SE Integration (Preview / pre-beta)

- Advanced Malware Protection (AMP) - Phase 2
 High Availabllity

« Time and Bandwidth Quotas

- Virtual SMA (Security Management Appliance)
« Enhanced Operations and Security Updates



Thank you.




