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Add Polcy Frohle

WLAN Tirmaou Fabiic: P L]
o) (0 |
W o P » '@
1 i - @
1] L .
Usar Dtned (Privain] Neteork
AN 1
DHEP
Doy
DS Lisyed Securniny
A%
4 - o e *
Flow [ T |
AN Policy [ | [}
|.—. NPT — = | WLAN Flox Policy

o) 998 wrdse sobusd eds IJzols.
Spdud H986 pdVd wgsV IJuog Vs IJ8lispeo:

Configuration = » Tags & Profiles = » Policy

Selected Rows @ 0

Admin Associated Policy . -
x [
Status e (i T Policy Profile Name
(] Flescuhutud,

lJglo9s 8. [uuvle gJlpé wog.

loedd s Idodsso > edlple wpsss susuosle > edlple wpss)

VO edlps IJowssy wog: 23> Huolwe. [gble | ywe Jedlps IJuog:



Add Policy Tag

MName* flex-policy-tag

Description Enter Description

S wldoprs) Jiuu-_éJ 922> Huolwe Jopu g)lislo wog WLAN. WO pJud wg)sd WLAN: 235
Jvwdo WLAN IJos op lugilgel puwedl po 1J8lses IJpeuuusds. BOs "pdwd wg)sd Iduog" 235
"o oe s IJuor" 1Uss wpe lugilio puvedl pu 1JSlses IJpuuwsds. 1ud) W98 i IJozdd:
e 999 wbousd eds IJzol:

RLAN-POLICY Maps : 0

D Cance

Spdud H9s6 gdles IJuoz Vs IJ8lkspeo:



Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

Selected Rows : 0
Policy Tag Name

flex-policy-tag

1J$1096 9. 3p wogssu edlps IJuoz eds edlps APs.

loodd s IJodsse > Jluwdds > o@lb 1dsuosd. 23> u8bd IUsuesd Jugss) IJedlps.

Configuration® » Wireless= » Access Points

W All Access Points

Totad AP5 .2 T

Admin
P Marme I AP Modol toSkls  © Status
CWO1641-ROW-LABZ 0 s CWE1641-ROW 3 L]
APZB0Z1-E-LAB ol AR-APZBOA-E-KS 2 (]
1 0 v

6 GHz Radios

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

Country

LSC Provision

AP Certificate Policy

Edit AP x

Up Tirme:
0days 18
min 16 56
0 dys 1 e
mins: 15 50

Time Statistics IP Config

General Interfaces High Availability Inventery Gealecation ICap Advanced Support Bundle
General Tags
AP Name® CWOTGA1-ROW- LABZ a
Location® default location
Base Radio MAC
Palicy Pire-policy-tag > B
Ethemnet MAC
Site: Fle: * B
Acimin Stat ensen [l
RF chlimalt-ri-1ag > B
AP Mode Flex
White: Tag Gonfig to AP 0]
Registered
Version
Fabwic Status Diisatbed
CleanAir MS| Key Prima n
LED Settings Predor atus MIA
LED State masen [l
Predownleaded Milh
Brightness Level 8 v _
Mext Retry Time NiA
Flash Settings
Boot Version
Flash State e
135 Versaon
T Apoly
¥ Apply Mini 105 Version 0.0.00

lo®) eds werse subosy eds 1Jzol.

cuduod udbs 1UgLosd suwes 06 18,8 wedles [Juog 1Jzas6.

ewpl wuuope wbo IJyLoed JJgJd: spdud Ideedd pu Vlispesd udlb I.J_9uo_9.J(_9|Joid§>



V¥ All Access Points

Total APs : 2

Power Derate
Capable

Yas

i Operation

Slatus

Registered

Configuration 2

Stalus

Heailthy

gds o udbs IUsuesd B 1dsuoe e, sldedlple 1dpesus:

Country Code

Misconfigured

Misconfigured APs

Tag Country Code : LSC Falback : URWE :
Multivle APs can be configured at once frorm
LSC Fallback :  URWEH
Misconfigured Misconfigured Policy Tag i Site Tag F Tag i Location
No URWE c i 0 r
Mo Misconfiguration Flent-policy -t Flex-site Safault-rf-1ag default location

CLI:

aaa authentication dotlx FlexAAA group ISE_RADIUS_1
I

wlan FlexAAA 4 FlexAAA

radio policy dotll 24ghz

radio policy dotll 5ghz

security ft

security wpa akm ft dotlx

security dotlx authentication-list FlexAAA
no shutdown

I

wireless profile policy FlexAAA
aaa-override

no central authentication

no central dhcp

no central switching

vlan VLAN1432

no shutdown

I

wireless tag policy flex-policy-tag
wlan FlexAAA policy FlexAAA

I

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag

site-tag Flex-site

rf-tag default-rf-tag

wdosy ISE

oo oeole 11 1Js odssy ISE Jsdss Byl eds puols$s I pdle gospl sY9090 B

IJpool586 1 ppJss.
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IUg o9 2. 1o guuo) Ideede B 1dubods [ epdss 1Jdluvddss (WLC) b,l; 9800. puzo
luwel 8luolds gl IP IUgluo wor 9o pdso leshle puolsds RADIUS. o) olwds IJpdelz
I Ideuiend. sew 1o sdsu o3l IdpBdulz 09 IJpBdule uduwoe 1ss Geo wodssue puwudl
g0 logile 910 AAA £Js ooy Ideede B Iduivwds 1 pedss IUJluuddss (WLC) bl
9800.

e ad

B 1w 11956 IJspus: [od) eds pudlb.

IJgb9s 3. veole IJs luollds wblb 19 oed B Blispes 12036 Iduvwds. Jds wopdy pu lJgpd
Jpgzole/pozole AAA guspl 898> 1Jpsle IUwess Loulb oo ds WAN (9eus el cuedd udlb
IUsuesd 1Js Idsuoe 1dpuwedd).

loodd s IJodsse > Jluwdds > udlb 1dsuo9d eds 91zos [Jpuwogse Idyun9ess (GUI)
|Jgluod w9lzed puwedse ldyuwspele (WLC) byl 9800 512> edel dd guslu pu gulssu IP
Jugbé lJyosd.

pdlebd: §p wodssu guslu IP JJJ udbé 5u09d py0d [s 9upe Slow. usel 88>
udlb 1 osd IJlouold sowesss Idleuold o 9800 WLC. Bluol spdu lu gy
wewslu IP pgeduwd pu DHCP. goldolds o @s IJleold pg ISE.

opdsu IP IJeloe (IPV4/IPVE). 169, W9l werse sobousyd eds IJzgols:
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e luols ublb 1Us o9 1Jglos wd Jizoss Luods: sle 1Jodsss oduwe lJElLe w 9800
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Neyay Mprapce i, Doy 8

Matwork Dardces
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Deacripgtion
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Dewvice Frolis E - w
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Location B3 Lotk -
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Network Devices

—+ Add L) Import
O Name IP/Mask
] 9800-WLC 192.0.2.20/32
O CW91641-ROW-LAB  192.0.2.40/32
O] AP28021-E-LAB 192.0.2.41/32

B lwdJ 1519568 Idspus: lod) eds edb.
wldougwesd Jugls IJyoed IJeluss:

Mo Mprarce b Dy e

Magwaork Dhevicos

APIEEN-E-LAR

1RELEAN

A Lesatan

I FSET Devica

A Device Types

FADIS UDP Sottengr

B luwdd 15198 Idspus: lod) eds pdb.

Spedud IUIbJlg gJs Slispes iaojé lJuveds IJoldsse:

Ty Export i Delete

Profile Name -~ Location Type
&% Cisco (i) All Locations All Device Types
&% Cisco (7) All Locations All Device Types
&% Gisco (§) All Locations All Device Types

Bl Il udlb IJysosd Vs uwbl@le IP ldecuodé Ospdud luwedsle psjo IJSule Jodsy
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1J21096 5. oo dd [ds bLs > L6 1degss > 1degslor O edles IJowse puwegspsu: 980
Clogile puuegse Jpuol> 96 802.1x. ceass +HluolWe:

= Cisco ISE

Groups External ldentity Sources ldentity Source Sequences Settings
. _— Network Access Users

=] 3

Sp Clugble Iuwe puwcse 99Jps p)9) Bldow wBuw JJps 1des) eds lehs [eld IJes 1p)9))
923> ALL_ACCOUNTS (IJle,luos) pu 1Bk ed [dpouwsds Jezesele [dpuwedspsu:

B luwdJ 151988 IJspus: ludy eds Luwld.

Sedud IdlbJle eds IJpuvegse IS Slisps puwegsps Network Access:



Network Access Users

- Add < Change Status Ly Import T Export i Delete

Status Username -~ Description First ... Last... Email Ad... User Identity Groups

O Enabled & adminuser ALL_ACCOUNTS (default)

O

Enabled & helpdeskus... ALL_ACCOUNTS (default)

) Enabled ¢ test ALL_ACCOUNTS (default)

1Jgb9s 6. lowdd IJs Iduwsluws > gulyo) Iduwsluws > Idoclsz. Vs Idegssd > oussy
o9u089le [Jegasd: 2> +Huolwe.

DHotionar o Conditions Hazuks

Standard Authorization Profiles

L]

Ip wlouble pd gy IJogssd Juveds VLAN IJos sop wessu gpdle IJpuol> 86
IJeedssu Jol:
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Policy Sets

Status Policy Set Name
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Sp woumessd pzesesd IJuoe. B Lol IJgesd Gp wluplds 10 le>s OR sluod 1J$legw
Network Access: ol wwgsle [Juwps Device IP Address. s> suwlos:

ILoWe 1J 9800 WLC slJ APs go9lu:

B I 151966 IJspus: lody eds luvegsle.
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= Cisco ISE Policy - Palicy Sets

a @ @ @
Pol icy Sets Resat Reset Policyset Hitcounts m
f_) Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View

Q

Netwark Access-Device IP Address EQUALS 192.0.2.20
(] Mew Policy Set 1

Matwork Access Device IP Addiess EQUALS 192.0.2.40 Default Metwork Access (]

=) Netwark Access Device IP Addiess EQUALS 192.0.2.4%

[] Delault Default policy set

Default Metwork Access (& -~ - 0 {'éll. »

Reset

IU¢b96 9. B er0u2 1Jg 9 1) D98 edlpd I wop:

Allowed Protocols [ Server Sequence Hits  Actions View

Default Network Access

1Jg1096 10. S wogumwse uwsluwd IJpuol 9. sluuble pwsluwoso 22s3080: 91> Jluwe
WLAN. slJig, Jodssy 802.1X:

Policy Sets— New Policy Set 1

Reset Reset Policyset Hitcounts m

Allowed Protocols | Server Saquence  Hits

Status  Policy Set Name Description Conditlons

D Metwork Access Device [P Address EQUALS 192.0.2.20
©  MNewPalicy Set 1 OR @ Network Access-Device IP Address EQUALS 192.0.2.40 Default Network Access < - o
B Metwork Access Device IP Address EQUALS 192.0.2.41

s Authentication Palicy (5)

- Status  Rule Name Cenditions

Use Hits Actions
Q
Internal Users @ |
(] Authentication Rule 2 0 Radius Called-Station-1D ENDS_WITH FloxAAs o {‘é}
> Options
| Internal Endpoints <& |
[E] wired_soz.1x
(] Authentication Rule 1 oR i 0 {@}
E] wireless_g02.1x * Options




Jlgwe WLAN: §p Clogile Iyl wluwedsle Radius 1Ugluo wldBdlesuw slduwpsd o uwps-station-
id. 23> wolsle wluwe WLAN gldo o wo:

Editor
Radius Callad-Station-1D
=] Ends With ., FlexAAA . X . o
Select attribute for condition o
@ W C =] = = @ B @ 1 o L = m

Dictionary Attribute {[#] Info
Radius 3 Attribute D
Radius Called=Station=ID
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D Status  Ruls Nama Conditions

(-] Authorization Rule 1 @ RsdiusCallod=Statica=iD ENDS_WITH Floxada

Profilas

| PermitAccessWlan1432

Socurity Groups Hits  Actions
| Salact from list 0 5;)’}

B luwdd 151988 Ispus: lody eds zbb.

odsse PSK WLAN Cluuegsle 1Jpools86 1 ppdss

IUgbss 1. $p lodl wodsso will 1Jsuosd B I oe Flex Jpl 05 p oz s Idduwe wdos
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IJzbb96 2. |ouile Lo as WLAN.

loowd IJs IJodsse > 1dedlple 9pdule IJog) s > Juodlo WLAN: 2> +]olWs.

WO edlps IUgles Bp wlogile luve eJs luwpe IJu9uosd: SSID. 9zldo 1w pdsu:

WA-F 6l Comgaaitiiey

Wi-F| 7 Compatiblity

wanic [l ©

o [l
1

S

IJg 96 3. loodd [Js 1ol > edles lJowsse 1dbw@s 2 g3> WPA+WPA2, IJluodld Iduw,se
ewd wpdsuo Auth Key Mgmt PSK 9 FT+PSK. gl¢ e, wuuwsd PSK guge PSK IUss w80
sldoo ldpvele Idpuvoyd puwedl 1U3s o)y lo suvegspo gpdlgd:



WPAL Encryption

Auth Key Mgmi (AKM)

Protected Managemant Frama

Auth Ky Mgmt [AKM)

lud) eds wprse sobosd eds 1Jzob.
lve suvobse Jlso |J WLAN sgJé:

Configuration~ » Tags & Profiles~ » WLANs

= Add

Selectad WLANs : 0

Status Y Name T ID T 55D Y 2.4/5 GHz Security T
4] FlexPSK ® 1 FlexPSK [WPAZIIPSKIFT + PSKIIAESLIFT Enabled]

|._JE_JD90 4. luuﬂlc ro._J'.S u&)sd |Juu§|uuo

luewd IJs Idodsse > 1dgdlple 9pdule IUog ) s > IJyusluwe.
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HTTP TV © Bl M =
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lody eds weose sobosd eds 1Jzols.
SpJdud H986 pdVd wgsV IJuog Vs IJ8lispeo:

Configuration ™ > Tags & Profiles~ > Policy

Selected Rows : 0

Admin Associated Policy

Status 7 Tags @ Y Policy Profile Name
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IJeb9s 6. spdod lugble gdlps woz 23828 19 weasy edlps IJuoz Idewwiss.

loodd lds Idedsse > edlplo cpssi spdlle ogrs > edlele cpsss Joprsy edled
[Juwsluwd 1Jpe9e9é. o> ldedlpsd [dp,ls weysyol.

2o HluolWs Lopu glislb wog WLAN. WS pJud wg)sed WLAN: 235> G do WLAN IJos wpe
loublgel puwedl po 1JBlses IJpuuwsds. WS "pdd wg)sd Iduog" 235 "edWd wgjrsyd IJuog”
IJss wp logblde puwedl po IU8kses 1Jpouwsds. 108, W98 j) IJozdd: &p B8 wbosd eds
|Jzol:

I3l oo gdles IJuog pesws wldded eds uldbs IJsosd: BWJu weole [Us IJdsle wls yuse
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Bl de odou DdI: Gp vogssu gdlps [Juog eds gdleé APs. oo gd IJs IJodsse > JlgudIs
> 03l Idso9d. 225 0 §bs 19 uosd Jogss) edled Iuoz: 9lud) W98 "crrse subuss eds
lJzol;".

SOOI u9bs 1J9oad 9sess ol pe edles Iduog IJzas2s.

gwpl coued vk 1Jsuesd JUEJD: spdud IUozds pu Slises ublb Iso9d: slJeidss
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CLI:

wlan FlexPSK 5 Fl1exPSK

radio policy dotll 24ghz

radio policy dotll 5ghz

security ft

security wpa psk set-key ascii 0 Passwordl23
no security wpa akm dotlx

security wpa akm ft psk



wireless
no

wireless tag
wlan
wlan

ap h.h.h

security wpa akm psk
no shutdown

|

profile policy FlexPSK
central authentication
no central dhcp

no central switching
vlan VLAN1432

no shutdown

|

policy flex-policy-tag
FlexAAA poTicy FlexAAA
FlexPSK poTlicy FlexPSK
|

(AP Radio MAC address)

policy-tag flex-policy-tag

site-tag Flex-site
rf-tag default-rf-tag

IJozdd eu Iduogs

lJouwos JJuveds 1depdss IUJlueddss (WLAN) 908l Jpgsl, 802. 1x:

&  Wi-Fi
/ - w  FlexAAA
Secured

Enter your user name and password

dsswaord

Cance



& Wi-Fi @)

’ - > FlexAAA
Secured

Continue connecting?

If you expect to find FlexAAA in this location,
go ahead and connect. Otherwise, it may be a
different network with the same name.

Show certificate details

»  Clients Client x

General

Clients

Client Propernties

Selected 0 out of 1 Glients

Chient MAC

Address IPvd Address  © IPvG Addrness
h.h.h 192.0.2.10
1 0 .

CLI:

CO800-1#show wireless client mac-address h.h.h detail

Client MAC Address : h.hh o

Client MAC Type : Universally Administered Address
Client DUID: MA

Client IPvd Address :192.0.2.10

Client TPvh addres :

Client U

AP Mame:
AP slot ¢ 1 ]
Client State : Associated
Policy Profile : Flexass
file * Flex
d: 4

LAN Me " (SSID): FlexAsa

Co ed For : 134 seconds
protocol : 802.1lac
Channel : 48
1ent IIF-ID : Oxa0000001
1ation Id : 33




Live Sessions

Live Logs

Misconfigured Supplicants

Time Status Details

IP Address Network Device

IP Addre: ~ Network Device

11641-ROW-LAB

Misconfigured Network Dovicos

Repeat .. bdentity

Device Port

Device Port

Endpaint ID

QoS Map Capable : Mo
FlexConnect Data

ritching Local

FlexConnect Dhcp Status : Local

] onnect Authentication : Local
At Statisti

eJs 9lzos Lwb, I9le, AP:

(1641 - ROW- LABFS dorll clients

Total

HHHHHH HHHH -

ns - RADILUS

RADIUS Orops Clent Stopped Responding

Endpoi..  Authentication Policy Autharization Policy Authorization Pr..  IP Address  Network Device
Identity Group Posture ... Server
Identity Group Posture Sta Server

ISE1
User Identity Groups:ALL_ACCOUNTS (default), Unknown ISE1

Time Status Details

Jun

e

-
[*
ka
C
ko
[=
oo
1
A
P

D

Jun 18, 2026 08:18:21.... B o




Cisco ISE

Overview

Evam

Usamama

Endipaint Id

Endigoint Profile
fanhintication Polcy
fanhorization Policy

Aanhorization Resul

Authentication ldentity
Stora

Identity Groug
Authenticabion Mathod
Authentication Prolocdl
Service Type

Hetwork Davice
Davice Type

Location

MAS [Pvd Addross
NAS Port Id

MNAS Port Type
Autharization Profila

Responsa Tima

< Wi-Fi

7 FlexPSK
ﬁ Secured

5200 Authenbication succeaded

st

HHAHHHHHH: HHHA ©

Unknicrn

MNiw Palicy Set 1 == Manhenticason Rule 2
Haw Policy Se1 1 == Msthorization Rule 1

PermitAc cassVianlaiz

Intiral Usors

User kantity Groups-ALL_ACCOUNTS (datault),Unknown
dotlx

PEAR ([EAP-MSCHARYZ)
Framed
CWOEdl-ROW-LAB

All Dewice Types

Al Lecations
192.0.2.40

Radio: 1Wkan: 1

Wireloss - [EEE 802.11
ParmitAccessVianid iz

Gd malesaconds

J PSK WLAN:

Enter the network security key

Cancel



Clients e 9

General
Cliants

Client Properties

Selected 0 out of 1 Clents

IPvd Addross I IPvB Address
h.h.h 192.0.2.10

1 L

CLI:

C9800-1#chow wireless client mac-address h.h.h

Client MAC Adc : h.h.h

Client MAC Type : Umiversally Administered Address
Client DUID: NA

Client IPvd Address : 192.0.2.10

CI]_ErH: IPvh a’ﬁﬂﬂl"[‘ﬂfn:l':‘i H

Client Username: N/A

AP MAC Address :

AP Name: CWIl64I-ROW-LAEZ

AP slot @ 1

Cliant State : Assopciated

Policy Profile : FlexPsk

Flex Profile : Flex
wireless LAN Id: 5

WLAN Profile Mame: FlexPsK

wireless LAN Network Name (S5ID}: FlexPsk
B5SID -
Connected Fo 116 seconds

Protocol : B 1llac
Channel : 48

QoS Map Capable : No

FlexConnect Data Switching : Local
FlexConnect Dhcp tus : Local
FlexConnect authentication : Local
Client Statistics:

WOs 9lgos b, IJi_9I,o_, (CLI) Ju s 1Ug o9d AP:

I-R0W-LABFshow dotll clients

lpweduuld IJigble 5l oJlzol

e wopdsu wuoest leble udbs IUsuosd suowe RA Cluweisle euslu Ioede B IUsuosd
JIyuwlisb 1Jelue oldepsd wuvdd pojlew.



B udbs 19 o9d Bp wopdso epdsle wusese IJigble IJolss:

debug flexConnect g>&

debug flexconnect pmk

debug flexconnect dot11r
peJ9plo b6 gpsd debug dot11
I>,6 gpsd debug dot11 2,26
igbole b1,6 £ psJ debug dot11
izsle L6 & psd debug dot11

ldouwos Juveds 1dpzdss 1JJlouddss (WLAN) 90861 Jegsl, 802. 1x:

wedle ousese lgble u8bs IUsuosd pe IUpuols 86 IJulezs:

cotled udbs 1Js osd pe bhs zols 1zIJs 802.11 sldpldle 1Jeeds.
o89p w86 1Jsuosd weeldes IJIGeslo sleshs IJepsd JJpuols 6.

[*06/19/2026 06:49:00.1836] CLSM[HH:HH:HH:HH:HH:HH]: client moved from UNASSOC to AUTH
[*06/19/2026 06:49:00.1890] wcp/flex_roam_st :: Flexconnect 1llr enabled for client HH:HH:HH:HH:HH:HH
[*06/19/2026 06:49:00.1908] CLSM[HH:HH:HH:HH:HH:HH]: client moved from AUTH to ASSOC
[*06/19/2026 06:49:00.1909] Sending ADD MOBILE to client SM for local auth client mac HH:HH:HH:HH:HH:HH
[¥*06/19/2026 06:49:00.1931] CLSM[HH:HH:HH:HH:HH:HH]: client moved from ASSOC to 8021X

w89p w6 1Ugosd weeldes IJugssd subusy welys uvods VLAN 9o 8d IUgpsd 1Js elds
(lel>é w9zso) FWD.

*06/19/2026 06:49:20.3601] received WCP_EVENT_CLIENT_AUTHORIZE (non) roaming case clearing roam flags
*06/19/2026 06:49:20.3601] CLSM[HH:HH:HH:HH:HH:HH]: WCP_EVENT_CLIENT_AUTHORIZE : Plumbing key info to
*06/19/2026 06:49:20.3612] wcp/flex_roam_st :: Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
[*06/19/2026 06:49:20.3625] CLSM[HH:HH:HH:HH:HH:HH]: cTient moved from 8021X to IPLEARN_PENDING
[*06/19/2026 06:49:20.3627] wcp/flex_roam_st :: Flexconnect Sending HREAP_APAUTH_CLIENT_ADD
*06/19/2026 06:49:20.3627] CLSM[HH:HH:HH:HH:HH:HH]: Retrieved key for FT+FT_DOT1X algono: 8, vlanId: 1
*06/19/2026 06:49:20.3627] CLSM[HH:HH:HH:HH:HH:HH]: Local auth (Add) on radio 1 Vap 0 reported to WLC
*06/19/2026 06:49:20.3701] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
[*06/19/2026 06:49:20.4313] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprlv0
*06/19/2026 06:49:20.4317] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 1 Vap 0 IP 192.0.2.10 updatere
[*06/19/2026 06:49:20.4318] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

wedlo cowg RA Juwuw Idpuob@o [Julzes:



Swwed voog RA gpdsé coubse WLC Jdedws. sozdd euwes dode O 1duivwds
IJpzdss 1JJlunddss (WLC) oo ozs 0986 Igpsd suogo.
SV suuoy Idoede Vs Iduvedo Idpedss IJJluwdIdss (WLC) eds Loolb oguss
FlexConnect.

2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19

2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19

2026/06/19
2026/06/19

06:
06:
06:
06:
06:
06:

06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

06:
06:

49:
49:
49:
49:
49:
49:

49:
49:
49:
49:
49:
49:
49:
49:
49:
49:

49:
49:

20.
20.
20.
20.
20.
20.

20.
20.
20.
20.
20.
20.
20.
20.
20.
20.

20.
20.

934325580
936543415
936579730
936600851
936654791
936769433

937447786
937451734
937452534
937455590
937456177
937458436
937462127
937462755
937463426
937464035

937594042
937597878

{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:

{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

[cTient-orch-sm] [18318]:
[dotlx] [18318]:
[auth-mgr] [18318]:
[auth-mgr] [18318]:
[ewlc-infra-evq] [18318]:
[auth-mgr] [18318]:

(info):
(info):
(info):

(info):

(note): MAC: hhhh.hhhh.hhhh H
[hhhh.hhhh.hhhh:capwap_9040000
[hhhh.hhhh.hhhh:capwap_9040
[hhhh.hhhh.hhhh:capwap_9040
(note): Authentication Succes
[hhhh.hhhh.hhhh:capwap_9040

@388 WLC IJ weslws 1Js odlbos 19 o9J.

[svm] [18318]:
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [18318]: (info):
[auth-mgr] [18318]: (info):

(info):

[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:
[18318]:

[hhhh.hhhh.hhhh]
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied
(info): Applied

Applied User Pr
User Profile: c
User Profile: t
User Profile: v
User Profile: m
User Profile: u
User Profile:
User Profile: t
User Profile: t
User Profile: t

oele Idowsso.

[hhhh.hhhh.hhhh:capwap_9040
[hhhh.hhhh.hhhh:capwap_9040

pedele 1Ugpsd.
2026/06/19 06:49:20.939394217 {wncd_x_r0-1}{1}: [dot11] [18318]: (pJlzLo6): ol:
hhhhh.hhhh.hhh iaﬂc beld vslule 1Jgpsd - ssid:FlexAAA:slot_id:1 bssid ifid: 0x0. radio_ifid:
0x9040008: wlan_ifid: 0xf040004

cogde WLC 0,909 IUloe,oe £uy DHCP/ARP 1 ez J.s.

2026/06/19 06:49:21.00100218 {wncd_x_r0-1}1}: [client-iplearn] [18318]: (pJlzbbs): pl:

hhhh.hhh.hhh og,8 IP Jgpsd IP wozle. Idbb,s86: IP IJebadJ: 192.0.2.10

IJepsd pouod wlddled.

2026/06/19 06:49:21.002363496 {wncd_x_r0-1¥1}: [errmsg] [18318]: (peJsple):
ZCLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: R0/1: wncd: |s¢lJ luwe IJpuucése



(ltowl) pyowl o SSID (FlexAAA) JJzolj 1Jes9> « MAC: 000 000 000 000 000 g IJ9ul6 "48)"
2026/06/19 06:49:21.002795009 {wncd_x_r0-1}1}: [client-orch-state] [18318]: (pJlzlos): plJ:
hhhh.hhhh.hhh lge@ld z1ds IJg psd: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

lJuvsobss IJpuwedd

IJowdsd leole B@s1o leuald AP-WLC g1l uesls 1JJlzé.

soe lugpsle 0§k 1Usuosd Ids eue Ideede B 1ube s IJeedss IJJIuwd Jiss (WLC).
$99¢ Iepsd woodisd puolb$8 8021X Llegs: 90d9p wdbs Iguosd wodd Iepsd 1s 2lJs
(lel>é wozso) FWD.

eJs uvedle ISE RADIUS Live: ¢ys gduwé gpd 1Ug psJ.

[*07/06/2026 20:26:05.8590] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aproOvo0

[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 0 Vap 0 IP 192.0.2.10 updatere
[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients: 1
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 1 FlexAAA -40 M7 No No

oVuvd udbs IJsosd Vs 1dsuesd Ids euues Ideede B Iduveds 1deedss IJJlguddss
(WLC): 9o uwoudds £33 pylo lgho IULuwld 1Uglues woli soeesd IJs 1Usuoe Idpuwedd. JI s;ld
IJgpdle lJ2lJs90 povodsu pedsl

[*07/06/2026 20:28:47.0840] Re-Tx Count=1, Max Re-Tx Value=5, SendSegNum=33, NumofPendingMsgs=4
[*07/06/2026 20:28:50.0860] Re-Tx Count=2, Max Re-Tx Value=5, SendSegNum=34, NumofPendingMsgs=5
[*07/06/2026 20:28:53.0870] Re-Tx Count=3, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
[*07/06/2026 20:28:56.0990] Re-Tx Count=4, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
[*07/06/2026 20:28:59.1000] Re-Tx Count=5, Max Re-Tx Value=5, SendSegNum=35, NumofPendingMsgs=6
[*07/06/2026 20:29:02.1010] Max retransmission count exceeded, going back to DISCOVER mode.
[*07/06/2026 20:29:02.1020] Flexconnect Switching to Standalone Mode!

[*07/06/2026 20:29:02.2170] CAPWAP State: DTLS Teardown

sddu Jgpsd Jl sild pogadl:

& pdle CW91641-Row-Lab2#show dot11



leplds gpdle w9bs 11: 1

puwles pg )8 WLAN 1UEl o wpgrd MAC Slot JJgpsd luwpe RSSI Maxrate is_wgb_wired
is_mld_sta

HH:HH:HH:HH:HH:0 1 FlexAAA -40 M7 JI

g0l s2ad IJepsd Ids wdbs 9,08 1) B Idsuoe IJpuwadd: sBbuvd wldss EAP wuuwy
&30 1J82,6 gds 1dsuesd Idss ebp RADIUS. swp lgle wissd Idgpsd sbildwo pu wbs
lJsosJ.

[*07/06/2026 20:34:44.7240] CLSM[HH:HH:HH:HH:HH:HH]: Session timeout
[*07/06/2026 20:36:15.2670] hostapd:aprOv0: CTRL-EVENT-EAP-RETRANSMIT hh:hh:hh:hh:hh:hh
[*07/06/2026 20:36:15.2670] hostapd:aprOv0: CTRL-EVENT-EAP-TIMEOUT-FAILURE hh:hh:hh:hh:hh:hh
[¥07/06/2026 20:36:15.2680] wcp/flex_roam_st :: Flexconnect hapdev: Received UNAUTHORIZE for hh:hh:hh:h
[*07/06/2026 20:36:15.2680] wcp/flex_roam_st :: Flexconnect hapdev: recv'd UNAUTH with DISCONNECT REQUE
[*07/06/2026 20:36:15.2680] CLSM[HH:HH:HH:HH:HH:HH]: Client delete initiated with timeout of 10 seconds
[*07/06/2026 20:36:15.2770] CLSM[HH:HH:HH:HH:HH:HH]: Remove success from ClientIPTable on aprOvO
[*07/06/2026 20:36:15.2780] CLSM[HH:HH:HH:HH:HH:HH]: Not sending DELETE to cont, reason CLIENT_DEL_EAP_
[*07/06/2026 20:36:15.2780] CLSM[HH:HH:HH:HH:HH:HH]: Deauthorize succeeded to radio intf aproOvo0
[*07/06/2026 20:36:15.2780] CLSM[HH:HH:HH:HH:HH:HH]: cTient moved from FWD to DELETE_PENDING
[*07/06/2026 20:36:15.2880] CLSM[HH:HH:HH:HH:HH:HH]: Send Deauth with reason 2 force 1 - Radio O Vap 0
[*07/06/2026 20:36:25.0830] CLSM[HH:HH:HH:HH:HH:HH]: Delete timeout
[*07/06/2026 20:36:25.0830] CLSM[HH:HH:HH:HH:HH:HH]: Delete client reassoc 0 succeeded to radio intf ap

<uwd 06 1Jsuosd eduws gpd g psd s e RADIUS JJuuwt Idlzeslbs.

oo esd uldbé IUsoed IUlesold o WLC. we9s u9bé 1IUsuosd IJs 1Usuog Idpwuod 9uslew
peJ9ple 2duws gpd IJgpsd Ipzds pe euue) Idoede WS Iduveds Ipzdss IUJlpwd Jss
(WLC).

gpdsle loodld eduws god IJepsd wsu €85 ISE IUigwlunss sldouwg Idlzoslbs luveobl [Us
eldé losold v 9bé 1Ugo9d.

wbo, ubs 1Jsuesd slUepsd Jpouodsu eds guuwes Idoede Ss lUubeds IUpedsé
lJJlpwdIss (WLC). 9dp sdleb Idgpsd ls Bbog louold 1 508,06 0o webd IUloold wso
udbs 19 e9d 9 WLC.

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients: O

Upon roaming back, the client undergoes Tocal authentication. The AP processes the association and move

[*07/06/2026 20:48:49.2830] CLSM[HH:HH:HH:HH:HH:HH]: US Auth(b0) seq 2653 IF 23 slot 0 vap 0 len 30 sta
[*07/06/2026 20:48:49.2840] CLSM[HH:HH:HH:HH:HH:HH]: DS Auth len 30 slot O vap O
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*07/06/2026 20:48:49.2850] CLSM[HH:HH:HH:HH:HH:HH]: Driver send mgmt frame success Radio O Vap 0

[*07/06/2026 20:48:49.2850] CLSM[HH:HH:HH:HH:HH:HH]: cTlient moved from UNASSOC to AUTH

*07/06/2026 20:48:49.2920] CLSM[HH:HH:HH:HH:HH:HH]: US Reassoc Req(20) seq 2654 IF 23 slot O vap 0 len

[*07/06/2026 20:48:49.2930] CLSM[HH:HH:HH:HH:HH:HH]: AUTH TYPE RSNIE DOT1X

*07/06/2026 20:48:49.2940] CLSM[HH:HH:HH:HH:HH:HH]: Populate client capability: cap_from_click=true, m

[*07/06/2026 20:48:49.2940] Flexconnect Tocal_auth 1 Tocal_assoc 1 frame subtype 32

*07/06/2026 20:48:49.2940] CLSM[HH:HH:HH:HH:HH:HH]: radio id: 0, vap id: 0, max clients for this wlan:
*07/06/2026 20:48:49.2940] CLSM[HH:HH:HH:HH:HH:HH]: radio state: 1, client state: 1, max_client_per_ra

[*07/06/2026 20:48:49.2940] Adding RM Capable IE - Len = 5, RRM[0] = 73, RRM[1] = cO

*07/06/2026 20:48:49.2940] DS [re]Assoc 1 req_len=201 resp_len=146 11lr_len=0 cckm 0 qos_flag 1 status
*07/06/2026 20:48:49.2940] CLSM[HH:HH:HH:HH:HH:HH]: DS Reassoc Resp(30) IF 0 slot O vap O state AUTH,
*07/06/2026 20:48:49.2950] CLSM[HH:HH:HH:HH:HH:HH]: Driver send mgmt frame success Radio 0 Vap 0

[*07/06/2026 20:48:49.2950] CLSM[HH:HH:HH:HH:HH:HH]: client moved from AUTH to ASSOC

*07/06/2026 20:48:49.2950] Sending ADD MOBILE to client SM for local auth client mac HH:HH:HH:HH:HH:HH
*07/06/2026 20:48:49.2960] wcp/flex_roam_st :: Flexconnect Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
*07/06/2026 20:48:49.2960] wcp/flex_roam_st :: Flexconnect encode_and_send_add_mobile_to_dottll_client

[*07/06/2026 20:48:49.2960] CLSM[HH:HH:HH:HH:HH:HH]: ADD_MOBILE AID 1

*07/06/2026 20:48:49.2960] CLSM[HH:HH:HH:HH:HH:HH]: Driver Add Client success AID 1 Radio 0 Vap 0 Enc

[*07/06/2026 20:48:49.2960] CLSM[HH:HH:HH:HH:HH:HH]: Added to ClientIPTable on aproOvO0
[*07/06/2026 20:48:49.2970] CLSM[HH:HH:HH:HH:HH:HH]: client moved from ASSOC to 8021X

*07/06/2026 20:48:49.2970] CLSM[HH:HH:HH:HH:HH:HH]: Added to WCP client table AID 1 Radio 0 Vap 0 Enc
*07/06/2026 20:48:49.2980] wcp/flex_roam_st :: Flexconnect hapdev: client WCP_EVENT_CLIENT_ASSOC/REASS
*07/06/2026 20:48:49.6360] received WCP_EVENT_CLIENT_AUTHORIZE (non) roaming case clearing roam flags
*07/06/2026 20:48:49.6360] wcp/flex_roam_st :: Flexconnect (AUTHORIZE) received PTK thru wcp_event
*07/06/2026 20:48:49.6370] wcp/flex_roam_st :: Flexconnect HH:HH:HH:HH:HH:HH client ACL , Qos Profile:
*07/06/2026 20:48:49.6370] wcp/flex_roam_st :: Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
*07/06/2026 20:48:49.6370] wcp/flex_roam_st :: Flexconnect Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
*07/06/2026 20:48:49.6370] wcp/flex_roam_st :: Flexconnect encode_and_send_add_mobile_to_dottll_client

[*07/06/2026 20:48:49.6370] CLSM[HH:HH:HH:HH:HH:HH]: ADD_MOBILE AID 1
[*07/06/2026 20:48:49.6380] CLSM[HH:HH:HH:HH:HH:HH]: check vlan override vlan 1432

*07/06/2026 20:48:49.6380] CLSM[HH:HH:HH:HH:HH:HH]: Client ADD Encrypt Key success AID 1 Radio O Enc 4

[*07/06/2026 20:48:49.6380] CLSM[HH:HH:HH:HH:HH:HH]: cTient moved from 8021X to IPLEARN_PENDING
[*07/06/2026 20:48:49.6390] wcp/flex_roam_st :: Flexconnect Sending HREAP_APAUTH_CLIENT_ADD
[*07/06/2026 20:48:49.6900] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprOv0
[*07/06/2026 20:48:49.6910] CLSM[HH:HH:HH:HH:HH:HH]: cTlient moved from IPLEARN_PENDING to FWD

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients: 1
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH O 1 1 FlexAAA -39 M7 No No

*07/06/2026 20:59:57.7690] Discovery Response from 192.0.2.20
[*07/06/2026 21:00:08.0080] CAPWAP State: DTLS Setup
[*07/06/2026 21:00:08.4820] CAPWAP State: Join

*07/06/2026 21:00:09.3740] Sending Join request to 192.0.2.20 through port 5253, packet size 1376

[*07/06/2026 21:00:09.3780] Join Response from 192.0.2.20, packet size 1397
[*07/06/2026 21:00:09.4040] CAPWAP State: Image Data

[*07/06/2026 21:00:09.5020] CAPWAP State: Configure

[*07/06/2026 21:00:12.5510] CAPWAP State: Run

[*07/06/2026 21:00:12.6480] AP has joined controller C9800-1

[*07/06/2026 21:00:12.6490] Flexconnect Switching to Connected Mode!

*07/06/2026 21:00:12.6520] CLSM[HH:HH:HH:HH:HH:HH]: AP_REAP_CLIENT_INFO_PAYLOAD Client MAC HH:HH:HH:HH

[*07/06/2026 21:00:12.6520] AssocTimeAtAP 1783371169 clientBitmap=0x13

*07/06/2026 21:00:12.6520] CLSM[00:00:00:00:00:00]: Numbers of Local Switching clients to report : 1

*07/06/2026 21:00:14.8270] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
*07/06/2026 21:00:14.8270] chatter: bssid BB:BB:BB:BB:BB:BB, 1ife_time 1783371774, created_at 17833716
*07/06/2026 21:00:14.8280] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH



[*07/06/2026 21:00:14.8280] chatter: bssid BB:BB:BB:BB:BB:BB, life_time 1783371774, created_at 17833716

CW9164I-ROW-LAB2# show dotll clients

Total dotll clients: 1

Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH O 1 1 FlexAAA -40 M7 No No
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