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| | bsb Jo

|Jp 95006
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+ AIR-CT2504-K9 WLC. 8.2.141.0
+ WS-C3560CX-8PC-S

* |s)-CAP3702I-E-K9

¢ ivJ OS IS

* iPhoneb5s. 10.2

op louble Up&Jg,olu Ugl_).)o Os o3l IJp e pu Ulao_)o |Je92926 OGS LSSo pEpdso ¢l os.
u)lu apse I._Jlao_)o U,ouuua)po ;95 03l |Jr0u.0uu) uudgsu ,orouuga (Idquuos) Bl Jlpo

peJ9ple lumlgussd

w9w999d Bonjour 09 «;909Y9d [Joild ¢3006 Apple 1U3s Sz p99€ I.Jiaojé 9ldgrple eds
wwods pedss ulywegsle gugdle 306 Uble luwp peld IJoe IJpeegss (MDNS). sgpd :
w292999d Bonjour gJds ledlule 1Ugspd gluwogdlple 1gs06. sop huwld JJ luveedle I9 ledlo
IJs guslo [dow Idpegss IPv4 224.0.0.251 (IPv6 FF02::FB). s weéspe 03l Ido)swsded wble
Iuwple IJubl$le (MDNS) gJs puwds UDP 5353,

IJewslo Idpuwese oo Swd wu9wsdsd Bonjour og guslu v pugss peds JJboolb soldolds
wop lghs wazsoo BEb lUs Jueds L2 1dpedss. soed) eds Ideszole luvedsle wzse o
IJpogss Jlghs wozse 2ods 1des) vb)l Jogsso 98 IJudle (TTL) eds 1. 903l seus lu zese
p98)slpuol) 1Ugp8 (Ios cedo gu 1Jg08) 9gpdle Bonjour (IUssu slbdwsu 1Jgspd) szw lo
SY9u9l Vs IJuveds 1 886 wdwol. 903l S938 1Us puilId WOs 1Jus)o.

Jpeldeo 030 IJpvdJo: ogpd 9236 IJozdp Vs yuwds LAN IJJluwdIdso (WLC) py Cisco
Jo9lwod [uoldss. w@9pe 9256 Idwgdpe Vs Iduveds IJpedso [JJluwddse (WLC) oldlgweple
IJs g>ple Bonjour: 90990 wogisu oo Idledlule Bonjour (AirPlay. AirPrint. 90l |Js 3J9) pu
lJeuooldpsosd. eds uwesd Idpeld: oJwjsys Apple 9,5 eJs gpdle Bonjour gl
sbdoyulslbdusu 236. wodo ldb)sd6: spedud IUzuosd eds IJpuoly) sldepdle B o dle
9,886 pEudu9o.

lJodosu

e ldogbsbs Jduvedo



WLC Mgmt IP 10.48.39.142,
vlan 1

Client, vlan 232

AP 192.168.231.105
Apple TV, vlan 239 vlan 231

8 1Jz 506 pe wuoese IJigble

ould hug gbgle Iuuluuss wpse gus wuvgsd MDNS gJs Cisco WLC. 9 spl sds 9,08 Joso
IJgbgle:

IJglogs 1. gl 099 wopdsu DNS i vdd gle eds euuo) Ioede B
IJubods Ipedss IUJluudIsé (WLC)

ouwope WLC |Js oo IUgsple IUI el os6 131 Jp sIU >sY pdd wg )59 DNS péLou0 wp
loulge Jpl 09 p9oz S IUuog 6.

Query LSS

Service Name Service String Status Status Origin

AirPrint _ipp._tcp.local. L ' ALL v
AirTunes _raop._tcp.local. L ALL v B
AppleTv _airplay._tcp.local. L ALL v 2
HP Photosmart Printer 1 _universal._sub._ipp._tcp.local. L ALL v | &
HP Photosmart Printer 2 _cups._sub._ipp._tcp.local. L4 ALL v | &3
Printer _printer._tcp.local. v 'ALII_ v | &3

O2w9sS JJ 8306 pu 030 1Ugsdple gds uwduwdé 306 p9e)ub wol. sup lgweesle gudluwd
IJg>08 Jpblo s posdle 1Ugses pg luvegdlple 1Jgs06. szuss wse 1Jeses sksel eds luve
U206 91Jenscadad. LlJlolds [Us 3J9: sedu lu szoss eds perd use bres oles I
e, ouwagsp 06 AppleTV: _airplay._tcp.local.



ewd wpdsy ublp iuulplc lJezldle (DNS) ouvdd gloc wyuwd 9236 ldogdp luwogdlple DNS [Js
224.0.0.251 Jgpse 1> plo 1Jp9z9ess eds IUuveds Iduwddss (Idsglzole 1UILsé sldssulesd)
slduveds IJJluwdIss.

B 03l lJodlb B pods pp9d WLC. & @§9p Uz 80 9 81 982 Llbol, WLC Llyuwld luwegdle
IJs 224.0.0.251 g0 IJuivods Iuwddss oluwessle puos, IP 1gloo wldlsls (10.48.39.142)
sldslzole Issolpsdss (192.168.232.11 5 192.168.239.8) Il 05 09 02 s lJL09,6.

[Rfmdns _ B _ _

Mo. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
88 15:24:18.206675 10.48.39.142 224.0.9.251 MDNS 216 Standard query exeeee ANY _:
81 15:24:18.2087€10 192.168.232.11 224.0.9.251 MDNS 216 Standard query @xeeee ANY _:
82 15:24:18.207663 192.168.239.8  224.0.9.251 MDNS 216 Standard query ©x0@0@ ANY _:

83 15:24:18.268051 18.48.39.142 224.8.8.251 Standard query 8x8e8e ANY

Frame 8@: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface 8
Ethernet II, Src: Cisco b9:62:68 (80:82:89:b9:62:60), Dst: IPvdmcast_fb (©1:08:5e:00:00:Tb)
Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.6.0.251

User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Multicast Domain Name System (query)

<9002 1256 83 I WLC ) wd luwoedlel o) 1dJluudds. ogue 1Uzies 105l Jss luuaedle
WLC |Jss 224.0.0.251 pu 9lzos 11shs. wpl 1o 03l IJlguagdle $d90 gy Iluvdds: oo p
luplss e Capwap 1. 1Jzie6 g wdle IP JJpuos, IJghzs Jeoslo JUbslys 9JJo 10sz06 os
Multicast IP 239.100.100.100 Jel 09 p9 0z .5 lJL09,6.

MONS Standard query ©xee8@ ANY _ipp._ tcp.local, "QU" qug

224.0.0.251

83 16:24:18.208851 18.48.35.142

Frame 83: 292 bytes on wire (2336 bits), 292 bytes captured (2336 bits) on interface @
Ethernet II, Src: Cisco b9:62:64 (@0:22:89:b9:62:64), Dst: IPvdmcast_64:64:64 (01:00:52:64:64:64)
Internet Protocol Version 4, Src: 18.48.39.142, Dst: 239.16e.1ee.18e
User Datagram Protocol, Src Port: 5247, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 Data, Flags: ......F.
Logical-Link Control
> Internet Protocol Version 4, Src: 18.48.39,.142, Dst: 224.9.0.251
User Datagram Protocel, Src Peort: 5353, Dst Port: 5353
> Multicast Domain Name System (query)

Ul po lso slos 1P 239.100.100.100 o3l 1lJwo IdpcessS eds guuos Moedp B 1duvwds
IJpedsé 1dJlguddss (WLC): op cessu 9028 Idoe Idpogss Judbs 1dsunsd (AP) (9256
IJoede > 1deles) eds IJoe Idpoess oluwoisle guslo preses Idoe Idecess eds
239.100.100.100 (09 pz> pesld: ks IP Bs wlbol 239). cuupe wdlb 1UsLosd 1Us pzeses lJod
lJpewess 030 9o e pe IJsol. ©@9pe WLC Clglbé wogso lJluvegdle IUs 030 IJpegze9es:
9euwedeo udlb 19,09 (APS) seuuwdo guy Idosle. sbo 1Jgusly 239.100.100.100 (03] Js
IO [uwolosds: 03l pl Goo woddsuo B ldpeld IJolds) B@b Bbs ,luw Capwap wso
guudy Idogde Vs IJuveds 1dpedss IUJluvddss (WLC) sodlb 1Jsuasd: 9dl sus Igpdle
IJlwdds s Giss puo (9JJo Spduop 136 25ed MDNS IJluodss 1s1gJss) Jpl o9 pasoe
L9L§ Lkaﬁﬁi)é.



Saye Configuration

a o]

CIsco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Name AKS_WLC
Icons
802.3x Flow Contral Mode Disabled v
Inventory ; y
LAG Mode on next reboot Disabled v (LAG Mode is currently disabled).
Interfaces
Broadcast Forwarding Disabled ¥
Interface Groups
= AP Multicast Mode 4 Multicast ¥ | 239.100.100.100 Multicast Group Address
Multicast
A 1 7 = ;
» Internal DHCP Server AP IPv6 Multicast Mode Multicast IPv6 Multicast Group Address
b Mobility Management AF:Fallbeck Enabled v
CAPWAF Preferred Mode ipva ¥

Ports

o3y Bes o3l IJlgsls Iy, WLC o9 2504 b s VLAN 1 90,8106 1Jg o9 s VLAN 231, ol I 1Jzol;
Wb VLANS pzoJdd. lue veolz lu sedds multicast e iy spdo J VLAN 19239 eJs 1Jgudd
& Sgpd 03l

~ pdlgbs: Bl e sop wpdsu wozse oo Idpogss eds IUubods 1Upzdse [Ublo,sé
(VLAN) 1Jglues wlsle WLC sudbs 1Jsuo9d (AP) Bsze wessu 9028 IJoe [deogss
Juldbs lJsuosd eds 1w IJiCI>..§. WO 03l IJgog w89 9220 IJogdpe wugess JJ 2)jpd
U e Idoe ldpogss JIJ uldbé 9,09d provlbs w9zrs [Jogde. ol I og &)y Weld 2ol
9l s9uos wo.

o3l IUIJeGIb 09 2506 Iluwegdle LldeBduosd Jel 09 ps oz B 1UL09,6.

[A]mdns
| No. Time Source Destination Protocol  Length  Signal strength (dBm) Channel  Info
808 15:24:18.206675 10.48.39.142 224.0.9.251 MDNS 216 Standard query 8x8@ee ANY
81 15:24:18.287018 192.168.232.11 224.8.8.251 MDNS 216 Standard query 8x8888 ANY
i 82 15:24:18.207663 192.168.239.8 224.8.8.251 MDNS 216 Standard query ©x8eee ANY
| 83 15:24:18.2080851 18.48.39.142 224.9.0.251 MDNS 292 Standard query @xogee ANY
[ > User Datagram Protocol, Src Port: 5247, Dst Port: 5247
> Control And Provisioning of Wireless Access Points - Data
» IEEE 882.11 Data, Flags: ......F.
> Logical-Link Control
> Internet Protocol Version 4, Src: 10.48.39.142, Dst: 224.0.0.251
» User Datagram Protocol, Src Port: 5353, Dst Port: 5353
|~ Multicast Domain Name System (query)

Transaction ID: @xeeee
» Flags: ex@48e Standard query
Questions: 6
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
> _ipp._tcp.local: type ANY, class IN, "QU" question
> _raop._tcp.local: type ANY, class IN, "QU" guestion
» _airplay._tcp.local: type ANY, class IN, "QU" question
> _universal._sub._ipp._tcp.local: type ANY, class IN, “QU" question
> _cups._sub._ipp._tcp.local: type ANY, class IN, "QU" gquestion
» _printer._tcp.local: type ANY, class IN, "QU" question

SeJduw wuoese I.Ji'ablc oSO Iduivse Jpl sy Vs Idod@lb. ool IUSuol oo Wb suss
luwoedle oo 56 Sho.

<{froot>



(Cisco Controller) >

debug ndns all enable

Cisco Controller) >*emWeb: Feb 22 16:24:18.203: bgSetBonjourAccessPolicy :1192 Bonjour AccessPolicy sta
*emWeb: Feb 22 16:24:18.203: bgSetBonjourQueryInterval :1359

Bonj our query interva

*Bonjour_Process_Task:

is already configured for requested value = 15

Feb 22

220 Processi ng nessage type =

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

vianld = 0

*Bonjour_Process_Task:

managenent

) = 00:A2:89:B9:62:60

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our _Process_Task

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

fill Bonj our Aggr egat edQuery

*Bonj our _Process_Task

*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our _Process_Task

Feb 22
Feb 22
Feb 22
Feb 22
Feb 22

Feb 22

Feb 22
Feb 22
Feb 22
Feb 22

Feb 22

Feb 22
Feb 22
Feb 22
Feb 22
Feb 22

Feb 22

Feb 22
Feb 22

Feb 22

16:24:18.215: bonjourProcessTask :

BONJOUR_AGGREGATED QUERY

16:
16:
16:
16:
16:

16:

16:
16:
16:
16:

16:

16:
16:
16:
16:
16:

24:
24:

24

24:
24:

24:

24:

24

24:
24:

24:

24:

24

24:
24:

24

18.
18.
:18.
18.
18.

18.

18.
:18.
18.
18.

18.

18.
:18.
18.
18.
:18.

215:
216:
216:
216:
216:

216:

216:
216:
216:
216:

216:

216:
216:
216:
216:

216

sendBonjourPkt : 3881 sendBonjourPkt msg-type = BONJOUR_AGG
Send to Wired, Al11 vlan 1is TRUE

sendBonjourPacketToWired : 3652 sending aggregated query on
buildBonjourPacket : 2916 Preparing for 12 Multicast send
buildBonjourPacket : 2936 allVlan = 0 ,

buildBonjourPacket : 2948 simInterfaceMacAddrGet(

Inside buildBonjourAggregatedQuery, available len = 1458

fiT1BonjourAggregatedQuery : 7339 Sending mDNS AGGREGATED q
fil1BonjourAggregatedQuery : [ 1 ] Including SRV = AirPrint
fil1BonjourAggregatedQuery : [ 2 ] Including SRV = AirTunes

fill BonjourAggregatedQuery : [ 3 ] Including SRV = Appl eTV

fil1BonjourAggregatedQuery : [ 4 ] Including SRV = HP_Photo
fil1BonjourAggregatedQuery : [ 5 ] Including SRV = HP_Photo
fiT11BonjourAggregatedQuery : [ 6 ] Including SRV = Printer

PACKET- 1 nDNS- QUERY sent for [ 6 ] services

16: 24: 18. 216:

16:24:18.216:

fill Bonjour Aggr egat edQuery : nDNS- QUERY sent for all service

16:24:18.216: buildBonjourPacket : 3054 BONJOUR_AGGREGATED_QUERY: buildBo

16: 24: 18. 216: bui | dBonj our Packet MCAST-DST-1 P ADDR = 224.0.0. 251

lJ¢logs 2. WLC CACHE Bonjour Services (leJlo Apple TV)

B 030 1Ugjp6 Syuwd wJbl; Apple (192.168.239.37 ) leJlule |Js 224.0.0.251 . Lpl lue B
o030 IJzlJs wdjissu Apple JluwdIds: spdud puiless Idlgdlo 1Jeyuvd ey CAPWAP. cesb
9z26 Idogdp Vs Idyveds [Jpedss IUJlgwddss (WLC) edpel B@b 0,6 91236 pu luweglwo 300



DNS. 9pg 3J9J. Blu Irgld 16 IJogisu IJpdde szuss eds p26 Iodle (TTL) slu uwlisd
cugssb IJlouold (keepalive) Lo,9,50 Jdzlb gdso Jel 09 p9 oz Vs IJuo9)o.

| W mdns

Mo. Time Source Destination Protecol Length  Signal strength {dBm) Channel  Info

= 39.37 224.8.8.251 MDNS Standard query response @xeeee TXT,
9364 15:22:02.389688 Te80: :18c1:887.. ffo2::fb MDNS 1456 Standard query response @x@@ee@ TXT, cache
9369 15:22:02.402261 192.168.239.8 224.0.6.251 MDNS 714 Standard query response @xeee@ PTR, cache
9371 15:22:02.406054 192.168.239.8 224.0.9,251 MDNS 787 Standard query response 9x0@e@ PTR, cache
10039 15:22:93.390977 192.168.239.37 224,0.9.251 MDNS Standard query response @xe@ee TXT, cache
18943 15:22:03.391354 feB0: :18c1:887.. ffo2::fb MDNS 1456 Standard query response 9x0@e@ TXT, cache

> Frame 9363: 1436 bytes on wire (11488 bits), 1436 bytes captured (11488 bits) on interface @
Ethernet II, Src: Cisco_5f:f7:ca (8@:14:f1:5f:f7:ca), Dst: Cisco_b9:62:60 (88:a2:89:b9:62:6@)
Internet Protocol Version 4, Src: 192.168.231.185, Dst: 10.48.39.142

» User Datagram Protocol, Src Port: 24585, Dst Port: 5247

» Control And Provisioning of Wireless Access Points - Data

> IEEE 802.11 Data, Flags: ....... :F:
Logical-Link Control
Internet Protocol Version 4, Src: 192.168.239.37, Dst: 224.8.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response)

9sbo, 5 IJSed U Losds pu oS Apple B 1Juoy)s.

(% Imdns

No. Time Source Destination Protocol  Length  Signal strength {dBm) Channel  Info
9363 15:22:82.388333 192.168.239.37 224.8.8.251 MDNS 1438 Standard query response @xeeee TXT,
9364 15:22:92.389688 fe8P::10c1:887.. ffe2::fb MDNS 1456 Standard query response @x@ee8 TXT,
9369 15:22:02.402261 192.168.239.8 224.9.9.251 MDNS 714 Standard query response @xeeee PTR,

9371 15:22:02.406054 192.168.239.8 224.0.9.251 MONS 707 Standard guery response @xeeee PTR,

183.398977 192.168 .37 224.0.0.251 Standard query response @x@eee TXT,
18043 15:22:03.391354 feB80::10c1:887.. £f02::fb MDNS 1456 Standard query response @xeeee TXT,

cache £l
cache f1
cache f1
cache f1

cache fl

[Request In: 9327]
[Time: ©.848960808 seconds]
Transaction ID: @xeeee
> Flags: ©xB8400 Standard query response, No error
Questions: @
Answer RRs: 21
Autherity RRs: @
Additional RRs: &
~ Answers
> 78-35-60-63.1 Wireless Team (4)._sleep-proxy._udp.local: type TXT, class IN, cache flush
» _services._dns-sd._udp.local: type PTR, class IN, _sleep-proxy._udp.local
» _sleep-proxy._udp.local: type PTR, class IN, 78-35-6@-63.1 Wireless Team (4)._sleep-proxy._udp.local

78-35-60-63.1 Wireless Team (4)._sleep-proxy._udp.local: type SRV, class IN, cache flush, priority @, weight @, port 53184, target Wirel

» Wireless Team (4)._airplay._tcp.local: type TXT, class IN, cache flush
_services. dns-sd._udp.local: type PTR, class IN, _airplay._tcp.local
_airplay._tcp.local: type PTR, class IN, Wireless Team (4)._airplay._tcp.local

» Wireless Team (4)._device-info._tcp.local: type TXT, class IN

» 18EE6911DCE1@Wireless Team._raop._tcp.local: type TXT, class IN, cache flush

oo o030 I.Ji'ablc Apple tv Vs Iy gds luvogdlple WLC . Bs o3l Iduwsulysy luvezloo Guls

Apple TV o 21 ¢306 Jl oI puol Lwas 306 wuvgsd IUblisle lopss.
<#root>
*Bonjour_Msg_Task: Feb 23 16:22:02.372:

18: ee: 69: 11: dc: 60

Par si ng 21 Bonj our Answers.

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1562 aStringNameStr = Wireless Team (4
._airplay._t
*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1581 aStringNameStr : Wireless Team (4

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgProcessServiceAdvRsp : 1579 RR: Wireless Team (4)

*

Bonj our _Msg_Task: Feb 23 16:22:02.374: Found Service Nane:_airplay._tcp.local., Service Provider



*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb : 181 srv_str = _airplay._tcp.local. t

*Bonjour_Msg_Task: Feb 23 16:22:02.374: bgServiceAllowedInMsalDb :

*Bonj our _Msg_Task: Feb 23 16:22:02.374: Service-Nane = Appl eTV Service-String = _airplay._tcp.local.

<<< Airplay service registered in WLC DB >>
Service Name:_airplay._tcp.local. is supported in Master-servic
aDatalen: 2, aSrPtrRecord.aSrvProName.size: 39
Updating updateBonjourSrPtrDb:

aType: 12, aClass: 1, aTTL: 4500, aDatalen: 2, ptr: 0x327a9d93,

*Bonjour_Msg_Task:
*Bonjour_Msg_Task:
*Bonjour_Msg_Task:
*Bonjour_Msg_Task:
*Bonjour_Msg_Task:

*Bonj our _Msg_Task
*Bonj our _Msg_Task

*Bonj our _Msg_Task

*Bonjour_Msg_Task:
*Bonjour_Msg_Task:

Feb
Feb
Feb
Feb
Feb

Feb

Feb

Feb

Feb
Feb

23
23
23
23
23

23

23

23

23
23

16:
16:

16

16:
16:

16:

16:

16:

16:
16:

22:
22:
122:
22:
22:

22:

22:

22:

22:
22:

02.
02.
02.
02.
02.

02.

02.

02.

02.
02.

374:
374:
374:
374:
374:

374

374

374

374:
374:

bgProcessServiceAdvRsp :

. < SP-SR_PTR PKT »>...

195 Incoming Service Advertisement s

Tyr

bgProcessServi ceAdvRsp : SERVICE NAME ......... = App
bgProcessServi ceAdvRsp : SERVICE STRING ....... = _air
bgPr ocessServi ceAdvRsp : SERVI CE PROVIDER ..... = Wre
bgProcessServiceAdvRsp : aTTL ................. = 450

bgProcessServiceAdvRsp : 1546 msg : 0x327a9bda, ptr : 0x327a9d9

lJglo9s 3. WLC suwwpe IJs luwogdlplo 1Ug psd JJgselo

Jlzgl Ws |..5 99w SHuwd IJgpsd IJJluwdIds (192.168.232.98) vl sbdw 00
oubgsd Idogle gy 1dogle (glx6 gudpl sVwz IUgpsd cbosdl B eds wuvgsd [Jogle) Jol

09 p9PT I IJuo9s6.

N | mdns
No. Time

Source
2544 16:83:27.563772 192.168.232.98

Destination

224.8.9.251

Protoced  Length  Signal strength (dBm)

Channel  Info

Standard query ©x8800 PTR _sleep-proxy._udp.local, "QM"

2545 16:83:27,.563785 feBB: :B7ciccBe.

3198 16:83:45. 206782 192.168.232.98

ffe2::fb

MONS 288

Standard query 8x8@88 PTR _sleep-proxy._udp.local, "QM"
Standard query 8x@ee8 PTR _raop._tcp.local, "QU" questid

3199 16:83:45.207216 fedd: :87cicc5e.

ffez::fb

MDNS 216

Frame 3198: 196 bytes on wire (1568 bits), 196 bytes captured (1568 bits) on interface @
Ethernet II, Src: Cisco 5f:f7:ca (@0:14:F1:5F:f7:ca), Dst: Cisco_b9:62:68 (80:22:89:09:62:60)
Internet Protocol Version 4, Src: 192.168.231.105, Dst: 16.48.39.142
» User Datagram Protocol, Src Port: 24585, Dst Port: 5247
Contrel And Provisioning of Wireless Access Points - Data

IEEE 8@2.11 Data, Flags: ....... T

Logical-Link Contrel

Internst Protocel Version 4, Src: 192.168.232.98, Dst: 224.0.9,251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
~ Multicast Domain Name System (query)

Transaction ID: @x@8e0

Flags: exeeed Standard query

Questians: 2

Answer RRs: @

Authority RRs: @

Additional RRs: 1
v Queries

_raop._tcp.local: type PTR, class IN, "QU" question

_airplay._tcp.local: type PTR, class IN, "QU" question

Additional records

<ffroot>

*Bonjour_Msg_Task:

*Bonj our _Msg_Task

Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d

Standard querv ©x0880 PTR racp. tep.local, "OU" questic

Parsing 2 bonjour questions

Feb 27 17:03:15.603: 00: 6d: 52: 5d: 5a: 7d Query Service Name: _airplay._tcp.local.

RR- 1



*Bonj our _Msg_Task: Feb 27 17:03:15.603: processBonjourPacket : 1017 gNanmeStr : _airplay._tcp.local., bor

*Bonjour_Msg_Task: Feb 27 17:03:15.603: Service Name : AppleTV Service String : _airplay._tcp.local. i
*Bonjour_Msg_Task: Feb 27 17:03:15.603: 00:6d:52:5d:5a:7d SRV : _airplay._tcp.local. is supported by cl1

IJglo96 4. s,uvd WLC |uwaozlusd Idoo Iizhbs 1s luvoedlele 1Jg psd JJgsplo
Bonjour

o) suuey Idopde Os IJgvedo 1Jpedso [JJluwdIdss (WLC) Cluwaedsle )69 1Ugs e

Ul wdIss 1Up 50 edbel (4)._airplay._tep.local. IUpos, IP 1Jglue wldzses 1UsleJss o9
1208 IUssolpsdsd Juinudd VLAN 1Uzl,o06 GIJg psd: B odo 1Jz1Js 192.168.232.11 Jel o9
P9UPT IS IJuo9s.

LI — - -
Ne. Time Source Destination Protacol  Length  Signal strength (dBm) Channel  Info
8 : % 2 224.2.0.251 MDNS Standard query response
224.0.0.25 MDNS Standard query response B
2 s MDNS d query respon ) <] 2, cache flush 1

ok MDNS 2 query response @ & 1, cache flush W
B9E5 16:86:46.1208878 192,168 - 224.8, MDNS ard guery response
8966 16:06:46,121534 feB@::108c1:887.. i MDNS 216 query response

+ Frame 8886: 782 bytes on wire (6256 bits), 782 bytes captured (6256 bits) on interface @
» Ethernet II, Src: Cisco b9:62:64 (©0:32:89:b9:62:64), Dst: Cisco 5Ff:f7:ca (00:14:Ff1:5F:F7:¢ca)
» Internet Protocol Version 4, Src: 1@.48.39.142, Dst: 192.168.231.185
» User Datagram Protocol, Src Port: 5247, Dst Port: 24585
» Control And Provisioning of Wireless Access Points - Data
IEEE 862.11 Data, Flags: ......F.
+ Logical-Link Control
Internet Protocol Version 4, Src: 192.168.232.11, Dst: 224.0.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (response)
Transaction ID: exeese
» Flags: ©x84@8 Standard query response, No error
Questions: @
Answer RRs: 7
Authority RRs: @
Additional RRs: @
¥ Answers
_airplay._tcp.local: type PTR, class IN, cache flush, Wireless Team (4)._airplay._tcp.local
services. dns-sd. udp.local: tvpe PTR, class IN, airplav. tcp.local

Suelues pu wusese IJigble

<{froot>

BONJOUR AGGREGATED QUERY RESPONSE

*Bonj our _Process_Task: Feb 27 17:03:45.229: buil dBonj our QueryResponsePl d : SRV-NAME ..... . Appl eTV
*Bonj our _Process_Task: Feb 27 17:03:45.229: buil dBonj our QueryResponsePl d : SP-NAME.......

*Bonj our _Process_Task: Feb 27 17:03:45.229: buil dBonj our QueryResponsePld : SEND TO ...... ;. BONJOUR_PKT.

*Bonj our _Process_Task: Feb 27 17:03:45.229: buil dBonj our QueryResponsePld : VLAN ......... 1 232



*Bonj our _Process_Task

*Bonj our _Process_Task

*Bonj our _Process_Task

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our _Process_Task

*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:
*Bonjour_Process_Task:

*Bonj our _Process_Task

*Bonj our _Process_Task

Feb

Feb

Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

Feb

27

27

27

27
27
27
27
27
27
27
27

27

27
27
27
27
27
27
27
27
27

27

27

17:

17:

17:

17:
17:
17:
17:
17:
17:
17:
17:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

17:

03:

03:

03:

03:
03:
03:
03:
03:
03:
03:
03:

03:

03:
03:
03:
03:
03:
03:
03:
03:
03:

03:

03:

45.

45.

45.

45.
45.
45.
45.
45.
45.
45.
45.

45.

45.
45.
45.
45.
45.
45.
45.
45.
45.

45.

45.

229:

230:

230:

230:
230:
230:
230:
230:
230:
230:
230:

230:

233:
233:
233:
233:
233:
233:
233:
233:
233:

233:

233:

bui | dBonj our Quer yResponsePld : IS MCAST .....

bui | dBonj our Quer yResponsePl d : DST-MAC ......

bui | dBonj our Quer yResponsePld : DST-1P .......

buiTldBonjourQueryResponseP1ld : ALL mDNS-AP ..
buiTldBonjourQueryResponseP1ld : TTL COUNTER ..
buiTldBonjourQueryResponseP1ld : RESTART TIME .
buiTldBonjourQueryResponseP1ld : SNOOP STATUS .
buiTldBonjourQueryResponseP1ld : LSS STATUS ...
buiTldBonjourQueryResponseP1ld : RSP SRV NAME .
buiTldBonjourQueryResponsePld : MSG-ID .......
buiTldBonjourQueryResponsePld : POLICY STATUS

bui | dBonj our Quer yResponsePl d | NCLUDI NG SpDat a :

VALID SR-PTR RR FOUND, attaching.....
VALID SD-PTR RR FOUND, attaching.....
VALID SRV RR FOUND, attaching.....
VALID TXT RR FOUND, attaching.....
VALID NSEC RR FOUND, attaching.....
VALID DOMAIN RR FOUND, attaching.....

00: 6D: 52: 5

192. 168. 232.

: 0

: TIMEOUT_RES
: 0

: 0

: DISABLED

: AppleTV

: 0

: DISABLED

Wrel ess Tec

fil1BonjourDomain : 6055 : attaching SP-DOMAIN RR

VALID DOMAIN-NSEC RR FOUND, attaching.....

buildBonjourPacket DST-IP ADDR = 192.168.232.98

Transm tting bonjour Pkt to STA: 00: 6D: 52: 5D: 5A: 7D

Uni cast Packet sent to client 00:6D:52:5D.5A: 7D success.

IJoedd sluwed ol IJigble 9] olzol

$98, 03l IUBuwpe ped9ple spdud luwogsleel Joldss IJodsse 1Jglue wd gluwedulld

igbliso slolzol.

in order to gsuw 985Jw !,_pg)l_; Ws mdns sobdo lJouvdsd 1o sdso weese svldolds
Sobdo $dsd pu 03988 luwluws.

IJglogé 1. szo wpdso uble luvele IJpzldle (MDNS) Luvdd gle.

pL 5228 IJopde O IJoudd O 9lzes Idpuwese Idyuwsess (GUI) > DNS Jel 09 p9 oz S

IJuo96.



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Controller

Global Configuration
General

Icons mDNS Glabal Snooping v

DRsatony mDNS Policy 4

Interfaces
Query Interval (10-120) 15 (mins)

Interface Groups

p0 9lzod Lulb, 1Ulgle):

<#root>

show network summary
(snippet)

MDNS SNOOPING. .o i ii it aaee e Enabled
mDNS Query Interval........... .. iiiinnnn. 15 minutes

IJg1096 2. I3l Yoo wguegsp pdd g )sd DNS oo o Bulds pu luolds zese 1Uesple
IJplbdyws |Uso.

IJglb9o 3. AR ou wpdsu MDNS ooy SSID 9p0 wessy pdd wg s MDNS IJozse eds
SSID.

p0 91206 IJpwadse ldyuwspss (GUI) luedd lJs uvwds WLAN > pg 50 Gowds WLAN >
poddp Jpl 09 p9 oz B 1Juo9,6.

mDNS

mDNS Snooping ¥ Enabled
mDNS Profile ::default—mdns—profile i

pU Slz0d Lul, 1JIsle:

<{froot>

show w an

(snippet)

MDNS StatlUS...viv ittt ittt et se e ansnsnrnnnnnns Enabled



MDNS Profile Name......... .o iiiiiiiiiiiiiiannnn default-mdns-profile

IJg1o96 4. 02838 pl 131 JIy 098, ¢308 DNS pi)zl B ¢3ple pldle DNS. 03l $lisps 1w ple
IJpzlJle (Apple TV. Airprinters) JJgsple IJos wp oéiswel psdel usluwbs oo, Idoede
Vs IJuveds Idpedss IUJluwdIdse (WLC).

PL Slzod IJpyueise ILuwgpse: luowdd s 9226 IJozde > MDNS > oJeuo Iuwe peld DNS Jol
09 p9PE I [Juo9s.

mDNS Domain Name P > Summany

Mumber of Domain Name-iF Entries 1

DBomain Hame MAC Address IP Address Vian 1d Type TTL (seconds) Time Left {seconds)

Wireless-Team-3.local. 18:ee:89:11:dc:60 192.168.239.37 239 Wireless 4725 4492

p0 9lzod Lulb, 1Ulsle):

<#root>

show ndns donmai n-nane-i p sunmary

Number of Domain Name-IP Entries................. 1
DomainName MAC Address IP Address Vlan Id Type TTL Time Teft (sec) (sec)

Wrel ess-Team 3.l ocal . 18:ee:69:11:dc: 60 192.168. 239. 37 239 Wrel ess 4725 4163

|Jglo9d 5. w299 pl B Il 0395 1UE>06 po)zl Lsuol wepu 1Jgr06 O wol.

U _9|ao<'$ |.Jrou.uoé_)|o |‘JJ'_}&J_9I¢°;§6‘ loewd lJs 9gr0 |.JC;2_¢J|0 > mDNS > E.Ir° > lu“P |.Jébp6 -.’Jro| 09
pILPT O IJuoy)e.

mDNS Service > Detail < Back Apply
BppleTy
_sarplay,_| ocal.
3
w
ong A v
Profile Count i
Servete Provider Count 1
Profile Information Service Provider Information
Profile Name MAC Address Service Provider Name AP Radio MAC vlan 1d Type
defaulit-mdns- profile 181ee:69: 1 1d0260 \Wireless Team (4)._airplay._tcp.local. 31601201 Teagh 80 239 Wireless

Priarity MAG informatien
Priority MAC
AP Group default-graup ¥

_Add |

Priority MAC AP Group

o0 9lzod Lwb, 1Jigle



<ffroot>

show nmdns service detail ed AppleTV

Service Name. .. ..ov v i it e i e e e e AppTleTV

Service String.....vvuiinir i e e e aaae s _airplay._tcp.local.
Service Id. ..ottt 3

Service query StatlUS. ....ccvvrvnnnnerrrnnnnnnennns Enabled

Service LSS statUS. .. vuuernennnnnei i innnnnnenns Disabled

Service learn origin. ....cueiiiiiniinnnnnnnennns Wireless and Wired
Number of Profiles.......... ... 1

Profile. v e e default-mdns-profile
Number of Service Providers ..................... 1

Number of priority MAC addresses ................ 0

ServiceProvider MAC Address AP Radio MAC Vlan Id Type TTL Time left(sec) (sec)

Wreless Team (4). _airplay._tcp.local. 18:EE:69:11: DC: 60 A4: 6C: 2A: 7C: 8F: 80 239 Wrel ess 4500 3841

1Jg1b90 6. 131 Jp swpe ldould 1Ugsps woluwbo suuo) Idopde bs Idubeds 1Upedso
IJJlpvdIsse (WLC) ezl ppl Bl Ilo pwswpe wedeol wew puweerue 1o ds lJ9)880
(Controller>DNS>puwg o wble luupele IJpzldle (DNS). po oz Bonjour oo gu 31,6
SEisu p9de JIJ ledlvle 1dgsed Idos op s9swol Vs guuos Idoede S 1dubveds [dpzdsé
IJJluwdIdso (WLC) 9dp sop IJoulol Jio lJodosy Jp suwpe wldogde. spdud weass
IJg>ple sluoldeoel pu Idpuweg o Bonjour: 9sJ9y 3JY o8l g0 Rowl) 300 23856
Joudsol.

IJgb98 7. 030 o5 U9l o, Joozse Igble Bonjour:
<#root>

debug ndns error enabl e

debug ndns nessage enabl e

debug ndns detail enable

debug ndns all enable

SpIJu luweesle puvee e Bonjour 9 show mdns service not-learning Jbsls o ozse Igble lsol.



1Je 1096 8. Jpl 5, Ll 5l Jloe WLC 9 AP B Gvodle B)886 peid Bt 90 GESSE SUOE
v AP Idpogss gds Idow [dpogss Bozdd pu wpdsu wogso ldow ldpeeess sds Iduvwdo
IJuovdIss vsu gvedos VLAN. Bs ol Idlgsh oy yvodle VLAN Guwds VLAN ) §p 1
(WLC) 9 v Jo VLAN 59,0 231 (AP).

Conf t
!

interface Vlanl
ip pim sparse-dense-mode

interface Vlan231

ip pim sparse-dense-mode
|

w9zso ldow Idpogss gus IJogvgsd:

<tfroot>

Gateway#sh ip mroute 239.100.100.100
IP Multicast Routing Table

(*, 239.100.100.100), 2w4d/stopped, RP 10.48.39.5, flags: SIC
Incoming interface: Null, RPF nbr 0.0.0.0
Outgoing interface Tist:
V1an231, Forward/Sparse-Dense, 2w0d/00:02:10
V1an232, Forward/Sparse-Dense, 2w4d/00:02:11

(

10. 48. 39. 142

, 239.100.100.100), 2w4d/00:02:50, flags: T
Incom ng interface: M anl

, RPF nbr 0.0.0.0, RPF-MFD

Outgoing interface Tist:

VI an231, Forward/ Sparse-Dense, 2w0d/00: 02: 10, H

P& Blispo IJozdd 0300 SY9u Idpdelz Wop w99 IJzje6 gudpl wgpd MDNS gJs WLC.
Suwled w398 1Jzjes sldouszse eds 1o Idepsd Bs 1dpulbd IJos sdsu Ssol
Uu“'vé

PSINI X X PR NI



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



