gpJs6 w9,s¢ TCP J Linux ws Debug Shell
Jlpwoduivles Bble loold IJ b, 9luodlzol

lJpzossle

| Je, 9500
lo 1wl _wesé
Yuolsl lJes 989
é6lJoslb |

czJs) PCAP

lJp 9500

S92 03l |.Jrou.Uuu) JsIS6 |pwegsdlp wd),sg TCP Ws bo s ouozse iablc StarOS
Jigved gl lble louold 1J3k, sluadizel. glJul ol swe 8¢ IJeldle Jbde IJeuuless B
Ioweduled Tgble 1o olJ Diameter 9l_oJlzol J,obl Jl s,og louold Diameter 13 SUEI 2
2oS 9J9 Jp s2ow (p0 1dede,00) Is wissle B IJodsse I9 1uwds. spdo lo syl
losile louold 1JBb, Js puwess obls o TCPAP 1Jisds: Iy eds puwess bdo ool
IUGssle (CER) / luwozlos ool 1J@s,le (CEA).

peJ9plo lul st

908 3JJc Vs zsu luwo Jl w9gs puvddo Le9dess woedd voldue I8l Wluol v s Vs Wil
OJsJé:

- op lsdld JIs IJobble Judbs wolsé 9/l w9093 ppss.
<===== )| IJPU'J
< €3 IJub,le J.)LéP rougé.') pTd p&bJ : :
- oplsilu IJub)le IJpyowlbsy woblgse PSC Ig DPC g SF ogsw6.
cuvdd upe9des TCP lwegpdo psule 3868 (lwe,)luos) J Diameter Qb.J elowgp o 1)
psule suwobse Joo gsuw |§ub!‘9old> o sJ9u peedu py 3868 Vs IJouvdsd lu IJ peer
config sodds ¢ psule # sgsu Vs volsé IJgb.

duolsl IJos 869

IS Idpold ool wp huwld ujjsj 19 oo uBbs lJuolsé 3gpp-aaa-s6b gu b,sy9 &Hue IJdb,
uvbs) JleJ 3._]5,_»; Jol ) 8p pu9> ppa> Vs a]og]o IJobs) soldelds vuvdd 1ol os
lowedle 1Jpods 3868 wsupl suwegse IJIGlo Judbs IJouolss pzeses pu 3868 9 3869 9
3870 JJiwsls lJpoddsu.

Ibol, ub)le IUS) w89 JI¥s Lldledle g0 JIBs IJub)le IU3su wp wdssuoe JIIBs uB¥lb

lJuoelss JJSb,. ool uys 6 ulb)le wp wdysuop 9gbyb IUodssy Ideryowlbs J 3GPP-aaa-s6b
(pebd) 99U3JY J GY (sgpd) pe pdlzbs lo GY Ussol weuo Idpouds IJpguouo #s:

di amet er endpoi nt 3gpp- aaa- s6b



origin real mepc. mc260. ntc310. 3gppnet wor k. org

use- pr oxy

origin host s6b.|EPCF201. epc. mc260. ncc310. 3gppnet wor k. org address 10. 168. 86. 144

max- out st andi ng 64

route-failure threshold 100

route-failure deadtine 600

route-failure recovery-threshold percent 50

dscp af31

peer np2.dal dra0l. dra. epc. mc260. ncc310. 3gppnet wor k. org real m epc. mc260. ntc310. 3gppnet wor k. or g
address 10.160. 113. 136

peer np2. el gdra0l. dra. epc. mc260. ncc310. 3gppnet wor k. org real m epc. mc260. ntc310. 3gppnet wor k. or g
address 10.160. 114. 136

peer np2.nvldra0Ol. dra. epc. mc260. ncc310. 3gppnet wor k. org real m epc. mc260. ntc310. 3gppnet wor k. or g

address 10.
peer tsa06.
epc. mc260.
peer tsa06.
epc. mc260.
peer tsa06.
epc. mc260.

160. 115. 136

draar 001. dra. epc. mc260. ncc310.

ncc310. 3gppnet wor k. org addr ess

drasyo01. dra. epc. mc260. ncc310.

ncc310. 3gppnet wor k. org addr ess

drawscO01. dra. epc. mc260. ncc310.

ncc310. 3gppnet wor k. org addr ess

3gppnet wor k. org real m
10. 162. 6. 73
3gppnet wor k. org real m
10. 164.57.41
3gppnet wor k. org real m
10. 177.70. 201

route-entry
route-entry
route-entry
route-entry
route-entry
route-entry

peer np2.dal dra01l1. dra. epc. mc260. ncc310. 3gppnet wor k. org
peer np2. el gdra0l. dra. epc. mc260. ncc310. 3gppnet wor k. org
peer np2.nvldra0l. dra. epc. mc260. ncc310. 3gppnet wor k. org
peer tsa06. draaro01. dra. epc. mc260. ncc310. 3gppnet wor k. org
peer tsa06. drasyo01l1. dra. epc. mc260. ncc310. 3gppnet wor k. org
peer tsa06. drawscO01. dra. epc. mc260. ntc310. 3gppnet wor k. org

#exi t
[l ocal ]I EPCF201# show di aneter peers al
Fri day Decenber

11 20:27:43 UTC 2020

Di aneter Peer details

Context: billing Endpoi nt: 3gpp-aaa-s6b

Peer: np2.dal dra0Ol. dra. epc. mc260. nc Addr: Port 10.160.113. 136: 3868
Peer: np2.el gdra0Ol. dra. epc. mc260. nc Addr: Port 10.160. 114. 136: 3868
Peer: np2.nvldra0Ol. dra. epc. mc260. nc Addr: Port 10.160. 115. 136: 3868
Peer: tsa06.draaro01l. dra. epc. mc260. Addr:Port 10.162.6.73: 3868
Peer: tsa06.drasyo0l. dra.epc. mc260. Addr:Port 10.164.57.41: 3868
Peer: tsa06.drawscO1l. dra. epc. mc260. Addr: Port 10.177.70.201: 3868



di anmet er endpoint credit-contro

origin real mstarent.gy.com

use- proxy

origin host iepcf201.gy address 10.168. 86. 151
desti nation-host-avp al ways

route-failure threshold 100

route-failure deadtine 600

route-failure recovery-threshold percent 50
peer | n24.dal dra0Ol. dra. epc3. mc260. ntc310. 3gppnet work. org real m nsn-gy address 10. 160.113. 136
port 3869

peer | n24.drawscO1l. dra. epc3. mc260. ntc310. 3gppnetwork. org real m nsn-gy address 10.177.70. 201
port 3870

peer tsa05.drachr01.dra. epc3. mc260. ncc310. 3gppnetwork. org real m nsn-gy address 10. 164. 144. 88
peer tsa05. draphx01. dra. epc3. mc260. ncc310. 3gppnet wor k. org real m nsn-gy address 10.198. 93. 88
peer tsa05. drapol 01. dra. epc3. mc260. ncc310. 3gppnet wor k. org real m nsn-gy address 10.182. 16. 88
peer tsa06. drachr01. dra. epc3. mc260. ncc310. 3gppnet work. org real m nsn-gy address 10.164. 144. 89
peer tsa06. draphx01. dra. epc3. mc260. ncc310. 3gppnet wor k. org real m nsn-gy address 10.198. 93. 89
peer tsa06. drapol 01. dra. epc3. mc260. ncc310. 3gppnet wor k. org real m nsn-gy address 10.182. 16. 89
route-entry peer I n24.drawsc01.dra.epc3. mc260. ncc310. 3gppnet work. org wei ght 20

route-entry peer |n24.dal dra01l.dra.epc3. mc260. ncc310. 3gppnet work. org
route-entry peer tsa05. drapol 01. dra. epc3. mc260. ncc310. 3gppnet wor k. or g
route-entry peer tsa06. drapol 01. dra. epc3. mc260. ncc310. 3gppnet wor k. or g
route-entry peer tsa05.drachr01.dra. epc3. mc260. ncc310. 3gppnet wor k. or g wei ght
route-entry peer tsa05.draphx01. dra. epc3. mc260. ncc310. 3gppnet wor k. or g wei ght
route-entry peer tsa06.drachr01.dra. epc3. mc260. ncc310. 3gppnet wor k. or g wei ght
route-entry peer tsa06.draphx01. dra. epc3. mc260. ncc310. 3gppnet wor k. or g wei ght

o1 o1 o1 o

#exit

9oz Iluihé lsol IJs Tue wldouwwd Jegbe Iluoshlo sop wpsss ¢sh odosy 9dsd
IJlgveole Jlgsb obs) eds eluw ASR Jlgwasle gpdss sdsd Ideruo Idos ogpd eds zese
IJoblle IJogilbs: gds uweosd IJpeld: 03l 09 VPC-DIl e wwpes Idobl@le wbldle 9bswds
|Ja.)p6.

[l ocal ]1 EPCF201# show task resources facility dianproxy all
Friday Decenber 11 20:34:37 UTC 2020

t ask cputine menory files sessi ons

cpu facility inst used allc used alloc used allc used allc S status
3/ 0 di anproxy 5 0.12% 90% 41. 62M 250. 0M 38 2500 -- -- - good
5/ 0 di anpr oxy 2 0.11% 90% 41.63M 250.0M 51 2500 -- -- - good
6/ 0 di anproxy 6 0.13% 90% 41. 62M 250. 0M 35 2500 -- -- - good
7/ 0 di anpr oxy 3 0.12% 90% 41. 64M 250. 0M 34 2500 -- -- - good
8/ 0 di anproxy 4 0.13% 90% 41. 65M 250. OM 34 2500 -- -- - good
10/ 0 di anpr oxy 1 0.10% 90% 41.64M 250.0M 49 2500 -- -- - good
Tot al 6 0.71% 249. 8M 241 0

[l ocal ]I EPCF201#

oul swp lJodlb JJ ub)le IS, IUJled po ol osd >80 LJ&)U'D Jodogb 29596 io ub)le
Udb_) Jubé IJuolsé 3GPP-aaa-S6b pglbdsé wlJJled. Jizb i 03l luosh wuoese Iablc eluo
JJio, show diameter peers full i¢95 po w8l uosd >80 IJe,u2 (SSD) 903l Bluo sbo, sl
zpse lopoldle Idobs) vgpdsle aamgr (Ul sbo, 1UIR)lz oul) soldelds Ily 1Jgs> lJuolss
Jdlosoldle IgJ._s wJdos) ppl Bl op ogvgsdo wuvdd boses: 9JIu swp &0 Vs |J|uuk_9J
09 [Llz Idpdeus Jel Js op wuvgsde wuvdd buses wes 18d pu IUlogaldle (144). o
LIS 1Ilz 191ed woso 1plds: 9J03] sep £ruo Suadle wbs) sles Bb (5JJ0 et zase
lJodle IJwwé) ouvdd poe).

Jol 09 p9,02 peld Jloueld gpd pdu9z Judlb wolss GY: s spdud 1o wis 28J luolds



Swves lJeuslo IJeeds 1Uss sdogb Idlouold 1Jeszgs eds zlow ASR wsupel eds NIKTI
3GPP-aaa-S6b IJedugy Jl $92> o3l lJz8d. (sbo, Jlgdl W 1JIg)lz wes o wp luadle
IJpbdJs woluwbs IUgpsd JJubs, 3GPP-aaa-sbb zse sop ouopsu IJeuslu 1Jpeds.)

*xxxxx%% ghow di ameter peers ful| ***x**x
Sunday Decenber 13 15:19:00 UTC 2020

Context: billing Endpoint: 3gpp-aaa-s6b

Peer Hostnanme: np2.dal dra01l. dra.epc. mc260. ncc310. 3gppnetwork. org
Local Hostnane: 0001-di anproxy. s6b. | EPCF201. epc. mc260. ntc310. 3gppnet work. org
Peer Real m epc. mc260. ntc310. 3gppnet work. org

Local Realm epc. mc260. ntc310. 3gppnet wor k. or g

Peer Address: 10.160.113.136: 3868

State: |IDLE [ TCP]

CPU:. 10/0 Task: dianproxy-1

Messages Qut/ Queued: 0/0

Supported Vendor |Ds: None

Adm n Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peer Hostnanme: np2.dal draO1l. dra. epc. mc260. ncc310. 3gppnetwork. org
Local Hostnane: 0002-di anproxy. s6b. | EPCF201. epc. mc260. ntc310. 3gppnet work. org
Peer Real m epc. mc260. ncc310. 3gppnet work. org

Local Realm epc. mc260. ntc310. 3gppnet wor k. or g

Peer Address: 10.160.113.136: 3868

State: |IDLE [ TCP]

CPU:. 5/0 Task: dianproxy-2

Messages Qut/ Queued: 0/0

Supported Vendor |Ds: None

Adm n Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peer Hostnanme: np2.dal dra01l. dra. epc. mc260. ncc310. 3gppnetwork. org
Local Hostnane: 0003-di anproxy. s6b. | EPCF201. epc. mc260. ntc310. 3gppnet work. org
Peer Real m epc. mc260. ncc310. 3gppnet work. org

Local Realm epc. mc260. ntc310. 3gppnet wor k. or g

Peer Address: 10.160.113.136: 3868

State: |IDLE [ TCP]

CPU:. 7/0 Task: dianproxy-3

Messages Qut/ Queued: 0/0

Supported Vendor |Ds: None

Adm n Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peer Hostnanme: np2.dal dra01l. dra. epc. mc260. ncc310. 3gppnetwork. org

Local Hostnane: 0004-di anproxy. s6b. | EPCF201. epc. mc260. ntc310. 3gppnet work. org
Peer Real m epc. mc260. ncc310. 3gppnet work. org

Local Realm epc. mc260. ntc310. 3gppnet wor k. or g

Peer Address: 10.160.113.136: 3868

State: |IDLE [ TCP]

CPU:. 8/0 Task: dianproxy-4



Messages CQut/ Queued: 0/0
Supported Vendor |Ds: None
Admi n Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peer Hostnanme: np2.dal draOl. dra. epc. mc260. ncc310. 3gppnet wor k. org
Local Hostname: 0005-di anproxy. s6b. | EPCF201. epc. mc260. ncc310. 3gppnet wor k. org
Peer Real m epc. mc260. ncc310. 3gppnet work. org

Local Realm epc. mc260. ncc310. 3gppnet wor k. or g

Peer Address: 10.160.113.136: 3868

State: |DLE [ TCP]

CPU:. 3/0 Task: dianproxy-5

Messages CQut/ Queued: 0/0

Supported Vendor |Ds: None

Admi n Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peer Hostnanme: np2.dal draOl. dra. epc. mc260. ncc310. 3gppnet wor k. org
Local Hostname: 0006-di anproxy. s6b. | EPCF201. epc. mc260. nctc310. 3gppnet wor k. org
Peer Real m epc. mc260. ncc310. 3gppnet work. org

Local Realm epc. mc260. ncc310. 3gppnet wor k. or g

Peer Address: 10.160.113.136: 3868

State: |DLE [ TCP]

CPU:. 6/0 Task: dianproxy-6

Messages CQut/ Queued: 0/0

Supported Vendor |Ds: None

Admin Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Context: billing Endpoint: credit-control

Peer Hostnanme: | n24. dal dra01l1. dra. epc3. mc260. ntc310. 3gppnet wor k. or g
Local Hostname: 0001-di anproxy.iepcf201. gy
Peer Real m nsn-gy

Local Realm starent.gy.com

Peer Address: 10.160.113.136: 3869

Local Address: 10.168.86.151: 55584

State: OPEN [ TCP]

CPU:. 10/0 Task: dianproxy-1

Messages CQut/ Queued: 0/0

Supported Vendor |Ds: 10415

Admin Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peers Summary:

Peers in OPEN state: 1404

Peers in CLOSED state: 468

Peers in internediate state: 0

Total peers matching specified criteria: 1872



Joyze ool Iloolz IJglbes pu 03l 1Ule, sbo, IUlouold £33 wagw |J aamgrs:

Peers Summary:

Peers in OPEN state: 107

Peers in CLOSED state: 36

Peers in internediate state: 1

Total peers matching specified criteria: 144

persgs IJoilb IUzse

dpl wpu pul@ubwor s9uoz 03l Iduwsulys Iu zpSE ubls, Uab_) pelbJd Ju._9]oo wolsé S6B:.
Slu |quu-JJo J&wu Jub|k9o/3-J;5J u&).jk—g PE.'»O‘ ro(o| .,5&;_,5 |u ptp}&o PCAP JLS U
IJobléle szo o wped 1JpuvdJs wuvdd poluwe Jigluo Tpwed il IJigble sluadizol. 5]
Jlow IJpgvdds §> wp s9swel B §b gds Diamproxy pesu: £038> wSIsu pu IUIJE; lopss
lJo @l PCAP JoJdd IJg pdsé. 903l pop Jio gpdsé ldugpse vobdy weass ubl@o PESUO -
Jlspdu wubgsdel ev) zese IJwblile po 2JIJ 1Jedlb sles - 9edis 1,6 po Tuo B ol
IJowsobsd: sop wldded 1986 IdpuvdJs g zpse Idobldle: Jel 09 p9 oz bulo os IJedlb
Jobldosy Jdpuwlers Vs wyLose weue IJudlb zod Jsse wedsd Idoslule IJulegs.

loJ Uinse Sew ISl wo 09 IJulb, [Us blads lJobl$s slgesh obldosy Seldosy (39 5)
Sup wubgsd gpdsd lUIJo@lb gdsopl wldluolss |Js pdlzbs Idobl s Idos JI sge
wegasdol.

[l ocal ]1 EPCF201# show card table
Friday Decenber 11 17:15:28 UTC 2020

Sl ot Card Type Qper State SPOF Attach
1. CFC Control Function Virtual Card Active No
2: CFC Control Function Virtual Card St andby -
3. FC 4-Port Service Function Virtual Card Active No <=====
4: FC 4-Port Service Function Virtual Card St andby -
5 FC 4-Port Service Function Virtual Card Active No <=====
6: FC 4-Port Service Function Virtual Card Active No
7. FC 4-Port Service Function Virtual Card Active No
8. FC 4-Port Service Function Virtual Card Active No
9. FC 4-Port Service Function Virtual Card Active No
10: FC 4-Port Service Function Virtual Card Active No

[1ocal ] | EPCF201#

[l ocal ]1 EPCF201# show session recovery status verbose
Sat ur day Decenber 12 21:43:11 UTC 2020
Sessi on Recovery Status:

Overal | Status . Ready For Recovery
Last Status Update : 4 seconds ago
----sessnQr--- ~----aaangr---- denux
cpu state active standby active standby active status
3/0 Active 12 1 12 1 0 Good
4/ 0 Standby O 12 0 12 0 Good
5/0 Active 12 1 12 1 0 Good
6/0 Active 12 1 12 1 0 Good
7/0 Active 12 1 12 1 0 Good
8/ 0 Active 12 1 12 1 0 Good
9/0 Active O 0 0 0 8 Good ( Demux)
10/ 0 Active 12 1 12 1 0 Good



[1ocal ] | EPCF201#

Jpl sdjp luveyhb gusld #zse sop wedss Iddb, IJub,le Bs 030 1Jzlds yusld 1Jw99e,6 09
#2.

*kkkkhkkk*k ShOW Context *kkkk k%
Sunday Decenber 13 15:14:24 UTC 2020

Cont ext Name Cont ext | D State Description
| ocal 1 Active
billing 2 Active <==========
cal ea 3 Active
gi 4 Active
sgw 5 Active

lJelds 09 ouwesd IJ>¢9d |Js Linux debug shell JJoblgle IJos gvsop wgpss PCAP Wsol.
Vs odo lJeldec Idobldely 3 9 50 WS gduws CLIUElLo6 wop:

pdlelod: Jsow 19 e IJs buds wuoese igble lo)l spd Jpelbp IJpigJse
lso9d Idso el Jp sop leubop wddes 1ess) 10gluos wldesdNdepsd 996! Jdsidss
IJlesls. w9g 1dzds ews ouwesd 1Usgad Ids bo@s wuozse IJigble. s lwol ouved
1Usg9d 1Js wble Idegigsd IJigulus JJwbls (PSC iy DPC po ASR 5000 iy ASR 5500)
I9 IJzol; ILbloys (9bbsw96 1Jg>06 (SF) o VPC-DI).

[l ocal ]I EPCF201# cli test password <password>

Sat urday Decenber 12 21:43:54 UTC 2020

War ni ng: Test conmands enabl es internal testing and debuggi ng comands
USE OF THI S MODE NMAY CAUSE SI GNI FI CANT SERVI CE | NTERRUPTI ON

[l ocal ]I EPCF201#

[l ocal ]I EPCF201# debug shell card 3 cpu O

Sat urday Decenber 12 21:44:02 UTC 2020

Last login: Fri Dec 11 19:26:34 +0000 2020 on pts/1 from cardl-cpuO.

gvpc-di : car d3- cpul#

IUlo Sp woubésd pgeed Igl,oJ Linux IJ¢l_os (set virtual router) gldos w99, ddb R
ool StarOS Upauouo eu Linux. 9235 IJuwsle #1Uds wp luvwaepsbo gwlo gl Jigh io
|.Jrob|.Jg_;O uu&_g,_SJ

gvpc-di: card3-cpuO# setvr 2 bash

bash- 2. 05b#

g0 030 1Jodbs. spdo wubgsd wdisg TCP Llgwapsle Idpedele Jpl sds. Jigb 1oe 131 Uiy
.)L9r° L_Jlou;Q.) roaqu -Jp| 09 P9 2L dgs |qu|J UUUIUL9 J GY. dtsau |u.uUa.)|lp .)L9{° |qud) o3l.
lsuol. PUPSS gu9lL suvebse Juo gsuw pg puasI <hostip address> | ould sI9u gusly
ubs) lup o gds Suup sub. Ge vouvésd Il Juuog s8lsd: 9188 IUIJoBlb Lluvagsle
Control-C. !>| Yy LJUdlb lJC)P‘ SUp &l € lJC)P

bash-2. 05b# tcpdunp -i any -s 0 -w /tnp/dianmeter_SF3.pcap "port 3868"
tcpdunp: |istening on any

~C

1458 packets received by filter

0 packets dropped by kernel

bash- 2. 05b#

Uy dJy. éro VIJE,)BE y-19) 'ou.u|aé |Jro_9€_o |JJb|o_).___S v'uuot-ﬂp L_Jiro_) exit. Op |Q,Jut |.JroJ~_9 IJs
51,6 Flash (1U5136 109 808) 1l o wolbol s 1UIsLs IJouibs: sluos wdse J ASR 5500 o



MIO 519 6. Iy Wb IJelJs 0wl J VPC-DI. 119 2.

bash- 2. 05b# exit

exit
gvpc-di: card3-cpuO# scp /tnp/di ameter_SF3. pcap cardl:/flash/sftp/di ameter_SF3. pcap
di anet er _SF3. pcap 100% 110KB 110. 4KB/s 00: 00

gvpc-di: card3-cpul# exit
[l ocal ]I EPCF201#

ew odd IJu@bo: spdu luveyb Idedd olgwegsle SFTP Lluueésle Ls Suwlisd p9g926 >lgJ
lJuveds JJouosd 1Js >Jdsd fflash.

ol osl9le, SF 5 i@ubl‘.gog ol Jel wp 00 J SF 3. pu ldolesd Idpeldss: §p woubesd
JJlds>9,080 Vs v 1Jsge Jdzuesd eds Joble pujlews Jdopdsd Gep 1o 3JdY @ JI
SIY9u U2)98l)-

[l ocal ]I EPCF201# cli test password <password>

Sat ur day Decenber 12 21:43:28 UTC 2020

War ni ng: Test conmands enabl es internal testing and debuggi ng comands
USE OF THI S MODE MAY CAUSE SI GNI FI CANT SERVI CE | NTERRUPTI ON

[l ocal ]1 EPCF201# debug shell card 5 cpu O

Sat ur day Decenber 12 21:44:13 UTC 2020

gvpc-di : car d5- cpuO#

gvpc-di: card5-cpuO# setvr 2 bash

bash-2. 05b# tcpdunp -i any -s 0 -w /tnp/dianeter_SF5. pcap "port 3868"

tcpdunp: |istening on any

~C

1488 packets received by filter

0 packets dropped by kernel

bash-2. 05b# exit

exit
gvpc-di: card5-cpuO# scp /tnp/di ameter_SF5. pcap cardl:/fl ash/sftp/di amet er_SF5. pcap
di amet er _SF5. pcap 100% 113KB 112. 7KB/ s 00: 00

gvpc-di: card5-cpuO# exit
[l ocal ]1 EPCF201#

oeJsd PCAP

_9|Jo>d oul 09 OTSd eJly I.Judua..s.J OS (C_rono louvle logold IJol,. 99pl 3, Gulo Bl

Spdu o sdou B louold TCP/IP I 85 sdsw B 1Ugbgs IJoldss CERICEA. LlJouuwws lJs
TCP/IP. Iz gu ol Bl Ilo sep huwld wble TCP. 9pl 351 JIu swp wdds TCP SYN ACK.
Swwgo ACK sup huwldo pu ASR. spdu wuodss IUgje wluwedsle ls £33 pu g9lpd
lJouodss Jdpuwlers B Idopdsd 986 030 IUzlJs sbo, glpd IJoodsé tep.flags.syn ==
luo swpe bLuwld SYN Jzese I.JQJ'ongc lJuwed Jodo Idobl9é 1Jpesss. wldoub, 1Js bys¥é g,00
€5y puel6c b, v IJplsuw IUlspu eds 25pd SYN sluuc 95 o0 psjé ©3 88 TCP B
Wireshark IJos wepg gpse eip TCP lJos ouwegsre 08w pud3 TCP # o0 ¢JIJ leosl,
pologsd ... w398 TCP Jpg 96 ol 31 Jly ould wulbd pusld g Jgje TCP IJos w@e wlogile
IJlouold.



Mark/Unmark Packet CrlsM
Ignare/Unignone Packet Ctd+D
Set/Unset Time Reference Ctr+T

Time Shift... Ctrl+Shift+T

Packet Comment... Crl+Ak+C
43 2828-12-12 21:47:53.0854953 12.198.94.148 18.168.86.158 cmd=Device-Watchdog Request(288) £] 8) h2h=2f8efc8l ele=346e645@ |
44 20820-12-12 21:47:53.855284  10.168.86.156  10.198.94.140  cmdeDevice-Watchdog Answer(288) £1;  Edit Resoled Name ) h2hsa2fBefcBl eles3dbecdss |
45 2828-12-12 21:47:53.866953 18.198.94. 148 18.168.86.158 diameter(3868) - 54833 [ACK] Seq=2¢ Apply as Filter > al=3172883392 TSecr=2B66648665
46 2028-12-12 21:47:53.592952  19.,165.53.4 10.168.86.156  cuduDevice-Watchdog Request(280) £1 10 © L , [0) h2hedsbsseaa ezes3aziside |
47 2028-12-12 21:47:53.593854 10.168.86.1580  19.165.53.4 cmd=Device-Watchdog Answer{288) fl: . ) hih=48b55b22 e2e=3a216300 |
48 2020-12-12 21:47:53.595951  10,165.53.4 10.168.86.150  diameter(3863) + 56976 [ACK] Sequs¢  Comversstion Fiter " lals3885318983 TSecr=2866649203

Colarize Conversation ]

-

@) h2h=48ab3727 e2e=1025966d |
Y hohadRah1727 s2ealAIRORGE |

49 2820-12-12 21:47:54.489954  10.198.94.137  10.168.86.150  cmd=Device-Watchdog Request(280)
50 2020-12-12 21:47:54.490996 10.168.86.159 10.198.54.132 cmdsDevice-Watchdog Answer(288) fli 5CTP
51 2828-12-12 21:47:54.567956  10.198.94.132  10.168.86.158  diameter(3868) - 57808 [ACK] Seg=s¢| Fellew

52 2820-12-12 21:47:55.739838 19.168.86.151 18.193.93.88 cmdaDevice-Watchdog Request{282) 1

+U

53 2828-12-12 21:47:55.748958 18.198.93.88 18.168.86.151 cmd=Device-Watchdog Answer{288) flz Lopy ' TLS Stream Ctel+Alt+Shifts35
54 20208-12-12 21:47:55.749724 19.168.86.151  18.198.93.88 54586 » diameter(3868) [ACK] Seqedl Protacol Preferences v HTTR Stream el Alt+ShiftsH
55 2028-12-12 21:47:56.785952 18.165.53.12 19.168.86.1580  cmd=Device-Watchdog Request{288) f] Decode As_ HTTR/2 Stream

56 2028-12-12 21:47:56.786467 18.168.86.15%8  18.165.53.12 cmdsDevice-Watchdog Answer({288) fli Shewe Packst in New Window QUIC Stream

57 2029-12-12 21:47:56.800952 19.165.53.12 12.168.86.158 diameter(3868) - 44122 [ACK] Sea=4¢
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context billing
di anet er endpoi nt 3gpp- aaa- s6b
connection timeout 30
connection retry-timeout 30
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wpedd swuluvy pg g3 1J9dJle SF/diamproxy glowole pods lgls 1Jpezleds. sldzuwle 09
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95pJu pdlzbd 3JY pu gdld wuvgsd 99sd leuolissle IUdb) sldub [Js Vo)lo louold ojss
o 60984 |Js 61056 = 72 ¢JIJ 585380 Jpl 09 90z Vs IJbsleg 150086 J CLL

[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:10 UTC 2020

Connecti on Ti neouts: 60984
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti meouts"
Friday Decenber 11 20:39:12 UTC 2020

Connecti on Ti neouts: 60984
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Timeouts"
Friday Decenber 11 20:39: 14 UTC 2020

Connecti on Ti neouts: 60984
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Tinmeouts"
Friday Decenber 11 20:39:17 UTC 2020

Connecti on Ti neouts: 60990
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:19 UTC 2020

Connecti on Ti neouts: 60990
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Timeouts"
Friday Decenber 11 20:39:21 UTC 2020

Connecti on Ti neouts: 60996
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:25 UTC 2020

Connecti on Ti neouts: 61002
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:27 UTC 2020

Connecti on Ti neouts: 61002
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:29 UTC 2020

Connecti on Ti neouts: 61008
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:32 UTC 2020

Connection Ti meouts: 61014
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:35 UTC 2020

Connecti on Ti neouts: 61014
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Tinmeouts"
Friday Decenber 11 20:39:37 UTC 2020

Connecti on Ti neouts: 61020
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:40 UTC 2020

Connecti on Ti neouts: 61020
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:43 UTC 2020

Connecti on Ti neouts: 61020
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:45 UTC 2020

Connecti on Ti neouts: 61026
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti meouts"
Friday Decenber 11 20:39:47 UTC 2020

Connecti on Ti neouts: 61026
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"
Friday Decenber 11 20:39:50 UTC 2020

Connection Ti meouts: 61038
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Tinmeouts"
Friday Decenber 11 20:39:56 UTC 2020

Connecti on Ti neouts: 61038
[l ocal ]1 EPCF201# show di aneter statistics proxy | grep "Connection Ti nmeouts"

Friday Decenber 11 20:39:58 UTC 2020



Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 01 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 03 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 05 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 07 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 09 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 12 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 14 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 16 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 18 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 20 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 22 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 25 UTC 2020
Connection Ti neouts:

[l ocal ]I EPCF201# show di aneter statisti

Friday Decenber 11 20:40: 27 UTC 2020
Connection Ti neouts:

[l ocal ]1 EPCF201#

Jizlo Isuol o g35 CER/CEAS (gw) zpse I8lu 1ddlo)) oo pel seww luo Jlsuad IJs
IJodbs lJos selod Bsol wubd 030 1z e ppl sgus lwol puvdJs |gsls TCP/IP,

CS

CS

CS

CS

CS

CS

CS

CS

CS

CS

CS

CS

CS

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

pr oxy

[l ocal ]1 EPCF201# show di aneter statistics proxy

Fri day Decenber 11 20:57:09 UTC 2020

grep

grep

grep

grep

grep

grep

grep

grep

grep

grep

grep

grep

grep

Capabi | i ti es Exchange Requests and Answers statistics:

Connecti on CER sent:
Connection CER send errors:
CERs received:

Connection CER create failures
CEAs received

CEA AVPs unknown:

CEA Application I D m smatch:
Read CEA Messages:

Read CEA Messages Unexpect ed:
Read CEA M ssi ng:

Read CEA Negotiation Failure:
Read CER Messages:

Read CER Messages Unexpect ed:
Read CER M ssi ng:

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

" Connect

61044
on Ti meout s"

61044
on Ti meout s"

61050
on Ti meout s"

61056
on Ti meout s"

61056
on Ti meout s"

61056
on Ti meout s"

61056
on Ti meout s"

61056
on Ti meout s"

61062
on Ti meout s"

61062
on Ti meout s"

61068
on Ti meout s"

61074
on Ti meout s"

61074
on Ti meout s"

61074

109

o

108

108
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Tw Expire Waiting for CEA: 0

Jleb Tl loe we> 2d IJpuindJs woluwbs IJgpsd: Slo TJIG,I0" e "2lJs IUIEJIS" $e9> [Jis
IJuo) 9sbo) 29 Idewslu Idpeds O wb)le $bo) IJesue Jlpd IRl

Peer Hostnane: npl. dal draOl. dra. epc. mc260. ntc310. 3gppnet wor k. org
Local Hostname: 0001-di anproxy. s6b. | EPCF201. epc. mc260. ncc310. 3gppnet wor k. org
Peer Real m epc. mc260. ncc310. 3gppnet work. org
Local Realm epc. mc260. ncc310. 3gppnet wor k. or g
Peer Address: 10.160.113.133: 3868
Local Address: 10.168.86.144: 32852
State: OPEN [ TCP]

CPU:. 10/0 Task: di anproxy-1
Messages CQut/ Queued: 0/0

Supported Vendor |Ds: None

Admin Status: Enable

DPR Di sconnect: N A

Peer Backoff Timer running: NA

Peers Summary:

Peers in OPEN state: 144

Peers in CLOSED state: 0

Peers in internediate state: 0

Total peers matching specified criteria: 144
[l ocal ]I EPCF101#
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