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(https://www.cisco.com/c/dam/en us/about/doing business/trust-center/docs/trustworthy-
technologies-datasheet.pdf)

g0 wubEsd uvwdle I.,Jo.>x_'9,_§=!.'>l Bpw wupdsu r9lu ldpvolz: spdud wgyus lugble Vs
IJlouold: gluos bl zae IUsg)le leule gpdse IJozyld.

seldolds Jlssuos wluweslpo zool Is zuw pe gpdsle vy Slodss IJessé.
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1. odosu ewbb IJens) eds lzojs Isbss:

sop luwedlp 030 IJpedes Jizoss 1)bss Jouvds) welule puwess Idozde.

Radiol#configure wireless passphrase URWB


https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/trustworthy-technologies-datasheet.pdf
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Cisco#ficonfigure wireless passphrase
WORD network passphrase (maximum 64 characters)

Cisco#ficonfigure wireless passphrase URWB

2. opdsu wuvds, AES gJs lzoj6 1J,Dbs9:

ouwee 030 ldpedes vopdsy wuvds) AES JJJ glzos JluwdIdss.
Radiol#configure dotllRadio

crypto aes enable

Cisco#iconfigure dotllRadio 1 crypto aes
disable disable encryption

enable enable encryption
Cisco#ficonfigure dotllRadio 1 crypto aes enable

3. wpdsu 9226 IJuede Idiwlw§6 eds iao_jé lJ)l>s9:
soe luvegsle 030 IUpedes Jopdso e9L5ess 5296 Idozdpe Iiwluvss eds Tzess Ibss.
Jpl swp wpdsy ol IJlg)le JIJ 9lzos JlundIdss: ssebde luwaogsle wgs) pdelz AES.

Radiol#configure dotllRadio

crypto key-control enable



Cisco#iconfigure dotllRadio 1 crypto key-control
disable disable AES-based encryption key-control

enable enable AES-based encryption key-control
key-rotation set key rotation
Cisco#fconfigure dotllRadio 1 crypto key-control enable

4. cpdsu d9,lo IJpdole eds lzojé 1U;1>ss:

sop luwodle 030 IJpedes Joedsu 29)lo Idedule eds Tzoss Idbuwld IJluwdJs ssop
wpdsuvel JJJ 9lzos.

Radiol#configure dotllRadio

crypto key-control key-rotation enable

Cisco#fconfigure dotllRadio 1 crypto key-control key-rotation
<1-65535> Key Rotation timeout (seconds)

disable disable key rotation
enable enable key rotation

5. 9p wodIsu p9dw d9)lu ldpdelz eds iaoj'é lJyl>s9:

Swp luwegsle 030 ldpedps Jodssy |JL..9|UD:J lJjpus IJ3s swpe Wbso lugile pudlesg z23836.
OUp |UD|!_90 é@pé |Jp§du V|JQ_9|Q.___S;_9.___SPCJQ 1) utqu_g l\-JPE.'-JPé y-19) <1-65535>.

Sop wESSU IJBses IUIB e, luoss gds 3600 eluss I JJ Gulgs.

Radiol#configure dotllRadio

crypto key-control key-rotation <1 - 65535>



Cisco#fconfigure dotllRadio 1 crypto key-control key-rotation
<1-65535> Key Rotation timeout (seconds)

disable disable key rotation
enable enable key rotation

6. IJozdd pu Lo2d pedele E3lipss IJoede Ilwluvss eds Tzos6 IU)bes:

sedu ldozdd pu Lozs Iodssu Ields eds Idbss Bsel soedd weedele IUogvls)
cluwwdsle 1Ule) buolo.

Radiol#show dotllRadio

crypto

Cisco##show dotllRadio 1 crypto

Passphrase: dBa3c370a6b508acadf7143243890068ab602e7blal3f1fUbofcadubbueb63us
AES encryption: enabled

AES key-control: enabled

Key rotation: enabled

Key rotation timeout: 6800(second)

Cisco#t
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