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IW9167 Mesh End
IP: 192.168.200.10/24
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IW3167 Mesh End
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Onkoard Server
1P 172.30.1282/29

172301281729 _—
L/ |bG: 172309281

Onboard Router
Default Route:

TRACKSIDE SUBNET 1

0.0.0.0 - 10.42.0,

0007104206 nara 10420, s [: TRACKSIDE SUBNET (n)

Router o Onboard Server
L
'}’{‘ I:I Onboard Vehicle Network
IWS167 g o IW3167
1P 10.42.0.2729 / Suitch \ IP; 10.42.0,3/29 L2TP Tunnel
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Static Route; Static Route:
172.30.1280/29 o 172.30.128.0029 - L2TP Tunnel
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Vehicle
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IP: 192.168.201.10/24
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L2TP: 192.168.201.210

IW3167 Mesh Point

DG: 192.168.200.1

IW9167 Mesh End
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LZTP: 192.168.201.212

IW39167 Mesh Point
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DG: 192.168.201.1

192.168.200.13

192.168.201.13

Trackside Subnet (n)

1P 172.20.128.2/29
DG: 172.20.128.1

192.168.20.1

IECE400 Primary
1P 192.168.20.2/24
DG: 192.168.20.1
L2TP: 182.168.20.12

e =-=* IECE400 Secondary
S 1P; 192.168 20,324
Cote Noutsr . DG: 192.168.20.1
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Static Route: 10.42.0.1 = 192,168,204 URWE Gateways
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ULTRA RELIABLE
WIRELESS BACKHALIL

Cisco URWB IEC-6400-URWB Configurator
5.69.163.198 - MESH END MODE

Sun 22 Jun 2025 11:53:05 AM HET

IOTOD W [ Offiine GENERAL MODE
IW MONITOR General Mode
QUADRO “Mesh Passphrase”® is an alphanumeric string or special characters excluding '[apex] "[double apex] "[kacktick]

£[dollar]) =[equal] [backslash] <[left angle brackel] =[right angle bracket] #[hash] S%[percent] ([left bracket] J[right
bracket] &]amparsand] and whitespacs (e.g. "mysecuracamnet™) that indantifies your network. It MUST be the
GENERAL SETTINGS sarne for all the Cisco URWE units belonging bo the same network

- general mode

—_— Mesh Passphrase: ssssssses

NETWORK CONTROL
- advanced tools Show passphrase: [
ADVANCED SETTINGS

LAN Paramaters
= gtatic routes

- allowlist | blocklist

—_— Local IP: 192.168.20.2
- multicast
senmp _— Local Netmask: 255.255.255.0
= radius
- ntp S Default Gateway: 192.168.20.1
- ethernet filter
- [2tp configuration Local Dng 1:
- vlan settings

Local Dns 2:

- Fluidity
- misc settings

- smart license (
Reset Save
MAMAGEMENT SETTINGS

- remote access

- status
- conflguration settings
- local certificate

- reset factory default
- reboot
= logout

2024 Clsco andlor its affillates. All rights resorved.

2. lesblo pu@sp6 > wdysy 12tp:

WOS LoWV26 wdysu L2TP: §p vogssu guslu IP 1Jgluo wuveds WAN I1Jgl oo o L2TP slgd
lJ8)e86. Sz wdssu pudd UDP 1dpezds eds luo 5701.



SINIT
CISCO

ULTRA RELIABLE
WIRELESS BACKHALL

Cisco URWB |IEC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun Z2 Jun 2025 12:15:25 PM HET

10TOD IW Configuration contains changes. Apply these changes? Discard | Review Apply & Reboot
IW MONITOR  Disabled |

QUADRO L2TP Configuration

Local Unit Configuration

GENERAL SETTINGS
| mod WAN IP Addrass 18 local WAN IP address used for extermnally commnunicating with the remole tunnel peers, This
= general mode addriss must b reachable from the extemal hosts, ¢.g. using port forwarding on the LAN gateway, WAN
HETWORK CONTROL gateway is the local gateway used by the local unit b communicate with the outside world. Local UDP Port is the
port used by remote peers to communicate with the local unit {0 means IP encapsulation).

—  » Homr

- advanced tools

ADVANCED SETTINGS

WAN IP Address WAMN Netmask WAN Gateway Local UDP Port
- static routes
- allowlist / blocklist —_— | 192.168.20.12 255,255.255.0 192.168.20.1 5701

- multicast Max number of LZTP tunnels: 10
= SNMmp

- radius

- ethernet filter

- I2tp configuration

- wlan settings

L2TP Tunnels.
- Fluidity
- misc settings L2TP Tunnets currantly installed.
- smart license Remote IP Address Remote UDP Port Status
MANAGEMENT SETTINGS
ressinacisss 192.168.200.210 5701 IDLE
- status
- configuration settings Add a New L2TP Tunnel
- lacal certificate Fiemote WAN IP address comesponds to the WAN IP address of the REMOTE unit. Remate UDP port is the port
resat [ﬂctﬂw dﬂfau“ nAumiber af the REMOTE wnl Ip msans 1P en:.mulahm}
Remote WAN IP Address Remote UDP Port
- reboot Add

—_—

- logout

D 2024 Clsco andior its affillates. All rights resareed,
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atfar]n,
CISCO

ULTRA RELIABLE
WIRELESS BACKHALUL

I0TOD IW [ Offine |
IW MONITOR

QUADRO

GENERAL SETTINGS
- general mode
HETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

Cisco URWB IEC-6400-URWE Configurator
5.69.163.198 - MESH END MODE

Sun 22 Jun 2025 12:46:51 PM HST

FLUIDITY
Fluidity Settings

The wnil Gan operald in 3 modes: Infrastruciure, Infrastruciung (wirgless relay), Viehicle,

The unil must be 561 as Infrastructure when it acts as the entry point of the infrastructune for the mobile vehicles
and It ls connected to a wired netwaork (backbone) which possibly includes other Infrastructure nodes. The unit
must be se1 as Infrastructure (wirgless relay) ONLY when il is used as a wireless relay agent to other
Infrastructne units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will usa the wireless connection io relay the data coming form the mobile units.

The wnil must be 881 as Vahicle when il is mobile. Vehicle |D must be sal ONLY when the unil s configured as
Vehicle. Specifically, Vahicle ID must be a wnique among all the mobile units installed on the same vehicle, Unit
installed on differant vehicles must use different Vehicle 1Ds.

Thi Metwork Type filed must be et acconding to the general network architecture. Choose Flat il the mesh and
the infrastructure netwarks belong o a single layer-2 broadcast domain. Use Mulliple Subnels if they are

organized as different layer-3 routing domains.
- static routes

. . ——— Fluidity & Enable
= allowlist { blocklist
- multicast Unit Role:  Infrastructure W
- sNMp
. radius S N Network Type: Mulliple subnets ~
- ntp iy Enable Global Gateway:

- athernet filter

- [2tp configuration ’
= vlan settings Reset J “
- Fluidity k
- misc settings

- smart license
MANAGEMENT SETTINGS

- remate access

- status

= configuration settings
- local certificate

- reset factory default

- reboot

= logout

© 2024 Cleco andlor its affilates, All rights ressrved,
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Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sun Jun 22 192:03:41 EDT 2025

IW Service GENERAL MODE
IW Monitor Enabled General Mode
QUADRO Salect MESH END mode if you are instaling this Cisco Catatyst IWS167E Heavy Duty Access Point at the head

end and connacling this wunil 10 8 wired network (e, LAN),

GENERAL SETTINGS () mesh point
- ga.n&rﬂl rm::d.a Mode: @) mesh end
- wireless radio O gateway
- antenna alignment and stats
NETWORK CONTROL
Radio-off: [ ]
- advanced tools
ADVANCED SETTINGS LAN Parameters
- advanced radio settings
SEINIC Aiee Local IP:  192.168,200.10
- allowlist I blocklist
- multicast Local Netmask: 255.255.255.0
=sNmp
-radius Default Gateway: 192.168.200.1
e Local Dns 1:
- ethernet filter skl
= 12tp configuration Local Dns 2:
-vlan settings
- Fluidity Enable IPvE: ]

- misc settings

-smart license
MANAGEMENT SETTINGS Resel J Eﬂ"l"ﬁ‘

- remote access

- firmware upgrade

- status

- configuration setlings
- reset factory default

- raboot

= logout

22035 Cleco andior s affiliates. All rights resenved,
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ol Cisco URWB IWS167EH Configurator

cisco 5.246.2.0 - MESH END MODE
LLTRA RELIABLE

VeSS BAGE Sun Jun 22 19:04:48 EDT 2025

IW Service [ Offine | WIRELESS RADIO
IW Monitor [ Enabled | Wireless Settings
QUADRO “Shared Passphrase” is an alphanumeric string or specdal characters exchuding Tapex] “Tdouble apox] ' [backtick]

S{dollar] =[equal] \[backslash] and whiltespace (e.g. “mysecurecamnet”) that indentifies your nebwork. it MUST be
the gama for all tha Claco URWE units balonging 1o the sama mehwork.

GENERAL SETTINGS
- general mode Shared Passphrase: eesssssss

= wireless radio
Show passphrase: [ |

In order lo eslablish a wirsless connection batween Gisco URWE units, they need io be operating on the sama
HETWORK CONTROL frequency.

- advanced tools Radio 1 Settings
ADVANCED SETTINGS

- advanced radio settings

- antenna alignment and stats

Role:  Fluidity "

- static routes E MHz): 5180 o

- allowlist | blocklist U =F

- multicast Channal Width (MHz): 20 A

- SNMp

- R Radio 2 Settings

-nt .
. Role: Disabled A
- athernet filter
- [2tp configuration
=yl i N
vian aaitinga [ Reset Save
- Fluidity

= misc settings

- smart license
MAMNAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

= logout

D 2025 Cisco and/or s affillates, All rights reserved.
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ol l Il I I Cisco URWB IW9167EH Configurator

cisco 5.246.2.0 - MESH END MODE
ULTRA RELIABLE

IRELESS BAERHAL Sun Jun 22 19:10:25 EOT 2025

IW Service Configuration contains changes. Apply these changes? Discard Review Apply
W Meniter

QUADRO
L2TP Configuration
GENERAL SETTINGS Local Unit Configuration
- [ neral moda WAN IP Address is local WAN IP address used for exdermally commnunicating with the remole tunned peers, This
irel di address must be reachable from the external hosts, e.g. using por forwarding on the LAN gabeway, WAN
- wireless radio gateway is the local gateway used by the local unit lo communicate with the oulside world. Local UDP Port is the

- antenna alignment and stats part used by remode peers to communicate with the kocal unit (0 means IP encapsulation).

NETWORK contTROL ~————> HL2TP

- advanced tools WAN IP Addrass WAN Netmask WAMN Gateway Local UDP Paort
ADVANCED SETTINGS —— 8% 182.168.200.210 255.255.255.0 192.168.200.1 5701

- advanced radio settings

- static routes Max number of LZTP tunnels: &

- allowlist | blocklist

= multicast
Gono
- SNmMp

- radius

= tp

- athernet filter L2TP Tunnels
- 121p configuration L2TP Tunnels currently installed.

- wl etti
:;’i‘;w nas Remote IP Address Remote UDP Port Status

- misc seltings 182.168.20.12 5T IDLE

- gmart license

MAMNAGEMENT SETTINGS 192.168.20.13 S7T01 IDLE

- remole access

- TIDArS: Lgraci Add a New L2TP Tunnel
=atitdla Remate WAN IP address cormaspands to the WAN IP address of the REMOTE unit. Remote LDP podt is the port
- configuration settings number of the REMOTE unit (0 means IP encapsulation).
- reset factory default Remote WAN IP Address Remate UDP Port
Add
- reboot _—
= logout

B P05 Clace andior Ha affiliates. All fights reserved.
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CISCO

ULTR:A RELIABLE
WIRELESS BACKHALIL

Cisco URWB IW9167EH Configurator
5.246.2.0 - MESH END MODE

Sum Jun 22 19:26:26 EDT 2025

IW Service Configuration contains changes. Apply these changes? Discard [ Review Apply
IW Maonitor

QUADRO
FLUIDITY
GENERAL SETTINGS Fluidity Settings
- genaral mode The: unil can operale in 3 modes: Infrastruclure, Infrastructune (wirgless relay), Vehicle

Ther wnil must be $¢ as Infrastructure when it aclts as the entry point of the infrastructune for the mobile vahicles

- wireless radio and it is connecied to a wined network (backbone) which possibly includes other Infrastructure nodes. The unit

- antenna alignment and stats mizst be ot as Infrastructure (wirsless relay) ONLY when it is used as a wireless relay agent to other
Infrastrectura units. In this operating mode, the unit MUST MOT be connected to the wired network backbone as
HETWORK CONTROL it will usa the wiraless connaction to relay the data coming form the maobile units.
The unit must be set as Viehicle whan it I3 mobile. Vahicla 1D must ba sel ONLY whan the unit is configured as
- advanced tools ‘iehicle. Specilically, Vehicle 1D must be a unique among all the mobile units installed on the same vehicle, Linit

inslalled on different wehicles must use different Viehicle IDs.

The Network Type filed must be sel according 1o the general network architechure, Choose Flal il the mesh and
thax infrastructurg networks belong to a single layer-2 broadeast domain, Use Mulliple Subnets if they ane
organized as different laydr-3 routing domaing

ADVANCED SETTINGS
- advanced radio settings
- static routes

—_— Unit Role:  Infrastructure w

- allowlist | blocklist

mukticast —_  0» Network Type: Multiple subnets ~
-snmp
= The following advanced settings allow bo fine-tune the performance of the system depending on the specific
- radius environment. Please do not aller this settings unless you have read the manual first and you know what you ane
. doing.
ntp The Handoff Logic controts the algorithm used by a mobile radic 1o select the best infrastructure point to connect
- athernet filter to. In Mormial made, the point providing the stronges! signal ts selected. In Load Balancing mode, the mobde

radio prErﬂri the poand which r.'ll'l‘.'l\liUES- the besl balance betwaan Srgl'l."ll shenglh and amounl of raffic camiad.
= [2tp configuration
- vlan settings Handoff Logic: andard oy

= Fluidity
- misc settings J

Reset Save

= smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
= reset factory default

- reboot

= logout
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T IE Cisco URWB IW9165E Configurator

CI5CO 5.66.194.36 - MESH FOINT MODE
LLTRA RELIABLE

L3} ACKHA
WELCSS BT e Sun Jun 22 2001110 EDT 2025

IW Service m GENERAL MODE

IW Monitor m General Mode

Select MESH POINT moda il you are abllaching an 1P adge devica (Le. nebwork cameara, encodar, abe. ) 1o this

GEMERAL SETTINGS Cisco 10T IWS165E Senes Actess Poiml of il you aré using this unil a8 a relay point in e mash nstwork.
- general mode = .
. u mesh point
= wiraless radio
i Mode: () mesh end
- antenna alignment and stats {:}
alawa

HETWORK CONTROL 9 ¥
- advanced tools

Radio-off: [

ADVANCED SETTINGS

- advanced radio settings
' g LAM Paramatars

- static routes

- allowlist / blocklist
= Local IP: 10.42.0.2

- SAMp
- radius B Local Netmask: 255 255,255,248
= ntp
- ethernet filter —_— Default Gateway: [10.42.0.1 I
- I2tp configuration
- vlan settings Local Dns 1:
- Fluidity

. - Local Dns 2:
- misc settings
MANAGEMENT SETTINGS Enable IPvE: |:|

- remote access

- firmware upgrade y

- configuration settings

- reset factory default
- reboot
- logout

D 2024 Cisco andlor Ite aliliates. AN rights reservod.
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cISco

LILTRA RELIABLE
WIRELESS BACKHALIL

Cisco URWB IW3165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jum 22 20001:16 EDT 2025

IW Service m WIRELESS RADIO

IW Monitor m Wireless Settings

*Shared Passphiase” is an alphanumene string of spacial charsctens excluding [apex] “[double apex) "[backtick]
GEMNERAL SETTINGS S[dollar) =[equal] [backslash] and whitespace (6.9, "mysecursecamng™) thal mdantifies your nabwork, I MUST b
thar sam Tor all the Cisco URWE units belonging 1o the sama nabwark
- general mode

= Wireless radio —p  Shared Passphrase; esesssess
- antenna alignment and stats
NETWORK CONTROL Show passphrase: [
- advanced tools In order to establish a wirehess connection Bofween Cisco URWE units, they neod 1o be operating on the same
frequency.
ADVANCED SETTINGS
Radio 1 Settings

- advanced radio settings
- static routes —_— Role: Fluidity w
- allowlist | blocklist
- snmp - Frequency (MHz): 5180 W
- radius

—p Channel Width (MHz): 20 W
= ntp
- ethernet filter Radio 2 Settings

- I2tp configuration

- vlan settings Role: Disabled v

- Fluidity
- misc settings ]
MAMAGEMENT SETTINGS Reset ] Save

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

-« reboot

- logout

© 2024 Cieco andler ite affiliates. AN rights resarved.
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atfier]n
CISCO

ULTRA RELLABLE
WIHELESS BACKHALL

Cisco URWB IW9165E Configurator
5.66.194.36 - MESH POINT MODE

Sun Jun 22 20:09:49 EDT 2025

IW Service  Offline | STATIC ROUTES

IW Monitor m Static routes

Addd any remabe subnet that does not belong 1o local netwarks
GENERAL SETTINGS Y ; : v

- general mode Active static routes
-wireless radio

Subnet Matmask Gateway
- antenna alignment and stats

HETWORK CONTROL 172.30.128.0 255.255.255.248 10.42.01 del

= advanced tools

ADVANCED SETTINGS Add new stalic route
- advanced radio settings Subnat Metmask Galeway
—_—

- allowlist | blacklist

= &N
"_-Ip Route added. Note: unable to install static route live, please double check current network

- radius configuration.

= ntp

- ethernet filter

= 12tp configuration
=vlan settings

- Fluidity

= misc settings
MANAGEMENT SETTINGS
- remote access

= firmware upgrade

- status

= configuration settings
- reset factory default
- raboot

- logout

© 204 Cisco and/or its affiliates. All rights reserned.
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tfranf Cisco URWB IW9165E Configurator

5.66.194.36 - MESH POINT MODE
ULTRA RELIABLE
NI ACKH
MEELECSIERCEIUL Sun Jun 22 20:18:0% EDT 2025
IW Service FLUIDITY
IW Monitor Enabled Fluidity Settings
Thve unil can operate in % modes: Infrasiructure, Infrastruciure (wirslass relay), Vehicle.
GENERAL SETTINGS Thee unil must be el as Infrastruciure when it acts as the endry point of the infrastruciure for the mobile vehicles
and # is connecled to a wired nedwork [backbone) which possibly includes other Infrasiructune nodes, The unit
- general mode must be sof as Infrastructure (wirgless relay) ONLY when il is used as a wireless relay agent to olther
Infrastrecture units. In this operating mode, the unit MUST NOT be connected o the wired network backbone as
- wireless radio it will use the wireless connection to relay the data coming form the mobile units.

The unit must be et as Vehicle when it is mabile. Vehicla ID must ba set ONLY when the unit is configured as

- antenna alignment and stats Vehicle. Specifically, Vehicle 1D must be a unigue amaong all the mobile units installed on the same vehicle. Unit

HETWORK CONTROL installed on different vehicles must use diffarant Vahicla IDs.
The Metwork Type filed must be sel aceording to the genaral network archilecture. Choose Flat if the mesh and
- advanced tools the infrastructune networks belong to a single layer-2 broadeas! domain, Use Multiple Subnats if thay are

arganized as different [ayer-3 routing domains,
ADVANCED SETTINGS

- advanced radio settings =~ ———P Unit Role:  Vehicle b
- stati te - .
mrase Tes 3 Automatic Vehicle ID: [ ] Enable
= allowlist ! blocklist
J— —_— Vehicle ID:| ]
- radius —_—— Network Type: + Flat
- ni o
d The following advanced settings Multiple subnets e of the system depending on the specific
= athernet filter environment. Please do noLAHER o o e g e e 380 e manual first and you know what you are
daing.
- lztp co nﬂguratlurl Thex Handalf Logic controls the algonthm uséd by & moblle rds 1o sebect the best infrastruciurs point 1o conmect

o, In Nommal made, the point providing the stronges! signal is selected, In Load Balancing mode, the moabile

- vlan settings s : :
g radio prafiers the point which provides the best balance between signal strength and amount of traffic carred,

= Fluidity

i . Handoff Logic:  Standard W
- misc settings
MANAGEMENT SETTINGS
- remote access ' 1
Reset
- firmware upgrade ]
- status

- configuration settings
- reset factory default

= raboot

- logout

D 2024 Cisco andlor its afliliates. AN rights reserved,
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Edit Device Configuration

) Saarch
: General
| General
Multicast . Mode
SNMP Global Gateway W
LLDP
Radius Shared passphrase
NTP URWEB
L2TP
Vian Local IP Address
Fluidity 192.168.20.2
Fluidity Advanced
Fluldity MPQ Local Netmask
Misc 255.255.255.0
Spanning Tree
Ethernet Fliter Default Gateway
Qas 192, 168.20.1

MPLS

loole ©dosy lzojs 1,89 IW16X Juglué. Jlgb Iu lsdld 1,189 yusop wpdsve wddlssl.
9o 9u2e sl Ibsy See 1o sdu w9 .

Edit Device Configuration

Q, Searc General
I General
Wirgless Radio MOde
Advanced Radio Settings Gateway W
Kay Control
FiuldhAX F_?adm off
Multicast On
SHMP
. Radio off mode
Radius A
NTP Fluidity
LITP
. Local IP Address
Vian -
Fluldity 192.168.20.3

Fluldity Advanced
Local Netmask

Fluidity Pole Proximity N

Fluidity Freguency Secan 255.255.2565.0

Fluidity MPO
Default Gateway

2. B Guwe L2TP. WAN IP, WAN NetMask. gol,6 WAN. IJpolss. sdspe odssool. B
IUs e uduwor sdjp luolds ludl g L2TP.
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Edit Device Configuration

Q, Search “ Enable L2TP

Ganeral on w
Multicast

A ® L2TP Interface

LLOP Ethernet] W
Radius

s “ WAN IP Address

LzTe 192,168.20.12

Vian

- # WAN Netmask

Fluidity Advanced 255.255.255.0

Fluidity MPO

Mise ® WAN Gateway

Spanning Tree 192.168.20.1

Etharnet Filter

o8 ® Local UDP Port

MPLS 5701

Edit Device Configuration

O Search 5701
Genaral &
Layer-3 MTU for the WAN
Multicast interface
NMP :
§ 1480
LLDP
Radius @ L2TP Tunnels Number
NTP )
]
LZTP
Vian L2TP Tunnels

Fluidity

Fluidity Advanced

Rumnote WAN P Address Remate UDP Port

192.168.200.210 Ll 5701

Fluidity MPQ
Mise
Spanning Tree
Etharnat Filtar
Qo5

MPLS

3. 9lgsule sUip wpdsu IesBdE sszw 1o $Iou 29, 19238 09 IJwuss IJiusluuss: wsupl
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Edit Device Configuration

= B Fluidity
General
Multicast Unit Role
SNMP Infrastiuctung W
LLOP
Radius Metwork Type
NTP Muliiple subnet v
L2Te
Wian Enable Primary Pseudowire
Enforcement
I Fluidity 5
Fluidity Advanced Disable v

Fluidity MPO
Mizc
Spanning Tree
Ethernet Filter
QoS

MPLS

L0SiSO iao_jé lJ,l>s9 Trackside:
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Edit Device Configuration

) Search

Mode
I Ganaral Mesh End y
Wireless Radio
Advanced Radlo Settings Radio off
Eey Control Of oy
FluidMAX
Multicast Radio off mode
SNMP
Radius
NTP Local IP Address
LaTe 10.122.136.50
Wlan
Fluidity Local Netmask
Fluidity Advanced 256 208 LR 192
Fluidity Pole Proximity
Fluidity Frequency Scan Default Gateway
Fluidity MPO 10.122.136.1

2. V85 Suwp Ibsy Iddluwdds: golié 1Ups9) 9lzod 1bs9 (IJos wiss luwweslpol
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Edit Device Configuration

(O Search

General

Wirsless Radio
Advanced Radio Settings
Key Control

FluldhAX

Multicast

SNMP

Radius

NTP

L2TP

Vian

Fluidiny

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

3. W5 Buwe L2TP. WAN IP. WAN NetMask. gl WAN. 1Jpolds. sd5e cdssuol. B

Wireless Radio

* Passphrase

URWEB

® Radio 1 enabled

on

Radio 1 role

Fluidity

Radio 1 Freguency (MHz)

5180 MHz

® Radio 1 Channel width

20

Radio 2 enabled

off

Radio 2 role

Radio 2 Frequency (MHz)

Radio 2 Channel width

IJse ud wo. sdjp luolds 1uudl g L2TP.

Edit Device Configuration

) Seaech

General

Wireless Radio
Advanced Radio Seitings
Key Control

Fluldhax

Multicast

SNMP

Radus

NTP

LITP

Wlan

Fluidity

Fluidity Advanced
Fluidity Pole Proximity
Fluidity Frequency Scan

Fluidity MPO

* Enable L2TP

an

® L2TP Interface

Ethermeti

¥ WaN IP Address

192.168,200.210

WAN Netmask

266,255.265.0

¥ WAN Gateway

192.168.200.1

Local UDP Port

5701



Edit Device Configuration

(1, Search L2TP Tunnels Number

General &
Wireless Radio

LZTP Tunnels
Advanced Radlo Settings
Eey Cantral
FluidMAX Famaoin WAN IF Ad Fomaie LD
Multicast 192.168.20.12 5701
SNMP
Radius

NTP

I L2TP = e
b 1 Remote WAN 1P Addross Remate UDEF Pon E

Wiam o
192.168.20.13 5701
Fluidity

Flukdity Advancead
Fluidity Pole Proximity
Fluidity Frequency Scan

Flukdity MPO

4.5l syl sdip ©pdsu IJesdE 9szw 1o $Y8U 29, 1U9236 09 Idwuss IJluwluuss: wsuel
Sew 1o sI9u wog Iduveds JvoJds B,e86 pugssd

Edit Device Configuration

) Search
Fluidity
Genera
Wiraless Radio Unit Role
Advanced Radio Settings Infrastrugiure -
Koy Control
Fluidhax Automatic Vehicle ID
Multicast
SHMP
Radius Wehicle ID
NTF
L2TP
Wian Metwark Type
I Fluldity Multiple subnet
. Fluidity Advancad .
Fluidity Pole Proximity Handoff Logic

Fluidity Freguency Scan
Fluidity MPO

Enable Primary Pseudowire
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Edit Device Configuration

(1 Search

Mode
General
Mesh Point i
v Wiraless Radio
Advanced Radio Settings Radio off
& Key Control
off =
FluidMAX
& Multicast ' Radio off mode
SHMP
Radius
NTP Local IP Addrass
L2TP
10.42.0.2
Wlan

Fhulcity Local Netmask
¢ Fluidity Advanced '
255,255,255, 248
® Fluidity Pole Proximity

Fluidity Frequency Scan Default Gateway

& Fluidity MPO
10.42.0.1

2. 95 Juwe Ibsy IJdlgndds: golis 1Jpu9) slzos )by (Ides woss luvegsleol
JJwsluad ee 2loe Idpuwl): sdie wdasu 1dw,ss seobs 19,
Edit Device Configuration

() Search ' )
= Wireless Radio

General
Wireless Radio Passphrase
& Advanced Radio Settings ClscolURWE
& Kay Control
FluldMAX Radio 1 enabled Radic 2 enabled
Multicast an v off .
SHMP
Radlus Radio 1 role Radio 2 role
NTP Fluldity w
L2TP
ign Radio 1 Frequency (MHz) Radio 2 Frequency (MHz)
¢ Fluldity 5180 MHz w

& Fluidity Advanced

Fluidity Pole Proximity Radioc 1 Channel width Radio 2 Channel width
Fluidity Frequency Scan 0 v
® Fluidity MPO

3. sl¢sle sip wpdsu Sludss IJerBd3: asze o $dou 29, 1Jse28 £obs gu wwshs: Jol
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Edit Device Configuration

Fluidity
Ganeral
Wireless Radio Unit Role
Advanced Radio Senings Vehicle
y Control
Fluidhax Automatic Vehicle D
Multicast
SHMP
Radius Vehicle ID
HTP 1
L2TF
Van Netwark Type
I Fluidity Multiple subnet
Fluidity Advanced
Fluidity Fole Proximity Handoff Logic
Fluldity Frequency Scan Standard

Fluidity MPO

4. I3l Yoo yuods IJp,dus wposs eds uvwdle Bresé poess Jizoss 19 1Jg9lbe 1espzé.
VOSew wdysu puvh elow gds I)bsy IJpespe. Os 03l IJodssu: Sgw wedss IJuvwdo
lJ8,es6 99ule IUuvods gds 1JJ9zs: pg wessu IJuslus eds [Uglzos [Jpldlods gds
IJeszo 1de>pe.

Edit Device Configuration

"_‘_ - Static Routes

Ethernet Fiiter B, °

Arp 17"? 301280 '?.55 :5'55 255.248
QoS
Wi-Fi Multimedia Queues N
Armpdu 10.42.0.1
TFTP
Ethernet Settings
GNSS
SRCR RSSI Metric
MAT Settings
Telametry
I Static Routes
Allowlist/Blocklist

VLAN Subnets
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odosu wslule g09p56

iotod-iw configure offline
### BASIC CONFIG ###

modeconfig passphrase URWB

ip addr 192.168.20.2 netmask 255.255.255.0 gateway 192.168.20.1
modeconfig layer 3 mode gateway

12tp wan 192.168.20.12 255.255.255.0 192.168.20.1 port 5701
12tp add 192.168.200.210 5701

### APPLY CONFIG ###

write
reboot

o J9su lzojé b9 AP Joglus:

configure iotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 192.168.20.2 255.255.255.0 192.168.20.1

configure modeconfig mode gateway

configure modeconfig mode meshend radio-off fluidity

configure wireless passphrase URWB

configure fluidity id infrastructure

configure 12tp wan 192.168.20.12 255.255.255.0 192.168.20.1

configure 12tp port 5701

configure 12tp add 192.168.200.210 5701

mpls fastfail primary 192.169.20.4 // Set the virtual IP address of the redundant device group in

### APPLY CONFIG ###

write
Reload

0SSO i@_o_jé lJ,l>s9 Trackside

configure iotod-iw offline
### BASIC CONFIG ###

configure ap address ipv4 static 192.168.200.10 255.255.255.0 192.168.200.1



configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure

modeconfig mode meshend //Applicable for only Mesh End Trackside Radio
modeconfig mode meshpoint //Applicable for only Mesh point Trackside Radio
wireless passphrase URWB

dotllRadio 1 enable

dotllRadio 1 channel 149

dotllRadio 1 band-width 20

dotllRadio 1 antenna ab-antenna

dotllRadio 1 antenna gain 10

dotllRadio 1 txpower-level AUTO

dotllRadio 1 mode fluidity

dotllRadio 2 disable

mpls fastfail primary 192.168.200.13 // Set the virtual IP address of the redundant device group in Lay
configure modeconfig mode meshend mpls Tayer 3 //Applicable for only Mesh End Trackside Radio
configure modeconfig mode meshpoint mpls Tayer 3 //Applicable for only Mesh point Trackside Radio

configure

fluidity id infrastructure

## L2TP CONFIG ## //Applicable only to the mesh end Trackside radios

configure
configure
configure
configure

### APPLY

write
ReTload

12tp wan 192.168.200.210 255.255.255.0 192.168.200.1
12tp port 5701

12tp add 192.168.20.12 5701

12tp add 192.168.20.13 5701

CONFIG ###

w056 1206 IUlouold IdJluwdds JJesdole.

configure
### BASIC

configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure

mpls fastfail primary 10.42.0.6 // Set the virtual IP address of the redundant device group in Layer-3

### APPLY

write
ReTload

iotod-iw offline
CONFIG ###

ap address 1ipv4 static 10.42.0.2 255.255.255.248 10.42.0.1
modeconfig mode meshpoint

wireless passphrase URWB

dotllRadio 1 enable

dotllRadio 1 channel 149

dotllRadio 1 band-width 20

dotllRadio 1 antenna ab-antenna

dotllRadio 1 antenna gain 10

dotllRadio 1 txpower-level AUTO

dotllRadio 1 mode fluidity

dotllRadio 2 disable

modeconfig mode meshpoint mpls layer 3

fluidity id vehicle-id 1

ip route add 172.30.128.0 255.255.255.248 10.42.0.1

CONFIG ###



odosu Idpeed/ldesgo:

odosu lJesze lrssums:

configure terminal
ip route 172.30.128.0 255.255.255.248 192.168.20.4
ip route 10.42.0.1 255.255.255.248 192.168.20.4

exit
write

odysu IJpgzo lJp>pee:

configure terminal
ip route 0.0.0.0 0.0.0.0 10.42.0.6

exit
write

cu9sele CURWB L3 JJ veds [Jpespezs

p29d L2 pol) eds 1UJ9zs 9Jl 9> p9zo

SueWd 03l IJodssy wsiss Juvwds ozsus pu lUbw¥s 3 w9y, Wsol vwdle VLAN
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Routes:
{ Static Route; 172.30.128.0/29 > 192.168.204 |
Static Route; 10.42.0.1 -> 192.168.20.4
Static Route: 10.10.10.0 -> 192.168.20.4
Static Route: 10.10.20.0 -> 192.168.20.4

Static Route: 10.10.320.0 -> 192.168.20.4 -~ -

172.20.1281 192.168.20.1
R R — IECE400 Primary
IP: 102.168.20.2/24
R DG: 192.168.20.1
P i \ L2TP: 192.168.20.12
Core Server

IP: 172.20.128.2/29 192.168 200.1 192.168.201.1
DG: 172.20.128.1 URWB Gateway
\core Network
IW9167 Mesh End IW39167 Mesh End
IP: 192.168.200.10/24 IP: 192.168.201.10/24
DG: 192.168.200.1 DG: 192.168.201.1
L2TP: 192.168.200.210 LZTP: 192.168.201.210

Wayside Subnet A Wayside Subnet B

w9167 IW9167

1P: 10.42.0.2/29 IP: 10.42.0.3/29
DG: 10.42.0.1 L helallall®”  D4G: 10.42.0.1
Static Route: Static Route:
172.30.128.0/29 VIP: 172.30.128.0/29
DG: 10.42.0.1 ! 10.42.0.6 1 DG: 10.42.0.1

. T —_ =

IT TEAM Sales TEAM Camera
IP 10.10.10.50/24 IP 10.10.20.50/24 xl ™ IF 10.10.30 5024
GW 1010101 &5 GW 10.10.20.1 GW 10.10.30.1
<2 <
Vehicle

oJdosu ldpesd Ipsee



Switch#show vlan brief

VLAN Name Status Ports

1 default active Gil/o/3, Gil1/o0/6, Gil/0/7
Gi1/o/8, Gil1/0/9, Gil/0/10
Gil/0/13, Gil/0/22

10 IT active Gil/0/16
20 SALES active Gil/0/17
30 CAMERA active Gil/0/18
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

Switch #show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gil/0/23 on 802.1q trunking 100
Gil/0/24 on 802.1q trunking 100
Port Vlans allowed on trunk

Gil/0/23 1-4094

Gil/0/24 1-4094

Port Vlans allowed and active in management domain

Gil/0/23 1,10,20,30,60,100

Gil/0/24 1,10,20,30,60,100

Port Vlans 1in spanning tree forwarding state and not pruned

Gil/0/23 1,10,20,30,60,100

Gil/0/24 1,10,20,30,60,100

odsu golj Ibsy eds 1o

© Sev opdsu gveds VLAN B@b eds spole Idesdole Ides Jl oposs eds eozo poet:

configure vlan status enabled
configure vlan management 60
configure vlan native 60

* puldpop luolWs IJpuwble IJeluws zos Spdu Jogsle Idpydole Idledlo o ldubeodle
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configure ip route add 10.10.10.0 255.255.255.
configure ip route add 10.10.20.0 255.255.255.
configure ip route add 10.10.30.0 255.255.255.

coo
ol el
ocoo
NG NN
N NN
coo
oo o

odosu ldpsege lysssums

configure terminal

ip route 10.10.10.0 255.255.255.0 192.168.20.
ip route 10.10.20.0 255.255.255. 192.168.20.
ip route 10.10.30.0 255.255.255.0 192.168.20.4
exit

write

N

o
N

lovodaldd gble suwds Curwb oy IUbo@s 3 9l adlzol:
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12tp" I9 o 9lz0d IJpuwegse IUsumspess (GUI) IJez 8l pu lUelJs.

o2l po 0 L2TP

Lo o6 L2TP iogélké L2TP 1JzlJsé 9gldwol (conn WAIT. IDLE).
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* gu9lu WAN IP W85 JIJ wdssy L2TP 9szw Io SY9u pgoddl gu guslu IP 1UglLo whblho
lJzol).
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