odosy Jvdlwse Juvodo IUbou 9o 2 W ullb
lJsuesd Iddluwddse [duouless

lJpzogsle
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90999, ) Ethernet 1

lJp 95,00

SueY 03l 986586 IJ9blisd gldeosiss Jpsjle Judlsse juods Idbw$s 2.

JwOloso b w86 2 08 080 p9 9,0 eds wldlb 9,09 IWI165 9 IWI167 pg wyulez low
luosly 17.12.1 sle s.

oS 030 ldps)ié JJgsh !,ol;]b_, e lJbo9s 2 1Jglps i_9 lJuwele wol pu gJId o ds IJDElJ
9lJIB)lz (IW). swp ldo vl Iuglg Ether 1Je9z956 eds Idgie Idos ceoly gveds IW od@lissl
sldlodlg guol.

Vo9 sws lpdluss Ibuwld wuwdlgws Jdensesdsdle po Idbo 96 2 CeJIV IP gy yvods
oo ds Idlonddss: el sepd eds couvst ledloss IUsuesd sldlpdlule 10glu0s
Cldobosdle IJuouless e oduws.

u9g Ether o9 2 9J wuliss IJuble Ideplos O bl IUlse,ow 1Uds suvsy 1Js wag [dengwsdsd
lJ3s swpe wedso sigd 1Uzesds.

vl lusle Ether IUpzzis: suvee Jdeuwcddesu wldésh 1o suvee ¢lue wse Ether b §s 2
logle ether. 9 |e)use-i job. swp lp)le wuoWso IUzies WS ullb 1Usged/IUE )9z pu Il $
MPLS.

od9u v IJE 9z slispel os gol‘;_.;éc lJuveodé o8l 1Usged spdu Io oo ullb oo Vs
lesh Idouss Idogoss IJelews 19 1zojo Hbsy Idpydole B lesh IJwrsé.

LELPd lJgsss pu |Ji@_o_)'6 9IJi¢,J'op<3 lJoeuless eds IJoygesdsdle 1U8s506 pod Modbus i3
Dl}lPS l9 Ideugwedodle 1Ugluod IJos wepd eus Idbw 96 2 oo wp9de |:J|QUD|J lJeowbd vsu
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oy Uvods Iduvods IJJlguddss: pos Bl Jp odo Blisps eds IP.
odosy 9lgos yulb, 1Jlgle, (CLI)
ol Tgsle 1dlse, 9lualdwol

Suvee vuvdd lVe,)luos wuge Ether Jzje Profinet 0x8892 9u9¢ Ether J QNet 0x8204.

1. spJdu 800 Blises lusle Ether IJpJdoinds Lluwegsle 1die) bulo.

MP#show mpls ether-filter

Ether-type Direction Description
0x6002 INGRESS -—-

0x86DD INGRESS IPv6

0x8035 INGRESS RARP

2. spJdu luolWs lusle Ether IJpde s Ig zpse Iugle Ether lJpwlzs wluwegsle 1J1sle, bolo.
MP#config mpls ether-filter allow-1list add 0x86DD

MP#write

MP#reload

MP#config mpls ether-filter allow-Tist add all
MP#write

MP#reload

3. spJdu Idozdy pu wdssu vwag ether ldp ol pu ldodss IUzghs ouvgsdo.

MP#show run

Ethernet Filter allow-list: @x8035 Ox86dd 0x8899, ethernet-I block

4. spIdy 233 lugle Ether 1Jpgs36 po Blispd Iduwelz lsuol.



MP#config mpls ether-filter allow-1ist delete 0x86DD
MP#write

MP#reload

5. Jpl spJdu puwe lusle Ether |Jpdoinds Lluwegsle 11, bole.

MP#config mpls ether-filter table clear

IME_Primary#config mpls ether-filter table clear
IME_Primary#
IME_Primary#

IME_Primary#show mpls ether-filter
Ether-type Direction Description
0x86DD INGRESS IPvé6

odgsy GUI

Sedu b $Y90 1Jodass vduwo pu 31206 IJeuwetsp Idyuwsess Judls Isuesd (Bs 9uoe
CURWB). luedd lJds 28d pouie IJlseyue vz Idlgshble 1Jeedses Os 1JJ9zs 1Uzluwss pu
Slzos Idpuwerp Idyumspss (GUI).

IJuwele wepse lusle Ether cogass glus IJIzos 1Ugluos wol.
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Cisco Cisco URWB IW9167EH Configurator

ULTRA RELIABLE 5.246.226.200 - MESH END MODE
WIRELESS BACKHAUL

IOTOD IW Ethernet Filter

IW-MONITOR Detected ethernet types

FM-QUADRO To add a detected ethertype to the allowlist click on Add.

GENERAL SETTHGS Ethertype Description Direction Action
* Rl Mods 0x86DD IPv6 INGRESS

- wireless radio
- antenna alignment and stats
NETWORK CONTROL

[ Clear detected
- advanced tools

ADVANCED SETTINGS

- advanced radio settings Allow all ethernet types

- stati t
shatic routes Allow Ethernet 1 protocols [ |

- allowlist / blocklist

- multicast
- radius
- ntp

- ethernet filter

- |2tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
- reboot

- logout

lJuwele yig_slg_ pESWO pu Ether Wb

Sp wlJgle oo b Iduwele wveese lusle IUlseoow sluplds uog Ether Ipbdye. lud) B9
eb gubosyd Joudss Idogss)le.



T
CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW m
IW-MONITOR

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- snmp

- radius

- ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

Cisco URWB IW9167EH Configurator
5.246.226.200 - MESH END MODE

Ethernet Filter
Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x6002 = INGRESS | Add |
0x86DD IPv6 INGRESS Add

Clear detected W

Allow all ethernet types [ |

Allow Ethernet 1 protocols [_|

Allowed ethernet types
To add a specific ethertype to the allowlist, insert it in the text field and click on Add.

Ethertype Description Action

(ox86DD| ) Add

{ Clear allowed ‘

Save




NI
CISCO Cisco URWB IW9167EH Configurator

ULTRA RELIABLE 5.246.226.200 - MESH END MODE
WIRELESS BACKHAUL

I0TOD IW Ethernet Filter

IW-MONITOR Detected ethernet types

FM-QUADRO To add a detected ethertype to the allowlist click on Add.

GENERAL SETTINGS Ethertype Description Direction Action

- general mode 0x6002 = INGRESS Add
- wireless radio

- antenna alignment and stats 0x86DD IPV6 INGRESS Add

NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

Clear detected ‘

- advanced radio settings

- static routes

- allowlist / blocklist Allow all ethernet types [ |
“{MMRIcRsy Allow Ethernet 1 protocols [_|

-snmp

- radius

- ntp Allowed ethernet types

- ethernet filter To add a specific ethertype to the allowlist, insert it in the text field and click on Add.
- 12tp configuration
- vlan settings

- misc settings

Ethertype Description Action

- smart license Add
MANAGEMENT SETTINGS
- remote access

- firmware upgrade { Clear allowed I
- status

- configuration settings

- reset factory default
o Save
- reboot

louwe lusle Ether Ios wp ldoilbol Lldud) eds sl Clear Detected L. 9lzos 1puwegse
luwgpss




Ethernet Filter
Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x6002 - INGRESS Add
0x86DD IPv6 INGRESS

[ Clear detected }

le,ole Ether | ezz96

weu2 lusle Ether p2z956 9J1 spJdu luoldwol Iy 3ol oo IJSlis pb.

Ether-type (range) Forwardable Notes
0x0000 — 0xOSFF User-configurable | Ethernet-I frames. STP and CDP are subject to other
configuration options
0x0800 Yes IPv4
0x0806 Yes ARP (IPv4)
0x0900 — 0x09FF No Cisco URWB signaling protocols
0x8100 Yes IEEE 802.1Q VLAN encapsulation
0x8847 — 0x8848 No MPLS
OxFFFF No IANA reserved

0938 ls pelods Jluwogsle 03l 1dezad 1Us 2290 glol Jel 09 90z bule:
IME_Primary#conf mpls ether-filter allow-list add ©x8847

error: ether-type 0x8847 is reserved
ME_Primary#

w9999 Ethernet 1

Spdu e,y wy9e9ded Ethernet 119 I wple wo pu Slzos Gulo, IJIgle, (CLIY 19 glzos lJpuweése
lJ,uw9p86 (GUI) IsJU.

MP#config mpls ether-filter ethernet-I block
MP#write

MP#show run



Ethernet Filter allow-list: Ox86dd, ethernet-I block

MP#config mpls ether-filter ethernet-I forward
MP#write

MP#show run

Ethernet Filter allow-list: Ox86dd, ethernet-I forward

pU 9lzod IJpuwese 1dyuw9ess (GUI) Jsbsy: Spdu wrass ¢lus IUIgesh Iduwelz
ww9u9dadle lsenue 1 Jduwele wlbble IUlse,ow 1 9lJEle weassol Jeb, lbble. 109, W98
Ché]b sobosy" Jobosy IJogss,.
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CISCO

ULTRA RELIABLE
WIRELESS BACKHAUL

I0TOD IW
IW-MONITOR
FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

=snmp

- radius

- ntp

- ethernet filter

- I2tp configuration

= vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Configuration contains changes. Apply these changes?

Ethernet Filter

Cisco URWB IW9167EH Configurator
5.246.226.200 - MESH END MODE

Detected ethernet types

To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x6002 — INGRESS Add
0x86DD IPvE INGRESS
[ Clear detected J
Allow all ethernet types ||
Allow Ethernet 1 protocols
Allowed ethernet types
To add a specific ethertype to the allowlist, insert it in the text field and click on Add.
Ethertype Description Action
o500 e
{ Clear allowed 1

Save
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