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Kubernetes Namespace Architecture Modulor | Scolabe

Cisco CNDP - Example: Kubernetes (System), CEE and SMF Application
% Kubernetes Cluster (Cisco CNDP)

Mamespaces, key components and their roles

Namespace: kube-system Namespace: cee-hgb-cee Namespace: smf-hqbsmf01
Kubernetes System Components CEE Platform Components SMF CNF Application Components
Component Component

{Observability, Monitoring and Operations) (5G Core - Session Managemens)
Category Key Components (Examples) Purpose Component Category Key Components (Examples) Purpose Category ey Components (Examples) Purpose
B calieo-node, calto-lubi-controllers,  Pod networking and Msting & alertranager, alert-lagger, Blerting, rotification % Cache cache-pod Caching for SMF application
x Naetworking luibe-prony network policy (Cabico) ‘ Netifications slert-router and evert mancgement | — = g e
prometheus, node-xpornes, - = <o R r—— m: '
E DNS coredns Cluster DNS resolution gl Mooring & Metrics  biacibax-exporte, 1";';;:"5::?" o < w": e S
eted, fube-agiserves :m:?.mm e LF Core hpplication  controler, smi-senice m;ﬁ\mm
bt g - uentd, fuent-worker, o © ion - -
Q ControlPlane  kube-coniniber-manager, ORI B twuw fob-provy, logi-retver | and proosssing . gips-ep. gipp-ep, Fep. User plane and interface
osacheduir eontrol plane services Plane dp-prosy processiog
:l WVisualization grafana, grafana-dashboard E;:ﬂ?ﬂ“rﬂ - Distriba i besy-viive
Cortificate management - & Detabase L) ston for SMF
' Cortificate Mgmt  Cluster-cert-maintainer i E D e Persistent storage
& for CEE platiorm EZ4 Event& Messaging  eventmgr, kafla :“_n'" mr.w
= i del-adant - Hode log and system thanos, pv-manager, Long-em metrics siorge E_ =L )
S (e Snxtcas R oS et e T e e g by ) P-provisioner, pathpeovisioner  and vokume management || [—]  Manaement/  oam-pod. georeplication, Operations, repication
tions " ¢, smart-ageri and node management
g Monioring/ Userandchstersocsty | fly Opratom ops-conter, procuct documentation,  Platform operations s ""jr""'g"""” = :
ser-password-monitor t ; show-4 mestart-absiet  and maind i rafana-dashboard,
il Sy user-pd meni oo Management - rianager, restart and maivenance il Monitering Et:rwlhc%-mlu Maonitoring and dachboars
Hardware / infra bime-kg-exporter, cimc-alerts-  Infrastructune and B o
e G Additional system Menitoring exporter, node-problem-detector  hardwarne monitaning O Security / Access  radius-ep, rest-ep, dns-proxy ;':dwn';f;a“.' Mo
CompaneTs Bruke-ghats, core-retrisver, Additional platform
ees Oiiwrs snmp-trappes, senvice components SBrVices sss  Qthers edr-meniter, protocol componenty Additionsl SMF senvices
. ::f_be' Tels _; C;:;rfl Plane (i kube-cystern namespace) | Provides core Kubernetes cluster management and orchestration services.
[ 3  kube le o
Worker Nodes (Application workloads) . ; ]
i tion workloads nespaces with Eion.
- Run pods from all namespaces: kube-system, cee-hqb-cee, smi-hgbemf01 | = e il T
E Key Points ¢ Legend ‘-.1 Benefits
» Al namespaces run in the samé Kubermetes cluster (Cisco CNDP). = Logical isolation of workloads by namespace.
» Each namespace provides specific functionality with clear separation. 6 Namespace: kube-system « Better resource management and operational visibity.

* kube-system hosts core Kubemetes cluster senvices,

+ cee-hgbr-cee provides obsenvability, monitoring, logging and platform operations.

« smf-hqbemf0 hosts SMF CNF application companents.

= Component list based on fve cluster output (kubect] get pods) - names may vary per chuster,

« Improved security and access control

= Easier monitoring and troubleshooting.

G Namespace: smf-hagbsmf01 = Supports multi-application deployments (Kubernetes, CEE, SMF).
= Flexible and reusable architecture across different clusters.

G Namespace: cee-hgb-cee
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| loki .
‘ alert-logger manager. These alerts are avaiable to user through the CEE ops-center. | Ill instabed fluentBit pods.
Provides routing support for the alert manager to alerts toits S Assists in retreving Kemel, Kubelet, and Container level logs through
4 alert-router Proroeey i . a logs-retriever output to the JournalD driver.
Process alerts from Prometheus and route them to its receivers through =) logs-forwarder Support pods logs forwarding to external server through Fluent-bit.
A alertmanager alert-router. It also provides a list of active alerts in CEE ops-center < E Create tunnels to enable Prometheus to scrape KPIs from the node-exporters
and Grafana. metrics-proxy-group on KVM nodes.
Enables Promethews blackbox probing of endpoints aver HTTP, TCP, Exparts the node metrics to Prometheus and to be viewabhe on the Grafana
Q blackbox-exporter and ICMP, Ili node-exporter dashboard in Hast detads and summary dashboards.
I Prevides summary of statistics that are collected by Prometheus service m ops-center-cee-ops-center Supports user management, authcntir.ation. con_figl_aramarxi show
ll bulk-stats and create periodic snapshats of statistics on each node in the form commands for CEE features, which run on pods inside the cluster.
of CSV files. g path-provisioner Provisions the local storage volume along with py-provisioner,
u cee-product-documentation  CEE Product documentation page provides an overview of CEE functions. Manage the Postg pool for connection, replication, load balance,
g pgpool and 50 on. Pgpool is a middleware that works between PostgreSOL servers
m cime-alerts-exporter Scrapes and exports CIMC alerts to be viewable in Grafana. anda PostgreSGL database.
B = postgres Supports SOL database with reckndany to store alets and Grafana dashboards,
core-retriever Assists in retrieving the core dumps.
"6 Enabiles monitoring and alerting for the Kubemetes cluster, both local and remote.
E documentation Contains the documentation (metrics and usage). l'l I otheus-hk-res :tr: pes gt e lalomes Feiutes paiecty pocssnd nodes
oot Collects the logs from joumalD or systemd and forwards to the external B prometheusrules Contains the default lerting rules and recording rules for Prometheus.
- applications like Splunk or another remote fluent instance. =
= (%5 prometheus-scrapeconfigs-synch. Synchronizes the Prometheus scrape configuration.
gllll  erafnadashboard-metrics  Assists in collating Grafana metrics on the dashboard. a v " ot ol — csterk redocoootetpod,
ettt et Collects the logs from remote fluent instances and forward these logs @ py-provisioner Enables the application pods to automatically provison the persistent volumes.
to external collectors ke Splunk. a . Moriitors the pod ready status and resets the kubelet if the state is not-ready
N = 5 , even though pod is ready.
g grafana Provides visualization tool and host-level dashboards to examing metrics - T e e
nd alerts. pports the Tac-Debug feature to collect coredummp, logs, metrics, statistics,
e a show-tac-manager and ops-center configuration. It atso mantains and provides HTTPS acoess
to files storage in the intemal Apache server.
gﬂ grafana-dashboard-metrics Supports the internal file server for Grafana dashboards.
o e Manages and enforces the Cisco Smart licensing feature per agreement.
o The CEE ops-center provides the configuration facility.
. - Assists in generating metrics about the state of Kubernetes objects: )
kube-state-metrics node status, node capacity (CPU and memary), and sa on. g thanos-query-hi-res Ruris the Thanos appiication to support the Prometheus query, data storage,

Stores and maintains historical alerts that are received from the Alert

Provides support to visualize the logs that are provided by the locally

and remote cluster monitoring.
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@* Objective P Prerequisites
: : : v= « SMI Cluster Manager deployed and accessible via Ingress URL
Deploy CEE via SMI Cluster Manager for centralized lifecycle management. = T T R i B A e G T T G e TH

I\D Access SMI Cluster Manager @ Link Cluster (Ops Center) @ Set Initial Boot Parameters _s) Synchronize & Verify

Use SMI Cluster Manager CLI 3 Offline Installation Bind CEE to the desired cluster Configure initial boot ?hiﬂﬂj' CEE and manitor
vid the previded =, Provide software package URL 69 by defining application and parameters for deployment. progress.
F— e + Configure credentials instance names. Deploy
-+ + Provide SHAZS6 hash -» - > :
P = $ clusters <name> actions sync run
= g ployment | Key F
% cli login <ingress-url> * Registry secrets »  use-volume-claims Check Status
$ cli configure terminal . Online Installation + Namespace » auto-deploy 4 clusters ¢names actions syme status
» Configure repository details + Network (Netconf/SSH) » single-node
« Provide credentials + Ingress = and other required settings View Love
» Enable image verification $ clusters <name» actions sync logs
Key CLI Configuration Examples Deployment CLI Flow (Example) Key Configuration Parameters
Define CNF package Set initial boot parameters Legin to SMI Cluster Manager Parameter Purpose
software cnf <name> initial-boot-parancters Stealeaiic el > software cnf Defines the Cloud Native software package
package-url <url> use-volume-claims true o Canfigure CNF / repository (URL, credentials, SHAZ54].
credential <namer auto-deploy true software caf ... or repository ... repository Specifies the CNF source for image retrieval
sha256 <hash> single-node true [online mode).
o Configurs Chutacied panenetecs initial-boot-parameters  Controls volume claims, deplayment automation
n " Link CEE to cluster Al T and node deployment made.
Caafiguey’ B0y, niw) T o Trigger deployment application-name Name of the CEE application in Ops Center.
repository <name> application-name <cee-app> $ clusters <name> actions sync run instance-name Instance name for the CEE deployment.
“fldﬂﬂii?-ﬂ""ﬂ’ instance-name <cee-instances ° Mritor bon AFRSpacE Kubarmites nasmispace for CEE,
credential <name» HIRESPACE NABESPACEs m —= =
verify-image true registry-secret <secret-namex § clusters <nase> actions sync states dal Secretor pullig imiages fiom mgklry:
ingress <ingress-host> o Chack logs network (Metcont/SSH) — Network configuration for chster access,
§ clusters <name> actions sync logs ingress Ingress configuration for accessing CEE

9 Mote: Commands and parameters may vary based on the software release. Use the latest documentation for exact syntax and supperted options.

oydse SMI Cluster Manager 9006 ojleu [do)lez
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Sedu lu suvs) IJeeose 290 louald 1Js 25p6 walez pedss pu ¢JlJ guslo URL Jdpdos
9¢9lpsd Idogisé Idlews 256 o (SHA-256).

S89p wdasu ldpze9ed wldilu gpdsé wuiy CEEISMF Luble Iezeses IUpguou0d
seosd pdj gpdsle ldogibesd.

oS puue wuleg CEE

WOS wIdIsu "pd38) peesed SMIY 255 2506 wylpz CEE IJpeJso 9polsis SHA-256 |Jgl o wol.

software cnf cee

url file:///data/software/images/cee-2026.01.1.08.tar
sha256 <CEE-SHA256-HASH>

exit
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clusters <cluster-name>

ops-centers smf <smf-ops-center-name>
app-name-override cn

repository-local smf-2026.04.m0.1i50
sync-default-repository true

netconf-ip <NETCONF-IP>

netconf-port 2029

ssh-ip <SSH-IP>

ssh-port 2028

initial-boot-parameters use-volume-claims true
initial-boot-parameters auto-deploy false
initial-boot-parameters single-node false

exit
exit
SEUS B pold cyvdsd wbleo,
Il I pee9gsd wpisd prds gpdsle SMF.| SMF <smf-ops-center-name>
OR8> e ldobosd sluoshe JJuuin. IJpuvw9se Idpeds
suwopde IUpuwesrg IUIBe)lups IUss o odssue louls IJeslews - 1deuwege
IJpsleus. IJIBe)luos Lorzse
w2d8d pud loold b6 NETCONF. netconf-port 2029
a8 pud louold blys bou@s Ilely (SSH). ssh-port 2028

opdsu luwoddle pbldole IUzee Jodouséd pobdolo IJogisu

lUelows &3 polo Idlgwegsle IJedso

oebsd oy IJodyliss vese volds Ideslewsd 9gldezdd pu

oy oddlss gl
lJueed weo ldogdp IUuosse. vuwy wdyliss gl

S22 £pdisd LU Jsuwe I 9,0¢ 1Je 926 IJp9)56. €926 9le26 ¢lbiss

pdlzbd: 1Uz508 98,310 IJpuwe9sg o5 leeds po wdosu Idpues,. cldss weld g
IUluosh 98se udlb IJuelss God luweesleol s uble preses peods.

pilpwd 1oy sldoedd puo

Sp wouvesd lole pilews uble 1pzeses v elojss wdssu ldwsulez 9 Ops Center.



clusters <cluster-name> actions sync run

Voo 2lds 1dejlews sldwedle.

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync Tlogs
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Cisco SMI CEE - Log Forwarding to Splunk using HTTP Event Collector (HEC)

(TCP 8088)

Cisco SMI CEE ]
(Cloud Execution Environment)
HTTP/HTTPS
{Sphunk HEC)
. ceec +
fe.g., flaent-prooy] TCP 8088
| [JSOM Events)

Events arw collected from CEE
components and [

Splurk wsing HTTP Event
Collector (HEC) in JSON format I

& Use Case (CEE CLI)
Ferward CEE sverts o Spink Ingeing sphunk host <SPUUNK P>
using HTTF Event Collector Ingging spluric port 808

[HEC). Inggeng spluric token <EC_TOKEN

laggang sphunk daabli-1hi trad

Splunk
splunk >

HTTP Event Collector (HEC)
Boceives JSON events from CEE
ia HTTR/HTTRS,

Splunk Index
Stores and induas the events
i the cenfigured indes:

ation & Troublesheoting

Packet Capture fon Auert-proxy node]

= Enables near real-time Inigging spluni disabie-ts-veriication true
ingastion with stnactuned
JSON Evenits.
p iy Parameters (Example)
« Used for CEE generated Host <SRN
avents based on configured
Ingging (2., system, avdt, Part 068
wm&ﬁm =] Aasth Token <HEC_TOKEN>
TGS et
i Disabsle TLS e
depending on configuration. o= ;
* Provides centralized Disabsle TLS s
chservabdity and faster WVerification eriicaton skippect)
traubleshagting.

o

Capture the HTTRHTTPS tealfc on e rode
e tha Pusrit-priay pod i displioyed
]

sudo topdump -nl any port 303 -vv oW
e Bt peap

Analyze in Wireshark

O S FUAP in Wireahare,

Fitar by hitp or

http, Fequest.sethed == "POST™.
Inspect the JSOM payloads.

Secure, scalable and near real-time event ingestion from Cisco SMI CEE to Splunk using HEC.

>0z U ds lseu Idpeuwus Idezees (CEE) pg puuble lehs wozse pudods ¢luos o HEC 5 syslog

@

Cisco SMI CEE
Cisco SMI CEE
(Clowd Execution Environmaent]
Syslog (UDP)
RFC 5424
CEE Components
le.g.. fuent-proxy) UDP 5140
E Sysiog mesaages are generated {Syslog Mossages)
from CEE components
Farwarded 1o Splunk using
standard sysiog format (RFC 5424,

Frward CEE fyilog s
b Sk over LD,

Uses standard sysiog format
(REE: 5424)

Prowiddes a reliabie mechanism
o send platiorms and appbcation
wvents in sysiog format

log e uip
Lonilag yaleg srsloq_Rermat Flebdds
Loggieng sysbey sysiog mamvize 5000600

i) 113 Tyl Sy YOG TANTEVEE
g syslog syslogranecid-bey P13
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splunk >

Werifi & Troubleshaating

Packet [ node)

» Captures the Syilog [UDPS140) et o the
niosde whene the fluent-proxy pod is deplioyed
[2.g- <NODE_NAME>)

sudo tpdusp -ni amy port S4B v oW
cne_tyilog . peip

Analyze in Wireshark
» Opin the PCAP in Wiseshark.
= Filter by wdp, port. == 5140,
= Varify RFC 5424 sysiog messages and
fieid rappings hostname, ApRA,
R, procad. #6)
Sylog it et ver LD o austhtication

Standard syslog (RFC 5424) forwarding from Cisco SMI CEE to Splunk for operational visibility and monitoring.

lel>6 w9zs0 pzpg lzsle Splunk HTTP

o8wd Splunk CTP gpdsle Lywld 220 HTTP 9ouuegse ses puplb$6 Elue o HEC. s89e o)d;
990!l Idawlbbs 9ld i, 86 wlglé wozwso IJlesle poluiyé IUs 36 IUJewsé Ideds! Jdlocglole
lJos op odasuol wadl pu 1Jelzs 1Us peldzs Blises eds Idpddle Josl 1dewl).

Ne. Time Source Destination Length Protocol info

-+ 109 25.807700 CEE Splunk 2487 HTTP POST /services/collector/event HTTP/L1.1

+— 125 25.808062 Splunk CEE 346 WTTP/JSON HTTP/1.1 200 OK , JSON (application/json)
162 25.812389 CEE Splunk 6828 HTTP POST Jservices/collector/event HTTP/1.1
173 25.812698 Splunk CEE 346 HTTP/ISON HTTP/1.1 280 OK , J5O0N (application/json)

.
31

Frame 109: Packet, 2487 bytes on wire (19896 bits), 2487 bytes captured (19896 bits) 28 32 34 35 9d @a 55 73 65 72 2d 41 67 65 : 2415-- User-Age
Linux cooked capture v2 74 3: 20 46 6c 75 65 Ge 7: 2d 42 69 74 @d @a nt: Flue nt-_Bl!‘- .
Internet Protocol Version 4, Src: CEE (18.32.8.22), Dst: Splunk (12.32.66.250) 22D LG e o T LR R L s ) ok L ]
6c 75 6e 6b 20 33 34 30 38 34 62 62 38 2d 66 plunk 34 @84bbe-T
Transmission Control Protocol, Sre Port: 2021, Dst Port: BOBE, Seq: 199, Ack: 1, Len: 2415 62 38 2d 34 62 34 34 2d 62 62 36 38 2d 64 31 dbS-4b44 =bb68-d1
[4 Reassembled TCP Segments (2613 bytes): #162(198), #109(2415), #110{2415), #111(2415)] 61 31 38 63 64 31 39 66 37 Od 02 43 6f Ge Ge  ©a18cd18 f7--Conn
Hypertext Transfer Protocol 63 74 69 61 Ge 3a 20 6b 65 65 78 2d 61 6c 69 ection: keep-ali
POST /services/collector/event HTTP/1.1\r\n 65 8d Ba ©d B2 Th 22 74 69 6d 65 22 3a 31 37  ver:--{" time":17
Host: 18,32.66.250:8088\r\n 38 33 34 39 31 37 37 2e 38 35 36 39 34 31 2c  B8340177 .856941,
i o 65 76 65 Be 74 22 3a 7b 22 5f 42 4f 4f 54 5f  “event": {"_BOOT_
Content=Length:_2d15\r\n 44 22 3a 22 32 62 64 39 35 32 38 61 31 64 38 ID":"2bd 9528aldd
34 64 30 61 61 32 61 63 38 64 66 63 36 30 36  84d0anza cOUfcERE
AULHOFAZATIONT SPIUNK [ ——— 63 3@ 32 64 22 2c 22 5f 4d 41 43 48 49 de 45 " _MACHINE
Connection: keep-aliveirin 40 44 22 3 22 30 65 65 66 64 33 62 33 64 36 efd3b3dé
"R P 62 34 37 36 33 62 64 37 62 61 30 38 35 63 61
. 61 37 37 66 36 22 2¢ 22 51 48 41 53 54 de 41
IBesponse in frame: 125] 45 22 3a 22 68 71 62 24 77 6f 72 Gb 65 72 38
[Full request URT: http://18.37.66.258: 6088/ services/collector/event]) 2d 65 30 34 75 31 34 22 2¢ 22 51 52 55 4g 54
File Data: 2415 bytes 4d 45 5f 53 43 4f 50 45 22 32 22 T3 7973 74
e TR ©7 40 44 72 30 22 % 72 3¢ 37 5¢ 54 53 41 de
. a3 <
Data I".i' 7b22746960652232313738383334303137372e3835363934312¢2265766560742230702251 42414154514 Y D SN 5 eh e o o e 1 o
[Length: 2415) 22 58 52 49 4f 52 49 54 59 22 3a 22 33 22 2c
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wedsrt e Meeld 1deuos; Il po TLS sldepdd pu IJesgsue. 9sduvd o3l gu
v@'o'o OOV E U|uuoé_.>|,p srouusé_kh Udaoé UE_J@' JJ'QQE|V|O JJ|E_Q_)|U'0 E_Js

IJusods. JJloole: B wopdso TLS sldoedd pu ldubols sleue 505 puol>§é HEC
Ieess 998! Jodssu luosly CEE IJesggp.

logging splunk

<CEE-specific HEC endpoint and authentication parameters>
disable-tls true

disable-tls-verification true

988 LuSé IJpuod) SW9p puwed wwedlelizsle Jvuds lse oo lJpeuued [Jpzeed wodsse
couuoy lebo Idugzso Iduwse 3s Iduads 1Js 9zos IUdzwe Ideds! JJlowglole.

CEE Tog or event source

v
CEE forwarding service / fluent-proxy

|
+-- HTTP(S) HEC over TCP 8088 --> Splunk HEC endpoint

v
Splunk ingestion tier

v
Splunk 1indexing tier

IJodlb 2,36 o9, HEC sl wod ulld Iz blisol 9l oJlzol

ogy eds Pod ldgdsd 1Uss s p wduss Fluent 98956 IJglod Kubernetes 1Jgl oo wol W
puwled luwe Juods lse,ue Idpeuwus Idpzees eudpl s99p IUsdsd IUss $o8p ©Suss Fluent
coudd wslole IJdzos IJedsl JUlocglole.

kubect1 get pods -n <cee-namespace> -o wide | grep fluent-proxy

eJs €926 Kubernetes IJos wged 296 0,95 1dJzus Ideds! Jlocilole: §p oldlgwosdle
eds IJgjpe IJEluos wpsule CTO.

tcpdump -ni any port 8088 -vv -w splunk_hec.pcap



Jlcuold TLS ppdu sy IJodlb 26 gu o:.éluo@.J logwle IJuwd 9ldozes sdJyuoe J
S&H2 €156 2p9Jo HTTP. I3l wp welbsd TLS: spdu o wdyy peussle IUess 9e9b 1Upuol> 96
0556 Vs IJIdeylb.

opdsyt sedu lu wzess gpdsle Idodlb 1Uz5e slduvedle eds wslole leoel 98l
wslolo leopel zunlws gu wes. o8sss IJogese ldouldd Ids gpdsle s, gpd IU>gp
lJpg w6 9zplso pdle IJIJo$lb.

lel>é w9zso Syslog e, UDP 5140

Syuwd puwly odled Splunk IJelus uwedle syslog wluwegsle couwsd RFC 5424 90,095 UDP
5140. Jpl s3> wdsu Idpuos) vessule 1Jz89d 9ldes IUIBuos Jeze Iuwlds 9ldwe 6
lJjp0uso Jos9d IJelod.

Togging syslog host <SPLUNK-IP>

logging syslog port 5140

logging syslog mode udp

Togging syslog syslog_format rfc5424

Togging syslog syslog_maxsize 1000000

Togging syslog syslog-hostname-key _HOSTNAME
Togging syslog syslog-message-key MESSAGE

Togging syslog syslog-appname-key SYSLOG_IDENTIFIER
Togging syslog syslog-procid-key _PID

Togging worker flush-interval 60

cessu IUzdd 988! Jegsl, RFC 5424

2J Syslog g IJg 2 28J puo>) CEE

s IJpuosd IJiuods Bs yved syslog 1ss wp logulie.|_luve IJpuossd
2ed v uwlJs 1dywed. IJpoluwJd

S99, whusy syslog Iy pg ;W 1o, ulez.| syslog_identifier

2ed p8r8 IJgedss Uluods. _PID

uldd UDP slJo gl IJg e

UDP ¢, pouod 91 820 190h wumdse 1dodd 19 lelss IJbuwld. sew lu sébes luve Jupls
iz ble sl odlzol B8slo 102506 91Je9z.s0 99236 IJbuwld I8u09.s (MTU) 9ldezss 9098, zol
Ilowedold 90uded Blises IUloe b eesd.

eJs IJBLu Is Kubernetes g.§56 o szpd IJ syslog 2,96 0,9, s)Jdo:



tcpdump -ni any udp port 5140 -vv -w splunk_syslog.pcap

I3l 8l 9Jsd w9 d Iduslule wlghs wozso zyJs p)9, syslog: Blu 1Jg 96 1Up o596 Josl
IJpdsu o5 wdbs IJoilb 2jpd poluwes. ©2l88 pu punh lehd Idogzso Sud crese IUze.

N~

plzbos: sp33 RFC 5424 w6uusd Huwlds syslog wuvdd puvedd £0 1Jodd 1Jpess.
Suwedde wsuliss IJpeuesy UDP 5140. sg> wdd syslog ldeuweos 1Js TLS gsbl
peoddl selbdo wdsso IJpsuwd Sldpuvede 1dposlsds.

N o i 102060904105 B8 ip.dst 1= 192 168,104,185 (X} = |
o Time Sourze Destration  Length  Protocel '
2% v.wewase  Lec Sp 833 aynioy § ABO—REL IEWIUAT 0.3 EAL (YU RS BLTUAULS UIOIIRIONLNE SVPS) = = AUPEFTIUSG-UN-UL EPINATL0.U00 LENFUILIG] 1EULE ANL_DSLAPIANT.gY S0AAT RELEAVEU WIS, RO
48 0.000458 CEE Splunk 833 Syslog 1 2026-09-82T89: 01310, 577080 hqb-workerdZ—e0duld 95513550b20e 20587 - - \UFEFFIO6-09-02 8,066 [INFO1[7A] felix/int_datoplane.go 2041: Received =proto.HostMe.
42 9.000498 CEE Splunk 721 Syslog 1 2626-09-82TH9:01219. 5763772 hob-workerdZ-ciduld 950133500200 20987 - - \WFEFF2R26-09-02 8,689 [INFO]I78] felix/int_dataplanc.ge 2041: Received sproto.HostMe—
43 8.00040% CEE Splunk 731 Sysleg e 1 POR6-00-02TéH:01:10.57697FL hqb-workerdl-edduld D559MiS0bite MNHET - - \WFEFFDODE-00-02 8,689 [INFOIITA] felix/int_dataplane.go RBeceived »prote. HostMe.
44 0.000500 CEE Splunk 721 Syslog t 1 H026-09-22THS101210, 5765772 hob-workerdZ-ed4uld 0561I550b20e 20987 - - \UFEFFNIZE-09-02 8.689 [INFO]I78] felix/int_dataplane.ge Received sproto.HostHe_
CEE Splunic 97T Syslog 1 2026-09-82TH9:91:19. 5773852 hob-workerdZ-coduld A5613H50bI0c 20987 = = \UFEFFIZ6-09-02 #9:81:18.693 [INFO][TH] felix/int_dataplanc.go : Meceived sproto.HostMe_
a7 a.0006e% R0 Splunk 917 Syslog 1 B026-09-82T83:01:19,57 70081 hob-workerdZ—ciduld 930iXiiabite 0587 - - \WILFFROZE-09-02 8,693 [INFA1ITA] felix/int_datoplane.ge 2041 Received =prote.HostMe.
43 0.000618 CEE Splunk 917 Syslog 1 2026-09-82T09:01210. 5773882 hob-workerdZ-edduld 05513950b20e 10587 - - \UFEFFIMIE-09-02 B.693 [INFO]I78] felix/int_dataplane.ge 2041: Received sproto.HostMe_
58 0.000633 CEE Splunk 176 Syslog E 1 P026-09-02TRH:01:20.5003142 hob-workerdZ-cf4uld 093500c3aled J0HET - - \WFEFFIO6/09/02 nodesgr-0 [ERROR) [GrClient.go:X88] [infra.gr_client.core]l GR _
CEE Splunk 276 Syslog 1 2026-09-82THI:1 01320, 58003142 hob-workerdZ-ciduld §33502c3aled 20587 - - \WPEFFIOZ6/03/02 nodesgr—0 [ERRGR] [GrClient.gosz38] [infra.gr_client.core] GR =
CEE Splunic 278 Syslog 1 Fh26-80-82Té5:81:20. 5803142 hqb-workerdZ-ciduld §33583cIaled THIET - - \uFEFFIOIE 3,02 nodesgr—t [ERRSR] [Grilient.go:238] [infra.gr_client.core] GR _
CEE Splunk 721 Sysleg 1 Z026-09-22T09:91:21.57 70861 hob-workerdl-elduld 055¢1550b20e 10587 - - AuFEFFRM-09-02 [INFOIITR] felix/int_dataplone.go 2041: Received sproto.HostMe.
CEE Splunk 721 Syslog 1 2626-09-82TH9:101121. 5778862 hob-workerdZ-ciduld 95013350b20e 20587 = - \UFEFFIMZ6-09-02 [INFO]I78] felixfint_dataplanc.ge 20411 Received =proto.HostMe—
56 0.000668 CEE Splunk 721 Sysleg © 1 TOIE-00-0ITEP: 01221, 5ITEET hqb-workerdl-clduld D55Y3IS0b200 INIET - - \UFEFFIOTE-09-02 [INFO][T8] falix/int_dataplane.ge 2041: Received =prots.HostMe.
58 o.s00708 CEE Splunk 833 Syslog 1 3026-09-82T85:81: 24, 5772917 hqb-workerdZ—e0duld 95613550h20e 20587 - - \uFEFFIOZ6-09-02 [IRFO][78] felix/int_dataplane.ge 2041: Received wproto.HostHe_
59 0.880709 CEE Splunic 853 Syslog 1 TN26-09-80TH9: 01124, 57172317 hgb=workerd2=e04uld 058139500208 10987 = = \UFEFFIO26-09-02 [INFO](78] felix/int_dataplame.ge 2041: Received wproto. HostMe_
60 0.000758 CEE Splunk 133 Sysleg 1 FVZ6-09-82THS: 01524, 57721 hab-workerdz-clduld 93573500200 IS8T — - \WFEFFIIZE-09-02 195 [INFO1I78] felix/int_datoplane.ge 2041; Received *prote,HostHe—
62 9.000733 CEE Splunk 276 Syslog © 1 2026-09-82T89181125.577267Z hgb-workerdZ-ef4uld 833502e3aled 29587 - - \WFEFFIO26/09,02 5.339 nodengr-0 [ERROR] [GrClient.go:z38] [infra.gr_client.core] GR _
£3 0.880734 CEE Splunk 276 Sysleg 1 TH26-00-82T89: 91125, 5772672 hgb-workerd2-c04uld BIISATe3a1ea JPET — - \uFEFFIO26/00/02 9:01:25.339 nodesgr-0 [ERRORI [GrClient.go:298] [infra.gr_client.corel GR _
64 0.000735 CEE Splunk 276 Syslog 1 2026-09-82TA9: 01325, 577267 hab-workerdZ-e0duld 091502edaled 20587 - - \UFEFFIO26/09/02 99191125, 139 nodesgr—0 [EAROR] [Grelient.go:Z38] [infra.gr_client.core] GR -
66 0.000851 CEE Splunk 214 Syslog 1 2626-09-82THI:01225. 5788902 hob-workerdZ-ciduld 1317c5027374 20587 - - \WFEFFIR26-09-02 INFO root: ne g found for with label nodeshgb-workerdZ-edeuld
67 0.000853 CEE Splunk 14 Syslog 1 FOI6-00-81T85:91:25. 5700502 hqb-workerdi-siduld FHITc3DITITA 2GAT - - \uFEFFDOTE-00-03 PG root: no pv found for with label nodeshqb-workerid-edéuld
68 0.000853 CEE Splunk 214 Syslog 1 H026-09-R2THS101225. 5789502 hob-workerdZ-ed4uld f317c5627374 20987 - - \UFEFFNIZ6-09-02 INFO root: no pv found for with Label nodeshgb-workerd2-edsuld
78 0.000873 CEE Splunic 853 Syslog 1 2O26-09-82TRD:01:28. 5771052 hob-workerdZ-ciduld 95613H5SHbI0e I0WET = = \UFEFFIOZE-09-02 [INFO1IT8] felix/int_dataplanc.go 2041: Received wproto.HostMe_
71 a.0m0ava (R0 Splunk 833 Syslog 1 Z026-09-82T83:01:20, 3770061 hob-workerdZ—ciduld 9369 X5i0bite 0587 - - \WFLFFROZE-09-02 [InFO1178] felix/int_datoplane.ge 2041 Received wprote.HostMe.
72 0.000874 CEE Splunk 853 Syslog 1 JO26-09-82T09:01228. 5770862 hob-workerdZ-edduld 0513950b20e 10587 - - \UFEFFIIE-09-02 [INFO] (78] felix/int_dataplane.ge 2041 Received sproto.HostMe_
74 0.000809 CEE Splunk 268 Sysleg ® 1 I26-90-00Te9:01: 28, . 57008KE hob-workerdl-e0duld 03573N50b20e JNDET - - \UFEFFIOE-00-02 [INFOTITA] felix/sussary.ge 108: Sussarising 13 dataplase reco.
75 0.000899 CEE Splunk 268 Syslog t 1 2026-09-82THI:101328, 5788032 hob-workerdZ-ci4uld 95613550020 20587 - - \WFEFFIIZ6-09-02 [IRFO] (78] felix/summary.go 180: Sussarisirg 33 dataplame reco=
Facket, 276 bytes on wire (2208 bits), 276 bytes captured (7205 bits) 0 00 9% 90 00 00 00 80 19 00 01 &4 96 7c 13 e €1 I
Linex cooked capture ¥2 10 BT 00 08 80 45 04 1 68 23 47 48 98 3f 11 bE 4o Eo.omog M
Internet Protocsl Version 4, Sre: CEE (10.32.8.22), Dst: Splunk (18.32.56.250) Loty z ;: ;f ;: :; g: ;i ‘; ;g ;: ;; ;: ; 3 ;: g - ge u—n—n;
Nsar Datagras Pravecal, Src Park: 47128, Dsk Porc: S148 40 54 39 39 3a 30 31 3a 33 30 2e 35 38 30 31 34 30 TOS:0Li3 9.580140
I-] Syslog message: USCR. INFO: 1 2026-95-2709:01:30, 3801402 hob-workerfZ-e04uld ¥0502edaled 20067 0 S5a 20 68 71 62 2d 77 6f 72 6b 65 72 30 32 20 63 I hob-wo rkerdi-e
cana o0 DDBD 1 = Facility: USER - random user-level messages (1] L 2: 33: ;: ;; :; g; 3: g g: gs ;: ;: ;: 3? :; ): uu;:?:g ¥saZedail
= T = # d e b --
T R e N e kR LA ® 32 3032 36 21 3039 ¢ 30 32 29 38 19 33 3 11 ;:Js.n'nf o2 89
0 3a 3330 2¢ 33 3339 20 Ge G 64 65 6d 67 72 2d 130,339 rodesgr-
Tiscstamp: Sep 2, 2026 14:31:30.380140000 15T 0 30 20 5b 45 52 52 4f 52 50 20 Sb 47 72 43 6o €9 0 [EAROR | '?2'-&.
Hostname: hab-workerdz-ediuld 0 65 fe T4 Je 67 GF Ja XX 29 28 34 20 b 69 Ge 06 ent.gesd 98] [inf
App Mame: @93582elaled @ 72 81 Je 67 T2 Sf EX 6c 69 65 G0 74 2o 63 6f T2 ra.gr_cl dent.cor
Ereiais. Thi TOEF # Geah 65 54 28 47 52 36 58 6F 64 28 64 73 36 Ge 6 T4 o] GR Po d is met
Haangn T - 0 20 63 6f 6¢ Ge 65 63 T4 65 64 Zc 20 63 61 6e 6e  connect ed, cann
0 6f 74 38 6d 6f e £5 74 61 72 38 72 65 78 6c €3 ot monit er repli
Struzturid Data: 61 74 69 Gf Ge 20 66 01 63 6c 75 72 03 20 66 cation ¢ ailure

1 68
BOM: Qaefebbf 10 8 61 87 73 lags
Message: 2026/09/02 89101130339 nodeagr-8 [ERRDR] [GrClient.goz298] [infra.gr_client.core] G& Poc

lelss ©9280 wu9e9dsd Syslog eo CEE |Us Splunk oluweésle 28Js UDP Port 5140 9 RFC 5424

IJeowsole 9 SNMP g CIMC 9ledloss [ edlz b

Suwogde vuwse CEE o 9psessuw 9 AlertManager. s@se wu9psosIuw IJpdlssuw 999le>
IJovwso. $d9p AlertManager woseso l2sle IJoowse 1Js Tzojs IUluwodold: pe w98:s) eozo
IJouwse Jsge wozse luolbs. $99) puved lJouoso J CEE wedle vuvse obisgss
Jdlowenls po I o5 gpdsle CEE.



E Key Points

Kubemetes / » Alerts are configured in CEE ops center
Applications g using PromQL based rules.
SME 9 PromdL SNMP Traps ‘_I-i « Prometheus collects metrics, Alertmanager
Metrics Alert Rules Alerts CEE Ops Center vzc) evaluates the rules and generates alerts.
—_— Eﬂ & + 1 +
Lz : P praler o Displays active alerts, External NMS » Active alerts can be viewed and managed
Other CNFs/VNFs Collects metrics Evaluates alart rules provides management e Zabbix, HP NNM, in CEE ops center.
from cluster and and generates alerts and visualization SolarWinds, ete.)
applications (Grafana integrated) * SNMP trapper pod sends the generated
Cluster & Nodes . L g alerts to an external NMS using SNMP v2c.
Dashboards & Analysis i
Alert Rules Configuration (Example) SNMP Trapper Configuration
Configured in CEE Ops Center (PromQL) Configured in CEE (CLI) Configuration Details
( Rule Graupc Disoennect_neasons ) [hgbs/hqb-cee] cee# show running-config snep-trapper SNMP Trapper Enabled
Evaluation Interval: 300 seconds (5 minutes) snmp-trapper enable true Version SNMP v2e
1 snep-trapper vic-target 10.32.66.259 Target IP 10.32.66.250
Rule Name PromiQL Expression (Simplified) Duration  Severity  Alarm T) port 162
i community $8$0vVaZozIMifpMNbgKhttoAwtiduimrUlgrS0s9Ce0scs Port 162
surm by inamespace,gr_nstance id) exit Community (Encrypted)
&TPG [ratelsmf_disconnect_stats{reason=- et
_path_ ‘disc_gtpc_peer_pathfalldisc_eutra_gtpc 15m major Erwm"i
L) _peer_pathiaidisc, wian gipc_peer peshtalifSml) SNMP Trapper Pod
>= 10 Running in cee-hgb-cee namespace
St By (RamESpacE gf_nstance_id) $ kubectl get pods -n cee-hqb-cee -o wide | grep snmp
UPF path_  (rate{smf disconnect_statsfreason=- 15m majer Processing snmp - trapper-68d6d5bdcS-tz9%t  1/1  Ruaning @ 20d 192.168.184.133  hqb-masterd3-ed4uld
fadure “disc_upf_init_path_falurejdise_pdurel_upf Error Alarm
init_path_faiure'j{Sm{T) >= 10 Pod Name Status Pod IP Node Namespace
st by (rriespaac e nstanca.id) snmp-trapper-68d6dsbdcs-1294t Runining 192.168.104.133 hab-master03-e04u10 cee-hgb-cee
(rate{smf_disconnect_statsfreasona~
m_exchange_ ‘disc_pdusetup_rm_exchg_failune] r Processing E
failure dise_eutra_pnsetup_resource_mgr_exchg_ i TR faror alarm ‘ m:lecg;e;: éi:?:p g

falledldisc_wian_pdnsetup_resource_magr_
euchy faied jSmi) »= 10

[hab/hab-cee] ceed show alerts active summary

RAME uID SEVERITY smus AT SOURCE SUMMARY

Prom0L i used to define alert conditions based on metrics collected by Promtheus. SoCNSHSI S
o When the condition is met, an alert is generated and displayed in CEE ops center, and Bond_Interface_state_ eumrssmn major m nms 45z hob-masterdl. e@4ud6  rerdctla of hob-masteral-oidulh in coe-hab-cee has been down. .
also sent via SNMP trap (f configured), Bond_Interface_state_ FSl3essdféls major  08-25T11:50:11 hob-werkerdl:sd4ul2  enos of hobeworieril-eldul? in con-hgb-coe has been down for ...,
| watchaog barkfadsdMs  minor 08-25T10242:34 System This is an alert meant te ensure that theentine alerting pl...

lelxé w9gso wuwse CEE Prometheus g AlertManager 9o usé SNMP

S99, 307 ©uwse CIMC puwly )l8w8 JJwuss IJluwlunss 38 LoJs. 9589 Lo CuwSole
CIMC Cgpg pedople IJouwso IUElLo6 wdzuwé bLé IUlouoldle IJoe)sé 1U>9ds6 9ug ool
Jdiuwos sldouess) IJesiss Bs gllul.

[hgb/hgb-cee] ceed show running-config cime
cimc cluster hgb

default username admin

default password ssssssws

® CEE monitors the hardware health and
reachability of UCS/CIMC servers in the

CNDP cluster. server <MASTER-1-1P>
name hgb-masterl-smf # Configure all UCS/CIMC servers
® CIMC alerts help detect hardware faults, exit in the cluster,
; server <HASTER-2-IP>
power/thermal issues, and server name hgb-master2-smf ® Use the default CIMC username
il exit (admin) and the configured d
unreachability. server <MASTER-3-IP> Eer-ay;lted]. ekl

. g PR o 5 —cmf
® These alerts provide early indication of frane I -masterssou

infrastructure issues that may impact
node functionality and application pods
running on the cluster.

& Provide the CIMC management IP
address and a descriptive name
for each server.

exit

server <WORKER-1-IP»
name hgb-workerl=-smf
exit

server <WORKER-2-1P»
name hgb-worker2-smf

exit
exit

Alert Workflow Alert Examples and Response

Alert Name
[ - | a 9 6 realert Indlicates a UCS server hardware fault (e.q. power, thermal,
m — fan, memoary, P5U, etc.).
JCSTERAC Sorvars CEE CEE Alerts / server-not-reachable-alert Indicates that the CIMC of the server is unreachable,
1Hardm health SIHE Nokoring : t sk :‘en
and reachability) (cimc-alerts-exporter) cmﬁmz& WS‘::;’&?:‘:M] il Recommended Response
€ \slicate the alert in CEE Ops Center (show alerts / Grafana).
Metric Meaning Check the affected server's CIMC directly for detailed hardware status,

» cimc_server_not_reachable_alert = 1 = CIMC is unreachable
& cimc_server_not_reachable_alert = @ or metric cleared - CIMC is reachable / recovered

Imvestigate the impact on the node and running workloads.

Take corrective action (e.g. hardware replacement, RMA) if required.

Reference: Cisco SMI CEE documentation — UICS Server Status Alerts
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Bulk Stats collects key metrics from

Prometheus at regular intervals using Prodeloed iy g
predefined PromOl queries. 9 T;'“ﬁm fat configured
i i inberval) Stored on CNDP

® The collected metrics are written to CSV files Prometheus ————— Bulk Stats ———  Master Nodes

and stored on the CNDP master nodes (Metrics) (Collects metrics fdata/bulk)

tocal storage): Metrics collacted from LT e
® These files can be pulled by an external system CEE and Kubernetes CV files)

(e.g. Splunk) for long-term storage, reporting

and analysis. Pulled by Extemal Systern
® Supports trend analysis, capacity planning (0. Sphunk) using SFTP

and offline reporting.

Example Metric

Bulk Stats Query (from CEE CLI)

For long-term storage and analysis

Sample Bulk Stats File (CSV) File Retrieval (SFTP)

File: bulk_stats_ YYYYMMDD_HHMMSS.cov (excerpt)

bulk-stats query 56_PDU_Est_Failures_n7_palicy_create response timecut
expression "sum(saf_service_stats{procedure_type='pdu_sess_create’,

tmestamp matric_name

statuss'failures',reason='n_policy_create_response_tissout®, 2026-09-15075000 | habemil | smi-hobemi0] 56 POULEse Fadkres 7 _polcy creste response timesst | 3
rat_types NR"1}} by (nasespace)” 026-09-15075000  hobemdDl  smi-hobssiDl  5G_FDULEs Suceess 1254
exit 026-09-15075000  hobemi0l  smi-hglemfi] 56 Session Release Faiures 7
- 01500 hobeeDl  smi-hgtesdil]  GTPC_Puth Failwe 1

S praration 0260915075500 haben)] | smhhqomitl | 5G.PONEst Fakres 7 policy_createrespense timecat 0
Metric Name 5G_PDU_Est_Failures_n7_poliey_create_response_timeout 0260515075500  habemidl  smi-hbsmfl 56 POULEst Sucoess 1330
Source Metric sanl_service_stats WH0515075500  hobemfdl  smihgbemil 56 Sesslon_Ralease_Failunes 5
Filters »  procedune_type = pdu_sess_create 2060315075500  hobsmidl  smi-hgbusfl  GTAC_Path Failuny (]

»  status = failures =

* reason = n7_palicy_create_response_timeout

* rat_type = NR(56) * Each row represents the metric value at the configured interval,
Aggregation Sum of failures per namespace o = The file contains multipe metrics for the configured namespace(s).
Collection knterval A5 configured (o.g. every 5§ minutes) = Filas are retained as per the prune-interval-days setting (e.g. 2 days).

Key Points

Configuration (CEE CLI)

[hgbshab-cee] ces# show running-config bulk-stats

bulk-stats enable true
bulk-stats user splunk
bulk-stats external-ip 10.32.8.19
bulk-stats external-port 2222

bulk-stats interval-minutes 5

bulk-stats prune-interval-days 2

bulk-stats wnf-name hgbsafal

bulk-stats global-default-value @

bulk-stats global-default-namespace [ smf-hgbsmfol ]

Bulk stat files can be pulled from any CNDP master node.

sftp -P <PORT> <USER-@<MASTER_IP>:/data/bulk

Usemame splunk
Password R
Port .
Master Nede IP [r—
Directory fdatasbulk

» LUse the configured usermname, password, port
and master node IP.
« Files are generated at the configured interval

(2.0 every 5 minutes).
#  Please verify the pull from the Splunk side.

Bulk Stats uses predefined PromGl queries to collect metrics from Promatheus.

C5V files are generated at configurable intervats and stored on CHDP master nodes.

Files can be pulled by sxternal systerns (e.g, Splunk) wsing SFTP.

Supports long-term reporting, trend analysis and capacity planning.

Retention is controlled by the prune-interval-days.

Global default namespace can be configured, with the optien to define namespace-specific queries.
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OpenTelemetry-enabled applications
|

| OTLP

v

CEE OpenTelemetry System Gateway

|

+--> Local metrics backend
+--> Local logging backend
+--> Remote exporters

|

+--> OTLP / OTLPHTTP

+--> Splunk HEC

+--> Other supported destinations
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otel-collector gateway enabled
otel-collector gateway system Tocal-backends metrics-enabled true
otel-collector gateway system local-backends logs-enabled true

2se sobdo IJouiy ogup 1ge6 1Ughess: sedu lu soupeu IJodssu guslo IP ¢hes.

otel-collector gateway system external-ip <external-ip-address>
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otel-collector gateway system proxy http-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy https-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy no-proxy 127.0.0.1,.svc,.cluster.local
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