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UPF-PDP-type odoso SMF | ugg eduws 1 pd
IJged
IPV6 Jc ; .
w290999J IPV6 o,9¢ PDP V6 Jose eduwe IPV6 & §lo
IJged
Iloosly IJuubow po wn9esdsd Iloc,oe (IP) ool ,, IPVAV6 (5,06
| Jogg PDP|  C0€ @duwd PVAVE £33926)

oJ9su SMF - DNN IJblo,s 1Jgss>

lJb,s596 1. 9lz0d b, IJiglroJ (CLI) IJpoluiyé gds SMF

lJouwss eds JIWes IJgiydle 1duogs,o 9ldpusuwlbos 1Josd (JJI 1Jpesdesy ldpounsg sy
2&lsl Vs Iy 9lz>).

e 9s6 puveyd IUgusluwé

e wluolds [glle Iuwwdss Bs wadse pubed IJuog Jogssu Ideuve,d (zuve wbld
SUPL 9, 1U>9Jé: 9ldpesd) IJs wog puved DNN IJblo,s.

config
policy subscriber polsub
precedence 1

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 1
instance-stop-range 1

operator-policy oppol_<VDNN>_instl
exit

precedence 2

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 2
instance-stop-range 2

operator-policy oppo1_<VDNN>_inst2
exit

exit



vog lJpunéd

Ip vlogvle wog glod IJouvgsd JIJ posd: puvs,l IJs DNN Jouog DNN Idblos.

config

policy operator oppol_<VDNN>_instl
policy dnn poldnn_<VDNN>_instl
exit

policy operator oppol_<VDNN>_inst2
policy dnn poldnn_<VDNN>_inst2
exit

wog DNN

03l 09 IJpIly 138 swp Wso wzass luwewsld DNN IJbloys. swpe wgssu DNN U wlus
1Jsh> (o0 AMF) gJis pJid ogss<d DNN 1Jblo,s.

config

policy dnn poldnn_<VDNN>_instl

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_instl
exit

policy dnn poldnn_<VDNN>_inst2

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_inst2
exit

DNN JpJd IJeg )58 (o852 DNN IJblo,.s)

S pd og)s DNN Iyue DNN IJbloys: 98lispeo NF (IJos wodds NF euol DNN IJblo,s).
9&Jlp6 RMGR (Lol 1Jeshs 1dpuiveyds) 9pedple eduvle Idgpd 1UIE)s.

config

profile dnn dnnprof-<VDNN>_instl

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-1ist [ chf radius upf ]
dnn rmgr <RMGR-TAG>_1

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]



session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>
authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

profile dnn dnnprof-<VDNN>_inst2

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-Tist [ chf radius upf ]
dnn rmgr <RMGR-TAG>_2

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

apn <VIRTUAL-DNN-NAME>

gtpp group gtpp_group
active-charging rulebase rulebase-mobility
exit

lJbys86 2: IJoguesd lJodyliss NSO MoP

pJ IJodgsy: virtual_dnn_new_optionA.cfg

|Jeuwl): Ivar/opt/ncs/mops

(oblod peossle IJpds pg CLI (slz0é yulo, 1JIsle))

2r9J6 NSO (puu9ts zéildsl - Ul Jpsdesu):



POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

~

"mop-automation": {
"mop-file-name": [

"file-name": "virtual_dnn_new_optionA.cfg",
"order": 1,

"target-devices-Tist": [

{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
]

}

1,

"operation-type": "dry-run"

}

}

w3y I9d cudss o 'uoe Igpdss: wuvgsd 2l pu led 1Uczdd pu Lo28 ©U9SU
sdol. wgss) Ids 'wse 1Jgpdss' wes Ideedd pu oo IUIdejle wldoboss.

Jezdd 1dJlzd J SMF

w8 wudsd pJV wg s DNN Idbloys 1Uzys> eds SMF:

show system status

show running-status info | nomore

show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

oid§>: eldé Idouble wougwes 1007 Logy gpdslo lehsé oyvgsd BGP ig CDL POD.
oJd9sy UPF - DNN IJblo,s 1Jzaso

luols wdgsy DNN Idbloys eds zese UPFs IJos wgsp DNN IUbloys so) JJI 1Upsdesu.

JIPv4 W §bo:

config

context <UPF-CONTEXT>

apn <VIRTUAL-DNN-NAME>

pdp-type 1ipv4

selection-mode subscribed sent-by-ms chosen-by-sgsn



gtpp group <GTPP-GROUP>

ip access-group <IPV4-ACL-NAME> 1in

ip source-violation 1ignore

ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit

exit

end

J IPv6 W §b:

config

context <UPF-CONTEXT>

apn <VIRTUAL-DNN-NAME>

pdp-type ipv6

selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>

ipv6 access-group <IPV6-ACL-NAME> 1in

ip source-violation ignore

ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit

exit

end

J IPVAV6 (o> 03392):

config

context <UPF-CONTEXT>

apn <VIRTUAL-DNN-NAME>

pdp-type ipv4 ipv6

selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>

ip access-group <IPV4-ACL-NAME> in

ip source-violation ignore

ip context-name <UPF-CONTEXT>

ipv6 access-group <IPV6-ACL-NAME> in
active-charging rulebase <RULEBASE-NAME>
exit

exit

end

loees NSO MoP (UPF):
pJV IJodgsy: virtual_dnn_upf_new.cfg

|Jeuwl): /var/opt/ncs/mops



POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

~

"mop-automation": {
"mop-file-name": [

"file-name": "virtual_dnn_upf_new.cfg",
"order": 1,
"target-devices-Tist": [

{ "target-device-name": "<UPF-NODE-SITE-A-1>" },
{ "target-device-name": "<UPF-NODE-SITE-A-2>" },
{ "target-device-name": "<UPF-NODE-SITE-A-3>" },
{ "target-device-name": "<UPF-NODE-SITE-A-4>" },
{ "target-device-name": "<UPF-NODE-SITE-B-1>" },
{ "target-device-name": "<UPF-NODE-SITE-B-2>" },
{ "target-device-name": "<UPF-NODE-SITE-B-3>" },
{ "target-device-name": "<UPF-NODE-SITE-B-4>" }
]

}

] ’

"operation-type": "dry-run"

}

}

IJozdd wes Idldesle po od UPF

show configuration context <UPF-CONTEXT> apn <VIRTUAL-DNN-NAME>
show system status
show session summary

b odssy UPF

w&s wele ldodssu eds eese gpdsle lehé IJogugsd (UPFs). lplb IJodse Jsbd puwee)l
s epdslo lebo IJoposs. wouwss eds JJ UPF:

show boot

show dir /flash

show dir /sftp

cp /flash/<PRODUCTION-CONFIG>.cfg /sftp/<PRODUCTION-CONFIG>_Backup-<DATE>.cfg
save configuration /flash/<PRODUCTION-CONFIG>.cfg -noconfirm

lJzie 2 pu ldgd. wg>sd DNN blo,s 09292

Iowegse 03l IJBuwpe gwspl sI9o DNN IUblo,s 09295 Lldded eds SMF gezolz lJs wgssd



odgsuo (eds uwesd Idpold: wgss) Blisps NFocgbsd/wpdsy odled PCF. wess) leshble
RADIUS).

ebsle gldse IJpuwogs:

Sedd pu o SMF pouod 9puwed 92lJs IJuble 1007.1.

logls pdd ogysd DNN IJblo)ys 1Je9z9s £8) poued (Seug Ideduvle 1Jgrss6: 1Uxg)le2.

ozl pu gldé IJuble - JI s9g> oio§J eds lJpdldple 1Jp9g936.3.

obosd IJodssy IJpesd slgbo pdd IJog)s IJs IJloe)yow (Jl s9z> 928 €54
pouod).

Sedd pu elds IJuble 909 i le IUble IJigwlus (KPI).5.

IJglogo 1. el pdwd wg)ysd DNN IJbloys 1Je9z9s 290 louold

IJBues: spue luuile gduwé £pod PDU 23856 £Js DNN IJblo,s loole wlbwsd o'e.___s:___s_,lo
IJodssu. 9dl wjild 1Usg)le 1Jzldss &s) poles.

lJlb,s596 1. 9lz06 b, Uigl,o_) (CLI) IJpolui,yé gds SMF

lJoudss eds Jlvwse SMFs IJosus:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
mode offline

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
mode offline

exit

show config diff | nomore

commit

lJbys96 2. IJogvesd IJodyiliss Jess) e300 [duveds (NSO)
oJV IJodgsy: virtual_dnn_offline.cfg

|Jeuwl): /var/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{



"mop-automation": {
"mop-file-name": [
{

"file-name": "virtual_dnn_offline.cfg",
"order": 1,

"target-devices-Tist": [

{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
]

}

1,

"operation-type": "dry-run"

}

}

opds lod cudss o 'uge Idepdss: cubsd 2l pu led IJozdd po 1Juoes. & Ge
cldogss) Ids 'uge ldgpdss: TUIJole’ Jdobosy.

lJozwe [JJlze JJgbes:

show system status
show running-status info | nomore

Sew o wbd elds IJuble gos 1007, Jl s9z> lelsé wuvésd BGP Is CDL gJI wles, eds
U,OCJU,DlO Uro_9@3.>6.

lJglbgs 2. wersd pdd wg)ysd DNN IJbloys 9gdwo gwy Jloe,ue

lJovsubsy 1. lds UDM ey $lispes NF gogbsd wwled PCF

IJdu2>: swp buwld DNN IJblo,s |Js CHF 9 UPF 9 RADIUS B b, s wegse UDM Lo ds
DNN IJiwlwss. wp wglbsd PCF.

Slzos yulo, sl (CLI) 1dpolinyé:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
no mode offline

dnn <VIRTUAL-DNN-NAME>
network-function-Tist [ chf upf radius ]
pcf-interaction false

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>



no mode offline

dnn <VIRTUAL-DNN-NAME>
network-function-Tist [ chf upf radius ]
pcf-interaction false

exit

show config diff | nomore

commit

lJouvesd ldodlliss JbLs gesle degiso ldpouods olduvedsé (NSO):

pJ IJodgsy: virtual_dnn_modify_no_udm_no_pcf.cfg

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

~

"mop-automation": {
"mop-file-name": [

"file-name": "virtual_dnn_modify_no_udm_no_pcf.cfg",
"order": 1,

"target-devices-list": [

{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
]

}

1,

"operation-type": "dry-run"

}

}

IJedsso pesde Jdogssd IUJlzd:

profile dnn <VIRTUAL-DNN-PROFILE-INST1>

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME>

network-function-1ist [ chf upf radius ]

dnn rmgr <BASE-DNN-RMGR-INST1>

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false



dcnr true

pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false

eventmgmt-policy <EVENT-POLICY>

exit

IJozdd wes ldogssd

show system status

show running-status info | nomore

show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

oldss: plds IJuble wouwwd 1007 Lagw lelé wubgsd BGP Iy CDL POD. wygy wles) eds
|JroéJ|J|o|Q |Jp9@9.)5.

lJoedd pu woed el v IJogss) slgeclo

lRooh IJezdl po worsd Idpdldes wluwesle puibe,d 2ol IJe)uo

e I puined B zols IUgyuo £ Slzos wlo, IUlsle, (CLIY) J SMF:

monitor subscriber supi imsi-<TEST-IMSI>

IJowdsd IJpwsde Ss ldowwe:

IJoosezs lJposdes udbs lJovosyn

DNN = <Base-DNN-NAME> |J3s wp

lgvodlpo oo AMF bdo logvle gJuwé gpd PDU

DNN IJe,uwd |[Js UDM = Base DNN (go,

DNN RMGR) wSlgJ UDM (NUDM_SDM)

DNN IJe,uwd |Js CHF = <virtual-dnn-

Name> wlgd CHF (NCHF_ConvergedCharge)




IJooses IJeos9ed udbsé IJodusyv

APN = <virtual-dnn-name> UPF (louble gdJuwé PFCP)

Call-Station-ID = <virtual-dnn-name> bdo 1Usuesd IJs RADIUS (b1 wp wpdsyo)

DNN = <virtual-dnn-names wled PCF (NPCF_SMPolicyControl) (s zlJo

Spdsuo)

Jl &925 yuwlisd PCF s IJoooe oled PCF (Vs 2lJs IJogbsd)

e logile Ieduws wuele Iwsd lugile gJwé PDU

Op ogssu IP Loldz pu ldozee IUuozse w9jse guslu IP

Il pubend 2ol ey IJesud (Idzdsd Isissumss):

--- PDU Session Establishment Request ---
DNN: <VIRTUAL-DNN-NAME>

S-NSSAI: SST=1, SD=<SD-VALUE>

PDU Session Type: <SESSION-TYPE>

--- Nudm_SDM (Subscription Data) ---
DNN: <BASE-DNN-NAME> <-- Base DNN used for UDM Tookup

--- Nchf_ConvergedCharging_Create ---
DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to CHF

--- PFCP Session Establishment Request (to UPF)
APN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to UPF

--- RADIUS Access-Request (if applicable)
Called-Station-Id: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to RADIUS

--- Npcf_SMPolicyControl_Create (if applicable) ---
DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to PCF

--- PDU Session Establishment Accept ---
PDU Address: <ALLOCATED-IP>
DNN: <VIRTUAL-DNN-NAME>

lJe2dd po eduws IJepd eds UPF:

show subscribers imsi <TEST-IMSI>



show subscribers user-plane-only full callid <callid>

PIRE PUES)

pold 1J8sps

lJgows

PUES)

enterprise-iot.cc

&, DNN IJblo,.s

<virtual-dnn-name>

dnnprof-enterprise-
iot.cc_inst1

Iu”r° I,OJL_9 u&).,SL.‘) DNN.
IJpesd 1

<virtual-dnn-profile-inst1>

dnnprof-enterprise-
iot.cc_inst2

Iu“r" Io.JLQ uE)gsgS DNN.
IJpensd 2

<virtual-dnn-profile-inst2>

base-apn.operator_1

035, 1Jpsl> J DNN IJIul jus:
IJeosd 1

<BASE-DNN-RMGR-INST1>

base-apn.operator_2

035, 1Jpsly> J DNN IJIul jus.

<BASE-DNN-RMGR-INST2>

lJeosd 2
SMF-site-A| | wpe £3856 SMF Ws 1Jpsde A <smf-node-site-A>
SMF-site-B| | wp £3856 SMF Ws 1Jp9de B <smf-node-site-b>

UPF1A ¢, UPF1D

9> UPF Ws 1dpes e A

<UPF-Node-site-A-1> |Js <UPF-
Node-Site-A-4>

UPF1A ¢, UPF1D

€9> UPF W I1des9e B

<UPF-node-site-B-1> |Js <UPF-
node-site-B-4>

10.x.X.X DNS IP IJi_slws J DNN <basic-dns-ip>
10.x.X.X DNS IP IJelyss J DNN <secondary-dns-ip>
nfprf-chf2 e pJS LESS UL <chf-profile>

s CHF




p&ld 1UGs 6

lJgowd

PUES)

nfprf-amf1

lue pJS ©ErsS guLoy

<amf-profile>

Jvwdo AMF
lgwe 2O Ce)sS gL, :
nfprf-udm1 oo UDM <UDM-profile>
nfprf-scp1 e pJS wEI5S E0L2) <pJV vg)s SCP>

LbuJs SCP

chgprof-b2b

luwe pdO wess IUubzy

<pdV weysV IJuveo>

2>9d wessu 5ai-to-dscp

|uup rO.JLQ u&).,sd g9>0 lJE>P6

<|D.JL.9 u&)sd 2920 |.Jé)r06>

aaa_group_ioT

lwe pzp9es RADIUS AAA

<RADIUS-group>

podd 2psd puwess IJpuwesp

3600 (IJoslows) <up-idle-timeout>
wlJoslos

7300  P0J® Eeod fou»o(suslﬁjl;éfsr; <cp-idle-timeout>
wlJoglos

3600 95 &2p vyl UserPlane <Inactivity-timer>

(&slw)

em_duplicateip

luwpe wog bhé 1Jlzsle

<event-policy>

wblp lJoybgsd
lJssulpsIds (WPS)

NI SVEIN NI
lJJlpwdIsé

<WPS-Profile>

nso-server.mgmt

|u‘-’r° Iquosd/IP thro NSO

<NSO-Server>

VIC'VIC

luwe uwsld UPF J DNN

<UPF-Context>

gtpp_group

PTPIEO GTPP Jlogule CDR

<gtpp-group>




p&ld 1UGs 6

lJgowd

PUES)

Slex6 9dsusum-
dlodso lJouldd

Slexé Yuooly vuvbé

<rulebase-name>

ue_acl_b2B

luwe Slises IJoede Cldguesd
1Jgl 06 o IPv4

<|Pv4-ACL-Name>

IPv6_acl_B2B

luwe Slispd Idezde Lldsuosd
IJ¢l,06 o IPV6

<|IPv6-ACL-name>

IPv4 / 1Pv6 / IPv4V6

PDU zJduwé u9g ip

<u9€ eduws ldepd>

10000xxXXXXX

2ol Idpuie,d IMSI
JJozl pu lJuoes

<test-imsi>

pdeue Esb ldodssu

lesh wulegd pef  |puol> 96 RADIUS|  wuled PCF | $lisps Idleelh IUgbus [ésh
£sy pdsu (I90)luos) pedulepdu (I80)luos)  [uue® b, UDM] 2
pcf-interaction false ppIdy pElbd [ Ubele CHF]| B
&Sy pdou (IVe,los) peloJ opJu|[ [ CHF UDM UPF PCF]| C
pcf-interaction false pelb pslbd [ubgeld] D
pdeue wwsubsy IJogssd
le>l> PCF Slisps NF wg> wESsS oo lJowsobiss
pcf-interaction false [ ubele CHF]  L;1Jé UDM + wegbsd PCF|1
IJIe,luos (ppedu)|[ CHF UPF RADIUS PCF]|I;1Jé UDM. IJlz oWl o PCF 2




le>l> PCF Slisps NF o> CESS 9o IJuwsobss
pcf-interaction false [ Lo B, UDM] websd PCF wib 3
IJIe,)luos (ppedu)| [[ CHF UDM UPF PCF] I51Jé RADIUS 4




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



