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1.1. cuwso J9goé ldpgldes [Jp,d586
ouli ould wuwso 1Vl uos wyvb swp wubgsdo wluvp k8spod-cpu-usage-high .
Julssu 1u9 wldouweo Jugs luwpey: smi-udp-proxy-0 90S 219.56: k8s_smf-udp-proxy_smf-udp-proxy-0_smf
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alerts active detail k8s-pod-cpu-usage-high 36fbd5e0bbce

severity major

type "Processing Error Alarm"

startsAt 2024-02-23T12:45:44.558Z

source smf-udp-proxy-0

summary "Container: k8s_smf-udp-proxy_smf-udp-proxy-0_smf of pod: smf-udp-proxy-0 in namespace: smf has
labels [ "name: k8s_smf-udp-proxy_smf-udp-proxy-0_smf" "namespace: smf" "pod: smf-udp-proxy-0" 1]

eJs pos, Kubernetes. Ioze g0 wdbé 1Us o9d Ipcle 6 wlogld o3l 1l

master $ kubectl get pods smf-udp-proxy-0 -n smf

ouli ould wuwse 1Vl uos vyl swp wubgsdo wluup container-memory-usage-high .

SEUS B w9 149 pogdd ww9s luwps: grafanadashboard-sgw-765664b864-zwxct 90,5 219.58: k8 istio-
proxy_grafana-dashboard-sgw-765664b864-zwxct_smf _389290ee-77d1-4ff3-981d-58ealc8eabdb 0
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alerts active detail container-memory-usage-high 9065cb8256ba

severity critical

type "Processing Error Alarm"

startsAt 2024-04-25T10:17:38.196Z

source grafana-dashboard-sgw-765664b864-zwxct

summary "Pod grafana-dashboard-sgw-765664b864-zwxct/k8s_istio-proxy_grafana-dashboard-sgw-765664b864-zw
Tabels [ "alertname: container-memory-usage-high" "beta_kubernetes_io_arch: amd64" "beta_kubernetes_io_
annotations [ "summary: Pod grafana-dashboard-sgw-765664b864-zwxct/k8s_istio-proxy_grafana-dashboard-sg

eds pos,y Kubernetes: loze go v 8bs 1Uyo9d I.Jpoi&)é wlgld o3l Ui,o):

master $ kubectl get pods grafana-dashboard-sgw-765664b864-zwxct -n smf
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2.4.1Jeey) eJs puds PPROF gJs Kubernetes Pod

master:~$ kubectl describe pod <POD NAME> -n <NAMESPACE> | grep -i pprof

peld 118 l2:

master:~$ kubectl describe pod udp-proxy-0 -n smf-rcdn | grep -i pprof
PPROF_EP_PORT: 8851
master:~$

3-ldoslule ldebdye zegol pu lduble

loole 98w 1dluosl) sldovwse lJousl Jusiss IJoosss Ieubosd (CEE) sozs zeg
IJeslole IJos wvebs 1Usde Yod [Jpundds gleuleol/wgsol:

o 9use CEE:

cee# show alerts active detail
cee# show alerts history detail
cee# tac-debug-pkg create from yyyy-mm-dd_hh:mm:ss to yyyy-mm-dd_hh:mm:ss

lJe 96 1J,is5m56 CNDP:



General information:

master-1:~$ kubect]l get pods <POD> -n <NAMESPACE>
master-1:~$ kubectl pods describe <POD> -n <NAMESPACE>
master-1:~$ kubectl logs <POD> -n <NAMESPACE> -c <CONTAINER>

Login to impacted pod and check top tool:
master-1:~$ kubect]l exec -it <POD> -n <NAMESPACE> bash
root@ rotocol-n0-0:/opt/workspace# top

If pprof socket is enabeled on pod:

master-1:~$ kubectl describe pod <POD NAME> -n <NAMESPACE> | grep -i pprof
master-1:~$ curl http://<POD IP>:<PPROF PORT>/debug/pprof/goroutine?debug=1
master-1:~$ curl http://<POD IP>:<PPROF PORT>/debug/pprof/heap

master-1:~$ curl http://<POD IP>:<PPROF PORT>/debug/pprof/profile?seconds=30

4 - Bop lJuslog ldpeped Juved Idble

4.1. 9)les ldpdrele pu wups 1J31Y,6 (/debug/pprof/heap)

Thislineindicates that atotal of 1549 goroutines were captured in the profile. The top frame (0x9207a9) shows that the function

google.golang.org/grpc.(* addrConn).resetTransport is being executed, and the line number in the source code is clientconn.go: 1164 .

Seed I Guwe Swdl wude (eds uwosd IUpsld: 200) coug pdsaw JE9oSU.

goroutine profile: total 1549
200 @ 0x4416c0 0x415d68 0x415d3e 0x41l5a2b 0x9207aa 0x46f5el
# 0x9207a9 google.golang.org/grpc. (*addrConn) .resetTransport+0x6e9 /opt/workspace/gtpc-ep/pkg/

Thefirst line in each section shows the number of goroutines with the same stack trace. For example, there are 200 goroutines with the same
stack trace represented by memory addresses (0x4416¢0 , 0x415d68, and more.). The lines that start with # represent the individual frames of
the stack trace. Each frame shows the memory address, function name, and the source code location (file path and line number) where the
function is defined.

200 @ 0x4416c0 0x45121b 0x873ee2 0x874803 0x89674b 0x46f5el

# 0x873eel google.golang.org/grpc/internal/transport. (*controlBuffer).get+0x121 /opt/workspace
# 0x874802 google.golang.org/grpc/internal/transport. (*loopyWriter) .run+0xle2 /opt/workspace/g
# 0x89674a google.golang.org/grpc/internal/transport.newHTTP2Client. func3+0x7a /opt/workspace/

92 @ 0x4416c0 0x45121b 0x873ee2 0x874803 0x897b2b 0x46f5el

# 0x873eel google.golang.org/grpc/internal/transport. (*controlBuffer).get+0x121 /opt/workspace
# 0x874802 google.golang.org/grpc/internal/transport. (*loopyWriter) .run+0xle2 /opt/workspace/g
# 0x897b2a google.golang.org/grpc/internal/transport.newHTTP2Server. func2+0xca /opt/workspace/
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5.1. lgwegdle 9236 1Upeldzs 1Je,d5s6 (CPU)

sum(cpu_percent{service_name=~"[[microservice]]"}) by (service_name,instance_id)

pulJ:

5.2. luuegdle 105156

sum(increase(mem_usage_kb{service_name=~"[[microservice]]"}[15m])) by (service_name,instance_id)

ro.;";|JZ
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