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ol 09 Kube-apiserver?

- S99, ebp 9lzod wypes wbosyle Kubernetes (API) wldwez 8l pu wslule Jlsule glgos
weed IJobosdle (API) sodssuol sldos couppo B9lse IJozde O 1dsuosd sldgsele
9923l depdpe Vs Idouwe IJpoplod 98 ss0l. ©d9p E3ple Ede 91206 wpzd Idobosdle
(API) g pdsle 1Jodd (REST) Izldss 90,90, 1Uslzes IUisless JJzlds 1dpuue,Js 1Uglo0é
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- ¢ Kubernetes APl o w99 g0 puolb 86 IUbJdule 9ldez 8l puwol Jlgwe b Idoslule
gupdsol Vs pgiu ldoslulo. Vs 1Uglge: ses ¢lbp Kube-API IJpdy 1U9zss 1U3s sevdled
puluiuyd pg pdruw wslule ETCD.

- 030 05 IJgbsle IJos swgsol Elbe Kube-APl gus lugvle POD Bs wble 1Jpzpgo:

I puob 8 1dewese

v lJozlds pu wozd IUbdy
z- lovob doslole

>. weasw ETCD

o-. pg29J
9. Jyosdso

c oo Ipdsule IJig)s pod 1Upza9d 9 kube-controller-manager g kubelet 1>, API
Jlple ldogssele Bs 1dpzpses B ldpolb @ 1Jglos wol.

IJpuind Jé

owp pdlzbo lehe o vgsd Kube-apiserver-smf-data-master-3 v Jdd puwep). O odo IJzlJs.
Sewod wuwdss Kubectl CLI Kubectl gJs pods -A -0 9l wgd | 306 GREP Jozsss e v dJs:

cl oud- user @nf - dat a- master-1: ~$ kubect| get pods -A -o wide | grep apiserver

kube- system kube- api server-snf-data-nmaster-1 1/1 Runni ng 4
68d 10.192.1. 22 snf -dat a- master-1 <none> <none>
kube- syst em kube- api server-snf - dat a- naster -2 1/1 Runni ng 4
68d 10.192.1.23 snf - dat a- mast er - 2 <none> <none>
kube- syst em kube- api server-snf-data-nmaster-3 0/1 Runni ng 2
68d 10.192.1. 24 snf - dat a- master -3 <none> <none>

cl oud- user @nf - dat a- mrast er-1: ~$
wpo pdlzbo oo IJIgble W s yugdle Kubectl <kube-apiserver_pod_name> -n kube-system:

cl oud- user @nf - dat a- mast er- 1: ~$ kubect!| |ogs kube-api server-snf-data-master-3 -n kube-system
E1116 20: 09: 52. 635602 1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transformkey "/registry/secrets/cee-
dnceed21/ al ert -1 ogger - sa-t oken-dzhkb": invalid padding on input; reinitializing...

E1116 20: 09: 53. 691253 1 cacher.go: 419] cacher (*core. Secret): unexpected Li st AndWatch
error: failed to list *core.Secret: unable to transformkey "/registry/secrets/cee-
dnceed21/ al ert -1 ogger - sa-t oken-dzhkb": invalid padding on input; reinitializing...

E1116 20: 09: 54. 751145 1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transformkey "/registry/secrets/cee-
dnceed21/ al ert -1 ogger - sa-t oken-dzhkb": invalid padding on input; reinitializing...

E1116 20: 09: 55. 808782 1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transformkey "/registry/secrets/cee-
dnceed21/ al ert -1 ogger - sa-t oken-dzhkb": invalid padding on input; reinitializing...

E1116 20: 09: 56. 865492 1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
error: failed to list *core.Secret: unable to transformkey "/registry/secrets/cee-
dnceed21/ al ert -1 ogger - sa-t oken-dzhkb": invalid padding on input; reinitializing...



E1116 20: 09:57.906426
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 09: 58. 963801
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 10: 00. 027583
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 10: 01. 084615
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 10: 02. 206947
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 10: 03. 256261
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 10: 04. 313860
error: failed to list

dnceed21/ al ert -1 ogger -

E1116 20: 10: 05. 363353
error: failed to list

dnceed21/ al ert -1 ogger -
Jigvepb Idoslolod sgw lelhs ouvgsd Kube-apiserver pod wluueésle CLI Kubectl delete pod
<kube-apiserver_pod_|

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core.Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

1 cacher.go: 419] cacher (*core. Secret): unexpected ListAndWatch
*core.Secret: unable to transformkey "/registry/secrets/cee-
sa-token-dzhkb": invalid padding on input; reinitializing..

name> -n kube-system. 9JJyo JI suwles.

oedsd Juvew IJedss

908 pu ldogdsd: wosy I IJIzodi Vs 1J9sps IJu:a)‘sé wsu Master-3. pse wop lglhd
ouuesd Kube-Apiserver wluue oyl 9lde 9 1dyissuwséd IUIR)s: 09 1Uds suvow 030 IdpuudJs.

From Master-1:

cl oud- user @nf - dat a- master-1: ~$ cat /dat a/ kubernet es/ secrets. conf

api Ver si on:

api server.

config.k8s.io/vl

ki nd: EncryptionConfiguration

resources:
- resources:
- secrets
provi ders:

- aeschc:
keys:

- nane: keyl
secret:

- identity: {}

BGohl eucj | D5ZDk FYUxoGLHHhBA/ AeoNr uHMDi 70/ ZI =

<LLLLL L L LLL

cl oud- user @nf - dat a- master-1: ~$



From Mast er - 3:

cl oud- user @nf - dat a- mast er - 3: ~$ cat /dat a/ kuber net es/ secrets. conf
api Versi on: api server.config.k8s.io/vl
ki nd: EncryptionConfiguration
resour ces:
- resources:
- secrets
provi ders:
- aeschc:
keys:
- nanme: keyl
secret: XK+7nbh3YEnMigswt ySQLd6QRehg+K6/ J1d2e3EnM/I = <<<<<<<<
- identity: {}

cl oud- user @nf - dat a- mast er - 3: ~$

cbole IJlgue b
1. Jzje pu Idlgwanh logwg Iduw) 1delds JJiw|w§—3 lJs pd uwi leoslbs:

cl oud- user @nf - dat a- mast er- 3: ~$ sudo cp /dat a/ kuber net es/ secrets. conf
/ dat a/ kuber net es/ secr et s. conf - bkp

2. 8p oS I.Jiuu_)l_)‘godgégol s Master-3. 9ogsS) WS IJuw) 1Js odw [JBsp6 Jel
oS Is 1Jgos 1Uyissuwsd IR s.

cl oud- user @nf - dat a- mast er - 3: ~$ sudo vi m/dat a/ kuber net es/ secrets. conf
api Version: apiserver.config.k8s.io/vl
ki nd: EncryptionConfiguration
resources:
- resources:
- secrets
provi ders:

- aeschbc:



keys:
- name: keyl

secret: XK+7nbh3YEnMigswt ySQLd6QRehg+K6/ J1d2e3EnM/I = <---- Change this value to
“BGbhl eucj | D5ZDKkFYUxoGLHHNBA/ AeoNr uHMWDi 70/ ZI =* as in ot her Master nodes

- identity: {}
3. lgbé wuvgsd glass Kube-apisver g Js Master-3:

cl oud- user @nf - dat a- nast er - 3: ~$ sudo docker ps -f "nane=k8s_kube-api server" -q | xargs sudo
docker restart

gpdsle lJozdd pu lJous)

lJoz 88 puw Kubernetes oo 1Ujisswis:

cl oud- user @od- nane- snf - master-1: ~$ kubect| get pods -A -o wide | grep kube-apiserver
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