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[pod-name-cnat/global] cee# show alerts active sumary
NAME UID SEVERITY STARTS AT SOURCE SUMMARY

VoNR_Ded_Bearer_Creat bel83f61dd65 major 01-18T16:32:17 System Success percentage of VoNR - PCF
Initiated Dedicated Bearer Creation procedure in NR turns less than t...

cl ock-is-not-in-synch 38a35e9a8bd8 mmj or 01-18T13: 11: 15 pod- name-cnat-cnat-co C ock not in synch
det ected on host name pod-nane-cnat-cnat-core-protocol -datal . Ensure NTP is configu..

cl ock-is-not-in-synch 4a7e138b8bae maj or 01-18T13: 07: 35 pod- name-cnat-cnat-co C ock not in synch
det ected on host nane pod-nane-cnat-cnat-core-protocol-inms2 . Ensure NTP is configur...

cl ock-is-not-in-synch 5b3e128f 0101 nmaj or 01-18T12: 05: 55 pod- name-cnat-cnat-co C ock not in synch
det ected on host name pod-nane-cnat-cnat-core-protocol -data2 . Ensure NTP is configu..
container-memory-usag f588aa627792 critical 12-28T15:47:30 path-provisioner-vezx Pod cee-

global/path-provisioner-v6zxj/k8s_path-provisioner_path-provisioner-v6zxj_cee-global_flale8fa-

container-memory-usag 55b2ea84466f critical 12-27T22:27:10 path-provisioner-vezx Pod cee-
global/path-provisioner-v6zxj/ uses high memory 82.69%.

N11_SM_Timeout_SR f6fb82cacl97 major 10-31T15:51:16 System This alert is fired when the increase
in timeout for N11 messages toward AMF crosses threshold

Radius_Server_RTT 94ac2cff43a3 warning 10-28T05:08:56 System RTT for Radius Server: 216.x.X.X,
Port: 1813 in namespace: smf-mvno is more than 5 ms.

Radius_Server_RTT d02b60b3a3a4 warning 10-28T05:05:56 System RTT for Radius Server: 52.Xx.X.X,
Port: 1813 1in namespace: smf-mvno is more than 5 ms.

Radius_Server_RTT 9afceel01013 warning 10-28T05:05:36 System RTT for Radius Server: 52.X.X.X,
Port: 1813 1in namespace: smf-mvno is more than 5 ms.

N11_SM_Timeout_SR 206c4bbccf2l major 10-20T13:26:16 System This alert is fired when the increase
in timeout for N11 messages toward AMF crosses threshold

N4_Total_Outbound_Int 4e0f3cld6300 major 10-20T09:01:23 System This alert is fired when the
percentage of N4 outbound responses sent is lesser than threshold %.

N4_Total_Outbound_Int 3e2fed624704 major 10-20T08:21:23 System This alert is fired when the
percentage of N4 outbound responses sent is lesser than threshold %.

watchdog 97a7976a4103 minor 05-05T09:10:58 System This is an alert meant to ensure that the

entire alerting pipeline is functional. This alert is always...
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1. login slgJ 1J VMs el 9 ugd o3l ley: ip route | grep -i default

B o3l peld:lve sywobse Jlse leolo logle wduos) ls sdsu s, Loese (Sew lu
SY9u ould puwly I los 91> W 9b).

<#root>
ubuntu@pod-name-cnat-cnat-core-protocol-ims2:~$
iproute | grep -i default

default via 172.16.x.x dev ens4 proto dhcp src 172.16.x.x metric 100
default via 172.16.x.x dev ens3 proto dhcp src 172.16.x.x metric 100

2. 0288 pu 2lJs g3p6 Chronyd (NTP). eJs I)ée po lowels 1Jgsps: uans lgble "Jl spdo
il e

vesse ldlple:

root@ od-name-cnat-cnat-core-protocol-datal:/home/ubuntu# systentt| status chronyd. service
chrony.service - chrony, an NTP client/serverLoaded: loaded
(/1ib/systemd/system/chrony.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2021-01-08 07:19:19 UTC; 11 months 24 days ago
Docs: man:chronyd(8)
man:chronyc(1)
man:chrony.conf(5)
Main PID: 4300 (chronyd)
Tasks: 1 (Timit: 4915)
CGroup: /system.slice/chrony.service
L4360 /usr/sbin/chronyd
Dec 30 17:06: 28 pod-nane-cnat-cnat-core-protocol -datal chronyd[ 4300]: Sel ected source
5.196. x. x
Dec 31 06:37:11 pod- nane-cnat-cnat-core-protocol -datal chronyd[4300]: Can't synchronise: no
sel ectabl e sources
Dec 31 17:15:31 pod-nane-cnat-cnat-core-protocol -datal chronyd[ 4300]: Sel ected source
5.196. x. x
Jan 01 06: 29: 43 pod- nane-cnat - cnat - cor e- prot ocol -datal chronyd[4300]: Can't synchronise: no
sel ectabl e sources
Jan 01 16:50: 02 pod-nane-cnat-cnat-core-protocol -datal chronyd[ 4300]: Sel ected source
5.196. x. x
Jan 01 19: 25: 05 pod- nane-cnat - cnat - cor e- prot ocol -datal chronyd[4300]: Can't synchronise: no

sel ect abl e sources
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ubuntu@pod-name-cnat-cnat-core-protocol-datal:~$

systenct| status network-config

network-config.service - Job that configures for routes
Loaded: Toaded (/etc/systemd/system/network-config.service; enabled; vendor preset: enabled)
Active:

i nactive (dead)

since Fri 2021-01-08 09:29:05 UTC; 1 years 0 months ago
Process: 1185 ExecStart=/etc/cisco/network-config.sh start (code=killed, signal=TERM)
Main PID: 1185 (code=killed, signal=TERM)
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1. 8p vorus) Iduwyulez IJuuos Jgspd network-config (/etc/systemd/system/network-
config.service) B 1Jg 836 1dpcle 8 Jluolws [Jwwss IJelss:

root@pod-name-cnat-cnat-core-protocol-datal: /home/ubuntu# vim /etc/systemd/system/network-config.s
Restart=always

RestartSec=10s

StartLimitIntervalSec=300s

StartLimitBurst=30

2. uie wugsd é>p6 network-config:
<#root>

root@pod-name-cnat-cnhat-core-protocol-datal: /home/ubuntu#

systenct| start network-config

3. ig_> wzesd [Jodosy oluwesle [Juble:
<#root>

root@pod-name-cnat-cnhat-core-protocol-datal: /home/ubuntu#

systenct| daenon-rel oad

4. lglé oyugsd gxp6 Chronyd:



<{froot>

root@ od-name-cnat-cnat-core-protocol-datal:/home/ubuntu#

systenct|

IJozd

w8 [Jopld gbsle 1ded IJussd:

luodlzol:

restart chronyd. service

e woubsd o3l lJley JJezds pu lu IJpuuldd §> op

for server in $(awk '/protocol/{print $1}' /etc/hosts); do ssh $server "hostname && timedatect]

status && chronyc sources -vn" ; done

N oUlzbos: ey Busps 'aslens ules IJoble IUslLes o 'oe e’ 1Js 1o Ieuildd Sluws.

vesse Idlole:

ubuntu@pod-name-cnat-cnat-core-masterl:~$ for server in $(awk '/protocol/{print $1}'

/etc/hosts); do ssh $server "hostname && timedatect] status && chronyc sources -vn" ; done

pod-name-cnat-cnat-core-protocol-datal

Local time:

Universal time:

RTC time:

Time zone:

System cl ock synchroni zed

systemd-timesyncd.service active:

RTC in Tlocal TZ:

210 Number of sources =1
MS Name/IP address

Tue 2021-09-07 10:22:16 UTC
Tue 2021-09-07 10:22:16 UTC
Tue 2021-09-07 10:22:17
Etc/UTC (UTC, +0000)

yes

no

no

Stratum Poll Reach LastRx Last sample

A* svtsng0l.mgmt

170 282 -1100us[-1858us] +/- 47ms

pod-name-cnat-cnat-core-protocol-data2

Local time:

Universal time:

RTC time:

Time zone:

System cl ock synchroni zed:

systemd-timesyncd.service active:

RTC in local TZ:

210 Number of sources =1
MS Name/IP address

Tue 2021-09-07 10:22:16 UTC
Tue 2021-09-07 10:22:16 UTC
Tue 2021-09-07 10:22:17
Etc/UTC (UTC, +0000)

yes

no

no

Stratum Pol1l Reach LastRx Last sample




A* svtsng0l.mgmt 1 6 74 206 -218us[-1550us] +/- 46ms
pod-name-cnat-cnat-core-protocol-imsl
Local time: Tue 2021-09-07 10:22:17 UTC
Universal time: Tue 2021-09-07 10:22:17 UTC
RTC time: Tue 2021-09-07 10:22:18
Time zone: Etc/UTC (UTC, +0000)
System cl ock synchroni zed: yes
systemd-timesyncd.service active: no
RTC in local TZ: no
210 Number of sources =1
MS Name/IP address Stratum Pol1l Reach LastRx Last sample
A* svtsnqOl.mgmt 1 6 77 24 +796us[+1044us] +/- 47ms
pod-name-cnat-cnat-core-protocol-ims2
Local time: Tue 2021-09-07 10:22:17 UTC
Universal time: Tue 2021-09-07 10:22:17 UTC
RTC time: Tue 2021-09-07 10:22:18
Time zone: Etc/UTC (UTC, +0000)
System cl ock synchroni zed: yes
systemd-timesyncd.service active: no
RTC in local TZ: no
210 Number of sources =1
MS Name/IP address Stratum Poll Reach LastRx Last sample
A* svtsnqOl.mgmt 6 17 98 +2176us[+2275us] +/- 47ms
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