v ulld Igble X3MDConnDown 9
X3MDConnUp Trap IJos wpo pdlzgbool WS
PGW

lJpzosslo

| Jp, 9506
lJpobJole |l wlw s

lJoedoule | P 0
I Il jwosé

| o i b

| Jigle, | OEd00

IJzJ

lJe 95,00

SuoWd 03l 90888 IJg pdsé 1o sesu lJuwww po Traps X3MDConnDown 9 X3MDConnUp s
cisco ,ob wslule guvods esgd (PGW) wes ¢)B8ss pu 21.18.17 |Js 21.25.8 Llgsh Jos)o.

IJecbdule IUIguluss

lJpobdolo

9008 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:
- uble IJobgsd StarOS/PGW

- p&) 96 9blisd 99lz06 X1 9 X2 9 X3
- pEyS6 |lugule TCP J X3

lJedyule IJpuucsped
ouwow Idpedspele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jpebss Ideldss:

- p9zo grxple ldogpese (ASR) PGW 5500
- Idlgosble 21.18.17 79434 9 21.25.8.84257

op louble IJro(C_Jg,olu IJ_9IJ>6 OGS o3l IJpwaews pu I.JiaoJéS 1J 09296 WS wSiS6 pgpdso gluoo.
u>|u apse Ulao_,o |quuua)roo d5 03l |Jr0u.Uuu) uu-J_9..5u ,orouu_ga (Idquuos) Bl Jlpo

peJ9ple iu»'uunsa

Sewss ed Idlgesluo 1Jdlusus eds odle slzole pudods wsu guuo) IJuvods 9¢he



lJowllbs Jogds) pedsple 1Ulesls glguesgle Idoslole (IJIuolye) sldlguesgle |Js Idpeess
(Idyuwlisb). sop lugile o030 IUglzole wes luile IJlouold wsu 9896 w9 osd Ebe 9uwslo
XCIPIO (DF) 99596 1d9o9d IJs guues Iduveds (AF). wp wozss 1U9lzos o Ebe Id9uwllbs
IJs 9dldo IJlgosluo 1J8lususs. 1Uglzole wso AF 9 DF pg,096 gJs luol:

- 9lz08 X1 19 INI-1 Jiosl8 IJogd.s,
- 9lz06 X219 INI-2 Jo9ds, pedsple Luwld IJluulle JJosd
- 9lz06 X319 INI-3 Joglds) pewss IUsuwlisb 9 1dleold JJosd
2SY Swp UEHS 1J9lzos X 9luubs pesl 3GPP wsupl sep wg)sd INI Lyluwbo pesl) ETSI.

IJpuidJb

08> ©8s6 1Jed36 po 21.18.17 |Jis 21.25.8. wsl 1oy, wuuse J X3MDConnDown 9
X3MDConnUp s Bulk (z9lJ.s 3000 (s wlgs 9l236).

oSy IJpdlispes:

Mon Jul 04 00:44:15 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down. Context 1d:8, Local
IP/port:10.10.10.1/41833 and Peer IP/port: X.X.X.x/7027 with cause: LI X3 CALEA Connection Down

Mon Jul 04 00:45:29 2022 Internal trap notification 1423 (X3MDConnUp) TCP connection is up. Context 1d:8, Local
IP/port:10.10.10.1/56805 and Peer IP/port: x.x.x.x/7027 with cause: LI X3 CALEA Connection UP

eBlLosd Iedlisps bs HRS:

Old SSD pre enabling heartbeat timer
10.10.10.6
Date Time X3MDConnDown|X3MDConnUP
4th June 15 HRS 577 578
4th June 16 HRS 1487 1490
4th June 17 HRS 417 1490

Sop louli IUpuudJs wlddso Idize, B 030 1Ju09,8:



- Event-delivery
Port-7111
21.25.8

GGSNO02
10.10.10.5
21.18.X

event-delivery
Port-7112

content-delivery
Port-7028

content-
delivery

Pm'ml;-l( 10.10.10.11

GGSNO3
10.10.10.4
21.18.X

Event-delivery
Port-7002

I MOZ>r>E@0>»0r

PGW 21.18.X
PGW 21.18.X

tbole Iuveduldd 1Jigble glodlzol:

1. 18zu0 IJgsple wloglo ghp LI OJo wes ls wlos).
2. spJdy (:.&J pJle LI |Js b LI
3. gpdso i) 9 traceroute 9z>0 o919 § |Js IJ LI olbd.
4. Jp ove pdlebs s 500 9009 19 |uwilb 2506,
5. ewpl selod lue 1o eds Bwuo IJ TCPdump wloglo IJ LI wlbd: 9les logle yob pwdlbe Vs
TCPdump JJg$6 Ul Jss.
Shuol pg 1Je$s6 Ielpds 9uwens v duw [Juwdyd.

1. el seJé luw psule ppodd eds I LI obd lve edlizgb 1o 1Jlues)) swds.

2. ewpl sedd lue T Ll ool ubd 9p0Ws. lue odleh IJ odywo o3l Bs p¢d GPRS
38p £956 (GGSN).

3. gwel edodb Jooue Ilualds: ped wowg NPU-PAN. shole, IJes0o: sumedle wuozse
IJIigble. Wlud oys o ACK &5 pu Ebpe LI wgd SYN pul s oo PGW 9031 suee gwo
pJlisple X3MDConnDown 9X3MDConnUp.

4. Ceuwe Br88 IJowdywo uwgs 21.25.8 g,y eds IJ FIN ACK 9o9d>
IJlu3l, X3BMDConnDown 9 & X3MDConnUp. slJss Je sbo, s IUluesble
lJuwlo 9o 21.18.17 .

5. op wpdsu td w3sd IS U Plo IUSJy (1 p) B ¢l GGSN 5 LIy suse
X3MDConnDown gcedpe wuwsoe X3MDConnUp. 952 pu z9lds 3000 |Js 100 Jpss
$9e Sl>. ; n :

6. vop el 86 1Ug936 Jpré luvwsg sy 9 XBMDConnDown gl oz w lzojé [Jlwsl)
X3MDConnUp ceuw IJuushb,)é.

IJislpe, IJpuw s

1. pu 030 IJIsl oy sop 0 dd pdBle Ll Js gbe LI wuvdd Lozse. JI w9z puvds B louold
TCP ¢bp LI



show [ awful -intercept full inmsi <>

eds uwwosd ldpold:

[I'ictx] GGSN# show | awful -intercept full msisdn XXXXXXXXX
Monday April 25 14:15:11 | ST 2022

Usernane : -

i p-address : XXXXXXXX

mei d/insi @ XXOXXXXXXX

msi sdn @ XOOKXXXX

imei/mei @ XXXXXXX

session : Session Present

service-type : pgw

pdhir : Disabled

li-context : lictx

intercept-id : 58707

i ntercept-key: -

Content -del i very: tcp-format

TCP connection info

State : ACTI VE

Dest. address: XX XX. XX. XX Dest. Port: XXXX——>
Num Intercepted pkt for Active call: XXXX —>>
Event -del i very: tcp-format—>

TCP connection info ———>

State : ACTI VE——>>

Dest. address: XX XX. XX. XX Dest. Port: XXXX——>
Num |ntercepted pkt for Active call: 13 ———>>>
Provi si oni ng nmethod: Canp-on trigger

LI -index : 649
weole 030 1Ulsle) 1Js 9009J puwdsd LI JJlbdle eds 1dpeszle 1JIleJs:

show | awful -intercept statistics
show | awful -intercept buffering-stats sessngr all

show | awful -intercept statistics



show connecti on- proxy sockets al

show [ awful -intercept error-stats

2. ozpse uwedlo puvess wuogse IJigble oo

logging filter active facility dhost |evel debug
logging filter active facility |li level debug

logging filter active facility connproxy |evel debug
logging filter active facility ipsec |evel debug
logging filter active facility ipsecdenux |evel debug
| oggi ng active pdu-verbosity 5

Loggi ng active

No | oggi ng active
ool spdud lu wys wEs) pedyple 1Upuds 3l e oo puwed)s.

show dhost socket (in i context)

3. bed s IJsuoe IJpgds sloedd lJs pops peldzsd 2ip Idporele (VPP) Jdozlds eel 5]
Jlvo Idgipe olos pu lzd IUIGLL wiglow (ACK).

[I'ictx] GGSN# debug shel

enter vppct (from deb shell, use cnd "vppctl")
vpp#show hsi sessions

gds wwesd ldeold:

[1 ocal ] g002-1 aas-ssi -24# deb sh

Friday May 13 06:03:24 UTC 2022

Last login: Fri May 13 04:32:03 +0000 2022 on pts/2 from 10.78. 41. 163.

g002-| aas- ssi - 24: ssi # vppct

vpp# sho hsi sessions

[s1] dep 1 thread 10 fib-index 6 dst-src [3.2.1.1:9002]-[3.1.1.1:42906]
[s2] dep 1 thread 9 fib-index 6 dst-src [3.2.1.1:9003]-[3.1.1.1:60058]

[s3] dep 1 thread 8 fib-index 6 dst-src [3.2.1.1:9004]-[3.1.1.1:51097]

[s4] dep 1 thread 6 fib-index 6 dst-src [3.2.1.1:9005]-[3.1.1.1:45619]
4. spdu wpdsu lbol) ywedle 11l Os uwsly Ll ceo ey IdI2eol v wpdso uvedle
wuoese lJigble.

show cl ock
show dhost sockets



show connecti on-proxy sockets all
show cl ock

5. zpe ©Sluosd sgpe U)o
6. zpse wowe NPU-PAN JJog,w eds o 1Uzieé wpass edslouold TCP wogle wglbe L.

Jogbsd:

#configure

#Nn0 npumgr pan-trace

#npumgr pan-trace monitor none

#end

#show npumgr pan-trace configuration

#configure

#npumgr pan-trace acc monitor ipv4 id 1 protocol tcp sa X.X.X.X mask 255.255.255.255 da X.X.X.X mask 255.255.255.255
#npumgr pan-trace acc monitor ipv4 id 2 protocol tcp sa X.X.X.X mask 255.255.255.255 da X.X.X.X mask 255.255.255.255
#npumgr pan-trace limit 4096

#npumgr pan-trace

#end

(check if disabled/enabled, it should be enabl ed)

#show npungr pan-trace configuration

SpIdu 1o 889p 03l 1Jle, LlsBld woue NPU. J3Jd szo lebé odsswo JJpepses IJoldss.

#show npungr pan-trace sunmary

(W can capture packets based on npu number which can be done during testing if possible)
#show npungr pan-trace detail all

eold gds vwowe NPU:

3538 6/0/2 Non 6/15 fab 70 Jun 02 16:47:10.05443343 144 Eth() VIan(2014) IPv4(sa=XX.XX.XX.147, da=XX.XX.XX.201)
TCP(sp=7027, dp=46229, ACK FIN) [ vrf=8 strip=40 flow ] >> MEH(sbia=050717de, dbia=0603800¢, flowid=62755625, In)
IPv4(sa=XX.XX.XX.147, da=XX.XX.XX.201) TCP(sp=7027, dp=46229, ACK FIN)
Packet details :
Packet 3538:

SA [4B] = XX.XX.XX.147[0x0aa40693]

DA [4B] = XX.XX.XX.201[0x0aa91ec9]

source port  [2B] = Ox1b73 (7027), dest port [2B] = 0xb495 (46229)

segnum [4B] = 0xc9923207 (3381801479)



acknum [4B] = Oxbbd482ef (3151266543)

flags [6b] = 0x11 ACK FIN
lJeJ

9p wopdsy pogé ouvlsd e I8y 1Js 158886 eds PGW 9 XX XX XX.147 (LI Server)
wluwegsle o3l 1UJle):

lawful -i ntercept tcp application-heartbeat-nessages timeout minutes 1

Jude,yuo I g.'9|t§=g, 16 §io§ pluino wed IJ SYN py glp LI 908 o030 IJzlJs: JI SECW PGW
9lz06 X3 pgbds Jlu Iduwole ppdus wpdsl) 59586 91236 Vs PGW 9swp wepdsuol ls ol
Vs ¢bp Ll gos luvhs IUs 1o louald X3 9 Ideogvgsd pe 929 IJowuole. 3 sep wddsd
lJlusble J XBMDConnDown 9 X3BMDConnUp.

wedsd pdlises perdle 18100 1dei936 36 pLowses pu pdule LoJws (SSD) Guwd
lJoszsd:

A (] C (1] E F G H J K L M N +] P a R 5 T
GESH GESN GGEN
latest (30 Juna) 550 post enabling hearibeat timer ] latest (15t jul) 550 post enabling heartbeat timer latest [2rd jul) 55D post enabling heartbeat timer
3010010, F{Live L serv 1010 10.2{ Test Li serves 20.10.10. 6{Live U server] 20.10010.2{Test Li server] 3030, 20.6{Live LI serve 10,190,103 Test Ui serv
Bate Time | X3MDConnbown] X3MDEonnUP | X3MBonnDown| XIMD ConnlP, Date Time | X3MDConni own | K3MBConnUP | X 3MBEonnbown | X3MBLonnlP Date Time | X3k Connbown | %3MD ConnliP XD Connkl
2th June & HRS 1 a7 1 4 30thJure | 00 HAS 7 43 4 51 Ql-pul| 13 HRS a 1 1] ]
23th Jue | 9 HRS 1 9 1 8 30thJune | 01 HRS [ z [ 2z 0L-bul| 14 HRS 0 [ [ 8
20th june | 10 MRS 1 F 3 6 30thlune | 2 HAS [ [ o [ 01-bul |15 HRS [ 1 [ 1
25th Jure 11 HRS 17 23 14 24 30th June 3HRS o 4 o @ O1-ul| 16 HRS a 1 a 1
29th Jurs 12 HRS [] L] o 4 30th June & HRS: o o o 0 0L-hul|17 HRS a 1 L1} 1
20th June | 13 HRS [ @ [ 4 30thJune | SHAS [ 2 o 2 01-Jul |18 HRS [ 4 [ a
Zhth Jure 14 MRS o 4 a 3 30th June EHRS o & [} i O1-ul| 18 HRS a [} 1] 1]
29th Jure | 15 MRS 0 2 21 30thJure | 7HRS o F] o 3 O1-bul| 20 HRS [ ]
29th Juse | 16 WRS 24 21 30thJune | BHAS 2 0 2 13 OL-Jul |21 HRS 1 1
20thjume | 17 MRS 5 & 30thlune | S HAS 8 & 02-Jul [01 HRS 5 4
29th Jure 18 HRS 0 1] 30th June 10 HRS 1 1 02-pul[2 HRS ['] 0
29th June | 19 HRS 5 3 30thJune | 11 HRS 02-hul |3 HRS 1 1
20th Jume | 20 MRS 5 5 30thJume | 12 HAS 02-Jul |4 HRS 2 2
20thlune | 21 HRS 2 2 30thJune | 13 HAS 02-pul[5 HRS ] [
29th June | 22HRS 5 16 [ 15 30thJune | 14 HRS 02-Jul[6 HRS
20th June | 23 HRS 0 16 [ 8 30thJune | 15 HAS 02-Jul |7 HRS
30th June | 00 HRS H a4 4 51 30thJune | 16 HAS 18 16 02-Jul |8 HRS
e EETTYEN T 5 5 02 Jull9 HRS
GG5H 30th June 18 HRS 2 2 02-Ful |10 HRS
latest (28 june) 550 post enabling heanbeat timer 30th June 19 HRS i 1 02-jul|11 HRS
10.10.10.&{Live Li serv 10.20.10.2{Test U 5 30th June 20 HRS 1 ¥ 1 7 Q2-Jul| 12 HRS 1 1
Date Time | X3MO ConnDown| X3MDConsuP | X3MO Connbown| X3MB ConnlIP 30th Jure | 21 HAS [ [ o 0 02-Jul|13 HRS F 2
2Bth June | 14 HRS 462 456 443 466 30thJune | 22 HAS [ [ [ [
2BthJune | 15HAS | | a2 | 2 30thJune | 23 HAS 0 a [ [
11 jul 00 HRS o 7 o 5
GGSH 15t jul 1 HRS [ 4 o 4
latest (26 June) 550 post enabling heartbeat timer 15t jul 2HRS. [ 1] o a
10.10010.E{Live LI serv 10.10.10.2(Test L 5 15t jul 3HAS a o
Date Time _[X3MDConnDown]X3MDConsUP X3 MD ConnDemwn] X3MDComnUIP 1stjul & His I 4
26th une | 14 HRS 500 502 437 437 Lst jul 5 HRS 4 4
Z6thJure | 15MRS | 746 | s 751 | 15t jul & HAS 5 &
[ 0ld 55D pre erablirg heartbeat timer —1
10.10.10.6
Date Time  [XIMOC |
Ath June |15 HRS 577 578}
Athlune |16 HRS 1487 1450|
Ath Jure |17 HRS a17| 1490)|

iezlole IUzd Idussd Jeowuis, SNMP:

Mon Jul 04 00:44:15 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down.
Context 1d:8, Local |P/port:10.10.10.1/41833 and Peer |P/port: 10.10.10.6/7027with cause: LI X3
CALEA Connection Down

Mon Jul 04 11:13:20 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down.
Context 1d:8, Local |P/port:10.10.10.1/47122 and Peer |P/port: 10.10.10.6/7027with cause: LI X3
CALEA Connection Down

Tue Jul 05 09:45:11 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection i s down.
Context 1d:8, Local |P/port:10.10.10.1/34489 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection Down



Tue Jul 05 09:45:56 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/51768 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Tue Jul 05 09:57:57 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/34927 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Tue Jul 05 17:10:30 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/59164 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Tue Jul 05 17:11:00 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/52191 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Tue Jul 05 17:11:07 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/46619 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Tue Jul 05 17:14:23 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.
Context 1d:8, Local |P/port:10.10.10.1/59383 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Tue Jul 05 17:17:31 2022 Internal trap notification 1423 ( X3MDConnUp) TCP connection is up.

Context 1d:8, Local |P/port:10.10.10.1/59104 and Peer |P/port: 10.10.10.6/7027 with cause: LI X3
CALEA Connection UP

Bspl sds 2lJs IUpdlisple lJos weo pdlzbool p9g)l adlel luo Jl sep logble pdlisple 23836

[l ocal ] GGSN# show snnmp trap statistics verbose | grep X3MDConn

Thursday July 21 12:36:38 | ST 2022

X3NMDConnDown 12018928 0 9689294 2022:07:05: 11: 36: 23
X3MDConnUp 12030872 0 9691992 2022:07:05:17:17:31
[l ocal ] GGSN# show snnmp trap history verbose | grep x.X.Xx.X

Thursday July 21 12:36:57 | ST 2022



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
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