luvednled Igble lugdl o edui) [Jble
IJluslwes (KPI) wegsd wele GX sluodizol
vy JShé wwouw Wbg IJloold IMS-
Authorization-Failed

lJpzossle
| Jp, 9506

IJpobJole Il wsé

lJoedoule | OEdp0

o8 9ol |l sé

| o i b

| wed ol 1Jizble 9l odlzol
IJzJ

lJe 95,00

S9uoe 03l IJpwows Jsdss loveduuld 1e i dJs sluodlzol IJos wead gws 229 lugll o
VOGS p9uy ble pdclz pesd uzle GX (KPI) gus jsbé gwow Gbg IUleuold "IMS-Authorization-
Failed".

lJecbdolo IUlgwlgusé
pcbdolo
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:

« pey86 1Jizos6 JJbo,l; 5000/5500
- StarOS

lJpdyule IJpguopd
Jlsgouo) o3l ldpuwows gds luosble o)leg 9pd9ule plasé pesud.
e logile Idegdspele 1d91)36 W 03l ldpuwews pu 1Jiz056 1J 92956 LBs wisisé pgpdséd ¢luos.

wilo zese 1lzes IJpwogrpd Os 03l IJpwous vodsu ppuwst (IVe)lups). bl dive
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

pEJ9pIS I wl s

lJpzouosle:



PCRF sbswes Ggles Idyivew slduwsluwé

PGW w9lwd Juods wslule 1dee

CCR bdo lJozde Ws IUkseply

CCA lzleo Idozdp Ws Idlkseply
JJJ9,99U9,99 90 lJoblge Idbloyso Jelbswos 1oz de
Yulo Jsbso IJo bl s 1Jblo,sé Jobs9o 1Jg>p0
KPI o9 iy Idble I)issuws

IJpuird Jé

Slp 99, 1306 ClJlLJIE eu lugdlun KPI Jpgsd wele GX s PGW gl sowsu I el pwou
Ilbog IJloold 'ims-authorization-failed' s [isls.

SLEB Lwuw Bbg IUleuold "IMS-Authorization-failed" [zl £33 z2duwle IUgpd IJos op Glbog
louoldel oo 2ldle Vuvd wwys o IMS.

Slo PGW Cldledlpe wuivdd puwee, gu g3l 'ims-authorization-failed'. 908§l Jleolissle luvolo
Obg lJleuold V@8> ywlope IJgsls ims-authorization-failed' W lugBl o pe>d wzle GX.

1st iteration-
[l ocal ] PGM show session di sconnect-reasons verbose | grep -i ims-authorization-failed
Thur sday June 13 16:10: 39 NZST 2019

Di sconnect Reason Num Di sc  Percent age

i ns-aut horization-failed 59034 1.68225

2nd iteration-
[l ocal ] PGM show session di sconnect-reasons verbose | grep -i ins-authorization-failed
Thur sday June 13 16:10: 59 NZST 2019

Di sconnect Reason Num Di sc  Percent age

i ms-aut hori zation-fail ed 59202 1. 68181 >>168 counter
increased in just 20 sec of span

lwedunldd IJigble 9l oJlzol

$98, 03l IJBuwpe ped9ple Jluwaduldd Igble pesd wele KPI J Gx sluodlzol wuwww jslé
wovw Vbe IJloold 'ims-authorization-failed'.

Op UgpSE wowg pubd goli Iderue Juwsubsy I und.
9owsu pu ldopdsd lue Jogb 929> 'ims-authorization-failed' Jpeosdle gduws IJgpd 030
lJp 9,06 wldobl8s 7. souvdd gle wp luvedle IUuve o IMS-Authorization-failed Jwe o
b IJlouolJ.

op bhuwld Huwlds CREATE_SESSION_REQUEST oo SGW |Js PGW.

I NBOUND>>>>> From sessngr: 102 sessngr_pgw. c: 31631 (Callid 1e283e66) 16:55:07: 562



Eventi d: 141004( 3)
[ PGW S5/ S2a/ S2b] GTPv2C Rx PDU, from 202.73. X. Y: 31552 to 202.73. A. B: 2123 (262)
TEI D: 0x00000000, Message type: EGIP_CREATE SESSI ON REQUEST (0x20)
Sequence Number: 0x18A861 (1615969)
GTP HEADER
Ver si on nunber: 2
TEID flag: Present
Pi ggybacki ng fl ag: Not present
Message Length: 0x0102 (258)
| NFORVATI ON ELEMENTS
I MSI :
Type: 1 Length: 8 Inst: O
Val ue: ABXY01106562064
USER LOCATI ON | NFO
Type: 86 Length: 13 Inst: 0O
Val ue:
Location type: TAl
MCC: 530
M\C: 01
TAC. O0xA101
Location type: ECA
MCC:  ABO
M\C: XY
ECI: 0x006F902
SERVI NG NETWORK:
Type: 83 Length: 3 Inst: O
Val ue:
MCC:  ABO
M\C: XY
RADI O ACCESS TECH
Type: 82 Length: 1 Inst: O
Val ue: EUTRAN ( 6)
SGW CONTROL FTEI D
Type: 87 Length: 9 Inst: O
Val ue:
Interface: SGW S5/S8-C
I Pv4 Flag: 1
I Pv6 Flag: O
Tei d: 0x84B8A061
| PV4 Addr: 202.73.X.Y
ACCESS PO NT NAME
Type: 71 Length: 28 Inst: O
Val ue: internet. mcOXY. ntcOAB. gprs
SELECTI ON MODE
Type: 128 Length: 1 Inst: O
Val ue: M5 or network provided APN, subscr verified (0x00)

PDN TYPE:
Type: 99 Length: 1 Inst: O
Val ue: | PV4

PDN ADDRESS ALLCC:
Type: 79 Length: 5 Inst: O
Val ue:
PDN Type: |PV4
| PV4 Addr: 0.0.0.0

| NDI CATI ON:

Type: 77 Length: 6 Inst: O

Val ue:
DAF : O
DTF : O(Direct tunnel disabled)
HI 0
DFI  : O
a 0

I SRSI: O(l SR not supported)
I SRAI: O(l SR not Activated)



SGACI: 0

SQCI 0

U MSI: O(Authenticated | MsI)

CFSl O(F- TEI D Change | ndication not supported)
CRSI O(Location Change Reporting not supported)
PS 1( Pi ggybacki ng feature supported)
PT 0( GTPv2)

S 0

MsV 0

Ret Loc: O

PBIC. O

SRNI: O

S6AF: 0

S4AF: 0

MBMDT: O

| SRAU: 0O

CCRSI: 0(CSG Informati on Change Reporting nechani sm not supported )
CPRAI: O

ARRL: O

PPOF: 0O

PPON / PPElI: O

PPSI: 0O

CSFBI: O

CLIT: O

CPSR: 0

UASI: O

DTCl: 0

BDW: 0

PCRI: 0O

ACSI: O

ACPI: O

EPCOSI: 0

CPCOPCl: O

S11TF: O

PNSI: 0O

WPMSI: 0

APN RESTRI CTI ON:

Type: 127
Val ue: 0

Length: 1 Inst: O

AGGREGATE MAX BI T RATE:

PCO

| P Addr ess

Type: 72
Val ue:

Length: 8 Inst: O

Upl k AVBR 64000 kbps
Dnl k AVBR 256000 kbps

Type: 78
Cont ai ner
Cont ai ner
Cont ai ner

Conf -

Cont ai ner
Cont ai ner
Cont ai ner

DNS Address: Request for |Pv4 DNS Address allocation
i d: OxO00A (I P address allocation via NAS signalling)

Cont ai ner
Cont ai ner
Cont ai ner

Length: 32 Inst: O

id: 0x8021 (IPCP)

| ength: 0x10 (16)

content:

Req(0), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0
i d: 0x000D (| Pv4-DNS- Server)

| engt h: 0x00 (0)

content:

| engt h: 0x00 (0)
content:

al l ocation via NAS signalling

Cont ai ner
Cont ai ner
Cont ai ner

NCQOs
Cont ai ner
Cont ai ner

i d: 0x0005 (Bearer Control Mbde)
| engt h: 0x00 (0)

content:

BCM | ndi cat or:

id: 0x0010 (Link MrTU)

| engt h: 0x00 (0)



Cont ai ner content:
BEARER CONTEXT TO BE CREATED:
Type: 93 Length: 44 Inst: O
Val ue:
EPS BEARER | D
Type: 73 Length: 1 Inst: O
Value: 5
SGW DATA FTEI D
Type: 87 Length: 9 Inst: 2
Val ue:
Interface: SGW S5/S8-U
I Pv4 Flag: 1
I Pv6 Flag: O
Tei d: 0x8A948061
| PV4 Addr: 202.73.X.Y

BEARER QCS:
Type: 80 Length: 22 1Inst: O
Val ue:
ARP: PCl = 1 (Disabled), PL =9, PVI = 0 (Enabl ed)
QCl: 6

Upl nk MBR: 0 kbps
Dnl nk MBR 0 kbps
Upl nk GBR: 0 kbps
Dnl nk GBR 0 kbps
UE TI ME ZONE:
Type: 114 Length: 2 1Inst: O
Val ue:
TZ: +12:00
DST: +0 hour
CHARA NG CHAR:
Type: 95 Length: 2 Inst: O
Val ue: 0x0800
<addi tional output suprresed>

Sle PGW LLuwld 'Jl s92> 09> p2998)" |Js SGW Vs Hwlds
EGTP_CREATE_SESSION_RESPONSE.

<<<<QUTBOUND From sessngr: 102 sessngr_egtp.c: 2906 (Callid 1e283e66) 16:55:15: 492
Eventi d: 141005( 3)
[ PGW S5/ S2a/ S2b] GTPv2C Tx PDU, from 202.73.195.91: 2123 to 202.73. 195. 89: 31552 (33)
TEI D. 0x84B8A061, Message type: EGIP_CREATE_SESSI ON_RESPONSE (0x21)
Sequence Nunber: 0x18A861 (1615969)
GIP HEADER
Ver si on nunber: 2
TEID flag: Present
Pi ggybacki ng fl ag: Not present
Message Length: 0x001D (29)
| NFORMATI ON ELEMENTS

CAUSE:
Type: 2 Length: 2 Inst: O
Val ue:
Cause: EGTP_CAUSE_NO RESOURCES_AVAI LABLE (0x49)
PCE: O
BCE: O
Cs: 0

BEARER CONTEXT CREATED:
Type: 93 Length: 11 Inst: O
Val ue:
EPS BEARER | D:
Type: 73 Length: 1 Inst: O
Val ue: 5
CAUSE:
Type: 2 Length: 2 Inst: O



Val ue:
Cause: EGTP_CAUSE_NO_RESOURCES_AVAILABLE (0x49)
PCE: O
BCE: O
Cs: 0

*** CONTROL*** From sessmgr:102 sessngr_func.c: 5311 (Callid 1e283e66) 16:55:15:493 Eventi d: 10285

>>di sconnect received for sessnr 102
CALL STATS: <xyz12591615@nternet>, nsid <ABXY01106562064>, Call-Duration(sec): O

i nput pkts: 0 out put pkts: O

i nput bytes: 0 out put bytes: 0

i nput bytes dropped: O out put bytes dropped: 0O

i nput pkts dropped: O out put pkts dropped: O

pk rate fromuser(bps): 0 pk rate to user(bps): O

ave rate fromuser(bps): O ave rate to user(bps): O

sust rate fromuser(bps): O sust rate to user(bps): O

pk rate fromuser(pps): O pk rate to user(pps): O

ave rate fromuser(pps): O ave rate to user(pps): O

sust rate fromuser(pps): O sust rate to user(pps): O
link online/active percent: 0

i pvd bad hdr: O ipvd ttl exceeded: O

i pv4 fragnments sent: O i pv4 could not fragnent: O

i pv4 input acl drop: O i pv4 output acl drop: O

i pv4d bad length trim O

i pv4 input non-mp drop: O i pv4 output non-mip drop: O

i pv4d input css drop: O i pv4 output css drop: O

out put gre xoff pkts drop: O out put gre xoff bytes drop: O
i pv4 out put no-flow drop: O

i pv4 source violations: 0 ipvd early pdu drop: O

i pv4 proxy-dns redirect: O i pv4 proxy-dns pass-thru: O

i pv4 proxy-dns drop: O i pv4 proxy-dns redirect tcp connection: O
i pv6 bad hdr: 0 ipve bad length trim O

ip source violation no acct: O ip source violation ignored: O
dl nk pkts exceeded bw. 0 dl nk pkts violated bw. 0
upl nk pkts exceeded bw. 0 upl nk pkts violated bw. 0
dornancy total: O handoff total: O

Disconnect Reason: ims-authorization-failed

Last Progress State: | M Authorizing
edlosé gds 3 sY9u L 9p posd SESMGR 09 102 p 9ol wldobl§s 7 1Jos sop odds g3l
IMS-Authorization-Failed Jol.

[l ocal ] PGM show task resources facility sessngr instance 102
Thur sday June 13 16:56: 14 NZST 2019

t ask cputine menory files sessi ons
cpu facility inst wused allc used alloc used allc wused allc S status
7/0 sessngr 102 8.80% 100% 792.2M 2.34G 45 500 3097 32504 | good
Tot al 1 8.80% 792.2M 45 3097

ewpl wp ldozdd pu lJodssu: wp pdlebs Iu oIdssole Diamproxy IJewesss JIoe zssé.

[l ocal ] PGM show config | grep nmultiple
Thursday June 13 15:15: 11 NZST 2019
require diameter-proxy mnultiple
&p wusw lu 'IMS-authorization-failed' 8> Joz o JJubl§6 IJos Jp o> Bsol poils
lJydsd.



WO odo 1Jglds Jp sop w9ds> oy 99 Diamproxy wlde bl s 7.

[l ocal ] PGM show card table
Thur sday June 13 14:53:53 NZST 2019

Sl ot Card Type Qper State SPOF Attach
1. CFC Control Function Virtual Card St andby -
2: CFC Control Function Virtual Card Active No
3: FC 2-Port Service Function Virtual Card Active No
4: FC 2-Port Service Function Virtual Card Active No
5: FC 2-Port Service Function Virtual Card Active No
6: FC 2-Port Service Function Virtual Card Active No
7: FC 2-Port Service Function Virtual Card Active No
8: FC 2-Port Service Function Virtual Card Active No
9: FC 2-Port Service Function Virtual Card Active No
10: FC 2-Port Service Function Virtual Card Active No
11: FC 2-Port Service Function Virtual Card Active No
12: FC 2-Port Service Function Virtual Card Active No
13: FC 2-Port Service Function Virtual Card Active No
14: FC 2-Port Service Function Virtual Card Active No
15: FC 2-Port Service Function Virtual Card St andby -
16: FC 2-Port Service Function Virtual Card Active No
[1 ocal ] PGM show task resources facility dianproxy all
Thursday June 13 14:55:31 NZST 2019

t ask cputine nenory files sessi ons
cpu facility inst used allc used alloc used allc used allc S status
3/ 0 di anpr oxy 8 1.10% 90% 43. 75M 250. 0M 271 2500 -- -- - good
4/ 0 di anpr oxy 9 1.09% 90% 43. 89M 250. OM 266 2500 -- -- - good
5/ 0 di anpr oxy 10 1.09% 90% 43. 93M 250. OM 237 2500 -- -- - good
9/ 0 di anpr oxy 11.08% 90% 43. 63M 250. 0OM 212 2500 -- -- - good
10/ 0 di anpr oxy 4 1.08% 90% 43. 88M 250. 0M 258 2500 -- -- - good
12/ 0 di anpr oxy 11 1.11% 90% 43. 93M 250. OM 229 2500 -- -- - good
13/ 0 di anpr oxy 2 1.09% 90% 43. 75M 250. OM 258 2500 -- -- - good
14/ 0 di anpr oxy 7 1.06% 90% 43. 88M 250. OM 256 2500 -- -- - good
16/ 0 di anpr oxy 13 1.04% 90% 43. 89M 250. OM 199 2500 -- -- - good

IJzJ

99> 92> I wgossle Diamproxy Je wooe Jdobl$s 7 €0 o IJoblgs 7 Jlpe wuubé. Jogds,
)99 Diamproxy. sJjpe lgle wuvgsd py99 Diamctrl Iy sdje lp)le wwssd wblge CF.

99> UL ¢bo IJgpd 030 gds IJuey IUpdee.

o29sd wbl9sé CFC yuubs wlywegsle wbl s CFC zuslbss.

w8 wwdsd Idublgs: wp lugule Diamproxy [Jglue wuvdd ozse 9 Gx KPI gl |Js 1Ussog
IUboses euve IJdse IJpwsdes.

*rxxxkkkk show card table al| **xxx*x
Thur sday June 13 22:17:54 NZST 2019<tel : 2019>
Sl ot Card Type Qper State SPOF Attach

1: CFC Control Function Virtual Card Active No >>CFC card



1 active post swi tchover

2: CFC Control Function Virtual Card St andby
3: FC 2-Port Service Function Virtual Card Active
4. FC 2-Port Service Function Virtual Card Active
5: FC 2-Port Service Function Virtual Card Active
6: FC 2-Port Service Function Virtual Card Active
7: FC 2-Port Service Function Virtual Card Active
8: FC 2-Port Service Function Virtual Card Active
9: FC 2-Port Service Function Virtual Card Active
10: FC 2-Port Service Function Virtual Card Active
11: FC 2-Port Service Function Virtual Card Active
12: FC 2-Port Service Function Virtual Card Active
13: FC 2-Port Service Function Virtual Card Active
14: FC 2-Port Service Function Virtual Card Active
15: FC 2-Port Service Function Virtual Card St andby
16: FC 2-Port Service Function Virtual Card Active
[l ocal ] PGM show task resources facility dianmproxy all
Thur sday June 13 14:55: 31 NZST 2019
t ask cputine nenory files
cpu facility inst wused allc used alloc used allc
3/ 0 di anpr oxy 8 0.95% 90% 43.86M 250. 0M 130 2500
4/ 0 di anpr oxy 9 0.98% 90% 44. 00M 250. 0M 130 2500
5/ 0 di anpr oxy 10 1.00% 90% 44.00M 250.0M 135 2500
7/0 diamproxy 3 0.26% 90% 43.73M 250.0M 278 2500
instance 3 spawn with card 7
8/ 0 di anpr oxy 5 0.31% 90% 43. 73M 250. 0OM 277 2500
9/ 0 di anpr oxy 1 1.00% 90% 43.86M 250.0M 130 2500
10/ 0 di anpr oxy 4 0.98% 90% 43. 96M 250. OM 133 2500
11/ 0 di anpr oxy 6 0.24% 90% 43. 74M 250. 0M 277 2500
12/ 0 di anpr oxy 11 1.04% 90% 44. 01M 250. 0M 144 2500
13/ 0 di anpr oxy 2 0.97% 90% 43. 84M 250.0M 134 2500
14/ 0 di anpr oxy 7 1.04% 90% 43.99M 250.0M 138 2500
16/ 0 di anpr oxy 13 0.96% 90% 43. 74M 250. 0M 261 2500

& 656566656565656868656

sessi ons

used allc S status

>>di anpr oxy

9op luuble o838 wulss 1Jsdsd 3s Iduads wed oubd juwlsd IJogslb 9ldéb; wuvdd
wfesSt wsu PGW 9 PCRF.
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