sdsd 1Jedsso sldoui Juyolez MSE. IJluosl,

lJpzoysle
Lo, 8500
I lwl 6

HA State Matrix

lz2ble R 000 £ HA

L wed il HA ol oJlzol

lJp 95,00

sued o3l 1Jpuwoos busble IJedssy sldogi,: wldlolds s edpsele luwed ol
IJeuvddle sluodlzel Jodd ldos ouosd ps)é 1dess, Ields (HA) Jezyd el Idoudd
(MSE) /iy ublp pug IJouudd IJJlundds 1J8led JJodss (AWIPS) |Us o ds LAN

IUJl s 109236 oo Cisco (WLAN). slJg, o po 03l Idpuweos 09 Uing Ideubis IJoszsoess
lJpeedds Llddpsd Idbos o 21Js 1dbslis B 21Js 1dbshis 90986, gusubssole wui,
IJJud g0 2lds Idbshis B zldle [Ubslys.

% pdlzbo: Jl s @sp 03l ldpwons odluosd lJodssy 1JEluoo wpsuvy MSE _9|Jed_9glc,
Up_,o.__,béi IJos Jl ooedd weduivy MSE HA. 905 030 IJpedople WOs 9els @ 136 90
olze wublool. Jel Jl wop wgbss wdysy WIPS [Jpodsd B o3l Idpgwous.

peJ9plE Iyl uss

o MSE o9 uble iu.ulu.u§ b, eds wuvgsd grplo ,oo@:)é pyowbo. o9, os? lJésple 9{b|:5x_'9
e300 gldso IJpwess. 9J3JY: By lsdle IUlgo ol Jdolpso Iduozs 1Jelds o)y wlJg 1Jlopso



e lzd 1dedlb s leds ©§6 B 1Jgp6.

o8 wpdsu HA  sep s3ep JJ MSE il L9luwbs pisd sy uuvb 13, s8> MSE HA ol
Pl 86 1Jozs 1Uds $89p Bs0 wwosss 9116 9el w6 lesh IJess, Ields. sswp Izl
£Js vwuole IJdde wso edui luvel Iduessd Iiwluus sldeluss. ses "eldow IJzelss”
purdsdl gu leshs $less Idoslole souwe IJpdSle 9p,l306 Idobosy. eusel sOuvd MSE
IUlwlavs 9souvde Idess) IJelugs: sop wwssd Idgwslo IUblo,s 1Jglue o« MSE IJiguluus
wuvdd uuslu.

S9uoe o3l Idleshs (Glze Iduvdd 1.) wuisy WLAN Ge93zs pu Cisco swuopu wpedsy Cisco MSE J
HA.

$w9d, 580 HA £Js MSE-3310 9 MSE-3350/3355 9 3365 9lJzol; IJblo,s gJs ESXi.

IJobdd 1 - ouiy IJgsple 1Jeldss Ipogsso IUgsele Os peld IJuozo

Mobility Services = Mobility Services
Engine (MSE] Engine Virtual
Appliance (MSE VA)
vmware

Applications

Cisco Prime
Network Control
System (NCS)

Access Points

Wireless LAN
Controller [ OOeon

lJewbis IJoszsoss 9ldds9s



lJeed9ple oul g0 wusé MSE HA:
* 83gp ldzol; IJbloys MSE 1:1 oJoly, Wb

* $pdu o 28p pdU MSE IJelugs ol suad Ids pupdes MSE Iigwlgmwsso. lub,
2LOB9BS o HA (I sdJlo 2 9 3)

¢ g0 HA csoosJ IJubeds sldlouald I puli,

* sopee vl buds MSE-2 B3b. szw 1o sdso IJ pu IP 1JElue wplde 1oz 9 1P
IJbloys eds IJgvwdJo 1J,e50 oo wol 9lo sI9u 19 o9d IUso pu o)) Idbw 96 3
Juble IJozde B Iy ds (NCS) s, p2690

* Sgv I sJgy IP 1Jgluo « Health Monitor 9 IP IJbloys pgoddsy

o spdud luwoesle welys U uvd $9s! s oddlissl

* sedod luwopsle lel Lele igbld 29l Iy odliss!

+ Sew o sYsu IJ pu MSE IJiguluws sldeloss eds oduw 1uosh Idwsolee

* Sop g IJ iUy MSE Iuwluws vuib wpesd &y vuib Ig). Jlsuowe pdui luvel
IJooud (MSE) IJeluss wuvbl 1l wgs wae lple ozlej IJBuvd.

.+ Spdu o sdog ple wely; IJBuvd $29sl s odéliss!
© 892 posd 81> JJwlez 589les IJwslule JIJ MSE Iuwluvs puwed-

Sbdd 2. 509985 ¢ 0 MSE HA

Seconclary Server Type
Primary Server Type 3310 3350 3355 VA-Low [VA-Standard| VA-High

3310 Y Y Y N N N

3350 N Y Y N N N

3355 N Y Y N N N

Va-Low N N M Y Y Y
WA-Standard N N N N Y ¥
VA-High N N N N N Y

IJg o IJlgwluws Joso 1Upuow99u86 o9 1o Ipesd IJoluss sew o sJou Jo skispel p9lodle
pouwl9ss 19 eldss pu IJluwlgus: gwsle Jlow lzoj6 19 12056 8wl os6.

SpJdu BEb |8)lu MSE-3365 pg MSE-3365 I¢). Jp swp ltoulbee ls oydsus ig)s.

SvdJ 3. o895 1§l MSE HA N:1



Secondary Server Primary Server

3310 N:1 not supported

3350 Two 3310 servers are supported

CC<'s Two 3310 servers are supported

3355 Two 3350 servers are supported

3355 One 3310 and one 3350 are supported

wsubsy wdosy HA Jdzolj Idbloys MSE (IdeeoJ
clJuvodo)

S9uoe 03l ldpeld wdosy HA JJgol; Idblo,s (VA) J MSE (lee lUvdd 4). J 03l ywsulysy: o3l
epdsé lesh gvdJo:

« MSE VA I_ulus:

Virtual IP - [10.10.10.11]

Health Monitor interface (Eth0) - [10.10.10.12]

« MSE VA IJoloss:

Virtual IP - [None]

Health Monitor interface (Eth0) - [10.10.10.13]

N LUlebs: sbdse ctsue coisb (LMSE-7.0-K9) JJJ VA. o3l pbodse Jedsso HA J
VA.

IJudd 4. 1Jzol; 1Jbblo,s MSE G.s HA


http://www.cisco.com/c/en/us/support/docs/wireless/mobility-services-engine/113462-mse-ha-config-dg-00.html#g4

Primary MSE VA _ _ Secondary MSE VA
Virtual IP: 10.10.10.11 : EthO: 10.10.10.13

EthO: 10.10.10.12

Wireless LAN

Controller
Network Control

System (NCS)

s MSE JJewesd eds pisd pu Idpgdsple.

Sspl sds IJgbsle 1Jglps:

1. 1Jpd couse VA JMSE 90288 pu luvosdle zose lesble IJubods Jel 09 p9 08 B
IJuos,s.


/content/en/us/td/docs/wireless/mse/7-6/Virtual_appliance/Installation_Config_Guide/Cisco_MSE_VA_Config_Guide.html
/content/en/us/td/docs/wireless/mse/7-6/Virtual_appliance/Installation_Config_Guide/Cisco_MSE_VA_Config_Guide.html
/content/en/us/td/docs/wireless/mse/7-6/Virtual_appliance/Installation_Config_Guide/Cisco_MSE_VA_Config_Guide.html
/content/en/us/td/docs/wireless/mse/7-6/Virtual_appliance/Installation_Config_Guide/Cisco_MSE_VA_Config_Guide.html

File ‘Wieww W

Wl p &S i

to complete.
reparing to install
: ng the . from the installer archive. ..
g the JRE
g the installation resources Prom the 1nstaller archive. ..
sonf iguring the installer for this system's environment...

aunching installer...

reparing SILENT Mode Installation...

:isco Mobility Serwvices Engine (created with Instal lAnywhere by Macrowvision)

ommand .runl): process completed before monitors could start.

Inztalling

2. 3 eab Waedple po edld "eelJe Wlgsh” £0s cumzsd 1569 Isdl dl o9 9 oz s
1Ju29.,8.

se login: root
assword:
ast login: Mon Feb 13 17:31:37 on ttyl

nter whether you would like to set up the 1nitial
arameters manually or via the setup wizard.

et Jarameters via aetu Wizard (yuyes-no) luesl:

3. bgd Idbgldle 1dpbdsws (Iuwe e o5 sl eeld: 5l 1Us 3J9). bed vep B IUgbgs
Jodssu 1dess, IJelds.



ETTL sLNnameE=1m=seE
onf igure hostname?

host
device on
letter, end
etters,

the

Wwith a letter

numbers,

nter a host name [msel: mse

urrent domain=[]

ont igure domaln name? (YJes

urrent role

LPrimaryl

he hostname
or number,

and dashes.

1

slkips(lU)se

4. e wloeld 030 ldpedsple Jel 09 p9 oz S IJuo9)-

© o839, - [1 Jdigwluwsl.

¢ 9lzod p)lB3ud IJops - [eth0]”

esble Iduvods IUpesws eds peod IUuvods 1

&) MSE. - Virtual Machine Properties

)| Hardware | Options | Resources |
| Show All Devices
Hardware

Memory (edited)

—
CPLs

=y

ideo card
MCT device

SCSI controller O

B

d@8P0O0I

Hard disk 1

CD/OVD Drive 1

Network adapter 1 (edite...
Network adapter 2 (edite...

Add. ., Remone

Summary
B192 MB

]
a

Video card
Restricted

L5] LogicParallel
Virtual Disk
CO/OVD Drive 1
vian 10

vian 10

name should be a unique mame that can
network. T chould

and contain only

default

[ —

(Yles/(S)kipslU)se default [Yes]:

identify
start with

[Yes]l: =

Device Status
f

v Conneck at power on

Adapter Type

Current adapter; E1000

MAC Address
00:50:56:69:01:d9

* Autormatic {° Manual

Metwork Connection
Metwork label:

sian 10

{¥M Network
|wlan 104
[vian 21
|vlan 20
ém’gn 12
§1vlar| 11

Dbz



Enter a host name I[msel: msel

Lurrent domain=L11
Conf igure domain name? (Yless(2)kips(Ulze default [Yes

Current role=LFrim J1
Lont tgure High Avallabl lityy (Ylessl5)kipsil)se default Lyesl:

ligh availability role Ffor thisz MSE (Primary<sSecondary)
Gelect role [1 for Primary, £ for Secondaryl [11:

fealth monitor interface holds physical IF address of this MSE server,

This 1P addre iz used by Secondary, Primary MHS3E servers and WCS to communicate

among 1 hemse | wes

s lect Health Monitor Interface lethHsethl] [ethd):

5. 22> 9lzoo IJleuold IJpewl iy [Nnone] Jel 09 o902 WO 1Juo9)6.

iealth momitor interface holds physical [P add 2% of this H5E : e

his IPF address sed by Sed ||||||.-;.r"._|, Frimary MS servers and WCS to communicate

among themse lves

ae]lect Health Mowmitor nterface [ethBsethl] [ethB]:

Direct conmect nfiguration Ffacilitates use of a direct cable connection

the primary and condary MakE sServe

hetwee

1 ;.
an help reduce latencies in heartbeat response times, data replication and

et i times .,

a ne interface that you wish to use for direct connect.

d appropriately inf igure the respective interfaces.
"nones” implies you do wot wish to wse direct connect configuration

w2 lect direct connect interface lethHsethlswonel] [none

6. bed 030 IJpedsple Jpl 09 p9 0z B IULo9,)é:
« gu9lu IP IJbloys - [10.10.10.11]
- Bule IJuveds - [255.255.255.0]

* e oubgsd MSE Ws 9 0¢ IUluwe)sls - [JI]
e lect direct connect interface [ethBsethlsnonel [nonel:
Enter a Wirtual TP address for First thizs primary M5E server
nter Uirtual IP address [1.1.1.11: 18.18.18.11
Enter the network mazk for 1P address 18.18.18.11.
Enter network mask [1.1.1.11: £ £55.255.8

Choose to start the @ ' in recovery mode.

You zZhould choose yes only iFf th primary wazs paired earlier and you have

5t the configuration from this box

now you want to restore the configuration from 3 wary wia NCS
o you wish to start this MsE 1w HA recovery mode 72 Lyessnold . no_

7. bgd 030 IJpedsple Jpel 09 p9 oz B IJuo9,)é:

LI
Tou




od9su ETHO - [ug el

Is¢J gwsle THO IP-[10.10.10.12]

Sule Idubvods - [255.255.255.0]

IJoslos IUlde,l oss - [10.10.10.1]

Current 1P address=0[1.1.1.181]

current ethl netmazsk=[25%%.255.255.8)

Lurrent gateway address=01.1.1.11]

Conf igure ethB interface parameters? (Yless(S)kips(Ulse default [Yes]

Enter an IP address for first ethernet interface of this machine.
enter ethd I[P address [1.1.1.181: 18.18.18.12
Enter the network mask for IP address 18.18.18.12
r network mask [255.255.255.81]:
nter an defaunlt gateway address for this machine.

* that the default gateway must be reachable from
"irst ethernet interface.

er default gateway address [1.1.1.1): 1H.18.1H.1
8. Jl swp luwwgslp 9lzosd lseyuw IJeluss (ETHT).
oJd9so 9lzos ETHT - [IJetbs] Jel 09 p9ioz O [Juo9,6.

he second ethernet interface iz currently dizsabled for this machine.

onfl igure ethl interface parameters? kips(U)zse default [Yes]:

9. clog pu edld "pelde Ilesh" Jol 09 p9uoe B 1duesy.
« o0 ldpop wpdsu gbe NTP oy led pslews IJuwles.

* e s 1djpuss IJp 8 ods os IJusdse ldeldps Idpound.



service (DHS) Setup
ntly enabled.
: urrently def ined
Conf igure [ related parameters? (Yless(S)kipsil)se default [Yes]:

Current time
Conf igure timezone? (Yles-s(Slkipsillze default [Yesl:

Enter the current date and time.

identify a location s=o0 that time zone rules can be set correctly.

a continent or ocean.

Atlantic ODcean

Australia

Europe

Indian Ucean

I'é fic Ucean

e Il want to use LCoordinated Universal Time.
REeturn to prew ious set up step (™,

11

etwork Time Protocol (NTFP) Setup.

If you choose to enable NTF, the system time will he
conf igured from NTP servers that ye lect. Otherwise,

you will be prompted to enter the current date and time.

TP is currently disabled.
Conf igure NTP related parameters? (Yles/(S)lkips(U)se default I

Enter whether or not you would like to set up the
etwork Time (NTFP) for this machine.

If you choose to enable NTPF, the system time will be
conf igured from MTP servers that elect. Otherwise,
you will bhe prompted to enter the current date and time.

Enable NTP (yes- no) [nol: yes
IEnter HTP server name or address: ntp.network. local

sJeo 03 |J MSE VA I wl s setup:

Role=1, Health Monitor Interface=ethO, Direct connect interface=none
Virtual IP Address=10.10.10.11, Virtual IP Netmask=255.255.255.0
EthO IP address=10.10.10.12, EthO network mask=255.0.0.0

Default Gateway=10.10.10.1

10. I¢d wee Joldss lo zese pedople IJlesls Lorses Jpl 09 p9soe Bs 1Juo96.



Flease verify the following setup information.
BEGIN

Host nmame=msel
Kole=1, Health Mownitor Interface=ethH, Direct connect 1nterlace=none
Uirtual IF Address=18.10.18.11, UVirtual IF Hetmask=255.255.255.8
Eth8 IF address=18.18.18.1Z, Eth8 network mask=255.Z55.255.8
Default gateway=18.18.18.1
Time zone=UTC
Enable HTP=yes, HNTF zervers=1H.18H.1H4.1H

D e .| EEEESEE

ou may enter "yes" to proceed with configuration, "no" to make
TRl - s
ore changes, or to go back to the previous step.

onf iguration Changed
Iz the abhowe information correct (yes, no, » ")¥: yes

1. s900s wlghbd IJogvgsd wes Idlesls Jpl 09 o9 oz S 109,68

LrootPPmsel "~ 1# reboot
ptopping MOE Platform

12. o> lebé IJouvgsd: lusl g3ple MSE Uluwaéale I9le, fetc/init.d/msed start Ig | Jgs 06 msed
start Jol 09 p9 oz Vs IJuo9,)6.

[rootPmsel ~1# getserverinfo
egalth Momitor is wot running
[rootPmsel 14 setcrinit.dsmsed start

starting MSE Platform

ip_tables: (C) Z2808-2886 Hetfilter Core Team

etfilter meszages wia HETLINE oB.38.

ip_conmtrack version £.4 (819£ buckets, 65536 max) 384 bytes per conntrack
starting Health Monitor, Waiting to check the status.

starting Health Mowitor, Waiting to check the status.

iealth Monitor successfully started

starting Admin process

itarted Admin process.

atabase started successfully. Starting framework and =zervices
Framework and services successfully started

08 Wit gpse Igsple: olds po 1o g3ple MSE wepd wuvdd woese wluweesle 1Jie)
getServerlinfo.




Sew 1o wbo) 21J8 1Jgpdsé Up Jpl o9 p9 oz Sbis 109,68,

k

s Clients, Rogue AP=s, Rogue Clients,

) Limit: 1HE
z: B
irel = NHot Tracked due to the limiting: H
Hot Tracked due to the limiting: H
* APz Mot Tracked due to the limiting: 8
fogue Clients Mot Tracked due to the limiting: B
nterferers Hot Tracked due to the limiting: H
ired Clients Mot Tr oed due to the limiting: B
Ffotal Elementz(Wirel G 1 Rogue APz, Rogue Clients

ients) Hot Tracked due limiting: B

ontext Aware Sub Service:

subservice Mame: Aeroscout Tag Engine
idmin Status: Dizabled

Iperation Status: Down

subservice Mame: Cisco Tag Engine

1dmi 3 =+ Enabled

IpEration -
rootEPmsel

lesb MSE IJelugs

odo lJgbsle os gie pu lesls MSE VA IJoluys:

Interferers,

Interferers,

Wired O

d Cl

1. wes IJovuse 1Uzss swdl ouvesd 1dsged IJlsds B pelde IUleshs. bgd 030 IJpgdople

Jel 09 p9 oz S 1096
© odosu IJousss,) IJeglds - [ugpl
© w29 - 2] 1dss subsy [ds b9y Sluss

¢ 9lz06 o)l 36 IJLoes - [eth0] os wdwol Il ul usé



urrent hostnames=[msel
ol igure hostname? (YlesAs(S)kipsill)se default [Yesl: yes

host name showld be a anigue name that can identify
» device on the network. The hostname should start with
letter, end with a letter or number, and contain only
etters, numbers, and dazshes.

nter a host name [msel! mse:

urrent domain=[1
onf igure domain name? (Yiess(5)k i]l.-" (Uge defanlt [Yesl:

Arrent role=1LPrimaryl
aomfligure High Availability? (Y)ess(SlkipsilUlse defanlt [Yes]:

ligh availability role for this HSE (Frimary-sSecondaryl
st lect role [ I or I'|-1r|1.|'r-||_. i For Set II|I|'||I|'I| 1 [11]:
lealth monitor interface holds physical IP address of this HSE server.

'his IP address is used by Secondary, Primary MSE servers and WCS to communicate

among themse lves

2. 8p wlogld IJpedsple Jel 09 p9or B 1Uuos)6:

¢ lowold polus, - [I inse]

eu9ly IP th0 -[10.10.10.13]

* Voule Idubods - [255.255.255.0]

Ioslos IUlde,l osé - [10.10.10.1]

Select direct connect interface [ethBsethlsnonel [honel:

Current [P address 181
Current ethB netn ; .40 .455 .81
gateway add | R s
e ethd interface parameters? (Yles/s(Slkips(U)se default [Yes]:
Enter an IP address for first ethernet interface of this machine.

cnter ethd IP address [1.1.1.18]1: 168.18.18.13

tnter the network mask for IP address 1H.1H.1H.13.

Enter network mask [£255.255.255.

Enter an default gateway address for this machine.

ote that the default gateway must be reachable from
the first ethernet inter

Enter default gateway addre

3. od9su 9lzes ETHT - [IJegbs] Yol 09 p9 oz Os 1Juo9,)6.



Conf igure ethl interface parameters? (Yles- (Slkipsillse default [Yesl:

Enter an IP address for first ethernet interface of this machine.
Enter ethd [F address [1.1.1.101: 1H.1H.1H.13

r the network mask for IF addresz 18.18.18.13.

r network mask [255.255.255.81:

:r an default gateway address for this machine

that the default gateway must be reachable from
first ethernet interface.

* default gateway address .1.1. D lH. 1M, 1K1

T'he zecond ethernet inte e is ent luy abled for this machi :
Conf iqure ethl interface parameters? (Yless(SlkipsiUlzse default [Yes

4. 1so0b 1Jpob 6 1Jjp0s6 - [UTC] Jpl 09 p9 oz S 1Jue9,é.

‘urrent timezones[Americas-New Yorkd
ant tgure 1 imezone? (Yiess(5)ki pslllse defanlt Lyesl:

nter the current date and time.

identify a location so that time zone rules can be set correctly.
e select a continent or ocean.
Africa
AmEr ica:
Antarctica
Arctic Ocean
Asia
Atlantic Ocean
Australia

Europe

Indian Ocean

Pacific Ocean

UTC | want to use Coordinated Universal 1Time.
Return to previous setup step L ™.

11

5. 9p vopdsu gbe NTP Yol 09 p9 oz S 109,68,



etwork Time Protocol (HTP) Setup.

If you choose to enable NTF, the system time will he
conf igured from HTEF se £ that you select. UOtherwize,
jou will be prompted to enter the current date and time.

TP iz currently diszabled.
Conf igure NTP related parameters? (Yles-/(S)kips(U)se default [Yes]:

Enter whether or not you would like to set up the
etwork Time Protocol (HTP) for this machine.

If you choose to enable NTF, the system time will be
conf igured from NTP servers that y select. Otherwise,
you will be prompted to enter the current date and time.

I
Enable NTP (yess no) [wnol: yes

nter NTP server name or address: ntp.nmetwork. local

6. 9p wldpld IUgbsle Ipow8sé pu pelde 1Jlgs)> _9oi-fJ) U pedyple IUlesh Jpuob
IJodssu Jel 09 p9oe B 1Juo9),s.
Flease verify the following setup information.
BEGIN

Host name=m !
Role=Z, Health Monitor Interface=ethH, Direct connect interface=none

Ethd IF address=18.18.18.13, EthH network mask=255.255.255 .8
Default gateway=18.18.18 .1

Time zone=UTC

Enable NTP-yez, NTP servers=18.18.18.18

SURURNRYR, | || | Fpp————

fou may enter "yes" to proceed with configuration, "no"™ to make
pore changes, or """ to go back to the previous step.

Lont iguration Changed

ls the above information correct (yes, no, or

7. 15 IJoposs sl wuvgsd Igs el woduw IJgbsle 1Juludé J MSE 1Jigwlgus Jpl 09
P9 DS 1Juoy)s.



[rootPmses 18 setesinit.d smsed start
starting MSE Flatform

ip_tables: (C 1-ZBB6 Netfilter Core Team

etfilter [ .

ip_conntrack 2.4 (8192 bhuckets, 65536 max) 3681 bytes per conntrack
starting Health Mowitor, Waiting to check the s

starting Health Monitor, Waiting to check the status.

lealth Mowitor successfully started
starting Admin
rted Admin )

essfully. Starting framework and services
5 successfully started

[rootPmses ~

I>l,0e o cisco Prime NCS (Is IJwwsé IJluulusé J Prime)

wbo, IJgbsle IJoldss Jsdss |olds pp9d MSE VA IJiquu.u;,s gldelyss |Js wblile
IJubedo. lugio IJgpdso gbs lo suosed MSE [Js NCS. Hlso ldogvdsd pouivd JJpuwless.

1. pu wblyle Idgveds (NCS): luegd IJs Systems > Mobility Services glge) peydle rple
IJooudd Jel 09 p9uoz s 1duo9,6.

stfrafes  Cisco Prime
ci1sco Network Control System |

A o it +ortors + [ e+ sc

]-é'} Mobility Services b

B Identity Services

2. pu IJB8lispo 1JpousJs. i'ao_) ol p)yd Erple IJoudd. ¢p lug) Wl luedld Jel o9
e9PT IS 1Juvy)s.



ROOT-DOMAIN  rooty Logout | RO+

a
EE ¢ - ©

-- Select a command -- v [ GO |

-- Select a command --

Add Location Server
Add Mobility Services Engine k

, Delete Service(s)
Synchronize Services L
Synchronization History
Edit Configuration

3. lowg peldz wdosy NCS J MSE. s gwsulysy o3l ldpuwous IUdse os:
» bedluwp IJzols - ped. [MSET]
« eusly IP-[10.10.10.12]
* e Jpuwetse 996 1pa9, (JIJ leols Isds)
* bibyo o> 3JI Jel 09 p9Loe I 1Juoy 6.

ailist]ss  Cisco Pime
Ccisco Network Control System

Add Mobility Services Engine

Add MSE Configuration

(icersing Device Name | mse1 |

e IP Address [10.10.10.12 |

Tracking

Pl Contact Name | |
Usermame' & | admin |
Passwiord & | PR |
HTTR [ Enable

Dedate synchronized service assgnments B (Nebwork designs, controllers, wired switche

0 Selecting Delete synchronized service assignnvents permanently removes all service &
Existing location history data is rebained, howsver yvou must use manual service assignments Lo



4. 1500 zese IJoslgsuo 1dpesd s &e ludy 98 Ields Jel 09 p9une B 1Juo9)6.

Cisco Prime

N ll L1
Metwork Control System

CISCO

Edit MSE Configuration
Licensing

Select Service
Tradang

Pssagn Maps

MSE License Summary

0 Permanent icerses include instaled license counts and indbult icense counts,

MSE Name (D) Service | Platform Limit  Type Installed Limit
msel Activated [ AIR-MSE-VA-KONVD1msel_dS972642-5606-11e1-hd

CAS 2000 a5 Elements 100
wibS Monitor Mo
oritor Moo 10
- APs
[ 2000
#IPS Local Mode AP 10
Carvire Achvertisammant ;
MSAP 2000 cenace Advertisement 1000
Add Licerse || Remove LiCEnse

5.2 ¢ple MSE: ¢p lug) W9 IJelds Jel 09 p9 oz Bs 1Jue9)0.

stfian]n, Cisco Prnime

cisco Network Control System

Edit MSE Configuration
Licensing

Select Service
Tracking

Assign Maps

Select Mobility Service

™ Context Aware Service

* (sco Context-Aware Engine for Chents and Tags
" Partner Tag Engne ‘W
Wirehess Intrusion Protection Service

MSAP Service

6. e wvopdsu pedele Idogdo: Lo lod) V948 IJelds Jel 09 p9 o B 1u09,6.



wirst]ss  Cisco Prime
cisco Network Control System

Select Tracking & History Parameters.

Edit MSE Configuration
Licensing Tracking
Select Service M wired Gients
Tracking M wireless Cients
Assign Maps ™ Rogue AccessPoints
™ Exdude Adhoc Rogue APs
I Rogue Cients
T Interferers

M Active RFID Tags

7. po UIE_::,@I_,@ oessu IJglisb 9pjlewé g3ple MSE. byl 9é swp in order to io,oo
lJIolss oo IJ MSE |Js [J NCS 99l 09 p9 oz WOs [duo9)-

stfraafes  Cisco Prime
CI1SCOo Network Control System

Edit MSE Configuration
Licensing

Select Service
Tracking

Assign Maps



The page at https://10.10.10.20 says:

Your MSE Settings have been saved.

o |

luolws MSE IJeluss |Js Cisco Prime NCS

©9,2e Jbbs I il s IJoldss lue wew |uolés MSE VA 1wl wss. 11w lopw o3l steps in
order to Io e IJoly9.sé MSE va:

1. 22> p98¢€ €093 "IUEbe 1Jeluss" Sludy W99 Idbo ol Jdodssy Jel 09 p9oe Ss

atlustlis  Ce=co Prms
ciges  mebaork Conlrol Syslsms Wirb el Diwmaar: FCET-CaliTRA ok w Lo Ot Dy Ed

B Home MoEm v Comagurs T SEAnE 'Y Feporis w dgmrmirstion T

vickiity Services Engines

i) (n I B 0 Gl |--5.nh:ram"m‘a~d— j Gy
Moty Service
I | fenvins rame Do Ty P Ackdress wernon | Beechabllty Mahs | Seconcliry Seres aekiir Barvice
Fame: Fiahus Stafus
onboat Seye
o0 ok T EDE. e P " - . A ey L =
2 vriual Applance Ha e B Bachabd codarel & I Sor
— -

2. |uolds MSE VA 1Jelesss pe IJodsso B o3l lduusolss:
o luwe Ideol; Idelygs - [mse?2]
« susly IP IJeloss - [10.10.10.13]
o« JJps 1Jpr9) 1delosss* - IIBe,las 19 po wooler 1les)s IJuuos]
- wog welss IJBund* - [eddliss Iy 9]
* 09E leoslbs®
. loobly bysd Jogde eds 1JigllJ*
c lod) V8 b

od) B9 e Idpedsple 19 Lee [Us 9elsd MSE. 131 Jje 1Jia).



HA Configuration : msel
Services » Mobility Services Ergines = Systemn = Serwices High Availsbility = Cenfigure High Availability Paramelters

Primary Health Monitor 1P 10.10.10.12

Secondary Device Name [ mee2 l
Secondary IP Address | 10.10.10.13 |
Secondary Password P sesse
Fallover Type ‘¥ Automatic =
Falback Type ‘W Marual -
Long Failover Wait ‘@ lm—‘ seconds

Save

3. byb9s ok guspel I NCS sblde i Sjloz leuly MSEs Jel 09 p9 oz Vs 1Juo9)6.

The page at https://10.10.10.20 says:

Q Are you sure you want to pair up these two servers?

SuwedHd NCS wuse wolu Jluule IJodssy Jel 09 psuoz S 1Ju09)6.

olodo NCS 31 Jlge MSE VA 1Jolugss oolbde cusue culisb (L-MSE-7.0-K9) Jel og
09,22 B lJuoy,e.



The page at https://10.10.10.20 says: .EI

y I’*.. Secondary MSE needs to be activated with a Virtual Appliance license. Add a license and save the

config.

4.1038) 9938 p9lBG§ 9235 98¢ pJV IJu s Jouunsb IJolugs Jel 09 p9oe Ss
1Juo9,6.

HA Configuration : msel
Services » Mobility Services Engines = Syitem = Serwices High Awailabidity = Configure High Availability Parameters

Configuration

Primary Health Monitor IP 10.10.10.12

Secondary Device Name mse2

Secondary [P Address 10.10.10.13

Secondary Password @ ceses

Secondary Platform UDI AIR-MSE-VA-K9:V01:mse2_666f2046-5699-11e1-b1b1-00S056¢E
Secondary Activation Status Not Activated

Activate Secondary with License || Browse... I
Falover Type ¥V Automatic w

Faiback Type @ Manuad -

Long Faillover Wait ‘¥ 10 saconds

| save || Delete |

5. ¢pe wugvsl MSE VA IJelusss: o) 998 ol JlJeld Idedyse Jel 09 p9 oz Bs



HA Configuration : msel
Services » Mobdity Services Engres = System = Serwvices High Avslsbity = Configure High Availability Parameters

o ation
Primary Haalth Monitor [P 10.10.10.12
Secondary Device Name mse2
Secondary IP Address 10.10.10.13
Secondary Password @ cenne
Secondary Platform UDI AIR-MSE-VA-KO:VD1:mse2_666f2046-5692-11e1-b1b1-00S
Delete Secondary Activation icerse® [T
Falover Type ‘P Automatic -
Fﬂ:ﬂ:k T']"I:E q? Ma-l_]d 'I

. Save || Delete | Switchover |

6. luwyd |Js NCS > gsple IJoou8d > peyd erple [Jougd.

oeruo NCS o030 [l s 2o wlboy MSE 1USluos B 1Ug 9 JJgbe Ieloss:

Mlobdity Services Engines

Sarvices » Hobilily Sarvice [rpisan | = Seect 4 commard - =
Mty Garane

I | Do Hama Diwic: Tome P Ao Varion | Feachanlity Stehs | Socondany Senve = S
KT Gt Ghane
Cimlanl Avwear

e e ity Eriadiac] 1.7

C e et A WA TRI030 Reachatke rroez WIFS Senice  Dbatled  Down

MEAP Sorice Disaled Dy

7. Jeyue elds HAlue @d |Js NCS > 1 ple > Idlelze 1Jgldss Jel 09 p9uoe O 1Juo9, 6.



atjtatrs  Cisco Prime
cisco Network Control System

i‘h Horme Moritor - Configure = Services = Feports = Adrministration

ES Mobility Services

Mobility Services Engines Mobility Services Engines

Services = High Availability
Synchronize Services

(IO S TN Hs T

Secondary Server Name  Secondary HM IP Ag High Availahility Versior
ontext Aware Nouncatons |
mse2 10.10.10.13 MSAF 7.2.10

8 | Identity Services

Y

B 2lds HA. spdod 596 1JzlJs sldiesle 1Jzldss wsluulos 59z MSE el 09 p9 0z WS
IJue9,6.

aliealee  TISED PrimE ¥ - ;
cisco  Metwork Controd System Yrbud Doreinc ROOT-DOHAIN rostr  Logut | O

e S
Sarvices & Mobillly Sevices Engine = 5 = Barazer High Al = Curreal FAvailsbility Slstuc

B Gererdl Properties
L il G 2ot S | Al ity =iEhe
i actee Segsoes ! -
i Trap Destinstions Shaius Agtive
B acdeanced Paametens Feataeats uo
& Logs Darta Replcation Un
- B Ein, Man Heartbeat Respores Time 5 milsec
] Corfigur,
HA abon
i He srane Everda Lo
r g l,,.ls.Eush|3 ition Generated By Timastamp Rarnarks
d Grougs e Frimary P012Fek-14, 00:3226 UTC
Heartbeats have baen setup = ) . i
T Stans S rressiuly iy 202Feb-14, 003 E8e00 LT
iy Server Evants Fr I'l'-i-: :r.j ‘Q-ﬁ'fq'ﬂ:ll 1_:!':-:- Primary S12Fob-14, DOABS5UTE
i Auckt Logs syncheorization i progress
& 1S Blarrre: Configuration succassfily oreatad Primary ZDaFeb-14, D0:IEESS UTC
dls NCS Everits [ Refresh Stabus |

R . -

9> SuwesH9 lesh 1Jpjleus IJi9J§6 suwwe Iduslule IJpopleod wuog 58lks 8. w99, NCS
lubl8 IJouwes Ides9ss JJodre zos $dou jog HA wuvbl Llddled Jel 09 p9 o WO
|Ju0_9_)6.

Current High Availability Status

Status Primary and secondary server synchronization in progress  (68% complete)
Heartbeats Lp
Data Replication Setting up

Mean Heartbeat Response Time 108 milisec



we beld ipJ 228> p& wyulpz MSE IUJ]luosl, 7.2 1JpeeJ 8 HA 909 Gethainfo. s9og o3l 1JIE)le
Jigslows sldeloss:

<#root>
[root@msel ~]#

get hai nfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.10.10.12
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:VOl:msel

Number of paired peers: 1

Health Monitor IP Address 10.10.10.13
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V0l:mse2_66612046-5699-11el-b1b1-0050568901d9
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: PRIMARY_ACTIVE

[root@mse2 ~]#

get hai nfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.13

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V0l:mse2

Number of paired peers: 1



Health Monitor IP Address 10.10.10.12
Virtual IP Address: 10.10.10.11
Version: 7.2.103.0

UDI: AIR-MSE-VA-K9:V0l:msel_d5972642-5696-11lel-bd0c-0050568901d6
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

&05:56 VWIs 96 1Jegw, (HA) pe IJlouold 1dpol iy

Suweede MSE HA lJpoood wlduveds B 2o suwed wdsso Idlouald IJpolu, luweesle
louold Jod poluin wso €913 MSE 1Jiwluwss 5lJelugss. 9sedo 1o suwles 03l gds oddsd
lJPUO lJoe9d \-9s5 |.9L9|U |J|u.uUa|uo CUVJES dls&o Souuve |Ju§|u|u |J|o|p|ud .9|9L9|U
1ol Jighld. B o3l luusubsy: swuod MSE 1debs 1isds weduivy MSE eluss eds
Iolzos eth1. Jpl 09 p9 o B IJuvdd 5. Jleb 1o ETHT sop luvegslee JJleuald IJpul i,
Sdip w99, gusly IP JIJJ 9lzos.

I indJ 5: ¢306 MSE HA g louold pulin



Primary
Ethl:1.1.1.1

Primary MSE
Virtual IP: 10.10.10.14
Eth0: 10.10.10.15

Secondary MSE
Eth0: 10.10.10.16

Secondary
Ethl:1.1.1.2

_ Wireless LAN
Cisco Prime Controller
Network Control
System (NCS)

1. lesls MSE 1Jigwlgws.

pdeuo IJodaso pu ldusulez duuas JJlesls:

Host name=mse3355-1

Role=1 [Primary]

Health Monitor Interface=eth0
Direct connect interface=ethl
Virtual IP Address=10.10.10.14
Virtual IP Netmask=255.255.255.0
Ethl IP address=1.1.1.1

Ethl network mask=255.0.0.0
Default Gateway =10.10.10.1

2. |esls MSE [Joluys.

pdeue IJodssu pu ldwulez IJouos JJleshs:

Host name=mse3355-2
Role=2 [Secondary]
Health Monitor Interface=eth0



Direct connect interface=ethl
Eth0O IP Address 10.10.10.16
EthO network mask=255.255.255.0
Default Gateway=10.10.10.1

Ethl IP address=1.1.1.2,

Ethl network mask=255.0.0.0

3. §p wluolds MSE IJIwlus [Js NCS Jpl 09 p9 o Bis IJuss,s. (lee IJlpeds Iduwlo s,
ls hze IJs >dsd IJodssuy).

st]uaa]es  Cisco Prime
cisca MNetwork Control System

Vitusl Domain: ROOT-DOMAIN ~ rootw  LogOut | £

4 Home  Monitce ¥ Configue * Services Reports Agministration «

MMobility Services Engines

Services = Maobalily Services Enganes |_'

I Device Name Device Type IP Address Wersion Reachabiity Status | Secondary Server
a2 Clsoo 3355 Motilty Services . ’ R d . MfA [Chck here to

r mEes355-1 Engire 10.10.10.14 7.2 1030 Raachable corfigure’

4. po Iz lesls MSE IJeloss: lowdd 1Js NCS > o Jdsso 1Jghe IJeluss.
a. bgd luwpe IJzols IJelugs - [MSE3355-2]
b. guslo IP IJelyss -[10.10.10.16]

c. [dpd Idpedele Ipowdss Sludy B9 el Jpl 09 p9 oz B 1Juo9.6.



,|||.||“ Cisco Prime
cisco MNetwork Control System Yirtual Domain: ROOT-

£ Home Monitor v Configure v Services v Reports v Administration v

Service: > Mobility Services Engines = Sythem » Services High S ailabili

& General Properties
dy Active Sessions

ure High Availability Parameters

&y Trap Destinations Primary Health Monitor P~ 10.10.10.15
& Advanced Parameters Secondary Device Name [ ee33s5-2
& Lo Secondary [P Addr
ar ess
v Services High Avaiabilty ! 10.10.10.16
ds HA Configuration Secondary Password ‘¥ cenen
dy HA Status
¥  Accounts Failover Type ‘¥ Marual -
i ks Falback Type ® Manual
& Groups
g Server Events : :
&, Audit Logs Liave) |

5. b §b §6 ok in order to Idse 159z pu IJleulo MSEs el 09 090z B 1Juo9,6.

The page at https://10.10.10.20 says:

0 Are you sure you want to pair up these two servers?

Cancel‘

SuvedHd NCS Jebo Jlolws wdysy 1Ugb e IJeluss Jel 09 p9soe WO 1Juo9,s.

6. £0> IIopld: $e Clole Is céssle eds pedple HA 1o ) B9 28 Jal 09 p9 oz Bis



lJue9.,6.

HA Configuration : mse3355-1
Services = Mobility Services Engines = System = Serwvices High Awailability = Configure High Availability Parameters

Configuration

Prirnary Health Monitor IP - 10.10.10.15
Secondary Device Name  mse3355-2
Secondary IP Address 10.10.10.16

Secondary Password @

Secondary Platform UDI AIR-MSE-3355-K9:V01:KQ-

Fallover Type @ Manual -
Failback Type @ Maral  w
Long Failover Wait @ 10 —

| Save || Delete || Switchowver |

7. 18500 21Js HA JJosse B 1dsde 1Jbeds Jioz MSE HA IUzss> Jpel 09 p9_op Bes
IJues,s.

Cisce  Network Control Sy Wrhual Donan: ROOT-DOMAIN oot v Logout | -

L
Sarvicer » Mobillty Services Enginer » Sydem » Servicer bigh Avadabliy » Carwest High Awsilability 13w
il Garecd Bropertes

B Active _urrent Hig alkstolit

i Trap Destinations Stats Primary and secondary serves syndrwonization n progress (6% complete)
i Acvarced Paramates Hewrtheats Up
i Loge [t Reghcation Satting up

¥ Senvices High dvalardty e Heirthesl Bespores Time 8 miliec

il Ha Confguration

& Ha Stats Feerits L

._' — 3 Ewenit Dwsscrption {Czmrwer st By Tireitamp Fesmiarks

T

B coons Corfguration Lpdated Primary WIZFL-15, WABSEUTC [ e o B 1
T Stahs Hearthagts nave Deen sl oy 012-Fel-15, 201011 UTC

& Server Events L

Primary and Seconcary SRreer . - "
B Aot Loge AT Eeation 1t EYopats Prirars 2012-Fek-15, 20: 1008 LT
NCS Alams -
: NS Bvert oo aon suce sy Primary 2012-Feb-15, 20: 1KD9 UTC
5 h :
# HrEP Cormection Status Fafesh. Sahus |

8. luewd lJs NCS > Services > Mobility Services > Mobility Services Engines. 9olds o
lolvs MSE (Direct Connect) HA |Js NCS Jpel 09 p9,0z Vs [Juo9,6.



silist]ne  Cisco Prime
Cis€d MNetwork Control System wirtual Domains FOCT-DOMAIN rock v Log Out Ji

& Home Monitor v Configuwe ¥ Services v  Reports »  Administration

Mobility Services Engines
Sarvicet = Maobility Services Engines

I© | Device Name Device Type [P Adcress Wersion Reachabiity Staties | Secondary Sorver

ICE Rlsbecks s o

C mee33ss-1 Enare 10.10.10.14  7.2.103.0 Reachable Mse3I55-2

9. 9p0 926 IJozdp: spdu lsuol pdlzbs IJoldss Lluweesle 11, gethainfo.

oul IJuoleg Idigsluws sldelyss:

<#root>
[root@mse3355-1 ~]#

get hai nfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.10.10.15
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ37xx

Number of paired peers: 1

Health Monitor IP Address 10.10.10.16
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx
Failover type: Automatic

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: Yes

Heartbeat status: Up



Current state: PRIMARY_ACTIVE

[root@mse3355-2 ~]#

get hai nfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 1

Health Monitor IP Address 10.10.10.15
Virtual IP Address: 10.10.10.14
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ37xx
Failover type: Automatic

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: Yes

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

wsubsy odsso HA JJzolj 1Jelbs MSE

lwoobl lJs puo99uds 1Jlxglz Wl 1de» Uijuos Vs wIdgsu HA 09 2:1. 03l pez9; J MSE-
3355 9lJ3s Ws IUsoe [Jeluss: spdu I S8 MSE-3310 9 MSE-3350. Jl subod IJloold
IJeoluin O o3l Iduwsubiss.



Primaryl MSE (3310)
Virtual IP: 10.10.10.17

Eth0: 10.10.10.18
Secondary MSE (3355)

EthO: 10.10.10.16

Primary2 MSE (3350) -
Virtual IP: 10.10.10.21 @i
EthO: 10.10.10.22

\\-—-' " : / Wireless LAN

Cisco Prime —— Controller
Network Control
System (NCS)

1. Op wvodysu JJ 9lgs> pu 306 MSE o030 Jusose uvsulysy 2:1 HA:

MSE-3310 (Primaryl)

Server role: Primary

Health Monitor IP Address (Eth0O): 10.10.10.17
Virtual IP Address: 10.10.10.18

Ethl - Not Applicable

MSE-3350 (Primary2)

Server role: Primary

Health Monitor IP Address: 10.10.10.22
Virtual IP Address: 10.10.10.21

Ethl - Not Applicable

MSE-3355 (Secondary)

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary

2. 08> wdasu gpse Uvwdle MSE. I ol Primary1 g Primary2 |Js Guvwdle NCS Jel o9
P9 DS 1Juoys.



silianfns  SISECH Prime
cis€a  Metwork Control System

il Do ROOT-DOMATY

Mahility Seruces Endgines
Serustd] w Phalaliliy St v o6 Bagpined

™ Do Mame

Cesice Typa [P A Werson Fazchabdty Srahis Secordary Seree
M msa Chcn 2550 Wobiity Servicas Enging 10101031 72020 Foaachiabde ?;ﬁl__l:f:.l-'_m W
M messsm = (e 101 Minbility Services Engine 10100, 10, 1 724080  Reachabis :ﬁ:;,;;"g"* to

3. 108y Jodaso Iebe IJologs (Jel 09 paoe S IJlpeds I wlos). lusl Lls oo MSEs
IUlgwlunss Jel 09 9 oz S 1Juos,s.

Reachability Status Secondary Server

NfA (Click here to
Reachable configure)

N/A (Click here to
Reachable configure)

4. 1>¢d pessle MSE IJelyss:

a. lgwe 1Jzols 1Jeluss: eJs uvosd 1deol. [MSE-3355-2]



b. eu9ly IP IJeluss - [10.10.10.16]
c. 1dpd Idpedple 1Jpowdss.
d. 169 B9 b Jpl 09 p9 o I [Ju096.

HA Configuration : mse3350
Serwices » Mobdity Services Engines » Syttermn » Services High Availability = Configure High Availability Parameters

Primary Health Monitor IP 10.10.10.22

Secondary Device Name mse3355-2

Secondary [P Address 10.10.10.16

Secondary Password ‘P csses

Secondary Platform LUIDI AIR-MSE-3355-K9:V01:KO4

e Tio @ 3]
et T @ s3]
Long Failover Wait ® IE saconds

| Save || Delete || Switchover |

5. lucb) Jebs 92856 2os Sop wdsu IJIgld 1Jeluss 1Ulsd Jpl 09 po oz B 1Juo9,6.

easa vvail gh Awallability confiquration 1= being created at the Primary and Secondary servers his will fake a Tew seconos

a & & B

6. ol o0 1uplds 1ghe 1Jeloges Jisd MSE Iwluws Jpl 09 p9 oz B 1Juo9,8.

Fiobdity Services Engires

Tt o HhabilEy S rwice Dnghoesc

I Dowis Hame Dowice Typs 1P Anaress \or S Roachab#ty Status SEOOnGary Sorver

I mee3Fs) Chng 3550 Mobity Sendies Enging 10. 3010 21 7.2.103.0 Rigachais MER3IEE-2

7. Iy, 1Jgbsle oo 3 1Js 6 J MSE IJiguluus IJelos Jel 09 pssoe B 1Ju09,6.



hiobiity Services Engines
Gereeerl o Miohibly Servicer Engines

™ Device Mams Darvica Typsa IF Adchass igrHon Raachabiity Stats SECONGrY SEMVEr
T mse==0 (o 3350 Mobdty Servicos Engne 10.10.10021 7.2.103.0 Rimachablo mEnEEas 2
™ mse3a10 (s 3310 Mobiity Senvces Engine 1010, 101 18 721030  Reshae mr_‘:_‘:"_r:;: a

8. lwole Lluwegsle pedele HA J MSE Ul ulus IJolos Jel 09 090z B 1Jo9,6.

HA Configuration : mse3310
Services » Mobility Services Engings » Systern » Services High Avalasbility » Configure High Availability Parameters

Configure High Availability Parameters

Primary Health Monitor IP 10.10.10.17
Secondary Device Name mse3355-2
Secondary [P Address 10.10.10.16
Secondary Password @ eense

Failover Type @ Marial -
Faiback Type @ Manuad @ w
Long Faillover Wait @ 10 saconds

 Save |

9. leb IJlgsble Jpl 09 p9 oz WO IJuo9,s.



HA Configuration : mse3310
Services » Mobllity Services Enginas » System » Services High Avallabdity » Configure High Availability Parameters

Configuration

Primary Health Monitor 1P 10.10.10.17

Secondary Device Name mse3355-2

Secondary IP Address 10.10.10.16

Secondary Password ‘P cense

Secondary Platform UDI AIR-MSE-3355-K9:VO1:KQ:
Fallover Type ‘W Marual =

Fallback Type ‘W Manual =

Long Fallover Wait ‘© 10 saconds

| save || Delete || Switchover |

10. uaﬁﬁ y-1V) E,I'Jé 0&)() JJ U é)rok“; MSE |J|uu|uu._$o GJro| 09 P9 2T u.95 |.JU0_9J5.

snluaaes  CiHoD Frime
Cisco  Network Control System

‘el Corraan: PO T-DOMAIS mik v Lag

Sreetid » Mpldity Spraitd ERPal » Seitn o Serend Hegh - 2 High i

il Gererd Progeertics

& soe Currant High Availability Stabus

il Teap Dentnatiors s Primary and mecondary server symcrronicybion npogress {G0% commplete)
il Lthearced Paaratens Hagrtsaats up

il Lo Dt Ragication Satng ug

* Senaces Hgh sl Mean He eyt Resooras Tene 1 (rillsed

i e, Confagur st
il Ha T Everts Log
¥ Aot
& Everil Cesnprtaon Gerwrabe] By Trmestamn
‘_.‘ & FiaThaats Fuvl DS 6D success fuls Frrirmaiy 2013-Fab-17, 3054536 LTC
DULE
Primary ani seconday served Symchiong 0o - — TR
v cEaE £ o Prirmarg A012Fab-17, 2 54:33 LMC
s server Everits Corbguration saczessuly crested Primary 2012-Febe17, 20:54:32 LTC
il Bt Lo
kabesh s

B ng Al

1. olds pu lesls IJ po MSE Uil uwssl 9 Primary2 Uluwegsle MSE IJelugs Jpel 09 psLoe
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gethainfo I o, luvog pde:

<#root>
[root@mse3355-2 ~]#

get hai nfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 2

Health Monitor IP Address 10.10.10.22
Virtual IP Address: 10.10.10.21
Version: 7.2.103.0

UDI: AIR-MSE-3350-K9:V01:MXQ839xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE



Peer configuration#: 2

Health Monitor IP Address 10.10.10.17
Virtual IP Address: 10.10.10.18
Version: 7.2.103.0

UDI: AIR-MSE-3310-K9:V01l:FTX140xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos4
Instance database port: 1525
Dataguard configuration name: dg_mse4
Primary database alias: mseop4s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE
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cisca  Metwark Control System

f Home Monitor + Configwe *  Services v Reports v Administration «

System B HA Configuration : mse3350
Sqrviced = Mabiiy Servizei Enginat = Syialem > Servaed High Avalabilly = Carrasl I‘iqL Av.-'l.llirﬂlr i

& Gereral Properties
s dctive Sessions

& Trap Destnations Status
& advanced Parameters Heartbeats
i Logs Data Repilication
¥ Services High Avalblty Mean Heartbeat Respanse Time
i Ha Configuration
& Ha Stabus Evorits Log
T Accounts
H_' sars Event Descripiion
Bctee
il Groups

Heartbeats have been setup succassfidly

T F o h
rimary and secondzry server synchronization
iy Server Events s
ds Audit Logs Configuration successiuly created

IJozedd pu lduogs
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Generated By
Primary
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Primary
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Cannot use high availability. Health
monitor IP address has not yet been
configured for this server. Configure

one and try again.
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The page at https://10.10.10.20 says: ﬂ

Secondary MSE needs to be activated with a Yirtual Apphance license. Add a license and save the
conifig.
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: switched roles for this MSE. MSE must be stopped before switching o

stop Mok and thenw re-ran Setup.sh.,
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s Health Monitor Interface=ethd, Direct connect interface=none
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B luwed ol T2ble 2lJs HA 9oésssol sluadizol Iy polduol.

<#root>
[root@mse3355-2 ~]#

get hai nfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.10.10.16

Virtual IP Address: Not Applicable for a secondary
Version: 7.2.103.0

UDI: AIR-MSE-3355-K9:V01:KQ45xx

Number of paired peers: 2



Health Monitor IP Address 10.10.10.22
Virtual IP Address: 10.10.10.21
Version: 7.2.103.0

UDI: AIR-MSE-3350-K9:V01:MXQ839xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

Health Monitor IP Address 10.10.10.17
Virtual IP Address: 10.10.10.18
Version: 7.2.103.0

UDI: AIR-MSE-3310-K9:VO01l:FTX140xx
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos4
Instance database port: 1525
Dataguard configuration name: dg_mse4
Primary database alias: mseopés
Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

wlJluols [Js 3JY Vg bysgs 5,0 NCS HA os 516 I>L6 slisgo JJzuosd eds lpdlousos 49506
Jlgsh HA oo lgd MSE Jpl 09 p9oz O lJuo9)s.
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Current High Availability Status

Status Active
Heartbeats Up
Data Replication Up
Mean Heartbeat Response Time 12 millisec
Events Log
Event Description Generated By Timestamp
Active Primary 2015-Mar-08, 12:50:17 CET
Heartbeats have been setup successfully Primary 2015-Mar-08, 12:39:17 CET
Primary and secondary server synchronization in Primary 2015-Mar-08, 12:39:13 CET
progress
Configuration successfully created Primary 2015-Mar-08, 12:39:11 CET

Bspl sds getServerinfo ggethainfo 1Jgl o o MSE IJiulus:

[root@NicoMSE ~]# getserverinfo
Health Monitor is running



Retrieving MSE Services status.
MSE services are up, getting the status

Product name: Cisco Mobility Service Engine
Version: 8.0.110.0

Health Monitor Ip Address: 10.48.39.238
High Availability Role: 1

Hw Version: V01

Hw Product Identifier: AIR-MSE-VA-K9

Hw Serial Number: NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
HTTPS: null

Legacy Port: 8001

Log Modules: -1

Log Level: INFO

Days to keep events: 2

Session timeout in mins: 30

DB backup in days: 2

Service Name: Context Aware Service
Service Version: 8.0.1.79

Admin Status: Disabled

Operation Status: Down

Service Name: WIPS

Service Version: 3.0.8155.0
Admin Status: Enabled
Operation Status: Up

Service Name: Mobile Concierge Service
Service Version: 5.0.1.23

Admin Status: Disabled

Operation Status: Down

Service Name: CMX Analytics
Service Version: 3.0.1.68
Admin Status: Disabled
Operation Status: Down

Service Name: CMX Connect & Engage
Service Version: 1.0.0.29

Admin Status: Disabled

Operation Status: Down

Service Name: HTTP Proxy Service
Service Version: 1.0.0.1

Admin Status: Disabled

Operation Status: Down



Server start time: Sun Mar 08 12:40:32 CET 2015
Server current time: Sun Mar 08 14:04:30 CET 2015
Server timezone: Europe/Brussels

Server timezone offset (mins): 60

Restarts: 1

Used Memory (MB): 197

Allocated Memory (MB): 989

Max Memory (MB): 989

DB disk size (MB): 17191

Session ID: 5672

Session User ID: 1

Session IP Address: 10.48.39.238

Session start time: Sun Mar 08 12:44:54 CET 2015
Session last access time: Sun Mar 08 14:03:46 CET 2015

IP Address: 10.48.39.225
Last Updated: Sun Mar 08 12:34:12 CET 2015

[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Up



Current state: PRIMARY_ACTIVE

905 wlduuwed Jezld lJoluys:

[root@NicoMSE2 ~]# getserverinfo

Health Monitor is running

Retrieving MSE Services status.

MSE services are up and in DORMANT mode, getting the status

Product name: Cisco Mobility Service Engine
Version: 8.0.110.0

Health Monitor Ip Address: 10.48.39.240
High Availability Role: 2

Hw Version: V01

Hw Product Identifier: AIR-MSE-VA-K9

Hw Serial Number: NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
HTTPS: null

Legacy Port: 8001

Log Modules: -1

Log Level: INFO

Days to keep events: 2

Session timeout in mins: 30

DB backup in days: 2

Service Name: Context Aware Service
Service Version: 8.0.1.79

Admin Status: Disabled

Operation Status: Down

Service Name: WIPS

Service Version: 3.0.8155.0
Admin Status: Enabled
Operation Status: Up

Service Name: Mobile Concierge Service
Service Version: 5.0.1.23

Admin Status: Disabled

Operation Status: Down

Service Name: CMX Analytics
Service Version: 3.0.1.68
Admin Status: Disabled
Operation Status: Down

Service Name: CMX Connect & Engage
Service Version: 1.0.0.29

Admin Status: Disabled

Operation Status: Down



Service Name: HTTP Proxy Service
Service Version: 1.0.0.1

Admin Status: Disabled

Operation Status: Down

Server start time: Sun Mar 08 12:50:04 CET 2015
Server current time: Sun Mar 08 14:04:32 CET 2015
Server timezone: Europe/Brussels

Server timezone offset (mins): 60

Restarts: null

Used Memory (MB): 188

Allocated Memory (MB): 989

Max Memory (MB): 989

DB disk size (MB): 17191

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ACTIVE

IJogud Ids IJelusss
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99U 0 Vs 96 ywsweed Getinfo gds JJI IJgbpsu IJs wely) IUOuvd_1U3s wp luvwsglgo

eselsoudy IJisds:

[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILOVER_INVOKED

IJzelsuwg IJeluss:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1



Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILOVER_INVOKED

wee o sdopd celes 1B uwas 030 1Uuo9,6 Vs Prime:

Status Instance is in failover active state
Events Log

Event Description (Generated By

Instance is in failover active state Secondary

Failover invoked; starting application instance Secondary

Failover has been invoked. Reconfiguring instance database Secondary

Failover invoked; shutting down primary instance Secondary

IJzselsods Iigwlows :

[root@NicoMSE ~]# gethainfo

Health Monitor is not running. Following information is from the last saved configuration

Server role: Primary

Health Monitor IP Address: 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0



UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Last shutdown state: FAILOVER_ACTIVE

lJelys:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILOVER_ACTIVE



99 030 IJpypds sY9u wely) IJyivd 8> wpe lJluwele puo 98I0 p9iuy MSE IJeluss
punvsydl welel.

oz Wlubhs 1Js 1o 1Jgele 10092958 £ds MSE 1yissuus ww9ded eos Iddsle wldoessd
1Js29s (pu led p2ldls 258 2888 JJpduiny MSE IJlwlgus 1Uss sop worsoo [Js Igwsd)

Il Bpo wleuol IJouwes IJlzoslbess IUluluuss: pusope "luole" eldeol. JI sjld 1Jie, buses]
90lu9sl Jpl 09 o p9d o 9sbo, "FailOver_Active"

IJeuvd B 1Jg936 s IJluwlws
Sod o oBuud Bs 1g9s6: szw edsd o wdse whele Iiuvluvs 1Js Jigds.

seldwoel wgs 3JY "puwoss™

[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: TERMINATED

gu luwwsgle FailedBack oo Prime: swp 1b¢ld JJl UBuwpso Os "FaultBack Active” 905
Jouww Ideldé [Juoelisss (eds gduw "FailOver Active”).
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[root@NicoMSE ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Down

Current state: FAILBACK_ACTIVE

gelsuwg IJolus:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238



Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524
Dataguard configuration name: dg_mse3
Primary database alias: mseop3s
Direct connect used: No

Heartbeat status: Down

Current state: FAILBACK_ACTIVE

S&ue Prime oo 1Jo9,6:

Event Description Generated By

Failback in progress; starting primary database instance Secondary

gw> lople gpdiss bile Ilebld sJJu 1delougs JIssld puvgad! vodd Idoslole 0,8 1s [Js
|.J|uu|uu..§‘ ..SJ'DOJ |.J|uu|uu.§l

gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Primary

Health Monitor IP Address: 10.48.39.238

Virtual IP Address: 10.48.39.224

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Number of paired peers: 1

Health Monitor IP Address 10.48.39.240
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3s
Instance database port: 1624

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No



Heartbeat status: Up
Current state: FAILBACK_COMPLETE

IJesrue IJeluss:

[root@NicoMSE2 ~]# gethainfo

Health Monitor is running. Retrieving HA related information

Server role: Secondary

Health Monitor IP Address: 10.48.39.240

Virtual IP Address: Not Applicable for a secondary

Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01l:NicoMSE2_1c6b1940-b6a5-11e4-b017-005056993b66
Number of paired peers: 1

Health Monitor IP Address 10.48.39.238
Virtual IP Address: 10.48.39.224
Version: 8.0.110.0

UDI: AIR-MSE-VA-K9:V01:NicoMSE_b950a7c0-b68c-11e4-99d9-005056993b63
Failover type: Manual

Failback type: Manual

Failover wait time (seconds): 10
Instance database name: mseos3
Instance database port: 1524

Dataguard configuration name: dg_mse3
Primary database alias: mseop3s

Direct connect used: No

Heartbeat status: Up

Current state: SECONDARY_ALONE
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Current High Availability Status

Status Primary instance is not synchronized with the secondary server. In progress,
Heartheats Up
Data Replication Up
Mean Heartbeat Response Time 13 millisec
Events Log
Event Description Generated By
Heartbeats have been setup successfully Primary
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