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System & Notification Parameters: MSE4
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ouodse Idledlele IJpogos Gueldl luweobl |Js gesdle IJedlele 3le IJiOp§6 Jeed IJuble
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sop ldopde Bs ouodss lzale Northbound Lsluulbs Jueé pedele 23536 Bs pJb aes-
config.xml:

<entry key="send-event-on-Tlocation-calc">true</entry>
<entry key="send-event-on-every-beacon">true</entry>
<entry key="send-event-on-vendor">true</entry>
<entry key="send-event-on-emergency">true</entry>
<entry key="send-event-on-chokepoint">true</entry>



<entry key="send-event-on-telemetry">true</entry>

Jodds zese Uledlolo: $p wouvésd 1Jie, send-event-on-location-calc and send-event-on-all-
beacon. |3l Jp wJdu JJ 2p9dsé Jedlpd wpss)slzrd slo io,o@é‘ VOI9p vosssuol luoylissl. eds
wwwsd Ieeld: Jzed ledlple MSE ¢yuvd Wb Jeuwle p9de. 19 Uogb 3y louold: s pslzos
udbs [gosh) Bp vouvgsdol. (Be wldogssu lJs true" Bs Idpedws. Jl o@p v oo
IJSse!):

send-event-on-Tocation-calc
send-event-on-emergency
send-event-on-chokepoint

ibdis IJigdle 1dodles 1Jig)s.

After install/upgrade, ssh into MSE and issue the following commands :

rm /opt/mse/locserver/conf/aes-config.xml (won’t exist for new install)
/etc/init.d/msed start (creates the aes-config.xml)
/etc/init.d/msed stop

vi /opt/mse/locserver/conf/aes-config.xml

B voEsS) 89lpd IJouovss Jublod pobdoled. wp lzb 1Jpedd 99, wluole g pdss.
Ip wlghsé ouvesd lJgpdss [Jos wp luodlzol.

/etc/init.d/msed start
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<seconds> Time in seconds
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Location Parameters: MSEWCS4

Sendces = Mobility Services > Context Aware Soamvice = Advanced> Location Paramaeters

Location Parameters

Enable calculation time @ [ Enable

Enable OW Location @ O Enable

Relative discard RSSI time & 3 1 - 59999 min
Absolute discard RSSI time & 60 | 1 - 99599 min
RSS! Cutoff @ <75 | -00to -50 dam
Enable Location Filtering & ™ Enable

Chokepoint Usage "E} E Enable
:::ﬂ{i:zk%p}uints for Interfloor [ S = "i
%ul-c;r:pnint Out of Range Timeout "EE"'"'""'" P—
Absent Data cleanup interval ® | 1440 1 - 99999 mins

Save ||Cancel
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-m Monitor * Reports = Configure »  Services v Adminestration »  Tools «  Belp -

Syctem ® Location Parameters: MSE4
Seryites v Mobify Sereges » Coobexd Awwire Service » Advascedy Location Parameters
Context Aware Service @

Location Parameters

L] Coroie'
m Erable calculation trna 49 O ersbie
| Tradang Parameters
_I Ersble OW Lecatisn [0 eratle
o] Fltsrng Paams e
: - i 3 § - FOGEG mn
] Festory Parsmeters Relative digcard RES] time -V 1- 59990 m
] Presenoe Parameters abzalae discard RSS5] time W B 1 - SHFHH mis
| Impert Aszet ESS[ Cutoff W TE “ %) o 30 451
Infarmatan
| Export Agagt | Enable Location Filtering "W [#] Enable I
Informatien Chokepsant Usage W Locaticn Finer, i enabled, will be apoled orly for
] Wined ; . chert Beabian alagdghon. Enaking keopban Rlier vaill
v [ Asrned e F:_I:n-:;.:—xm: for Enterflt yhaw previcws lacation estmates 1o be used n
L conflicts ¥ astimabag current lscatban. This will reduce lacaban
- o = - :
|| Location Faramebers Chokepeint Out of Range T :;11;i|ril:di5c|:}|:ﬂu1 clieras and impreve tracking far
] Mg bfcanon Param bers v =
b (i) Partner Engie Ahsert Data ceanup inberval W 4l 1 - 33555 ming
wlPS Service @)

louold WCS/MSE: 030 o w9 os6 IJugivy Jodssu IJleuold wsu WCS 9 MSE:

MSE: swp wpdso HTTPS siis el (wuvdd lWe,)los). wpe websd HTTP wvdd e
lWe,luos. sebde wpdso HTTP IJedsso 1Us29s po gdIJ 1Usuo9d IJs 9226 Idogde
(IJpwluiy 19 ssh) s MSE.

WCS: Luvdd lvu,)luos suvegse WCS HTTPS JJlouold o MSE. spdy wpdsy HTTP -
eu eJld 9lzod IJpuwegse |U,uu9pss (GUI) J WCS.

B 2lJle pesus: Jl sepds WCS oo IJleuold o MSE go, HTTPS. s 030 IJzldé: oo,
luol8s MSE |Js WCS s " b" Bs Lobes "t oliso MSE IJgles" B IUleJIg g0 1Jg bl

"G ind louold HTTPS LlJghe”. sze 1o 990 MSE Glod! Jbeld (sedo 1dsuesd 1dso) po

WCS. Jpl 5938, IJie, "getServerinfo" g Js MSE pgdsele 1UzlJs. suuoe wopdss HTTP gds
MSE szeJ WCS souod o MSE pu ¢JIJ HTTP.

s MSE. s590, 58 HTTP Gs 1Jluosble 5.19 5.2 9 6.0.



5 wopds HTTP £ds MSE 1Uss suséd luosls Iesolez 6.0: e wouszsd 1529 1 s MSE

root@mse ~J]# enablehttp

Sp wopdsu HTTP gds MSE Iss suvéd luodh IJwsvlee 5. $p wouwzsd Is¢ad IUs MSE
pw eJlJ SSHiszs8 IJoede. §p wluosl o3l dle):

[root@mse ~]# getdatabaseparams
<DB PASSWORD>

Soze 03l 1oy IJpé o9, db. lqueepde 03l JJpé B o3l i)

[root@ mse ~]# /opt/mse/locserver/bin/tools/solid/solsql "tcp 2315" dba <DB PASSWORD>
Solid SQL Editor (teletype) v.06.00.1049

Copyright ©) Solid Information Technology Ltd 1993-2008

Connected to 'tcp 2315'.

Execute SQL statements terminated by a semicolon.

Exit by giving command: exit;

update AESSERVERINFO set USEHTTP=1;
Command completed successfully, 1 rows affected.

commit work;
Command completed successfully, 0 rows affected.

luoglb gJs Control-C JJg, 9z pu o296 Blgso Idoslule. Bpe wlghs ouvgsd IJuble I.Jiuuluu§
MSE -__,quo'@lp /etc/init.d/msed stop¢ /etc/init.d/msed start.
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http://www.cisco.com/en/US/docs/wireless/wcs/5.2/configuration/guide/WCS5_2cg.html
http://www.cisco.com/en/US/docs/wireless/wcs/5.2/configuration/guide/WCS5_2cg.html

General Properties: MSE4

System 53]
Sarvices > Mobilty Sorvices > Systom > Goneral Propartios
|} General Properties
4 NMEP P, kor
= arameies General | Performance |
Y Adtive Sessions -
=
] Advanced Parameters
1 logs Device Mame MSE4
b (i Accounts Device Type Cisco 3350 Mobility Services Engine
b Status Cevice UDI "AIR-MSE-3350-K9:V01:MXQB28A4LS"
b (i Maintenance Version 6.0.62.0
Context Aware Service 3] Start Time S5/6/00 5:43 PM
wIPS Service ® IP Address 172.20.224.30

Contact Name

Joe

Lsername admin
Password sasEaE
HTTP # Enable
Legacy Port 2001
Legacy HTTPS ) Enable
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eyplo IJou@d Cisco 3300 Series Mobility Services Engine.
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NMSP |Js MSE Cluwgslpe 03l 1Jle,: debug rfid nmsp enable.

Jp sup oowsw pzyd AeroScout s MSE. Ws IJluoshsw 5.195.2 sz wowse lJeeyd *
cuvdd pudLod. pu ldluoshle 6.0 Wuolesl swp wepse IUpzyd pe MSE.

Je sup vouso IJu,ésue Jeeyd AeroScout. »

Jl s89p prud AeroScout wldoywzsd pg MSE. ©2d8 pu uodzs 2lds prud IJuinsd B
WCS.

Sewds MSE gds &)lisb Jos,é 2ol g 1o 1dg ksl Jus,s 2ol bze IJs Luible ppyd *
AeroScout.

w8 IJo,8s6 spdu o sdjpe luvoeghé IJodosy [Js peyd AeroScout. -
I ozess trsbs IUbuoss eds 29,6 (wp pdol B IUluosble 1Jigs)s).

S89p MSE Ccogde Idedlple 1Jpesld 9o PE CCX Vb 9s5Y9u IJuyiy Jo gdlple £s) *
CCX g5, 038906 B8b.: 19 Jp swp wdysuol JUoe vouuwsd CCX.

wewo IJeoluos €5, 09296 (epdle 9 edlple ©pss))

1l lo Jpuwe Iduosiss Idpwe» soove guluo) pesus: JIu guluo) 18as Es) poisss: spdu
o wdyu IJlpwolo 1Jpzopds os:

ogpd 06 MSE eJs wizsue odsse: sSHowo) eds 100 eoo).
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Jl 02ess weuo sesle Ideede eds louold NMSP g MSE. -

ltes Ideuuo) pu Idubeds 9dpe s> SHuvd- s&iu MSE IJguus, Bs uwed Iduws)s
IJglue wo JYuo sgeds pu uuluvle WCS.

op owbousy dsble IJouodsse Ws bodle glisb WCS IJos wpug )02 wEL2 *
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pded luwedunls igble IUg psNJe 06 slodlzol JJpode:

oJ &y WES o3l IUg psd Ip JIS oo JIJ SNMP. 2925 030 lU9lb 5086 LlJded -
Jdepdle. (Iuved il i3ble 1Jg psd sluadizol). Sze oposs 03l Jedlale IJepss).

loze g0 ldepsd Vs 9psle IJezdp IUpesws JJp9de. luveese 1Jie, WLC show -
client summary.

235 1Jps8 IJos luvoérdol WLC B 5956 IJg psd 909 suwegspe IJie, show client -
<MAC address> detail.

2 pos Jlow udlb 1Js o (APS) o5 T¢) 018 Uiles Bsol IJgpsd wluwegsle 1Jie, -
WLC show client <MAC address> detail.

Jlsepe logold WLC o MSE
ewpl Jl wB9p 9226 IJoedp Llouile louold pe MSE. Bl Iluvule Ipeepds os 1delss:
JI spedu ldsuosd 1ds 9226 [dogde pu pulby, MSE Ig WCS. -
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IJogise Jlouold NSMP. ¢edd pu louold SNMP s 9256 Idozdp WS IUyveJs
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MSE MAC g0s5YJ IJpSlose 1Js oo, Idoede B Iduvedo 1Jpedss IJJluwdIdso
(WLC).
Josod IUlgbble [Js eobosile IJguydle IUghzssu

Vs Idzldle IJos J sedds dsel bdo IJyiysd Igblle pu _9_)'{6 lJuoes sldlgools
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p9s€ lJluoéle 1Jebas Jdpeldzs: pel B> $958 1Js idele Bslse lowlbl, MSE 1J ol 6.
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S89e 1Jp2od Iduwdds vouvgsd luosh 1850 Jl sep 1desde duvdIs.
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weu luols 1Jpesd IduvdIds IJs WCS gJJo Jl wwp pilpuwo pg MSE. -

Ie29d Iduwdds po99) JJesleus. 0288 pu o196 Ipzsd pe wpdsy Idedles
"ledloss lJpsde" s WCS.

ogp Iezodle IJuwddss louold NMSP sles B §lb e MSE.
IJoedw IduwdIs s ppdo 8Os pedele e do MSE. -
ogswe MSE

_)uul\_ejé e3p wblo g UDI gus wovse IJu,gsue - sup sub o)lgsue MSE o MSE UDIL Jsl e
olds pu logsle IJoygsue IJpowe J MSE IJogse. Jl spdud oobd lduslgsue vsuo
MSEs p¢oduds.
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SUp wousw wlgsue MSE Lopy /opt/msellicenses. -«
o2dd pu louold 1Juiuds

olds oo 30 pug 2alu Ieplss IUlouold wso MSE 9 WLC 9 WCS. |31 Jlg Jl ws pu 2ol 1Jzelsé
lJe9z9> ehe o030 ldpyvgle: e wluuble Q9les gluos wldobldle Jds wopdy o030 1Ulzojd pu
IJosluad pe wepeol Idogue wuele Olee IJubdd 53).

I dd 53:1dwedd pu louald ldubeds

lJozdd pu louold NMSP so WLC 9 MSE

(Cisco Controller) >show nmsp status

LocServer IP TxEchoResp RxEchoReq TxData RxData
1722022017 18006 106 163023 10
(Cisco Controller) >show auth-Tist

<snip>

Mac Addr Cert Type Key Hash

00:1e:0b:61:35:60 LBS-SSC 5384ed3cedc68eb9c05d36d98b62b06700c707d9



I3l Jpo sop cluusuw louold NMSP Les |Lolds MSE |Js WCS. 86> sdou Iz Ilpwole
IJpewpds o9 lgedlsd IJuwlgs wso WLC 9 MSE. copod IJoguossé Bs luwegsle ¢lop NTP
Jeilewd Iduwlgle. 93l Jp o 3JY ppdulc spdo cdssu Iduwlele 1Upsz9ss eds v,
IJoede S Idubeds IJpedss IUdluwdIdss (WLC) selpd 1ds$e 1Jbssd (MSE) sa9sl. woped
U388 Iyssumss Idpoed§8 wuvlele 1Joble Bs IJelds pu lu 980 guue) IJopde B
IJobods 1dpedss IUJluuddss (WLC) Jsuw wldsde 1dpeess s MSE.

pdlzbs: wgs pslpws 1UsBe wsu spole Idoede el Lossus! Bs gpdsle vu sp3le IJoedp
Bes 1JLiods [Uppdss 1Jluwddss (WLC) I pogsss [Jdosys.

BBl dp swe logile gduws NMSP wese spdo Jewdsd Iduveds lesls gduws NMSP 395l 00
edId I>¢ld wgjise pdelz MSE Ws suuo) Idoedp Vs Iduveds 1pedse IUJIgvdIdso (WLC).

MSE

root@mse ~]# cmdshell

cmd> show server-auth-info

invoke command: com.aes.server.cli.CmdGetServerAuthInfo

MAC Address: 00:1e:0b:61:35:60
Key Hash: 5384ed3cedc68eb9c05d36d98b62b06700c707d9
Certificate Type: SSC

WLC
(Cisco controller) >config auth-1ist add Tbs-ssc <MSE Ethernet MAC> <MSE key hash>

G299 pu CubESsd MSE sluwede Idedles 9pedsple IUgpsd oo WLC

$98, 1Jio, getServerinfo g Js MSE o3l IJIg)lz:

[root@MSEWCS4 ~]# getserverinfo
MSE Platform is up, getting the status

Product name: Cisco Mobility Service Engine
Version: 6.0.49.0

Hw Version: V01

Hw Product Identifier: AIR-MSE-3350-K9
Hw Serial Number: MXQ828A4L9

Use HTTP: false

Legacy HTTPS: false

Legacy Port: 8001

Log Modules: 262143

Log Level: INFO

Days to keep events: 2

Session timeout in mins: 30

DB backup in days: 2



Service Name: Context Aware Service
Service Version: 6.0.35.0

Admin Status: Enabled

Operation Status: Up

Service Name: Wireless Intrusion Protection Service
Service Version: 1.0.1096.0

Admin Status: Enabled

Operation Status: Up

Mon Mar 16 14:43:52 PDT 2009

Server current time: Thu Apr 02 14:55:00 PDT 2009
Server timezone: America/Los_Angeles
Server timezone offset: -28800000
Restarts: 3

Used Memory (bytes): 166925392
Allocated Memory (bytes): 238354432
Max Memory (bytes): 1908932608

DB virtual memory (kbytes): 6694

DB virtual memory 1limit (bytes): O
DB disk memory (bytes): 241696768

DB free size (kbytes): 6304

Session ID: 17155

Session User ID: 1

Session IP Address: 172.20.224.30

Session start time: Tue Mar 17 16:50:48 PDT 2009
Session Tast access time: Thu Apr 02 14:50:30 PDT 2009

Total Active Elements(Clients, Rogues, Interferers): 2263
Active Clients: 591

Active Tags: 24

Active Rogues: 1648

Active Interferers: 0

Active Wired Clients: 0

Active Elements(Clients, Rogues, Interferers) Limit: 6000
Active Tag Limit: 100

Active Wired Clients Limit:

Active Sessions:

Clients Not Tracked due to the limiting:

Tags Not Tracked due to the limiting:

Rogues Not Tracked due to the 1limiting:

Interferers Not Tracked due to the Timiting:

Wired Clients Not Tracked due to the limiting:

Total Elements(Clients, Rogues, Interferers)

Not Tracked due to the Tlimiting: O

O OO O O o



Sub Service Name: AeroScout

Version: 3.2.0 - 4.0.14.9

Description: AeroScout® Location Engine
for RSSI and TDOA asset tracking
Registered: true

Active: true

Watchdog Process ID: 8492

Engine Process ID: 8665

[root@VSEWCS4 ~]#

IJezdd po 15esé £Jled RFID wslulbs WLC
Sew odssu Idedlple JJoo gds 3 Busle (1.6.11) 9 3 o bl Iy 1de,.
pold: 1.6.11.1.6.11. 1.6.11

ozl pu wdsu RFID IJgle eds 9226 IJozdpe.

show rfid config

Bl de sop cpdsu ldoguld gdles RFID: W §e wopdsuo wluuwogsle ol IJiro_):

config rfid status enable

IJozdd pulosssu pedple 1Jpe0ds.

config rfid timeout 1200
config rfid auto-timeout disable

el pu podsd luwole Lodless RSSIL

show location summary

lo Jlssld edles Jl sys o WLC: Iuwagpde 03l sgoub o)



debug mac addr <tag mac addr>
debug rfid receive enable

2B Jperds ol 131 Jlg WLC )5 £les IU pses,.

show rfid summary
show rfid detail <MAC address>

BBl op 1986 edleps IJopss) w9luwbs guuo, doede Ss Idubeds 1dpedss IUdIguddss (WLC)
9JIJo Jl sep sdswol s guuos Idoedp S 1duveds Ipedss IJJluvdIdss (WES). B)lze ol
131 & Luwld ledlele NMSP |Js MSE.

debug rfid nmsp enable

IJozdd pu wpdsu ledle NMSP eds suuo) Idoede B Iduvo s IUpedss IUJlpvdIso
(WLC)

show nmsp subscription summary
Server IP Services
<MSE IP> RSSI, Info, Statistics, IDS

283 pel 1Bl Jlue bods NMSP gds suuo, Idoede B Iduivods 1dppdss [JJluu]dss
(WLC) eyuwd e boll.

debug nmsp message tx enable

RSSI IJ$lbe: spedb pdiy MSE Jeds hoe Bsp Jg9s 1dluuhs wldluals |Us Is wdls,
eu W96 IJluvhe ouweeds Iy wogly) Bspeo IJdbe [JElLoo wediy RSSI IUIWe,)los = -75
dsuwsed JIJ psdds slo

&0 1oy pdeue rfid (WLC)

S 031Ul zese edlple RFID 1Jos wp lJIuJIE gwol wsluwbs uélb 1Js o9 (APS). slJos
ouuopy 030 IJpedyple:

euslo MAC IJglo o RFID

I8y udbs 9 09d *



9spdé RSSI -

19w 03 13 pa6 wp Bsol gupele 1Jgdlps

(Cisco Controller) >show rfid summary

Total Number of RFID : 4

RFID ID VENDOR Closest AP RSSI Time Since Last Heard
00:04:f1:00:04:ea Wherenet sjcl4-42b-ap4 -69 52 seconds ago
00:04:f1:00:04:eb Wherenet sjcl4-42b-ap4 -75 27 seconds ago
00:0c:cc:5b:fc:54 Aerosct sjcl4-31b-ap9 -87 63 seconds ago
00:0c:cc:5b:fe:29 Aerosct sjcl4-31b-ap2 -92 22 seconds ago

show rfid detail I,

$98, 03l 1l oWl osd IJpedes Jedlpé RFID gusel sgas gusle MAC.

(Cisco Controller) >show rfid detail 00:0c:cc:5b:fe:29

RFID address. ...uuuieiniiiaeeeennnnnnnnnns 00:0c:cc:5b:fe:29
RV =T e o ol Aerosct

Last Heard. ... .uiiiiiii ettt e e nnneaens 4 seconds ago
Packets Received.......vviiiiiiiiii it iiinneennnn 561211

Bytes Received...... ..o 16836330

Detected Polling Interval........civviiiiinnnnnnn 14 seconds
Bluesoft Type. .. vttt e e et e e i innnen TYPE_NORMAL
Battery StatusS......o.oeerriiniiininernnnnnnnnnnnn MEDIUM

Nearby AP Statistics:

sjcl4-41b-ap8(slot 0, chan 6) 3 seconds.... -88 dBm

(Cisco Controller) >

w298 pu 986 &psd Wi-Fi L9l wlbs WLC

223 udlb 1Usuosd IJos sIsu IUgpsd provbl wol 9235 §sp RSSIIJos swp s9swol wluwlos
ol 1Jg o (APS).

show client summary
show client detail <MAC address>

Seldd pu wESSU gldle luwoele IJpods IJje0s6 J RSSI JJg psd eds 1JBsp Ul uos6é.

show location summary



Bl Jlue @spe RSSI pgoduds gu lddse IJIVe,)loss. k_éLépcyOeq___S;__SQ()l eds 1JB8sp
Il e,loss wluwegsle 1910 Idodssy Ideldse:

config location expiry client <seconds>
config Tlocation rssi-half-life client <seconds>

e woedso wusest lgble esliué Iizeld: [boly uilb IUsuesd IJos luvepee [Us 1 psd
9pE& RSSI.

debug mac addr <client mac>
debug dotll load-balancing enable

publdJ poedds Llebl, cuozse IJigble g 030 IUlole):

debug mac addr <client mac>
debug dotll Tocp enable
debug nmsp message tx enable

ipJ "show client summary"

(Cisco Controller) >show client summary

Number of Clients. ...ttt 276

<snip>

MAC Address AP Name Status WLAN/Guest-Lan Auth Protocol Port Wired
00:02:8a:ea:55:15 sjcl4-12b-ap5 Associated 7 Yes 802.11b 2 No

IJl, "show client detail"

Cisco Controller) >show client detail 00:02:8a:ea:55:15
<snip>
Nearby AP Statistics:

TxExcessiveRetries: 0
TxRetries: 0



RtsSuccessCnt:

RtsFailCnt:

TxFiltered:
TxRateProfile: [0,0,0,0,0,0,0,0,0,0,0,0
sjcld-11b-ap2(sTot 0) ...vvviiiniiiennnnnnn
antennal: 308 seconds ago -86 dBm................
antennal: 308 seconds ago -80 dBm
sjcld-11b-apl(sTot 0) ...vvviiiiiiennnnnnn
antennal: 307 seconds ago -82 dBm................
antennal: 307 seconds ago -91 dBm
sjcld-12b-ap6(sTot 0) ...vvviiiiiinnnnnnn
antennal: 307 seconds ago -66 dBm................
antennal: 307 seconds ago -66 dBm
sjcla-12b-ap3(sTot 0) ...vvviiiiiiiennnnnnn
antennal: 307 seconds ago -76 dBm................
antennal: 307 seconds ago -64 dBm
sjcld-12b-ap5(sTot 0) ..vvvviiiiiii e
antennal: 7217 seconds ago -53 dBm...............
antennal: 7217 seconds ago -48 dBm
sjcld-11b-ap5(sTot 0) ...vvviiiiiiiennnnnn
antennal: 7217 seconds ago -79 dBm...............
antennal: 7217 seconds ago -75 dBm

- O O O
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Jlswpsep uidlb Uy uo9d pu IJuwduwdé Cisco Aironet 1000 JJouslez 1Jzuwluws JJduwsls 1JI
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IJedzd I lgsls MSE
icJ,oJ lIJglosle 1Jeldse:
wed Il uwed 1Usgad wluwegsle wslole 1Jlge el IJoldss: 1es,/ddes 1Jen9,.1.

we gpdss Ilesh: gos IJoposs Iisds: sbodw MSE oo Ipuuisd cubésd wolee 1lesls2
IJouos. bed wgp" Jose IJplbldus.

odlzbo: 131 Jo sbldo MSE ClJlgsls. Bhgd o3l 1Ule):

/opt/mse/setup/setup.sh

2d950 luwp 1Upupsed sluwp ezl DNS:3.

Current hostname=[mse ]
Conf igure hostname? (Yless(S)kipsillse default [Skipl:| y

'he host name should be a unigue name that can idewtify
the device on the network. The hostname shouwld start with
a letter; end with a letter or number, and contain only
letters, numbers, and dashes

Enter a host name [msel: HSE-1

Lurrent domain=0[1]
Conf igure domain name? (Yles (3lkips(U)se default [Skipl: y

Enter a domain name for the network domain to which this dewvice
The domain name showld start with a letter, and 1t showld
a valid domain na suffix such as “.com"™. It mist contain
opnly letters, numbers, dazhes, and dots.

a domain name: |cisco.com

od9su pedple 9lzos lseyuwi4.

Current eth@
Lurrent gateway addre:
Conf igure ethB interface parameters? (Yles-s(3lkips(U)se defaunlt [Skipl: y
Enter an IF address for first ethernet interface of this machine.
ethd IP address [1.1.1.181: 172.2
* the network mask for
network mask [255.255.7

r an default gateway address for this machine.

the default gateway must be reachable from
ethernet interfac

 default gateway address [1.1.1.10: (172.28.229.1




e IJpbldus wpgdele slzos "ETH1". Ix¢d Skip JJpclugs lJs 1Jgbes IJeldss vl Jio
Wbl 96 9lz08 IJ s (NIC) IJeluss Es) plodovs JJouugsd.

pdlebs: szo 1o $9W8) IJewslo 1J3s wp odasvo leuold IP 926 (9p3lw) Idoede B
lJubeds IJpzdss IJluwdIss [Jpesdes suble 51,6 WCS IJpuwegse pe o3l [Jgols.

I>ed pedople gbop (¢9130) DNS: sJjp0 w98 glse DNS gles Wb Jed IUpzld woele: beJs.
ebe lJuuwg Ilzeslbs JJewesd eds pagus.

omain MHame Service (DNS) Setup
iz curr ly enabled.
currently def ined

U

Enable DH3 ]

Enter primary DNS se ' ] HEE A s |

Enter backup DHS server 1P addr or none) [nonel: 172.20.229.28
nter another backup DNE server IP addreszs (or noned) [honel:

odysu ldpob $6 IJjp0ss: Bl Jlue IJeulbgo 1Ujpuss Ul oss Jussssyd £.s,06.
dleds Jdobosy eds vssod Bluweg,ue G9lse Ieslde Jogssool wuvdd ozse.

Lurrent timezon i icasNew_York]
aonfigure timezone? (Yles/(S)kipsillse default [Skipl: y

‘nter the current date and time.

Fleazse identifyu a location =0 that time zone rules can bhe set correctly.
I'lease select a continent or ocean.

1) Africa

£)

3]

41

o d9sU w909dsd 98 Iduveds (NTP) Iy 98¢ IJuble: $g wy9e9dsd 980 Uy dsT.
(NTP) lgoshsl sdduo suopu lzevdlb IJouble Jssd wade uble 3888, Vs 2ldo [gosh
"JI" ooe pbldood vogssu ldyge 1Jglds JJduble.

fetwork Time Protocol (NTP) Setup.

If you choose to enable HTF, the system time will be
zonf igured from NHTP servers that you select. Otherwize,
jou will be prompted to enter the current date and time.

TP is currently dizabled.
Conf igure HTP related parameters? (Yless(3)lkips(lUlse defaunlt [Skipl: y

Enter whether or not yon would like to set up the
etwork Time Protocol (HTP) for this machine.

I you choose to enable HTP, the system time will be
~onf igured from HTP servers that you select. DOtherwize,
youw will be prompted to enter the current date and time.

Enable HTP (yessmol) [nold:
Enter HTP server name or add time.nist.gouv
|| enter another NTP server [P ad : (or nmone) [nonel:

pdlebs: sozoe vessu lIde Iduoese eds prd Erele IJoodd 99226 IJoede O



b ds 1 pediss Il dss s0ble 116 WES. spdo codsd 39 Bl $pe woszso
IJlubes IJedles [Js odgw ¢lbe NTP 9o plo wosss IUpulbd 10066 IUuoeszs Jol.

wedsu wuwesd 1d>esd IUess Joess Ideede Idpedse: sop luveiale 0o IJpees8.
Jopdsulogbsd 9u29d 9226 IJoedp IUpedss lds IJuble. szo wpdsu o3l dle): zus
SpIdu 2298 luwodivlo IJIRble 9l odlzol pedsl.

emote root login is currently disabled.
Conf igure remote root accessT (Y) Sikips(Udze default [Skipl:

YEs

znter whether or not you would like to allow

remote root login via secure shell for this machine.

nable remote root login (yes-snold [nol:|yes

Cedsu wuwesd 289d 235 SSH (bu$s IJlplo): leoshs: sop luwedle 3o IUpeps9.
Jopdsulogbsd 5009d 9206 Idoedpe gu v [ds IJoble. szw wpdsy odlIJgsh: J3Jd
SpeJdu lu sgaw lwed ol IJIgble 9luodlzol 0 wes 9dIu SpIdu Juog lply Iy, Jé
oIS e websd ol IUgsh.
33H root access is currently disabled.

i
Conf igure ssh access for root (Yles/(Slkip-siUlse default [Skipl: yes

Enter whether or not gou would like to enable ssh
pot login. If you disable thizs option; only console
root login will be possible.

nable zsh root access (yessnol! yes

oJd9su 9,2€ Idpuwedse 1Jpewd)s 9996 JJps 1Jey9): pedele Jodssy o3o g5, plod9e6.10.
sldlesh IJle,)luos 09 wigbsol Jbgld's'.

single user mode sword check is currently disabled.
Conf igure single r mode password check (Yless(3)kips{llse defanlt [Skipl: s

Login and password strewngth related parameter setup

A 1 MW T of days a password may be used : 99999

inmimum number of days allowed between password changes

inimum acceptable password length @ &

Login delay after failed login

Checking for strong passwords is currently dizabl

Conf igure loginspassword related parameters® (Ye SlkipsiUlse default
I.:

Lakipl:

set login banner: sop lgvegsle vgl) ouwzsd 289d Jledlp ldpuveéspsy wluwegslpll.
IJoble 908osp wods) Jlodle ldpupueéspsu es) Idpuose Jop pu 1dsuesd lds I ble.
wel lu gl ouwesd 1Usgsd spdu o sJ9u Huwlds pogsss IUlgulo, Blo Be,é gless ()
ouwos luwldé supuos Ids 1Ugbes Ideldss.
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wEss) IJps 1Jpa9, 1zt wgs 030 1gb9s oi9,s6 Juoelu lplu IJuble: lds pu [¢esl,12.
JJpd 039) 9986 wodu pu Iy 9bdle w90 Jdple Slesuw. IJzs IUbos Jbyd Jdes
IJP_)B_) o9 8 |C)l._9
Configure root password? (¥Yless(S)kipsiUlse default [Skipl:|y
Enter a pazsword for the superuser.

Enter root password:
Conf irm root password:

Ip wvodosy JJpd py9) GRUB: [oshs: pedpsd lJodosy 030 &8, plodyus. 9ldles>13.
IJloe,)luos Jogbsol o9 [5glJ's'

Jord is not curre L) i
e GRUB paszsword (Yles S kipsiU)ze default [Skipl: =

odysu JJpd p)9) louold WCS.14.

Conf igure WCS communication password? (Yiess(5)kips(U)se default [Skipl:

a password for the riﬂm]lt user
he -:Iﬂmlll user i :
o anthenticate t SR . SEESion L.n'Hl t]u. ST

'Llu:d i% llpdnlr s it must corre -.]mllduurlu be updated
je for M3E General Parameters zo that the WCS can
ummumrn'rr- with the HSE.

eb IJogssile slehs IJogvgsd: wezys 1Yopld wyulez Idlesh IJuuos: lzdb15.
lJogssylo gus bdool. wes lJewb: loce Idpbldole Jlghs wuvgsd MSE. LlJlolwo
IJs IJolds po obosyd gese IJleshble vogle.

lwol g306 MSE: wuwzsd 1Usg9d 1Us MSE Lluuegsle 235 luwe IJpuuegse 99Jpd 1Je)9,16.
lJos wp odssuol puwedl Ws 1Jgbgs 12, §p woudss wie wyvgsd €300 1UI9le) Jode
ouvgsd gxp6 MSE.



I wopdsy 300 MSE Juse IJogvgsd pu Bootup: §p woods Uip,) chkconfig |J>s we17.
SUbEsdo.

|_ol®s MSE |Js WCS

ierJ lIJglosle IJeldse:

loedd IJs uodzs wdssy Mobility Services: wzd 1U>g9d [Js WCS: 9lu g, 89,9 Mobility1.
Services pyu |JSlkspes |Jpeuun>Jé Mobility.

||||1||I|
CISCO

Wireless Control System
B

Manitor = Reports =  Configure = | Mghility = Admenistratson = Jools = Healp =

Mability Services
Synchronize Sarices

No Services were faund in the system

|

| Synchronization History
|

| Notificatons

1

1

Installation Guide

lUol8s peyd E3ple IJoudd IJs WCS: oo 1J8lspé 1Jpouwsds eds Izlow Idispo: lge,)2.
luolWds ey Eaple IJoudd: 9lud) B898 luwdld.
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Mobility Services Engine > General Properties > New

General
Device Name MSE Demo
1P Address 172.20.226.199
Contact Name |MSE Support Contact]
User Name admin
Password eenee
Next Cancel
20 "306 1J9gs Clduwsld" Jousgsdol ds MSE.3.
Mobility Services

Admin Status Name

| ™ Context Aware Service

Wireless Intrusion Protection
Service

O O O e R S e e e e S e e s
o o e e e e

IJpslewé: olds po pilpus wuopsele IJuiwds 99zsle IJeedp 9pzpoele IUlesle 4.

Mobility Services Engine Added > 'MSE Demo’

WCS contains data, please go to the Synchronize page to push data to the Mobility Services Engine.

Please synchronize the following Controllers

WLC-1

Go to Synchronize...




Mobility Services> Synchronize WCS and MSE(s)

Hetwork Designs ] Controllers | Ewent Groups |

Devices Controllers
[Mobility Services]

MSE Dema [W] -- None Assigned --

Sync.

Stabs Message

Azsinn

serlo ldoede IUp)ls ro)nlrogg.:;ol: wlboy Ylispd puwt 96 pg Blispd 9zslo IJoede Jujlpud.
MSE pgol. Ize) 9edle Idogdp dpbdsws JJeilews: &p lud) 9938 p9lBs.

v l ' '*I" Controllers
CISCO

Controller Name Controller IP Address Version Supported Services Currently Assigned To

¥ | wLc-1 172.20.226.1587

5.2.72.0 [S, W, M]

ok|| cancel |

w83 1818 1Jol3568 Ipuweds: 1oy 996 pilpus Bs luvdd erwg IJzsl "eslpwé WCS 9

MSE (s)".

pdlelbs: wewps 306 Cisco Context Aware o usé gJs uwlgd pujleud wsu 9226 IJoede
s Iduvedo Idpedss IdJluwdIdss (LAN) 9 WCS 9 MSE. I3l Jp seop w9zso JIds oo
IJIubp6 IJeJles [Js ubuw gbe NTP sodssuol luwegsle lesble 1Jpulb$s 150086
o wol. |y, Context Aware JI sgpd wuvdd Lozse: Bwd pelods luve d gl IJigble

sluadlzole wlds o lu Lwlgs IJuble os

all

ool Vs zpse pdoule wble Context Aware.

lJpdzd i l9le, WLC 9 MSE

I9lo, WLC

<#froot>

config location expiry ?

client Timeout for clients
calibrating-client Timeout for calibrating clients
tags Timeout for RFID tags

rogue-aps Timeout for Rogue APs

show | ocati on ap-detect ?

Display all (client/rfid/rogue-ap/rogue-client) information
client Display client information

rfid Display rfid information

rogue-ap Display rogue-ap information



rogue-client Display rogue-client information
(Cisco Controller) >show Tocation ap-detect client

show client summary

Number of ClientsS.....uuuiiiiiii i 7

MAC Address AP Name Status WLAN/Guest-Lan Auth Protocol Port Wired
00:0e:9b:a4:7b:7d AP6 Probing N/A No 802.11b 1 No
00:40:96:ad:51:0c AP6 Probing N/A No 802.11b 1 No

(Cisco Controller) >show Tocation summary
Location Summary

Algorithm used: Average
Client

RSSI expiry timeout: 5 sec
Half Tife: 0 sec
Notify Threshold: 0 db
Calibrating Client

RSSI expiry timeout: 5 sec
Half Tife: 0 sec
Rogue AP

RSSI expiry timeout: 5 sec
Half Tife: 0 sec
Notify Threshold: 0 db
RFID Tag

RSSI expiry timeout: 5 sec
Half Tife: 0 sec
Notify Threshold: 0 db

show rfid config

RFID Tag data Collection.........c.couiiiiiinnnnnnn Enabled
RFID £imeOUL. ..ttt ieii et e ettt eennnaennnnnn 1200 seconds
RFID MObiTity. oottt e e ettt e eeaneennnnn Oui:00:14:7e : Vendor:pango State:Disabled

(Cisco Controller) >config location ?

pTm Configure Path Loss Measurement (CCX S60) messages

algorithm Configures the algorithm used to average RSSI and SNR values
notify-threshold Configure the LOCP notification threshold for RSSI measurements
rssi-half-1ife Configures half Tife when averaging two RSSI readings

expiry Configure the timeout for RSSI values

config location expiry client ?

<seconds> A value between 5 and 3600 seconds

config location rssi-half-life client ?

<seconds> Time 1in seconds (0,1,2,5,10,20,30,60,90,120,180,300 sec)

show nmsp subscription sunmary

Mobility Services Subscribed:
Server IP Services

172.19.32.122 RSSI, Info, Statistics, IDS



I9lo, MSE

to determine status of MSE services
[root@MSE ~]# getserverinfo

to start Context Aware engine for client tracking
[root@VSE ~]# /etc/init.d/msed start

to determine status of Context Aware engine for client tracking
[root@VSE ~]# /etc/init.d/msed status

to stop Context Aware engine for client tracking
[root@MSE ~]# /etc/init.d/msed stop

diagnostics command
[root@MSE ~]# rundiag

edlebi: spdu luvegsle IUie, rundiag ls ol Je,yue pedsele MSE UDI IJebdsws JJzue9d eds
pJ IJo,ésue J Context Aware Engine JJg pJls.

lJedz 28 vy 9sd MSE oy 5.x |Js 6.0

1Jpd IJgbsle IJoldss:

Ip vlple o leoslbs Jslessé wvslole MSE 1UglLoé wlduey,d ldos wlboy od Idbl1.
6.X pu Ublp IJozdp Vs Idyveds Idppdss IUJluudIdsse (WCS): luedd IJs o3l IJLoulb:
lJg>p6 >E3ple [Jougd >wpas> MSE >lJoslus >ldogwg IJdlzoslbs.

pu l2d ouwg Iduslule leoslbsl sldodsse Jedlple 1o pss): lowe solis§ AeroScout.2.

Ip woujsd w296 6.Xx gdJs MSE oo WCS: luo@d 1Js o3l I oollb: 1Ugsple >85,063.
IJoould > i'ao_) MSE ¢p pu ldgje |Ji§,_yu_y loowd s Iduaslud >oujsd IJuslee:
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Transfer Software Imag e

(O select from uploaded images to transfer into the Server

P s .
(*) Browse a new software image to transfer into the Server

| Browse... |
Timeout 180 1 - 999999 secs
Download Cancel

Bp luosly 031 1Uis, Jlsdlad lbol, g pJ MSE: /etc/init.d/msed stop.4.

U 9236 wedp MSE: §p wluosl) IUdyue IJpuog9b loptiinstallers. W o3l IUsJsd: w)ys5.
IJpd 1U3s Bpo woujsdo Vs 1Ugbgs 3. sw9 lUbJsd Jel sds:

[root@heitz-3350 installers]# cd /opt/installers
[root@heitz-3350 installers]# 1s
CISCO-MSE-L-K9-6-0-73-0-64bit.bin diagnostics.Tog
CISCO-MSE-L-K9-6-0-75-0-64bit.bin MSE_6_0_70_0.bin
[root@heitz-3350 installers]#

Jooowse u09)6 MSE: §p woudss Ideduw gloce IJpbldole:6.

[root@heitz-3350 installers]# ./CISCO-MSE-L-K9-6-0-73-0-64bit.bin
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? | The Server wil become urreachable for some bme before the Restone completes. Also you may have ko re-host the bcenses iF you are restoring the backup to & dfferent
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