odosu hoolb Juods oo 0 9bd |Js u9bo
Clowoddle )ob lseyue eds vllb 1Uyuo9d
Mobility Express

29, Mobility Express
lJpc b ol [lwl_w.sé

lJoJoule | P p0

i) w096 Sl 85,6 Mobility Express |, Js AP 1542-1 (RAP)
905, SSID (is £ 09cs 590 o]

©0.5:56 oo | _oldso
lJo29.9 o0 | o
lowedguled I Igble 9loJlzol

I )iz ble |

lJp 9500

S 03l ldpwews gpdss vuin boolble IJuveds oo 08bs [Us udbs luwesle woulez
Cisco Mobility Express (ME).

29J Mobility Express

S gped 03l 9896 Cisco 1542 puWds ¢hhzs. we w@rse 28p Iy ds Vs wyulez Mobility
Express Judlb 1Jyo9d (AP) IUslgJse 9ldghzso s 9 o¢ Flex+Bridge ws IJlesl) 8.10.
uplde vilb 1Jsueed IJoldsé p>g9,06:
* Juwbé 9,09d pu IJed, J ME: il 19 o9d Cisco AireOS 1542 9 1562 9 1815s 9 3802S
s Jubd 9,09d JuvwJs: uilb 1Jgo9d Cisco AireOS 1542 9 1562 9 1815s 9 3802S APs

Mobility Express (ME) o9 2J szJd ped 9028 v 9bd 1Usuo9d (AP) Idpuwe 8ds 9lduslez. 909
suwet uodl 180z o wvler 9228 Ideede B IJubwds IUpzdss 1dJluwdJss (WLC)
IJSkse eds ublp lJougsd Aire0S Jdged eJs udbs 1Usosd udwol. swp wgisu JJ pu
505 WLC 9505 wdbos 19 09 s1ed Buwe 9l2s oo 31,6 AP. Jl selbde wui, Mobility Express



pdO wigsue 9dl cuubsb wigsue.

ey’ wuvesd [Jgol) IUss ._Su.u&.J lJesulez 1S, eds [Jow9d Mobility Express. .___s?_,)i
wubgsd "gie 08k IUguesd” 9l wE> wuoE B S wosiss s 9228 I e lsual.
wey? luusle gduwd gpd J9gro lJupdp uusbo, goly W) ME p9zo e, WLC. s¢Jw in order to
sédo 1J8less ap bu@s: lo, apciscoShell suwolbse Joo luwegpdo:

<#root>
(Cisco Controller) >
apci scoshel

!Warning!!: You are entering ap shell. This will stop you from establishing new telnet/SSH/Web session
Also the exsisting sessions will be suspended till you exit the ap shell.
To exit the ap shell, use 'logout'

User Access Verification
Username:

adm n

Password:

*kkkkkkk*k

RAP>

| ogout

(Cisco Controller) >

Iecbdole IJlgul gusé

IJedoule [Jpuespd

« uilb IJso9d 2x 1542D-E
* pe9dle Cisco 2x 3560-CX
* 12038 Jpus9e) presds 2x
* Jod 9grs wedp gleo

o louvle IJpedsple 1ol B o3l lJpuueos pu 1Ul2056 10092958 B wsisé pepdss ¢luos.
wlo gpse IJlzojé |.J,0uuo'a)pfz WO odl IJ,ouuoo{yodg..,so PPUNIT (plc_éo)lu'ogg). Bl Jdlpo
wwodod 9 ldogsgsd Bulds po Wopd Jdules) Idpzeed JIs ).

lLuwe dotbsbs JJuveds
IHSOp G238 pIBE 2psE Ilzojs B 030 IJuvods slpd I buds 1JB,es6 192.168.1.0/24.

Mobility Express AP (9256 Idwgdp) yusIdgu Jol 9lzos [UD1)6 gs) ppsid wsupl wdyu yuvwJs
VLAN IJiLoJsé eJs zpse 1polds Gvwds VLAN @ 39. w90 wdbé 19 09J AP 1542-1



w29, 9226 IJoede 9086 1Usuesd IJes) (RAP) wsuel ©89p wbbd IUguosd AP 1542-2 o9,
udbd 9,09d U ds IJguduyoss (MAP). szegs o3l 1dzasd eds euldsy IP Jeese Ulzoss

pdleos: 9 og edlps edis 9lzos IUbLS $pdu 1o suvow publdd e wBbLS IUsLosd 1o
cuwoe lJs gpdss WLC 1UsIgJss. 131 8o wpss) slzes [JbLs Bulds po wdsu zie
lJouss IJlgwlgwss IduwdIdso 988l J>JI.

s ldpeld IJaelds susly IP
lJosleo IJlve,)lose (192.168.1.1
lJJposou,) ldpepesd 1(192.168.1.100
lJJpossw, ldpeesd 21192.168.1.101
Mobility Express WLC |192.168.1.200

1542-1 (RAP) 192.168.1.201
1542-2 (IJg)sbd) 192.168.1.202
Internet
‘ Switch1 Switch2
low weww weww low weww vUew g g
Gig oM Gig 0/8 Gig 01 Gig 0/8
L - . -
] Laptop2
Laptop1 ME WLC / 1542-1 1542-2

lJodosy

wdysule 1Upzed

Sop d9su pulds IUpzad IJos sop Bsol wuosd lzois IJdpwsse, [Upzpsds Jeulds
90u29d pg wesSU Ubeds VLAN eds 39:

<{froot>
Swi tchl

#show run interface Gig 0/1

Current configuration : 205 bytes
|

interface GigabitEthernet0/1
description Laptopl



switchport access vlan 39
switchport mode access
end

<{froot>
Swi t ch2

#show run interface Gig 0/8

Current configuration : 205 bytes
I
interface GigabitEthernet0/8
description Laptop2
switchport access vlan 39
switchport mode access
end

wodou pulds Idpzad Idos sop wsuosd ullb IUsuesd wol BOs 9uoe e Idlouold pg
oEssu yvwds VLAN IJlodsé gds 39:

<{froot>
Swi tchl

#show run interface Gig 0/8
Building configuration...

!

interface GigabitEthernet0/8
description 1542-1 (RAP)
switchport mode trunk
switchport trunk native vlan 39
end

<#root>
Swi tch2

#show run interface Gig 0/1
Building configuration...

|

interface GigabitEthernet0/1
description 1542-1 (RAP)
switchport mode trunk
switchport trunk native vlan 39
end

I8 Uowl Ipuoue Judll IUs o9 (AP)

SIS oS lehs Joob Idpuoue Judlb 1Jsuosd Sod wie gpdss wuiy 836, Spdu



IJSsle w3Jd pu eIJ Idusélo eds by 1dyeellelss oo Os wdbs IUsuosd: Jousuosd
IJbl 96 90908 IJlzeBlb Lol JIJe) po 20 &luss. pussopw 3JY puve zese [Joosiss
IJowloBs. pusop IUsuosd IUs udbs 1Usuosd g louald 9226 wedp wluwe Ipuucise
IJIe,luos J Cisco 99Jpé 0,9, Cisco (euwluw JzlJs 1Jiz,us).

Jleged lghs Goub Idpuoue wlJueisrs eds udd wdbs su09d e)6 i)s [Js suoe Lightweight
Bl oo G Ideusgsd oldbed b Mobility Express. oo psd leas IJgbsle IUpops s
w28 el Bl Yoo udlb 1Us o] wuvgd Lo9,s ¢bswds 19w 9 Log,6 Mobility Express.

Bl Jloe udbs 1d9uesd 9896 1Jg0: Bspdud wessdel |Js Mobility Express woussd Ie)
Mobility Express. 3l oo wdbs 19 e9d s 9 0& Mobility Express wlJwsd Wz edsd
pulugs gpdso 1Je) 886 WS 9lzos IJpuwwgse IU)uwspess (GUI) Juldlbs 1Usue9d/9z56 IJwzde
'JUE.LSKSJ luo>l) I-Ju_a_)ulroa.

pold eds gruo luodh pu 08bs 1Usosd IJus wuvgd LL9,6 ELWOSWs IJ9 U :

cisco AIR-AP1562I-E-K9 ARMV7 Processor rev 1 (v71) with 1028616/605344K bytes of memory. Processor board ID FCZ2150Z099 AP
Running Image : 8.5.151.0 Primary Boot Image : 8.5.151.0 Backup Boot Image : 0.0.0.0 1 Gigabit Ethernet interfaces 2 802.11 Radios Radio
Driver version : 9.0.5.5-W8964 Radio FW version : 9.1.8.1 NSS FW version : 2.4.26

03l peld £Js 0dbs 1UsLosd IJes ogpd wldded B wyulez Mobility Express :

AP#show version . .. AP Running Image : 8.10.185.0 Primary Boot Image : 8.10.185.0 Backup Boot Image : 8.10.185.0.. .. . AP Image type :
MOBILITY EXPRESS IMAGE AP Configuration : MOBILITY EXPRESS CAPABLE

wujsd ue9ye Capwap goswe IJgju [Js 1542-2 (1Jg)sbo)

wwSope luvedsdle IJdpwsso) Ideeesd 1 Jghe TFTP. spdu wysosd AP 1542-2 s IJwslso
wpud3 Switch 1 gig 0/8 VWb zos SpJdu lple IJo,8s6. gJs software.cisco.com. wee 1542
U290 3986 1U9ju Bp woujsd 15.3.3-4d1 (IUluw e 1JIlod ap1g5-kOw8-tar.153-3.JK9.tar)
lJ3s syl pe P96 IJlosl) 8.10.185. Luoosld$ lzae Lo9,6 Judbs 1Us ool B IUs os
Lightweight slis el pg Iz>8 U0l oo ME.

we 1Jue9sd B ped> 25 TFTP. jobo 1Jszaé bydss JJoedp Jod:login syueged
lJowuos) 9596 lgwpls (username o9 cisco 9dJeé s ol Cisco). e vogssu guslu IP IJs
uldbé 1Jgo9J _9ig)§ lJes9sé wluwegsle Ui_glro_, lJoldsé:

#capwap ap ip 192.168.1.202 255.255.255.0 192.168.1.1
#archive download-sw /reload tftp://192.168.1.100/aplg5-k9w8-tar.153-3.JK9.tar

uﬂojgp udbé IUsosd vlple ey 9sé we lehhd Idoposs. ol eu ugle ldey8ss oluwedsle
|Jl o, show version:

<ttroot>

MAP#



show ver si on

AP Running Image : 8.10.185.0

Primary Boot Image : 8.10.185.0
Backup Boot Image : 8.8.125.0

wsop [JEle wsuosd udbs 1Jsuesd pu ldezsd 19sue wouosdol e)é i8S wldezsd 2.

pdlebs: po el ©u8s8 LL9,8 IJErsbd 95l Sluul bozuw gpdss wrdss IUues,d
lJos e Vs Idogle wpzys 1o sop logile Hlob Idgbods.

ouisd w96 dle (9,6 Mobility Express |Js AP 1542-1 (RAP)

oo Mobility Express 8.10.105 |_osl) J 1542 AP spduul puiless pJlsy pulzsy: tar.zip.
ouisd pduwo tar

Aironet 15421 Outdoor Access Point

Release 8.10.185.0 Related Links and Documentation
o Release Notes for 8.10.185.0

File Information Release Date Size

Cisco 1540 Series Mobility Express Release 8.10 Software,to be 24-Mar-2023 60.80 MB s
used for conversion from Lightweight Access Points only.

fa)

=
AIR-AP1540-K9-ME-8-10-185-0.tar
Advisories 7

Cisco 1540 Series Mobility Express Release 8.10 Software. Access  24-Mar-2023 503.27 MB +
Point image bundle, to be used for software update and/or
supported access points images.

-
AIR-AP1540-K9-ME-8-10-185-0.zip
Advisories [

ouisd pdu tar

eds eduw ooy Ideede B Iduvods 1 pedss 1Udluuddss (WLC) 1plsss. Jl czess udlb
lJsuo9d ME gJs 31,6 flash JIdss Jogiso gpse uo9) uldbs 1dsuoed (AP). JsJY Wy 929>
ehe TFTP spdu 1dsuesd [Uso B zese Iséle oy yoisss Bl Jue eoss Iluupele 1ds udlb
Isuo9d Ul dss 1Js odbs 1Js o9 Mobility Express 1Jgloé wd. Jl odoy oo IUglogs
2986 Bl Gpul vendss ullb 1Uguosd $298! ped o3l Idpeld.

diple [Jo,886 9p vosuosd 9236 Idoede wugbs [dsuosd AP 1542-1. 9o osue suslu IP
Jol slp)le wy9s6 1duey,é:



#capwap ap ip 192.168.1.201 255.255.255.0 192.168.1.1
#ap-type mobility-express tftp://192.16.1.100/AIR-AP1540-K9-ME-8-10-185.tar

P10 $op IJoruuso: 1J ap $es> ©poss. > 950 Suas) pu o9, uEbs Isod: swol e
9236 Idogdp Vs Idoposs lsuol. yusgly pl wyives o "CiscoAirProvision" IJgl e wo@sse SSID
I 1Js9e Lo 9.

Bl Joo ogwetse 9226 wedpc Sspdud 19s6 pelde CLI sJJo Jl e wodssu udlbs IUsuesd
w030 1 )8.86. 10 luwesle pelJe Slzos Idpuvcsp Iiumsess (GUI) B 1esle I0bJ o9
lIJwosd lds IJogss).

2995, SSID B EUo9u $9p Ilpd

e lJs "ciscoAirProvision” SSID wo o Id ap suwegpd [JIJps JJpes. seuod IJJpwsso,
IUpzp9d £Js £0slo IP oo IUuvwds 1UB, g6 192.168.1.0/24.

WO 2ldo £30 oo SSID. Jl sl pu IJpzepd i odou uldbo IJsoed Vs "Mobility Express
ABILITY" 9dJyol Jl wgpd J9lodsd ©ou@d wiSES. 981> wswesy edsd IUloold o AP
CLI gl>¢lJ w9e AP mobility-express glglso wpos> AP glslgs SSID JJw9ds,).

pu IJppdu Lol czasd vdbs 1 osd wso IJsuoe IUpeds 99008 IJubwds luwele
"9 o€ Ldbs lUs osJ Capwap AP IJezJs/Flex-Bridge” I3l lzoze JsJd: loule o3l 1Jlesls.

ooz IJewsly http://192.168.1.1 WOs puweEHu2 98w wB9p 030 I oWdzs Llghbs IJegzse lJs
pelde IJodaso Idlads. S wluble puvle puwdsd eds 9226 IJoede gu bysd weass luve
puweedp IJpuwdsd 99Jed 1Jp)9) Sp lud) 998 wos.



http://192.168.1.1

Y
CISCO

Cisco Aironet 1542 Series Mobility Express

Welcome! Please start by creating an admin account.

Create admin username
Create admin password

Confirm admin password

The same credentials will be used for Access Point
SSH login.

Start

B 1 b9s IJeldss Bp wlesl 9236 IUepdp g0 bbysd weass IJBse.

o bl b e IJoble Jodlbs [ os] Mobility
e SLEe Express. p&lJ: MobilityExpress-WLC




IJobse sldsve

2oy IJobst sldsde IJeldssu.

pdlebé: selod Idpelde luve sl pedsele
Jusles (Uolst 81U830) po 10 posscs
wluwegsle JavaScript. s9,08 wUé woldss
lesblo Iduwlgs 9od ldpologs. wewes ullb
105009J £ leable Iowles Jlouoele 1Uis
guwe Idogde Os lduveds Idpedss
lJJlpwdIdso.

lJpulb8é 1Jj0086

i'ao_) lJpeulb 96 1Jjpusé 1Jeldss.

s1>0 NTP

bed wBluosd glop NTP.

gwslu IP 1Jglue wIdblye

sedo IJbLé gusle. pdlzbbé: szu lu sJgu
peoddl eu IP IJpgso Judbs 1Jguosd ! Bis
ol IJpeld vsupl zuode vbé IUguo9d eds
IP. 201, Ypul vogssy 200 Vs peldz
lJodssu. uwsop luwwgsle JJsopl.

Julg dubveds 1Jd,es6

bed ewslo Wolg IJuvods 1JB e s6.

lJoslos IJl el osé

sede Ioduos) eatd

Vs o3l IJlgshe wsop oyvgsd élbe DHCP gds IJpzad 1¢ J3JY Jsuww ould 2lzs IJs
cpdswo gJs suuo) IJopdpe Vs IJyvwds IJpedso IJJluwddss (WLC) IJglue o« ME. §pe
¢&uwe esh lduveds eds wpdso bobyo wes 3Jd.




'::I,'_,:él,;' Cisco Aironet 1542 Series Mobility Express

1 Set Up Your Controller

System Name

Country

Date & Time

Timezone

NTP Server

ME

Netherlands (ML) -
11/05/2019 @ 10:31:31
Amsterdam, Berlin, Rome, Vienna -
(optional)

() Enable IP Management(Management Network)

Management IP Address

Subnet Mask

Default Gateway

192.168.1.200

255.255.255.0

192.168.1.1

vesn (@

C’ Enable DHCP Server (Management Network)

Vs 1Jgbys IJeldss oo Juvods IUJludIss eu by weass IJgsd IJoldss:

lwe 1J29J

Iy o

lwe b ds

bsed luwe IJuveods.

IJisle

ige, v IJiplo IJuvguos WPA2 oy 1J6liseé
LJPQU.U)J('S.

golyé 1dp)9)

235 lJpolz IUpuie,d puvodl (PSK).

oldss oo 1Jp,9,

Bp wlebs bgld subi 1e,9) soldssol.




Spdu wgbsd oo IUyvwdsé Vs pyzdo Jlg8o.

|I|Il||l| i
cisco K

0 Aironet 1542 Series Mobility Express

1 Set Up Your Controller

2 Create Your Wireless Networks

Employee Network

Metwork Name Employee

Security  WPA2 Personal -

Passphrase | ssesss

Confirm Passphrase | sssseae

B edled lJowgsy lesble po@seé. lo,d ceuvse pedele 1Jess 1IJlgudds celbsd
IJewidd sludy IJelds
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CISCO

Cisco Aironet 1542 Series Mobility Express

1 Set Up Your Controller

2 Create Your Wireless Networks

3 Advanced Setting

a RF Parameter Optimization

ol 1o oldse 1Jg pdsé lesls |J WLC Lusreboot:



CISCO

Thiy ControBer has bean fully confguned and will restart in G0 seconds,

Noxt Steps:
After the controller is restafied, it wil be accessible from the network by going io this URL -
hitps: Ff193 168.1.500

LEtmane  asdmin
Sysem Mama ME
Country  Nethedands (ML)
Dala & Tera 1100572015 10:31:30
Timazone  Amstardam, Berlin, Rome, Vienna
NTP Sarneer -

Managoement IP Address  192.188.1.200
Managerment IP Subnet  285.255.955.0

Maragomant IP Growary 192156811
Wik Yias

T convoser v

v [E—_——

Mobwork Mafme  Employss
secuty WPAZ Parsgnal
Passphrase:

00856 Juwdo | oldso

od logsle Hlob IJguodé 1Jpg v 96 weole 1Ugsbs [Js io Sup weosdol IJs 9o 1Jzuw
Jesc uu.,sdgu RAP uuaed S5 908 FIex-Brldge bl op cpdso 35| , o6 1peuinss

<ttroot>
MAP#

capwap ap node flex-bridge



MAP#[*11/05/2019 18:26:28.1599] AP Rebooting: Reset Reason - AP mode changed

PU iaJ luuople MAP Top |Js 9226 Idogde ME: see wigsdol. eds IUgsbé: loze gu gusly
MAC Jslzod lse,uw IJglues wo:

<ffroot>
MAP#

show interfaces wired O

wired0 Link encap:Ethernet HWwaddr

00: EE: AB: 83: D3: 20

inet addr:192.168.1.202 Bcast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1

RX packets:183 errors:0 dropped:11 overruns:0 frame:0

TX packets:192 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:80

RX bytes:19362 (18.9 KiB) TX bytes:22536 (22.0 KiB)

pu IJdpwsoe) Ipeesd 10 sedud IUsuosd IUs 9lzesd IUssw J9gé IJozde s me o)
https://192.168.1.200. wg> wpdsu oo IJgwle (IU519s6 1Ugdsss lJspus) uwelbo, gdlpd
SudSw Uvwds Loeu IJlesble IUJluuddss. wpo wuodsé MAC. Iow sl MAC 1U¢l o
ClJlse,oe JJgsbae:

(]

— IS —_— Q A ®

* Monitoring

£+ Wireless Settings
A WLANs

cess Points
Groups

& WLAN Users

General Mesh RAP Downlink backhau Convergance Ethernet bridginc Security MAC Filterin
& Guest WLANSs = ' ! - g ging > y g

@ DHCP Server
PEY

@ Add MAG Address Refresh T ? Humber of Blacklist:0 Number of Whitelist:0

B M anagement

MAC Address Type Profile Name Description

I" Services

& Advanced



https://192.168.1.200

Add MAC Address

MAC Address 00:EE:AB:83:D3:20

Description MAP (2
Type WhiteList v

Profile Name Any WLAN/RLAN v

pdlebs: sdjp wgasd ls udbs 9,09J Jlz s B 9 oe IJzuws 19 1Jzuw 1w Idos soe
IJlu2ple 1Jsol Bs guuoy Idozde B 1duuwds IUppdss IJJlunddss (WLC) JsJ

o8> leals o3l Ilesls: wszo lousle ool Ui ds. Jds sopdo 1Jepsd IJuvdds 2J8 1Ug sbb
PU SeuS) I8 1des9) ewsolob Idgbods sdjp wpdsu sob lseyue eds U sbs v
lesble Jlgwddss > oélb 1dyLosd > EHsbé > juods:



RAP(Active Controller)

General Controller Radio 1 (2.4 GHz) Radio 2 (5GHz) Mesh

AP Role Root

Bridge Type | (11
Bridge Group Name

Strict Matching BGN [ | )

Y
Daisy Chaining [ |

v

Preferred Parent

Backhaul Interface | mﬂﬂﬂﬂg
Bridge Data Rate (Mbps) aulo

—
Install Mapping on Radio [ |
Backhaul "-“15;}

Ethernet Link Status [ uP

PSK Key TimeStamp | Dslete PSK
Mesh RAP Downlink backhaul &

@5 GHz 02.4 GHz

Ethernet Bridging
state ()

Interface Name Oper Status Mode VLAN Id

GigabitEthernetl UpP Access 4]

Apply Cancel

I5I o 1lob 1o ds suvogse e3s eszle 5 zselos,s Bés sole) vogldse ILbL. seldel
sdoud Ile el bbsl sezsd IJs $uls 1)s. $9ues vopdso "ledle céss) IJduls”
2SS Sd9p RAP Lledlp "lUgsbs” vlue pusoe oussd 1J3uls. sdss o3l lUs 0o s8c
lJodbe wuvdd pdesb zee Jl ceole MAP |Js puwe zese IJBusle IJpclzs:

General Mesh RAP Downlink backhaul Convergence Ethernet bridging Security MAC Filtering

Mode | Standard v

Channel Change Notification O

Background Scanning ( 19



IJozdd pu lduogsd
Seduol 1IJezdd eu louoele IUgsbs [Js ouvgsd IJie, show mesh ap summary:
<#root>

(Cisco Controller) >

show nesh ap sumary

AP Name AP Model BVI MAC CERT MAC Hop Bridge Group Name
RAP AIR-AP1542I-E-K9 00:fd:22:19:8c:f8 11:22:33:44:55:66 O default

MAP AIR-AP1542D-E-K9 00:ee:ab:83:d3:20 11:22:33:44:55:66 1 default

Number of Mesh APs.........ciiiiiiiinrnnnnnnnnnnn 0

Number of RAPS...... ..o i it i nnneenns 0

Number of MAPS. ..... it i et e nnneennns 0

Number of Flex+Bridge APS.........cciiiiiiinnnnnnn 2

Number of Flex+Bridge RAPS.........civviiiinnnnnn 1

Number of Flex+Bridge MAPS.........cvvviiinnnnnn 1

Jizoob ol Bl dlo Idboollb se) gwn 2096 1Jp)g) uwoelad Roolh ldleuold pu lUdpewsyo,
IJpzesd 11ds IUIdpwsse) Idpeesd 2:

<#root>
VAPEROVI:~ vaperovi$

pi ng 192.168.1.101

PING192.168.1.101 (192.168.1.101): 56 data bytes

64 bytes from192.168.1.101: icmp_seq=0 tt1=64 time=5.461 ms
64 bytes from192.168.1.101: icmp_seq=1 tt1=64 time=3.136 ms
64 bytes from192.168.1.101: icmp_seq=2 tt1=64 time=2.875 ms

pdlebs: Ju wopdy pu lzool) logald gusly IP |_9 RAP |Jl vg> wosisé hoovlb IJguodé
lJeg b 96.
lwedubld IJizble gl oJlzol
eds IUg sbéllo:
. lesle Guvods wuoese IJigble

eds euvlos:



* debug capwap events enabl e
* spdu ouoese lebls Capwap
* debug nmesh events enabl e

peld gds godss lugople vlzes wew pdlebool po MAP (e cudse weup Ihuwlsd Jlvel £,
sle uoJd):

<#froot>

MAP#debug mesh events
Enabled all mesh event debugs

[*11/05/2019 18:28:24
[*11/05/2019 18:28:24

Starting regul ar seek

L S e T e Y s Y s TN s N sy Y s TN s Y s TN s Y I s Y sy I s N s Y s T s Y s Y s Y sy Y s N sy Y s N s Y s Y s B sy |

[ I e T e Y s Y sy I s N sy Y s Y s Y ey B

*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

24,

06

06.
06.

06

06.
06.

07

08.
08.

08

09.
09.
10.
11.
11.

11

11.
13.

13

13.
13.

13

15.
15.

15

15.
15.

35

35.
35.

36

37.
37.

37

37.
37.

37

.5699]
.5699]

5699]
.5499]
5499]
5699]
.5699]
5699]
5699]
.2099]
5499]
7899]
.7899]
0399]
2099]
7899]
0199]
0399]
.2099]
3099]
0199]
.2099]
2499]
3099]
.5599]
2099]
2499]
.5099]
5599]
8099]

.7999]
8199]
8199]
.6699]
5099]
5099]
.5099]
5099]
5099]
.5099]

EVENT-MeshRadioBackhaul[1]: Sending SEEK_START to Channel Manager
EVENT-MeshChannelMgr[1]:

EVENT-MeshChannelMgr[1]: channels to be seeked: 100
EVENT-MeshChannelMgr[0]: start scanning on channel 1.
EVENT-MeshChannelMgr[1]: start scanning on channel 100.
EVENT-MeshRadioBackhaul[1]: Sending ADD_LINK to MeshLink
EVENT-MeshAwppAdj[1][D4:78:9B:7B:DF:11]: AWPP adjacency added channel(100)
EVENT-MeshRadioBackhaul[1]: Sending ADJ_FOUND to Channel Manager 0x64
EVENT-MeshChannelMgr[1]: Adj found on channel 100.

ipv6 gw config loop in Ac discovery

EVENT-MeshChannelMgr[0]: scanning timer expires.

EVENT-MeshChannelMgr[0]: continue scanning on channel 2.
EVENT-MeshChannelMgr[1]: scanning timer expires.
EVENT-MeshChannelMgr[1]: continue scanning on channel
ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: scanning timer expires.
EVENT-MeshChannelMgr[0]: continue scanning on channel 3.
EVENT-MeshChannelMgr[1]: scanning timer expires.

ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[1]: continue scanning on channel
EVENT-MeshChannelMgr[0]: scanning timer expires.

ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: continue scanning on channel 4.
EVENT-MeshChannelMgr[1]: scanning timer expires.
EVENT-MeshChannelMgr[1]: continue scanning on channel
ipv6 gw config loop in Ac discovery
EVENT-MeshChannelMgr[0]: scanning timer expires.
EVENT-MeshChannelMgr[0]: continue scanning on channel 5.
EVENT-MeshChannelMgr[1]: scanning timer expires.
EVENT-MeshChannelMgr[1]: continue scanning on channel

104.

108.

112.

116.

EVENT-MeshChannelMgr[1]: Mesh BH requests to switch to channel 100, width 2
EVENT-MeshChannelMgr[0]: abort scanning.

EVENT-MeshChannelMgr[0]: Set to configured channel 1, width 20 MHz

ipv6 gw config loop in Ac discovery

EVENT-MeshRadioBackhaul[1]: Sending LINK_UP to MeshLink

CRIT-MeshLink: Set Root port Mac: D4:78:9B:7B:DF:11 BH Id: 2 Port:54 Device
EVENT-MeshLink: Sending NOTIFY_SECURITY_LINK_UP to MeshSecurity
EVENT-MeshSecurity: Intermodule message NOTIFY_SECURITY_LINK_UP
EVENT-MeshSecurity: Start full auth to parent D4:78:9B:7B:DF:11
EVENT-MeshSecurity: start_auth, Parent(D4:78:9B:7B:DF:11) state changed to
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*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

37.
37.
37.
38.
40.
40.
40.
40.
40.
40.
40.
40.
40.
40.
40.
40.

5199]
5199]
5199]
6699]
6699]
6799]
6899]
6899]
6899]
6899]
6899]
6899]
6899]
6899]
6899]
6899]

state changed to STATE _RUN

[¥11/05/2019 18:28:40.6899]
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*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

Di scovery Response

47

47

from 192.

45.
45.
45.
45.
45.
46.
.3999]
47.
47.

6799]
6799]
6899]
6899]
7099]
9699]

4599]
4599]

.4599]
47.

4899]

EVENT-MeshSecurity:
EVENT-MeshSecurity:
EVENT-MeshSecurity:
ipv6 gw config loop
ipv6 gw config loop
EVENT-MeshSecurity:
EVENT-MeshSecurity:
EVENT-MeshSecurity:

Opening wpas socket

start socket to WPA supplicant

MeshSecurity::wpas_init my_mac=00:EE:AB:83:D3:20, usern
in Ac discovery

in Ac discovery

Generating pmk rO as child(D4:E8:80:A0:D0:B1)

pmk(eap) r0 generated for D4:78:9B:7B:DF:11: 5309c9fb 0
EAP authentication is done, Parent(D4:78:9B:7B:DF:11) s
EVENT-MeshSecurity: Child(D4:E8:80:A0:D0:B1) generating keys to Parent D4:7
EVENT-MeshSecurity: Processing TGR_AUTH_RSP, Parent(D4:78:9B:7B:DF:11) stat
CRIT-MeshSecurity: Mesh Security successful authenticating parent D4:78:9B:
EVENT-MeshLink: Mac: D4:78:9B:7B:DF:11 bh_id:2 auth_result: 1
EVENT-MeshLink: Sending NOTIFY_SECURITY_DONE to Control

EVENT-MeshLink: Mesh Link:Security success on parent :D4:78:9B:7B:DF:11
EVENT-MeshLink: Uplink Auth done: Mac: D4:78:9B:7B:DF:11 Port:54 Device:DEV
EVENT-MeshSecurity: Processing TGR_REASSOC_RSP, Parent(D4:78:9B:7B:DF:11)

EVENT-MeshAwppAdj[1][D4:78:9B:7B:DF:11]: auth_compTlete Result(PASS)

CAPWAP State: Discovery

Discovery Request sent to 192.168.1.200, discovery type STATIC_CONFIG(1)
Discovery Request sent to 192.168.1.200, discovery type STATIC_CONFIG(1)
Sent Discovery to mobility group member 1. 192.168.1.200, type 1.

Discovery Request sent to 255.255.255.255, discovery type UNKNOWN(CO)

AP GW IP Address updated to 192.168.1.1

Flexconnect Switching to Standalone Mode!

EVENT-MeshLink: Sending NOTIFY_CAPWAP_COMPLETE to Control
EVENT-MeshControl: Capwap Complete Notification: bh:2 Result:2
EVENT-MeshControl: Received CAPWAP Disconnect for: bh_id(2), D4:78:9B:7B:DF

168. 1. 200

Adding Ipv4 AP manager 192.168.1.200 to least load
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*11/05/2019
*11/05/2019
*11/05/2019
*11/05/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019

18:
18:
18:
18:
13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
23:
23:
23:
23:
23:
23:
23:
23:
23:

CAPWAP data tunnel
[*11/06/2019 13:23
[*11/06/2019 13:23
[*11/06/2019 13:23
[*11/06/2019 13:23

55

55.
55.
55.
36.
36.
36.
36.
36.
36.
36.
36.
36.

.1299]

1399]
1399]
1399]
0000]
0000]
0000]
8599]
8599]
8599]
8699]
8899]
8899]

WLC: ME ApMgr count 1, ipTransportTried 0, prefer-mode 1, isIpv4OrIpv6Stati
IPv4 Pref mode. Choosing AP Mgr with index 0, IP 192.168.1.200, load 1, AP
capwapSetTransportAddr returning: index 0, apMgrCount 0O

CAPWAP State: DTLS Setup
DTLS connection created sucessfully Tocal_ip: 192.168.1.202 Tocal_port: 524
Dtls Session Established with the AC 192.168.1.200, port 5246

CAPWAP State: Join

Sending Join request to 192.168.1.200 through port 5248
Join Response from 192.168.1.200

AC accepted join request with result code: 0

UPDATE to forwarding SUCCEEDED
:37.4999] Starting Post Join timer

137.

4999]

:37.4999] CAPWAP State: Image Data
:37.5099] AP image version 8.10.105.0 backup 8.8.125.0, Controller 8.10.105.0
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CAPWAP St at e:

*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019

*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019
*11/06/2019

[*11/06/2019

[*11/06/2019
[*11/06/2019

[*11/06/2019

13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:

23:
23:
23:
23:
23:

23:
23:
23:
23:
23:
23:
23:
23:

Run

13:
13:
13:
13:

23
23
23
23

37.
37.
37.
37.
37.

38.
38.
38.
38.
38.
38.
39.
39.

:39.
:39.
:39.
:39.

AP has joined control

[*11/06/2019 13:23:39.

Fl exconnect Switching

5099] Version is the same, do not need update.

6399] do NO_UPGRADE, partl is active part

6499]

6499] CAPWAP State: Configure

6599] DOT11_CFG[0] Radio Mode is changed from Remote Bridge to Remote Bridge

7799] DOT11_CFG[0]: Starting radio O

7799] DOT11_CFG[1]: Starting radio 1

8899] EVENT-MeshRadioBackhaul[0]: BH_RATE_AUTO

8899] EVENT-MeshSecurity: Intermodule message LSC_MODE_CHANGE
9099] CAPWAP data tunnel UPDATE to forwarding SUCCEEDED

9999] Setting Prefer-mode IPv4

0499]

0499]

0499] EVENT-MeshCapwap: CAPWAP joined controller

0599] CAPWAP moved to RUN state stopping post join timer
1599] CAPWAP data tunnel ADD to forwarding SUCCEEDED
2299]

er ME

2599]

to Connected Mode
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