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Lo, show image integrity

lo, show filesystem
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» Catalyst 9800-CL. Cisco IOS® XE 17.15.3
* u9bo 9,09J Catalyst 9162
* u9bs 9,09J Cisco Aironet 3802
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gpdsd wposd b IUy o9
u-boot
conduvd wie lJo vgsd U-Boot

owl 0Bl 1JgLesd pu Cisco gpdsé IJoposs Bs suoe [Jeposs u-boot IUss szoe Gud
bo s COs IUjissuwss. JJsuosd lJs suoe 1o poss-U. lge o030 IUgbgle.

1. w9008d Jod 9256 wedp weudd 9236 wpde AP.
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luvwgsleo gds 1Jzol).
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U-Boot 2013.01-gelc49d93a (Jul 28 2023 - 09:08:14) SDK version: 2015_T2.0pl0

Board: Barbados-3K
SoC: MV88F6920 Rev Al
running 2 CPUs
CPU: ARM Cortex A9 MPCore (Rev 1) LE

CPU O
CPU @ 1800 [MHz]
L2 @ 900 [MHz]

TClock @ 250 [MHz]

DDR4 @ 900 [MHz]

DDR4 32 Bit width,FastPath Memory Access, DLB Enabled, ECC Disabled
DRAM: 1 GiB

RST I2CO

NAND: ECC 4bits, 256 MiB

SF: Detected N25Q32A with page size 64 KiB, total 4 MiB

PCI-e 1 (IF O - bus 0) Root Complex Interface, Detected Link X1, GEN 2.0
PCI-e 2 (IF 1 - bus 1) Root Complex Interface, Detected Link X1, GEN 2.0

Map : Code: 0x3fed7000: 0x3ffad848
BSS: 0x3ffef314
Stack: 0x3f9c6f20
Heap: 0x3f9c7000: 0x3fed7000
U-Boot Environment: 0x00100000:0x00110000 (SPI)

Board configuration:
| port | Interface

I
| egigal | SGMII 0x01 |
| egigaz | SGMII | In-Band |
Net: egigal. eqgigaz? [PRTIME]

Hit ESC key to stop autoboot: O]
U-boot>>

uulubé wie wvésd u-boot

Iuwegse IJie, printenv pu 9,08 [Joposs U Juuys peodd olluosd wsss lJoposs U Judbs
lJ9o9d-



BOOT=part
CASset=max
ENABLE_BREAK=1
FACTORY_RESET=0
MALLOC_ len=5
MANUAL_BOOT=0
MEMORY_DEBUG=0
MPmode=SMP
PART_BOOTCNT=3

autoload=yes
baudrate 9600

uuuuuuuuuu

@Lp@Jo)l lole 1Js lo Some Meposs 09 1Jee 1. sedo oasd Suve IJoposs o3loled uble
vpos> wubgsd 1U9ess

ogdSd Buwpe wpeoss U-Boot

1.8 wupob Suve IJoposs 1Jelds wlovetsle IJi0, set boot part <1-2>.
2.8 a-.sb SEXS JIJ Suwe wluwegsle Il saveenv
3. o aﬁﬁ Buwp IJoposs Ields wluvaesle I, printenv



u-boot>> saveenv

Saving Environment to SPI Flash...

SF: Detected N25Q32A with page size 64 KiB, total 4 MiB
Erasing SPI flash....Writing to SPI flash..... done
u-boot>> printenv

BOOT=part 2

4.}9‘0 wwpos> u9bé 1UgLogd wluwwesle duwpe IJoposs IUss we wdgsuo grsel wlyweesle
|Jl e, boot.

u-boot>> boot

Creating 1 MTD partitions on "nand0":
0x000000200000-0x000010000000 : "mtd=2"
UBI: attaching mtdl to ubiO

ubifsmount - mount UBIFS volume

Usage:
ubifsmount

- mount 'volume-name' volume
UnabTle to ubi mount UBIFS partition part 2
Trying alternate partition part2
UBIFS: mounted UBI device 0, volume 0, name "part2"

3. SS wposd udbd 1Uguosd pu Sure [doposs IJeeo.
Jouw yivd

&_92_u0 QJb|p pJ;.9|Q AP



pdlzbs: s9u058 wlehs wresd udbs (L8lb) IUsuesd Swd IJe,dss. 903l Suwer
OIS JI9s |QJ'0P<") |Jrth_9|u |Jroajo<") P.§L§Q|9PU”C |Jrth_9|u |Jro_§L§Q6 Yod

o0 CLI gJs IJ ap. s¢do leoslMode g ugJo 03l o) 1o 3808 1JelJs ap o969 tmp sJdsd zzpe.
Io, show image integrity
subs) 03l etz Ids Iluosble 1dzldss eds udbs 1suosd.

SubSy 1uosh IJBuwe IJIuwluns 1Js luosh wposs udbs 1Jsuosd (AP) IzlJs.

Subs) luosh Suwe IJouwe Idlzeslbs [Us luosl IJouwe Idlzeslbs Judbs 1dsuesd (AP).

AP-CW9162#show image integrity
/partl(primary) 17.15.3.28
part.bin : Good



ramfs_data_cisco.squashfs : Good
iox.tar.gz : Good

/part2(Backup) 17.9.6.40
part.bin : Good
ramfs_data_cisco.squashfs : Good
iox.tar.gz : Good

Spdud IJowssd wsu luosl wposs uEbs IUsuosd IUzlds wluweesle IJIsle, 15106, seos
©p0s> 098 1U9uosd e IdSuwe IUpead wed lghs crpsd udbs IUsuosd Ideldsé:

odysu puwl IJoposs 1 (spos ap pg luesl) Idgie 1)
Iy
od9su puwl) IJwposs 2 (spos ap pg luosh Idgjs 2)

I, show filesystem

Suvs) Iz s wuss uble IJpdle Judlbs 1Ugosd.



pdlebo: sbo, Lo [TMP oeu IUgp9s 1U3s wp wepsdo gds béld uble ldpdle 1J5s
Sop luwopsleo Joisu ue9sd udbs 1Usuesd Josdss ulbs Iy osd.

<#root>

AP-CW9162#show filesystems

Filesystem Size Used Available Use% Mounted on
none 114. 4M 4. 7M 109.7M 4% /tnp

.19 |JroOp iQ l§¢J_9Q CCP QJ'OLA rth.ék‘; AP /TMP 100 PO |_9 |E_J.,$ SOp !uuoé_.)bo QJb|p |Jrth_9|u
tmp Jogisu cudsé w296 udbs [Jyosd.



odlzbo6: 31 Jp sIo 1¢ld wble IJpJBle tmp 100 ey 9 1o, B6> wdsy ould puuldJ
B L9 AP Jus,d ol eds IJduwe. crole lds wudss udbs IUsuesd 1ds 1luesl
17.6.6 e |s pu by wuisd L2906 AP IJos wauwe Idduwe-

eunl) o960 AP

colbde udlb 1d9uod pu Cisco puwly ©uds6 s> wldirae Is 1dluesl Idelds sldluesl
lJ9z0s. W o3l Idsdsd: swp luwedsle IJluoesl) 17.15.3 oo Cisco 10S XE.
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Upgrade Path to Cisco |10S XE 17.15.x

Table 15, Upgrade Path to Cisco 105 XE Dublin 17.15.x {(where x = 1)

Current Software Upgrade Path for Deployments with Upgrade Path for Deployments
9130 0r 9124 Without 9130 or 9124
16.10.x = Upgrade first to 16.12.5 or 17.3.x and

then to 17.15.%.

16.11.% - Upgrade first to 16.12.5 or 17.3.x and
then to 17.15.x.

16.12.x Upgrade first to 17.3.5 or later or 17.6.x | Upgrade first to 17.3.5 or later or 17.6.x
or later, then to 17.9.6 or later or 17.12.x | or later, and then to 17.15.x.
or later, and then to 17.15.x.

17.1.x Upgrade first to 17.3.5 or later, then to Upgrade first to 17.3.5 or later and then
17.9.6 or later or 17.12.% or later, and to 17.15.x.
then to 17.15.x.

17.2.x Upgrade first to 17.3.5 or later, then to Upgrade first to 17.3.5 or later and then
17.9.6 or later or 17.12.x or later, and to 17.15.x,
then to 17.15.x.

173110 17.3.4 Upgrade first to 17.3.5 or later or 17.6.x | Upgrade directly to 17.15.x.
or later, then to 17.9.6 or later or
17.12.x or later, and then to 17.15.x.

17.3.4c or later Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.
later, and then to 17.15.x.

17.4.x Upgrade first to 17.6.x and then to Upgrade directly to 17.15.x.
17.15.x.

17.5.x Upgrade first to 17.6.x and then to Upgrade directly to 17.15.x.
17.15.x.

17.6.x Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.
later, and then to 17.15.x.

17.7.x Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.
later, and then to 17.15.x.

17.8.x Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x.
later, and then to 17.15.x.

17.9.11t0 17.9.5 Upgrade to 17.9.6 or later or 17.12.x or | Upgrade directly to 17.15.x
later, and then to 17.15.x

17.9.6 or later Upgrade directly to 17.15.x Upgrade directly to 17.15.x

17.10.x Upgrade to 17.12.x or later, and then to | Upgrade directly to 17.15.x
17.15.x

17.11.x% Upgrade to 17.12.x or later, and then to | Upgrade directly to 17.15.x
17.15.x

17.12.x% Upgrade directly to 17.15.x Upgrade directly to 17.15.x

17.13.x% Upgrade directly to 17.15.x Upgrade directly to 17.15.x

17.14.% Upgrade directly to 17.15.x Upgrade directly to 17.15.x

8.9.x or any 8.10.x version prior to Upgrade first to 8.10.171.0 or later, Upgrade directly to 17.15.x.

8.10.171.0 17.3.5 or later or 17.6.x or later, then to

17.9.6 or later or 17.12.x or later, and
thento 17.15.x

QJ\E;__S& |._J|ouu|J |Js 17.15.x

3. wUbSy 99096 9l9, g Cisco Wireless Solutions Software (o, ulez | [J I w S 56
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Table 5. Cisco Catalyst 9800 Wireless Controller and Supported Access Points

10S XE Release Access Point Image Access Point Supported Access Points
Version Number Release



isco |0S XE 17.15.3.28
17.15.3

2L 99096 U918 IUJlwdds 17.15.3

4. iu.uoé)p

wluwesle bys¥s wujsd u09,6 AP

b9 wujsd ue9s6 AP

15.3(3)JPT2

Cisco Wireless Wi-Fi 7 APs: 9176 (I/D1),
9178l, 9172(1)

Cisco Catalyst Wi-Fi 6E APs: 9136 ()[2162]
(1), 9163 (E), 9164 (1), 9166 (I/D1)

Cisco Catalyst Wi-Fi 6 APs: 9105AX (I/W),
9115AX (I/E), 9117AX (1), 9120AX (I/E/P),
9130AX (I/E)

Cisco Aironet APs: 1815 (I/W/M/T), 1830
(1),1840 (1), 1852 (I/E), 1800i, 2800 (I/E),
3800 (I/E/P), 4800 (1)

Outdoor and Industrial APs: 1542, 1560,
1570, and IW3702

Integrated Access Point in Cisco 1100 ISR
(ISR-AP1100AC, ISR-AP1101AC, and ISR-
AP1101AX)

Cisco Catalyst Industrial Wireless 6300
Heavy Duty Series Access Point, Cisco 6300
Series Embedded Services Access Point,
Cisco Catalyst 9124AX (I/D/E) Access
Points, Cisco Catalyst Industrial Wireless
9167 (I/E) Heavy Duty Access Points, Cisco
Catalyst IW9165D Heavy Duty Access Points,
Cisco Catalyst IW9165E Rugged Access
Points

Sensors: Cisco Aironet 1800s Active Sensor
Pluggable Modules: Wi-Fi 6 Pluggable
Module for Industrial Routers
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2. Sp woppsd Lo9,6 Cisco 10S XE |Us ooy Idopde B IJuvuds IUppdss IUJluvdIdss
(WLC) oo e 1316 31206 Ipwezoe Ihmsess (GUD gws s > bl Ielez > codss
Jeslez > el pJS IJeuos) > 029 pJS > 0229 pJS 1J2) 856 9800 Ises s
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n il Gisco Catalyst 9800-CL Wireless Controller

Cisco 17.15.3

Welcome cisco A € A $ e 2

_ Administration * > Software Management

Software
| Dashboard Upgrade
Monitoring Software IL‘uJ‘Ip ,qlmde INSTALL v
: ode
Maintenance Current Mode (until next reload): INSTALL
Upgrade (SMU)
Configuration
One-Shot D
AP Service Install
Package (APSP) Upgrade (i)
) Transport My Desktop v
Licensing AP Device Type
Package (APDP)
Troubleshooting File System bootflash v Free Space: 4203.53 MB
ouplesnootling
Souree File & Select File

Ilzod IJpuwese Idyum9pss (GUI) JbLs Idoslee

3. wedd pu ldouisd IJpuved Juogyd udbs IUgosd.

4.168) VY wujisd JuvuST.



il Cisco Catalyst 9800-CL Wireless Controller

Cisco

(]

3
u

I"\

Walcome cisco # B A H Q R 0 C o\

Administration = » Software Management

Software There is an upgrade in progress. Please wait till it completes...
Upgrade
Software
Maintenance
Upgrade (SMU) Upgrade MNSTALL Status
Mode
Current Mode (until next reload): INSTALL
AP Service i.: Download | /Packi
; +.: Download Image/Package.
Pack; P ST
ackage (APSP) Transport Wy Desktor [ C9800-CL-universalks.17.15.03.5RA_bin
Type
AP Device ¥ Install Image/Package
Package (APDP) File System bootflash Free Space: 4201,58 MB > AP Image Predownload
:":"IPUIE'G' File o > Activate Image/Package
Path 2> Commit
[ Co800-CL-universalkd.1... 0%
AP Image
Predownload
(i)

Jouisd ldeuved Jondss WLC - covse o9,

5. oop oudsé udlb 1Usuosd (AP) JdJ luudye Ideuisd Idpuved Juosss udlbs 1Js 09
ouisd puved Jue9sd AP g, CLI
1. 1uo186 (09,6 9236 I dp 9uumseol lds euuo) Idogde Vs IUuveds Idpedss

lJJlpwdIss (WLC).

install add file bootflash:image.bin

2. 3p wouisd 1Jue9,8 1S zese udll 1Jsuosd (AP) Is udbs 9,09J pesus pouods w9zss
IJozdp.

ap image predownTload

ap name

image predownload



3. 02dd pu 2ldé IJouisd IJpuwwd Juldbs IJsLosd Jepese wilb 1JsLoed s w@bs 9,09
PESUO .

show ap image

show ap name

image

4. oonsd 1Juos) po IJ APs. g APs pgswé: 9 APs Ios lope IJoussd IJpuuwd.

ap image swap

ap name

image swap

ap image swap completed



5. 8p vouubshb 1Juo9,s IJpeows asel. 903l sowow Bs lghs wresd euuos IJozde O
IJobods Ipedss IUJluudIss (WLC) slduse wldluosh IJzaso.

install activate

6. vpEd i O 33_.)6;|Joadro s Iduvedo IJppdss IJJluwdIdss (WLC) poods 95pd0
lJso9d [Usele $p woldss [duoy)é.

install commit

656 WLC 1 Gesluesd 5 AP
<886 Bsluwso Jesluodle WLC 9 AP g0 9lzos Ipuwegsp IU)uwseso (GUI)

1. 8p wouisd luoslh uo9y6 Cisco I0S XE IJpdod pu 0998 wuisd wlez Cisco .

2. 8p wogpsd w9y Cisco I0S XE |Js suuo) Idoede b Iduvedo IJppdss IJJluwddso
(WLC) pu 2JId bLié 9lzod Idpumweise Idyuwspss (GUI) eo) 1dsse > L Idoslez > ©odsé
IJeolpz > punh pdO 1dpuos) > edsd pdud > zass pdud Ide,9se 9800 1Jss o)ss
weesdo lJs 9z26 Idogdpe.

u il Cisco Catalyst 9800-CL Wireless Controller

Cisco 17.15.3

Welcome cisco 4 € A S Mh e o

Administration -~ > Software Management

Software
Upgrade
Software Upgrade INSTALL v
Maintenance Mode . i
Current Mode (until next reload): INSTALL
Upgrade (SMU)
Configuration
One-Shot D
AP Service Install

rade (1)
Package (APSP) Upgrade (§)

) Transport My Desktop v
AP Device Type
Package (APDP)
File System bootflash v Free Space: 4203.53 MB

Source File :
Path* & Select File

9lzod Idpwegse lyuw9pessd (GUI) Jbbs Idolee
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3. w8 leosh Ipdd 1deuns, Jdozesd: ite) 1Jesl 1Uss soluwe leosleled wuvdd 18!
998 WLC IJ3sluwss 19 wujsd 109,68 AP puwodl .

4.108) B938 cuisd oL use.
5. sued Usb 1Jo@se 1Us 1007 9sop 1U9uosd 1Js 2lds covse 1due9,d/lde;es.

Administration - > Software Management

Software There is an upgrade in progress. Please wait till it completes...
Upgrade
Software
Maintenance
Upgrade (SMU) Upgrade INSTALL Status
Mode
Current Mode (until next reload): INSTALL
A Secvics i D load | fPack
<.: Download Image/Package.
P APSP’
ackage (APSP) One-Shot D ™ C9800-CL-universalk9.17.15.03.5PA bin
Install -
AP Device Upgrade (i) ¥ Install Image/Package
Package (APDP) —— ? Activate Image/Package
Transport My Desktop
Type » Commit
File System bootflash Free Space: 5691.86 MB o
Source File S
Path* ©
[ C9B00-CL-universalk9.1... 0%
AP Image O
Predownload
PR
\L)

Hitless Software Upgrade (N + 1 Upgrade)

Enable O

Hitless
Upgrade

<88 WLC IJ3sluwss - coose [Jue,6

6. u&> i o99p uwoy Iduzdp Vs Idyveds Idpedss IUJlgedIdss (WLC) couddss gpdsle
IJozdd IJuelisss: lug)y W98 edb IJodssu sldouuvsb. 903l sogwow B lebs wzpsd
couo) Idopde Os IJgvwdo Idpedss IJJluwdIdse (WLC) sldose oldluosl) 1Jzass.

7. 08> io SY90 1Usue9d 1Js geuuey Ideedp Vs Iduveds 1dpedse IUJIgvdIdso (WLC) ppedul
gwy9lgod ldpwegspe ldyuwsesd (GUI) 9p wldluosl) 1Uss wpo oydswo.



Administration - »  Software Management ‘ Click here for Latest Recommended Software

Software Upgrade

Software Maintenance Upgrade

(SMU) Upgrade Mode INSTALL v Current Mode (until next reload): INSTALL Manage
AP Sarvice Package (APSP) BSZ ;63(1!?!(51516" 0
AP Device Package (4PDP) Transport Type My Desktop -

File System bootflash - Free Space:; 1717.17 MB

Source File Path*

AP Image D

Predownload (3)

Hitless Software Upgrade (N + 1 Upgrade)

Enabile Hitless ]
Upgrade

cor

Cus3 IJe)dsé
<886 WLC IJB8sluvss 9 AP gy CLI (9lzos yubo, Uigl,o_,)

1. ozpsd IJuo9,d |Js 9236 [dwgde.

copy tftp|ftp|sftp://

bootflash:

2. vouse IUuo9ys gds 9226 Idogdpe.

install add file bootflash:

3. 8p wouubsh 1Juo9,s 1ers36. 903l seuwew B lehs cresd euua) dopde O 1y Js
lJeedss [ddluwdIdss (WLC) sldese oldluosh 1dzaso.
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